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Abst r act
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1. I nt roduction

Sharing threat infornmation has becone a fundanmental requirenent in
the Internet security and intelligence conmunity at large. This

i nformati on can include indicators of conpronise, malicious file
indicators, financial fraud indicators, or even detailed information
about a threat actor. Cassification plays a crucial role while
sharing such indicators or information, ensuring adequate

di stribution, understanding, validation, or action regarding the
shared information. The M SP taxononies are a public repository of
known vocabul aries that can be utilized in threat information

shari ng.

Machi ne tags were introduced in 2007 [rmachine-tags] to allow users to
be nore precise when tagging their pictures with geolocation. So a
machine tag is a tag which uses a special syntax to provide nore
informati on to users and nachi nes. Machine tags are al so known as
triple tags due to their format.
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In the M SP taxonony context, machine tags hel p analysts to classify
their cybersecurity events, indicators or threats. M SP taxononies
can be used for classification, filtering, triggering actions or

vi sual i sation depending on their use in threat intelligence platforns
such as M SP [M SP-P].

1.1. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. For mat

A machine tag is conposed of a namespace (MJST), a predicate (MJST)
and an optional val ue (OPTI ONAL).

Machine tags are represented as a string. Below listed are a set of
sanmpl e machine tags for different namespaces such as tlp, admiralty-
scal e and osint.

tl p: amber
admralty-scale:information-credibility="1"
0si nt: source-type="bl og- post "

The M SP taxonomy format describes how to define a machine tag
nanespace in a parseable format. The objective is to provide a
sinple format to describe machine tag (aka triple tag) vocabul ari es.

2.1. Overview

The M SP taxonomy format uses the JSON [ RFC8259] format. Each
nanespace is represented as a JSON object with meta information
including the follow ng fields: namespace, description, version,

t ype.

nanespace defines the overall nanmespace of the machine tag. The
nanespace is represented as a string and MJST be present. The
description is represented as a string and MJST be present. A
version is represented as a unsigned integer MUST be present. A type
defines where a specific taxonony is applicable and a type can be
applicable at event, user or org level. The type is represented as
an array containing one or nore type and SHOULD be present. If a
type is not mentioned, by default, the taxonony is applicable at
event |evel only. An exclusive bool ean property MAY be present and
defines at nanespace level if the predicates are nutually excl usive.
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predi cates defines all the predicates available in the nanespace
defined. predicates is represented as an array of JSON objects.
predi cates MJST be present and MJST at |east content one el enent.

val ues defines all the values for each predicate in the nanespace
defined. val ues SHOULD be present.

2.2. predicates

The predicates array contains one or nore JSON objects which lists
all the possible predicates. The JSON object contains two fields:

val ue and expanded. val ue MJST be present. expanded SHOULD be
present. value is represented as a string and describes the predicate
val ue. The predicate val ue MJST not contain spaces or col ons.
expanded is represented as a string and descri bes the hunman-readabl e
version of the predicate value. An exclusive property MAY be present
and defines at nanespace level if the values are nutually excl usive.

2.3. val ues

The val ues array contain one or nore JSON objects which lists all the
possi bl e values of a predicate. The JSON object contains two fields:
predicate and entry. predicate is represented as a string and
describes the predicate value. entry is an array with one or nore
JSON obj ects. The JSON object contains two fields: value and
expanded. val ue MJST be present. expanded SHOULD be present. value is
represented as a string and describes the machi ne parsabl e val ue.
expanded is represented as a string and descri bes the human-readabl e
version of the val ue.

2.4. uuid
uuid represents the Universally Unique IDentifier (UU D) [RFC4122] of
the taxonony. The uuid MJUST be preserved for any updates of the sane
taxonony. UU D version 4 or version 5 is RECOMVENDED when assi gni ng
it to a new taxonony. uuid MJST be present at predicate and val ue
| evel
uuid is represented as a JSON string. uuid MJST be present.

2.5. optional fields

2.5.1. colour
col our fields MAY be used at predicates or values level to set a
specify col our that MAY be used by the inplenentation. The col our

field is described as an RG colour fill in hexadeci mal
representation.
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Exanpl e use of the colour field in the Traffic Light Protocol (TLP)
"predicates": [

“col our": "#FF2B2B",

"description": "For the eyes and ears of individual recipients only, no further dis
closure. Sources may use TLP: RED when information cannot be effectively acted upon w thou
t significant risk for the privacy, reputation, or operations of the organizations involv
ed. Recipients may therefore not share TLP: RED information with anyone else. In the conte
xt of a nmeeting, for exanple, TLP:RED infornmation is |limted to those present at the neet
ing.",

"expanded": "(TLP: RED) For the eyes and ears of individual recipients only, no furt
her disclosure.",
"val ue": "red",
"uui d": "845del86- eef a- 57a6- be53- a0d36b7c6d2e"”
} i)
{

"col our": "#FFCO00",

"description": "Limted disclosure, recipients can only spread this on a need-to-kn
ow basis within their organization and its clients. Sources may use TLP: AMBER when inform
ation requires support to be effectively acted upon, yet carries risk to privacy, reputat
ion, or operations if shared outside of the organizations involved. Recipients may share
TLP: AMBER i nformation with nenbers of their own organization and its clients, but only on

a need-to-know basis to protect their organization and its clients and prevent further h
arm Note that TLP: AMBER+STRICT restricts sharing to the organization only.",

"expanded": "(TLP: AMBER) Limted disclosure, recipients can only spread this on a n
eed-to-know basis within their organization and its clients.",
"val ue": "anber",
"uui d": "8906f ac2-2d9c- 55f d- af 11- 0Of 35e91a6347"
b

2.5.2. description

description fields MAY be used at predicates or values level to add a
descriptive and human-readabl e i nformati on about the specific
predicate or value. The field is represented as a string.

| mpl enent ati ons MAY use the description field to i nprove nore
contextual information. The description at the namespace level is a
MJST as descri bed above.

2.5.3. nunerical _val ue

nurmerical _value fields MAY be used at a predicate or value level to
add a nmachi ne-readabl e nuneric value to a specific predicate or

value. The field is represented as a JSON nunber. [|nplenentations
SHOULD use the decimal value provided to support scoring or
filtering.

The deci mal range for nunerical val ue SHOULD use a range fromO up to
100. The range is recomended to support conmmon mat hemati ca
properties anong taxononi es.

Exanpl e use of the nunerical _value in the M SP confidence |evel
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"predicate": "confidence-Ilevel",
"entry": [

"expanded": "Conpletely confident"

"val ue": "conpl etely-confident",
"nurerical _val ue": 100,

"uui d": "34ef 60ef - bb46-5810- 9046- 4add93559164"

"expanded": "Usually confident",

"val ue": "usually-confident",
"nunerical _val ue": 75,

"uui d": "0df 28ca0- 7237- 58e5- ba64- 8f 1f b6706571"

"expanded": "Fairly confident",

"value": "fairly-confident",
"nurerical _val ue": 50,

"uui d": "ae8c1689-f9b5-54f 9- a267- e87f 545bb7af "

"expanded": "Rarely confident",

"val ue": "rarely-confident",
"nunerical _val ue": 25,

"uuid": "173014d7-f 408- 5eb5- b9f 6- ac530c04f c2e"

"expanded": "Unconfident",

"val ue": "unconfident",

"nurerical _value": O,

"uui d': "3e9826a6-535a-555b- 8ee0- 54668d6af 6f f "

"expanded": " Confidence cannot be eval uated",
"val ue": "confidence-cannot - be-eval uat ed"”,
"nunerical _val ue": 50,

"uui d": "021873dd- 14cd- 5¢9b- bc2f - f 4a5f 7a6clbc”
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3. Directory

The M SP taxonom es directory is publicly available [MSP-T] in a git
repository. The repository contains a directory per namespace then a
file machi netag.json which contains the taxonony as described in the

format above. |In the root of the repository, a MAN FEST.json exists

containing a list of all the taxonom es.

The MANI FEST.json file is composed of an JSON object wi th netadata
|ike version, license, description, url and path. A taxonom es array
descri bes the taxonony available with the description, nanme and
version fi el d.

3.1. Sanple Manifest

{
"version": "20161009",
"license": "CC0",
"description": "Manifest file of M SP taxonom es avail able.",
"url "
"https://raw. githubusercontent.conml M SP/ m sp-taxononi es/ master/",
"pat h": "nmachi netag.json",
"taxonom es": |
"description": "The Admralty Scale (also called the NATO System
is used to rank the reliability of a source and
the credibility of an information.",
"nanme": "admiralty-scale",
"version": 1
H
{
"description": "Open Source Intelligence - Cassification.",
"name": "osint",
"version": 2
H
}

4. Sanpl e Taxonony in M SP taxonony fornmat

4.1. Admiralty Scal e Taxonony
{

"namespace": "admiralty-scale",

"description": "The Admiralty Scale or Ranking (also called the NATO Systen) is used to

rank the reliability of a source and the credibility of an information. Reference based
on FM 2-22.3 (FM 34-52) HUVAN | NTELLI GENCE COLLECTOR OPERATI ONS and NATO docunents. ",

"version": 5,

"predicates": [

{

"val ue": "source-reliability",
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"expanded": "Source Reliability",
"exclusive": true,
“uuid": "f7b68aff-8b01-517c-a272-13dc713d01e5"

H
{
"value": "information-credibility",
"expanded": "Information Credibility",
"exclusive": true,
"uui d": "78ceeb42-699a-5882-882a- 5bh8cdebb4565"
}
1,
"val ues": [
{
"predicate": "source-reliability",
"entry": [
"val ue": "a",
"expanded": "Conpletely reliable",
"description": "No doubt of authenticity, trustworthiness, or conpetency; has a

hi story of conplete reliability",
"nunerical _val ue": 100,
“uui d": "bcb65b93- 062a- 5b9f - 8d69- 9alf 23d25827"

H
{
"val ue": "b",
"expanded": "Usually reliable",
"description": "M nor doubt about authenticity, trustworthiness, or competency,;

has a history of valid information nost of the tine",
"nunerical value": 75,
"uui d": "6lcbed64-0bdf-5467-9b28- e94aa3ee87c5"

b
{
"val ue": "c",
"expanded": "Fairly reliable",
"description": "Doubt of authenticity, trustworthiness, or conpetency but has p

rovided valid information in the past",
"nurerical _val ue": 50,
"uui d": "046949ad- cdc0-53a6- b3ae- 762b7bef bd77"

b
{
"val ue": "d",
"expanded": "Not usually reliable",
"description": "Significant doubt about authenticity, trustworthiness, or co np

etency but has provided valid information in the past"”,
"nunerical _val ue": 25,
“uuid": "3125e574- 7adc- 5e08- b5ca- 86d7dlaf b2a3"

H
{
"val ue": "e",
"expanded": "Unreliable",
"description": "Lacking in authenticity, trustworthiness, and conpetency; histo

ry of invalid information",
"nurerical _value": O,
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"uuid": "6615786b- 22e5-58d1- 9bf 5- 4a790975e461"

b
{
"val ue": "f",
"expanded": "Reliability cannot be judged",
"description": "No basis exists for evaluating the reliability of the source",
"nunerical _val ue": 50,
"uui d": "5c877b09- bc69-5b92- bd34- 099b4789d6ab"
b
{
"val ue": "g",
"expanded": "Deliberatly deceptive",
"nurerical _value": O,
"uui d": "47487617- 8f e2-518a-9472- 178e88a45e6f "
}
]
H
{
"predicate": "information-credibility",
"entry": [
{
"val ue": "1",
"expanded": "Confirned by other sources”,
"description": "Confirned by other independent sources; logical in itself; Cons

istent with other information on the subject"”,
"nunerical _val ue": 100,
"uui d": "7bc7c468-23c2-5ecc-9e4b-709dc89a7763"

H
{
"val ue": "2",
"expanded": "Probably true",
"description": "Not confirmed; logical in itself; consistent with other informa

tion on the subject”,
"nunerical value": 75,
"uui d": "802dafcl-6d38-58d0-923b-569655cd0b93"

H
{
"val ue": "3",
"expanded": "Possibly true",
"description": "Not confirnmed; reasonably logical in itself; agrees with sonme o

ther information on the subject”,
"nunerical val ue": 50,
"uuid": "c1553166- 625b-5d93- 9b9%a- 816f 06663e28"

b
{
"val ue": "4",
"expanded": "Doubtful",
"description": "Not confirnmed; possible but not logical ; no other infornmation

on the subject"”,
"nunerical _val ue": 25,
"uui d": "ec23824e- c6ef -59d4- 9949- 643974ad32c1"”
} i)
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{
"val ue": "5",
"expanded": "I nprobable"”,
"description": "Not confirned; not logical in itself; contradicted

ormati on on the subject”,
"nurerical _value": O,
"uui d": "5d6bc630- 004a- 54d9- b285- 566361leea3bd"

by other inf

}1
{
"val ue": "6",
"expanded": "Truth cannot be judged",
"description": "No basis exists for evaluating the validity of the information"
1 "nunerical _val ue": 50,
"uui d": "ac88352a- 20bb- 5ba2- 89b4- d5f 0dcb78658"
}
]
]}
"uui d": "97c896f 5- df 57- 517f - be3b- 46f 7c2df caf 4"
}
4.2. Open Source Intelligence - Classification
{ _
"predicates": [
{
"expanded": "Source Type",
"val ue": "source-type",
"uui d": "53268e72-c3c7-58c0- af a8- ab00a85b46e3"
}1
{ . _ _ _
"expanded": "Lifetine of the information as Open Source Intelligence",
"value": "lifetinme",
"uui d": "dl4cfcl5-c9bc-598b-829d- b757f 4cb99cd"
}1
{ _ _ . _
"expanded": "Certainty of the elements nmentioned in this Open Source Intelligence",
"val ue": "certainty",
"uui d": "50358d08- be83-50ea- 86c1l- c305722c9f 13"
}
1.
"version": 11,
"description": "Open Source Intelligence - Cassification (M SP taxonom es)",
"namespace”: "osint”

"val ues": |

"predicate": "source-type",
"entry": [
{
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"val ue": "bl og-post",
"expanded": "Bl og post",
"uuid": "6110e86a-1752-5h8a- a51b-9899367370d6"

"val ue": "mcrobl og-post”,
"expanded": "M croblog post like Twitter",
"uui d": "a9bb1865- 9680- 586b- 8e97- 2ab133668df 6"

"val ue": "technical-report",
"expanded": "Technical or analysis report",
"uui d": "ec22778f-e7d6-5a2a- 9a0d- 5¢c402bf 22921"

"val ue": "presentation",
"expanded": "Presentation or slidedeck",
"uuid": "27c02224-598c-5817- 8a63- 813f 659c7aa3"

"val ue": "news-report”,
"expanded": "News report",
"uui d": "61a0a580-f 713- 5eee- b6al- bf 130d52a92d"

"val ue": "pastie-website",
"expanded": "Pastie-like website",
"uui d": "b2e6b620- eb8a-502d-91e3- d29f 169c3cf 9"

"val ue": "el ectronic-forunt,
"expanded": "Electronic forunt,
"uuid": "201cO7ce-d9a8-572f - 8510- 6f c1bb8a379d"

"value": "mailing-list",
"expanded": "Muiling-list",
"uui d": "e4211cl7-51a6-5c0b-9bad- 8e325el1e8ed3"

"val ue": "block-or-filter-list",
"expanded": "Block or Filter List",
"uui d": "eb5586337-617e-5b78-a9c0- 788eeee284d8"

"val ue": "source-code-repository"
"expanded": "Source code repository",
"uui d": "f447bdf 8- b074-5f 52- a8e8- 21ad064ef eaa”

Expires 4 January 2026
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}
{

"val ue": "accessi bl e-evi dence”,

"expanded": "Infrastructure allowi ng the gathering of the evidences such as ope
n directories, public web services or |eft over on public services",

"uui d": "cd56c2e3-dlf b-5cae- bc63- 2f d65f 4c59ec”

}1
{ _
"val ue": "expansion",
"expanded": "Expansion",
"uuid": "66cd8968-ffb7-53bb-96ed- 02f 9e7b79225"
}1
{ _ _
"val ue": "automatic-anal ysis",
"expanded": "Automatic analysis including dynam c anal ysis or sandboxes output"”
, “uuid": "74blec26- 7ef 6- 56a4- 95f d- 2a3eef 1ec863"
}1
{
"val ue": "automatic-collection",
"expanded": "Automatic collection including honeypots, spantraps or equival ent

t echnol ogi es",
"uui d": "371a3857-c667-5a3a-8cdc-b0d661e6b116"

H
{
"val ue": "manual - anal ysi s",
"expanded": "Manual analysis or investigation”,
"uui d": "c05f 0a98- ae08- 5eaf - 8155- c95e67f ce2d9”
H
{
"val ue": "manual -col | ection”,
"expanded": "Manual collection fromcraw ers, honeypots, spantraps, gathering t

ool s or equival ent technol ogi es”,
"uui d": "e02da304-217e-5745-88cd- 6c7a8024af 38"

H
{
"val ue": "unknown",
"expanded": "Unknown",
"uui d": "cOee6b06-cc26-5df e-ad74-febacae742b7"
H
{
"val ue": "other",
"expanded": "Qther source not specified in this list",
"uui d": "8054767e-2eb7-53e4- 9be6- 8950236a192e"
}
]
H
{
"entry": [
"description": "Information available publicly on |ong-ternt,
"expanded": "Perpetual ",
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"val ue": "perpetual ",
"uui d": "cafad670-0b27-5818-b86a- 757529e56eee"

"description": "Information available publicly on short-ternt,
"expanded": "Epheneral ",

"val ue": "epheneral ",

"uui d": "97adb94b- 133d- 5f 5f - af 8f - bf 2387bd62ca"”

}

redicate": "lifetinme"

!
b
{

"entry": [

{
"description": "Certainty",
"expanded": "Certainty (probability equals 1 - 100%",
"val ue": "100",
"nurerical _val ue": 100,
"uui d": "d97bd9d3-5718- 5ch3- 890a- 6f 44c313877c"

"description": "Al nost certain",

"expanded": "Al npbst certain (probability equals 0.93 - 93%",
"val ue": "93",

"nunerical _val ue": 93,

"uui d": "dfc3f3c5-fb77-58e9-a6c8-5b2ea9414db8"

"description": "Probable",

"expanded": "Probable (probability equals 0.75 - 75%",
"val ue": "75",

"nunerical _value": 75,

"uui d": "a386a237-ed7d-5e8d-9cb3-27cc71dabdOe”

"description": "Chances about even",

"expanded": " Chances about even (probability equals 0.50 - 50%",
"val ue": "50",

"nunerical val ue": 50,

"uui d": "f530059e-558f-5919- aa7e- cOdabc163f e4"

"description": "Probably not",

"expanded": "Probably not (probability equals 0.30 - 30%",
“val ue": "30",

"nunerical val ue": 30,

"uui d": "66f8af 84- 735a- 5ef 2- 8dac- b07f 3b0df 498"
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b
{
"description": "Alnost certainly not"
"expanded": "Al npbst certainly not (probability equals 0.07 - 7%",
"val ue": "7",
"nurerical _value": 7,
"uui d": "6e2f 8ef c- bac3-55ae-b7ee-b9a80a7dce73"
b
{
"description": "Inpossibility",
"expanded": "lInpossibility (probability equals 0 - 0%",
"val ue": "0",
"nurerical _value": O,
"uui d": "1479ef fb-9249-5503-8c63-a812d3bch8b1"
}
1,
"predicate": "certainty"

| }
"1uid": "aB86e35e6- bOch- 5b30- 99df - 013b40040chc”
}

4.3. Available taxonomes in the public repository

The public directory of M SP taxonomies [MSP-T] contains nore than
150 taxonom es spanni ng various fields, including:

CERT- XLM  CERT- XLM Security Incident Cassification

DFRLab- di chot oni es- of -di si nformati on: DFRLab Di chotoni es of
Di si nfornmation.

DML: The Detection Maturity Level (DWM.) nodel is a capability
maturity nodel for referencing ones maturity in detecting cyber
attacks. I1t’s designed for organizations who performintel-driven
detection and respo nse and who put an enphasis on having a mature
det ection program

GrayZone: Gay Zone of Active defense includes all elenents which
| ay between reactive defense el enments and of f ensive operati ons.

It does fill the gray spot between them Taxo may be used for
active defense planning o r nodeling.
PAP. The Permissible Actions Protocol - or short: PAP - was desi gned

to indicate how the received informati on can be used.
access-nmet hod: The access nethod used to renptely access a system
accessnow. Access Now classification to classify an issue (such as
security, human rights, youth rights).
acs-marking: The Access Control Specification (ACS) marking type
defines the object types required to inplenment autonated access
control systens based on the rel evant policies governing sharing
bet ween parti ci pants.
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action-taken: Action taken in the case of a security incident (CSIRT
per spective).

admralty-scale: The Admiralty Scale or Ranking (also called the
NATO Systen) is used to rank the reliability of a source and the
credibility of an information. Reference based on FM 2-22.3 (FM
34-52) HUMAN | NTELLI GENCE COLL ECTOR OPERATI ONS and NATO
docunents.

adversary: An overview and description of the adversary
infrastructure

ais-marking: The AI'S Marking Scherma i npl enentation is maintained by
the National Cybersecurity and Conmunication Integration Center
(NCCIC) of the U S. Departnent of Honel and Security (DHS)

anal yst-assessnent: A series of assessnment predicates describing the
anal yst capabilities to performanal ysis. These assessnment can be
assigned by the anal yst himherself or by another party evaluating
the anal yst.

approved- cat egory-of -action: A pre-approved category of action for
i ndi cators being shared with partners (MMC).

artificial-satellites: This taxonony was designed to describe
artificial satellites

aviation: A taxonony describing security threats or incidents
agai nst the aviation sector.

bi nary-cl ass: Custom taxonony for types of binary file.

cccs:  Internal taxonony for CCCS

circl: CIRCL Taxonony - Schermes of Cassification in Incident
Response and Detection

cnsd: La presente taxonomia es la primera versiiin disponible para e
Centro Nacional de Seguridad Digital del Perjx.

coa: Course of action taken within organization to discover, detect,
deny, disrupt, degrade, deceive and/or destroy an attack

col l aborative-intelligence: Collaborative intelligence support
| anguage is a common | anguage to support analysts to performtheir
anal ysis to get crowdsourced support when using threat
intelligence sharing platformlike MSP. The objec tive of this
| anguage i s to advance col |l aborative analysis and to share earlier
than later.

comon-t axonomny: Common Taxonomy for Law enforcenment and CSI RTs

copi ne-scale: The COPINE Scale is a rating systemcreated in Irel and
and used in the United Kingdomto categorise the severity of
i mges of child sex abuse. The scale was devel oped by staff at
the COPI NE (Conbating Paedop hile Information Networks in Europe)
project. The COPINE Project was founded in 1997, and is based in
the Departrment of Applied Psychol ogy, University College Cork,
I rel and.

course-of-action: A Course OF Action analysis considers six
potential courses of action for the devel opnent of a cyber
security capability.

crowdsec: Crowdsec |P address classifications and behaviors
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t axonony.

cryptocurrency-threat: Threats targeting cryptocurrency, based on
Ci pher Trace report.

csirt-americas: Taxononffa CSIRT Amiiricas

csirt_case classification: It is critical that the CSIRT provide
consistent and tinely response to the custoner, and that sensitive
information i s handl ed appropriately. This docunment provides the
gui del i nes needed for CSIRT Incident Managers (IM to classify the
case category, criticality level, and sensitivity level for each
CSIRT case. This information will be entered into the Incident
Tracking System (1 TS) when a case is created. Cons istent case
classification is required for the CSIRT to provide accurate
reporting to managenent on a regular basis. |In addition, the
classifications will provide CSIRT IMEJH wth proper case handling
procedures and will formthe basis of SLAZZ/H between the CSIRT and
ot her Conpany departnents.

cssa: The CSSA agreed sharing taxonony.

cti: Cyber Threat Intelligence cycle to control workflow state of
your process.

current-event: Current events - Schenes of Cassification in
I nci dent Response and Detection

cyber-threat-framework: Cyber Threat Framework was devel oped by the
US CGovernment to enabl e consistent characterization and
categori zation of cyber threat events, and to identify trends or
changes in the activities of cyber adversa ries.
https://ww. dni . gov/i ndex. php/ cyber-threat-franmework
(https://ww. dni.gov/index. php/cyber-threat-framework)

cycat: Taxonony used by CyCAT, the Universal Cybersecurity Resource
Cat al ogue, to categorize the namespaces it supports and uses.

cytonic-orion: Taxonony to describe desired actions for Cytomc
Oion

dark-web: Crimnal notivation and content detection the dark web: A
categori sation nmodel for |aw enforcement. ref: Janis Dalins,
Canpbell WIlson, Mark Carman. Taxonony updated by M SP Proj ect
and extended by the JRC ( Joint Research Centre) of the European
Commi ssi on

data-classification: Data classification for data potentially at
risk of exfiltration based on table 2.1 of Solving Cyber Risk
book.

dcso-sharing: Taxonony defined in the DCSO M SP Event Quide. It
provi des gui dance for the creation and consunpti on of M SP events
in a way that mnimses the extra effort for the sending party,
whi | e enhanci ng the usefuln ess for receiving parties.

ddos: Distributed Denial of Service - or short: DDoS - taxonomny
supports the description of Denial of Service attacks and
especially the types they bel ong too.

de-vs: GCerman (DE) Governnent classification nmarkings (VS)

deat h-possibilities: Taxonomy of Death Possibilities
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deception: Deception is an inportant conponent of information
operations, valuable for both offense and defense.

det ecti on-engi neering: Taxonony related to detection engi neering
t echni ques

dga: A taxonony to describe donmi n-generation algorithms often
call ed DGA. Ref: A Conprehensive Measurenment Study of Domain
Generating Mal ware Dani el Pl ohmann and ot hers.

dhs-ciip-sectors: DHS critical sectors as in https://ww. dhs. gov/
critical-infrastructure-sectors (https://ww.dhs.gov/critical-

i nfrastructure-sectors)

di anond-nodel : The Di anond Model for Intrusion Analysis establishes
the basic atom c el ement of any intrusion activity, the event,
composed of four core features: adversary, infrastructure,
capability, and victim

di anmond- nodel -for-i nfluence-operations: The dianond nodel for

i nfluence operations analysis is a franmework that |eads anal ysts

and researchers toward a conprehensi ve understandi ng of a malign

i nfl uence canpai gn by addressing the socio-political, t echnical,

and psychol ogi cal aspects of the canpaign. The di anond nodel for

i nfl uence operations analysis consists of 5 conponents: 4 corners

and a core elenent. The 4 corners are divided into 2 axes:

i nfluencer and audi ence on the socio-political axis, capabilities

and infrastructure on the technical axis. Narrative nakes up the

core of the dianmond.

-ism A subset of Information Security Marking Metadata | SM as

required by Executive Order (EO 13526. As described by DN . gov

as Data Encoding Specifications for Information Security Marking

Met adata in Controlle d Vocabul ary Enuneration Values for | SM

domai n-abuse: Donain Nane Abuse - taxononmy to tag donai n names used
for cybercrine.

dopi ng- subst ances: This taxonomy ainms to |list doping substances

drugs: A taxonony based on the superclass and class of drugs. Based
on https://ww. drugbank. ca/rel eases/ | at est
(https://ww. drugbank. ca/rel eases/ | at est)

economi cal -i npact: Econonic inpact refers to a taxononmy used to
descri be whether financial effects are positive or negative
outcones related to tagged information. For instance, data
exfiltration |l oss represents a positive out cone for an adversary.

ecsirt: Incident Cassification by the ecsirt.net version nmkVl of 31
March 2015 enriched with Intel MQ taxonony-type nappi ng

eni sa: The present threat taxonomy is an initial version that has

dni

been devel oped on the basis of available ENISA material. This
material has been used as an ENI SA-internal structuring aid for
i nformation collection and threat consolidation purposes. It

energed in the tinme period 2012-2015
estimative-language: Estinmative |anguage to describe quality and
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credibility of underlying sources, data, and nethodol ogi es based
Intelligence Community Directive 203 (I1CD 203) and JP 2-0, Joint
Intelligence

eu- mar ket op- and- publ i cadmi n: Market operators and public
adm nistrations that nmust conply to sonme notifications
requirenents under EU NI S directive

eu- ni s-sect or - and-subsectors: Sectors, subsectors, and digita
services as identified by the NIS Directive

euci: EUclassified information (EUCI) neans any information or
mat eri al designated by a EU security classification, the
unaut hori sed di scl osure of which could cause varying degrees of
prejudice to the interests o f the European Union or of one or
nmore of the Menber States.

europol -event: This taxonony was designed to describe the type of
events

europol -incident: This taxonony was designed to describe the type of
i nci dents by cl ass.

event - assessnent: A series of assessnent predicates describing the
event assessnent performed to nake judgenent(s) under a certain
| evel of uncertainty.

event-classification: Cassification of events as seen in tools such
as RT/IR, M SP and ot her

exercise: [Exercise is a taxonony to describe if the information is
part of one or nore cyber or crisis exercise.

ext ended- event: Reasons why an event has been extended. This
taxonony must be used on the extended event. The conpetitive
anal ysis aspect is from Psychol ogy of Intelligence Analysis by
Richard J. Heuer, Jr. ref:http://ww.f (http://ww.f)
00. be/ docs/intel ligence/ Psychof | nt el New. pdf

failure-node-in-nmachi ne-learning: The purpose of this taxonony is to
jointly tabulate both the of these failure nodes in a single
pl ace. Intentional failures wherein the failure is caused by an
active adversary attenpting to subvert the syst emto attain her
goals Zeither to misclassify the result, infer private training
data, or to steal the underlying algorithm Unintentiona
failures wherein the failure is because an M. system produces a
formall y correct but conpletely unsafe outcone.

fal se-positive: This taxonony ainms to ballpark the expected anount
of false positives.

file-type: List of known file types.

financial: Financial taxonony to describe financial services,
infrastructure and financial scope.

fl esch-readi ng-ease: Flesch Reading Ease is a revised systemfor
determ ning the conprehension difficulty of witten material. The
scoring of the flesh score can have a maxi mum of 121.22 and there
is nolimt on howlow a score can be (negative score are valid).

fpf: The Future of Privacy Forum (FPF) visual guide to practical de-
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identification (https://fpf.org/2016/04/ 25/ a-vi sual - gui de-t o-
practical -data-de-identification/) taxonony is used to eval uate
the degree of iden tifiability of personal data and the types of
pseudonynous data, de-identified data and anonynous data. The
work of FPF is licensed under a creative commons attribution 4.0
international license

fr-classif: French gov information classification system

gdpr: Taxonony related to the REGULATION (EU) 2016/679 OF THE
EUROPEAN PARLI AMENT AND OF THE COUNCI L on the protection of
natural persons with regard to the processing of personal data and
on the free novenent of such data, and repealing Directive 95/46/
EC (Ceneral Data Protection Regul ation)

gea-nz-activities: Information needed to track or nonitor nonents,
peri ods or events that occur over tine. This type of information
is focused on occurrences that nmust be tracked for business
reasons or represent a specific po int in the evolution of ‘The

Busi ness’
gea-nz-entities: Information relating to instances of entities or
t hi ngs.
gea-nz-motivators: Information relating to authority or governance.

gsma- attack-category: Taxonony used by GSMA for their information
sharing programwith telco describing the attack categories

gsma-fraud: Taxonony used by GSMA for their information sharing
programwi th telco describing the various aspects of fraud

gsma- net wor k-t echnol ogy: Taxonony used by GSMA for their information
sharing programwith tel co describing the types of infrastructure.

W P
honeypot - basi c: Updated (Cl RCL, Seanus Dow i ng and EURECOM from
Christian Seifert, lan Wlch, Peter Komi sarczuk, ‘Taxonony of

Honeypots’ , Technical Report CS-TR-06/12, VICTORI A UNI VERSI TY OF
VELLI NGTON, School of Mathemati cal and Conputing Sciences, June
2006, http://ww. nts. vuw. ac. nz/ conp/ Publ i cati ons/ ar chi ve/ CS- TR- 06/
CS- TR- 06- 12. pdf
(http://ww. nts. vuw. ac. nz/ conp/ Publ i cati ons/ ar chi ve/ CS- TR- 06/ CS-
TR-06- 12. pdf)

ics: FIRST.ORG CTlI SIG- MSP Proposal for ICS/OT Threat Attribution
(10C) Project

i ep: Forum of Incident Response and Security Teans (FIRST)
I nformati on Exchange Policy (1EP) franmework

i ep2-policy: Forumof Incident Response and Security Teans (FIRST)
I nformati on Exchange Policy (I1EP) v2.0 Policy

i ep2-reference: Forum of Incident Response and Security Teans
(FIRST) Information Exchange Policy (IEP) v2.0 Reference

ifx-vetting: The IFX taxonony is used to categorise information
(M SP events and attributes) to aid in the intelligence vetting
process

i nci dent-disposition: How an incident is classified in its process
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to be resolved. The taxonony is inspired from NASA I nci dent
Response and Management Handbook. https://wwv. nasa. gov/
pdf / 589502mai n_| TS- HBK- 2810. 09- 02920%%bNASAY20I
(https://ww. nasa. gov/ pdf/589502nmi n_| TS- HBK-
2810. 09- 029%20%bNASAY201 )
nf ormati on%20Securi t y%20l nci dent %20Managenent %6d. pdf #page=9

nfol eak: A taxonony describing information | eaks and especially
informati on classified as being potentially | eaked. The taxonomny
is based on the work by CIRCL on the AIL franmework. The taxonomny
aimis to be used at | arge to inprove classification of |eaked
i nformation.

nformation-origin: Taxonony for tagging information by its origin:
human- gener at ed or Al - gener at ed.

nf ormati on-security-data-source: Taxonony to classify the
informati on security data sources

nformation-security-indicators: A full set of operationa
i ndi cators for organizations to use to benchmark their security
post ure.

nteracti ve-cyber-traini ng-audi ence: Describes the target of cyber
training and educati on.

nteractive-cyber-training-technical -setup: The technical setup
consi sts of environnent structure, deploynment, and orchestration

nteractive-cyber-training-training-environnent: The training
envi ronment details the environment around the training,
consisting of training type and scenari o.

nteractive-cyber-training-training-setup: The training setup
further describes the training itself with the scoring, roles, the
training node as well as the custom zation |evel

ntercepti on-nethod: The interception nethod used to intercept
traffic.

oc: An ICC classification to facilitate autonmati on of malicious and
non malicious artifacts

ot: Internet of Things taxonony, based on IOl UK report
https://iotuk.org. uk/wp-content/upl oads/ 2017/ 01/ 1 OT- Taxonomny-
Report. pdf (https://iotuk.org.uk/wp-content/uploads/2017/01/1OrT-
Taxonony- Report . pdf)

kill-chain: The Cyber Kill Chain, a phase-based nodel devel oped by
Lockheed Martin, aims to help categorise and identify the stage of

an attack.
maec-del i very-vectors: Vectors used to deliver malware based on MAEC
5.0

maec- mal war e- behavi or:  Mal ware behavi ours based on MAEC 5.0
maec- mal war e-capabilities: Ml ware Capabilities based on MAEC 5.0
maec- mal war e- obf uscat i on- net hods: Cbfuscati on met hods used by
mal war e based on MAEC 5.0
mal ware_cl assification: Cassification based on different
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categories. Based on https://ww.sans. org/readi ng-
room whi t epaper s/ i nci dent/ mal war e- 101- vi ruses- 32848
(https://ww. sans. or g/ readi ng-r ooni whi t epaper s/ i nci dent/ mal war e-
101-vi ruses- 32848)

m sinformation-website-label: classification for the identification
of type of misinformation among websites. Source: Fal se,
M sl eadi ng, Cickbait-y, and/or Satirical News Sources by Mlissa
Zi mdars 2019

msp: MSP taxonony to infer with M SP behavi or or operation

m sp-workflow. M SP wor kfl ow taxonony to support result of workfl ow
executi on.

monarc-t hreat: MONARC Threats Taxonony

nme-caro-mal ware: Malware Type and Platformclassification based on
M crosoft’s inplenmentation of the Conputer Antivirus Research
Organi zati on (CARO Nami ng Schene and Mal ware Term nol ogy. Based
on https://ww. mcrosoft.come (https://ww. nmcrosoft.confe) n-
us/ security/ portal / mpc/shar ed/ mal war enami ng. aspx,
https://ww. m crosoft. conl security/portal/nmpc/shared/
gl ossary. aspx
(https://wwv. m crosoft.conml security/portal/mmpc/shared/
gl ossary. aspx),
https://ww. m crosoft.conf security/portal/nmmpc/shared/
obj ectivecriteria. aspx
(https://ww. m crosoft.conlsecurity/portal/mmpc/shared/
obj ectivecriteria.aspx), and http:// ww. caro.org/definitions/
index.htm. Mlware fanmilies are extracted from M crosoft SIRs
since 2008 based on
https://ww. m crosoft. conl security/sir/archive/default.aspx
(https://ww. m crosoft.com security/sir/archivel/default.aspx) and
https://ww. m crosoft. conif en-us/securit
(https://ww. m crosoft.confen-us/securit) y/portal/threat/
threats.aspx. Note that SIRs do NOT include all M crosoft malware
famlies.

ns-caro-nmalware-full: Malware Type and Pl atform classification based
on Mcrosoft’'s inplenmentation of the Conputer Antivirus Research
Organi zati on (CARO) Naming Schene and Mal ware Term nol ogy. Based
on https://ww. mcrosoft.conmle (https://ww. i crosoft.confe) n-
us/ security/ portal / mpc/ shar ed/ mal war enami ng. aspx,
https://wwv. m crosoft. conl security/portal/mmpc/shared/
gl ossary. aspx
(https://ww. m crosoft.conm security/portal/mmpc/shared/
gl ossary. aspx),
https://ww. m crosoft. con security/portal/nmpc/shared/
obj ectivecriteria.aspx
(https://wwv. m crosoft.com security/portal/mmpc/shared/
obj ectivecriteria.aspx), and http:// www. caro.org/definitions/
index.htm. Mlware famlies are extracted from M crosoft SIRs
si nce 2008 based on
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https://ww. m crosoft. com security/sir/archive/default.aspx
(https://ww. m crosoft.com security/sir/archive/default.aspx) and
https://ww. m crosoft. conf en-us/securit
(https://ww. m crosoft.confen-us/securit) y/portal/threat/
threats.aspx. Note that SIRs do NOT include all Mcrosoft nalware
fam lies.

mvdb:  Mal war e Dat abase (mwdb) Taxonony - Tags used across the
pl at f or m

nato: NATO cl assi fication marKki ngs.

nis: The taxonony is neant for |arge scale cybersecurity incidents,
as nentioned in the Conm ssion Recomrendation of 13 Septenber

2017, also known as the blueprint. 1t has two core parts: The
nature of the incide nt, i.e. the underlying cause, that triggered
the incident, and the inpact of the incident, i.e. the impact on

services, in which sector(s) of econony and society.
nis2: The taxonony is neant for |arge scale cybersecurity incidents,
as nentioned in the Conm ssion Recomendation of 13 May 2022, al so

known as the provisional agreenent. |t has two core parts: The
nature of the incident, i.e. the underlying cause, that triggered
the incident, and the inpact of the incident, i.e. the impact on

services, in which sector(s) of econony and society.

open_threat: Open Threat Taxonony v1.1 base on Janes Taral a of SANS
http://ww. audi tscri pts.coniresources/
open_t hreat _t axonony_v1. 1a. pdf
(http://ww. auditscripts.com resources/
open_t hreat _taxonony_vl.la.pdf), https://files.sans.org/sumit/
Threat _Hunting_l nci dent _Response_Sunmit_2016/ PDFs/ Us
(https://files.sans.org/sunmt/
Threat _Hunting_| nci dent _Response_Sunmit_ 2016/ PDFs/ Us) i ng- Open-
Tool s-to-Convert-Threat-Intelligence-into-Practical - Def enses-
Janes- Tar al a- SANS- I nstitute. pdf, https://ww. youtube. conl
wat ch?v=5r dGOOFC_yE (https://ww. yout ube. com wat ch?v=5r dGOOFC_yE)
and https://ww. rsaconference.comwitabl e/ presentations/file_u
(https://ww.rsaconference.confwitable/presentations/file_u)
pl oad/ str-r04_usi ng- an- open-sour ce-t hreat-nodel -for-prioritized-
def ense-fi nal . pdf

organi zati onal -cyber-harm A taxonomy to classify organizationa
cyber harns based on categories |ike physical, economc,
psychol ogi cal, reputational, and social/societal inpacts.

osint: Open Source Intelligence - Cassification (M SP taxononi es)

pandem c: Pandenic

passivetotal: Tags fromRi skl @ s PassiveTotal service

pentest: Penetration test (pentest) classification

pfc: Le Protocole des feux de circulation (PFC) est bas sur le
standard Traffic Light Protocol (TLP) conu par le FIRST. 1|
a pour objectif d informer sur les linmtes autorises pour la
diffusion des informa tions. |l est class selon des codes de
coul eurs.
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phi shing: Taxonony to classify phishing attacks including
techni ques, collection mechani sms and anal ysi s status.

poi son-t axonomy: Non-exhaustive taxonomy of natural poison

political -spectrum A political spectrumis a systemto characterize
and classify different political positions in relation to one

anot her.
priority-level: After an incident is scored, it is assigned a
priority level. The six levels listed below are aligned with

NCCI C, DHS, and the CISS to help provide a comon | exi con when
di scussing incidents. This priority a ssignnent drives NCClI C
urgency, pre-approved incident response offerings, reporting
requi renents, and recomendations for | eadership escal ation
Generally, incident priority distribution should follow a simlar
pattern to the graph below. Based on https://ww.cisa. gov/ news-
event s/ news/ ci sa- nati onal - cyber-i nci dent - scori ng-system nci ss
(https://ww. ci sa. gov/ news-event s/ news/ ci sa- nati onal - cyber -
i nci dent -scori ng-systemnci ss).

pyoti: PyOTll autonmated enrichnment schenes for point in tine
classification of indicators.

ransommvare:  Ransommvare is used to define ransommvare types and the
el ements that conpose them

ransomiare-rol es:  The seven roles seen in npbst ransomware incidents.

retention: Add a retention tine to events to automatically renove
the IDS-flag on ip-dst or ip-src attributes. W calculate the
time el apsed based on the date of the event. Supported tine units
are: d(ays), wWeeks), m( onths), y(ears). The nunerical _value is
just for sorting in the web-interface and is not used for
cal cul ations

rsit: Reference Security Incident Cassification Taxonony

rt_event status: Status of events used in Request Tracker

runti me-packer: Runtime or software packer used to conbine
compressed or encrypted data with the deconpression or decryption
code. This code can add additional obfuscations mechani snms
i ncl udi ng pol ynor phi c- packer, virtualiz ation or other obfuscation
techniques. This taxonony lists all the known or official packer
used for legitinate use or for packing nalicious binaries.

scrippsco2-fgc: Flags describing the sanple

scrippsco2-fgi: Flags describing the sanple for isotopic data (Cl4,
018)

scrippsco2-sanpling-stations: Sanpling stations of the Scripps CO2
Program

sentinel-threattype: Sentinel indicator threat types.

smart-airports-threats: Threat taxonony in the scope of securing
smart airports by EN SA. https://ww. eni sa. europa. eu/ publ i cati ons/
securing-smart-airports (https://ww. eni sa. europa. eu/ publ i cations/
securing-smart-airports)

soci al -engi neeri ng-attack-vectors: Attack vectors used in socia
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engi neering as described in ' A Taxonony of Social Engi neering
Def ense Mechani sns’ by Dal al Al harthi and ot hers.

srbcert: SRB-CERT Taxonony - Schemes of Cassification in Incident
Response and Detection

state-responsibility: A spectrumof state responsibility to nore
directly tie the goals of attribution to the needs of
pol i cymakers.

stealth_malware: Cassification based on malware stealth techni ques.
Described in https://vxheaven.org/!lib/ pdf/
I ntroduci ng%20St eal t h%20Mal war e¥20Taxonony. pdf
(https://vxheaven. org/lib/pdf/
I ntroduci ng%20St eal t h%20Mal war e¥20Taxonory. pdf)

stix-ttp: TTPs are representations of the behavior or nodus operand
of cyber adversari es.

targeted-threat-index: The Targeted Threat Index is a netric for
assigning an overall threat ranking score to email nessages that
deliver malware to a victim s conputer. The TTlI nmetric was first
i ntroduced at SecTor 2013 by Seth H ardy as part of the talk
“RATastrophe: Mnitoring a Malware Menagerie” along with Katie
Kl eenol a and Greg W seman.

thal es_group: Thales G oup Taxonony - was designed with the ai m of
enabl i ng desired sharing and preventing unwanted sharing between
Thal es Group security comruniti es.

threatmatch: The Threat Match Sectors, Incident types, Ml ware types
and Alert types are applicable for any ThreatMatch instances and
shoul d be used for all CII1SI and TIBER Projects.

threats-to-dns: An overview of sone of the known attacks related to
DNS as described by Torabi, S., Boukhtouta, A, Assi, C, &
Debbabi, M (2018) in Detecting Internet Abuse by Anal yzing
Passive DNS Traffic: A Survey of Implenented Systens. |EEE
Communi cati ons Surveys & Tutorials, 11. doi: 10. 1109/
const. 2018. 2849614

tlp: The Traffic Light Protocol (TLP) (v2.0) was created to
facilitate greater sharing of potentially sensitive information
and nore effective collaboration. Information sharing happens
froman information source , towards one or nore recipients. TLP
is a set of four standard | abels (a fifth label is included in
anber to limt the diffusion) used to indicate the sharing
boundaries to be applied by the recipients. Only la bels listed
in this standard are considered valid by FIRST. This taxonony
i ncludes additional |abels for backward conpatibility which are no
nmore val i dated by FIRST SIG

tor: Taxonomy to describe Tor network infrastructure

trust: The Indicator of Trust provides insight about data on what
can be trusted and known as a good actor. Simlar to a whitelist
but on steroids, reusing features one would use with Indicators of
Conpromi se, but to filter out what is known to be good.

type: Taxonony to describe different types of intelligence gathering
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di sci pli ne which can be described the origin of intelligence.

unified-kill-chain: The Unified Kill Chain is a refinement to the
Kill Chain.

uni fi ed-ransommare-kill-chain: The Unified Ransomnvare Kill Chain, a
intelligence driven nodel devel oped by A eg Skulkin, ains to track
every single phase of a ransomware attack

use-case-applicability: The Use Case Applicability categories
reflect standard resolution categories, to clearly display
alerting rule configuration probl ens.

veris: Vocabulary for Event Recording and Incident Sharing (VER S)

vnray: VMRay taxononmies to map VMRay Thread Identifier scores and
artifacts.

vocabul ai re- des- probabi |l ites-esti mati ves: Ce vocabulaire attribue
des val eurs en pourcentage certains noncs de probabilit

vul nerability: A taxonony for describing vulnerabilities (software,
hardware, or social) on different scales or with additiona
avai |l abl e informati on.

wor kfl ow.  Workfl ow support |anguage is a comon | anguage to support
intelligence analysts to performtheir analysis on data and
i nformati on.

5. JSON Schenmn

The JSON Scherma [ JSON- SCHEMA] bel ow defines the structure of the MSP
taxonony docunent as literally described before. The JSON Schena is
used validating a M SP taxonony. The validationis a MJST_if the
taxonony is included in the M SP taxonom es directory.

{
"$schemn": "http://json-schena. or g/ schema#",
"title": "Validator for msp-taxonom es",
"id": "https://ww. github. coml M SP/ mi sp-taxonomn es/ schema. j son",
"defs": {
"non-enpty-string": {
"type": "string",
"mnLength": 1
},
"entry": {
"type": "array",
"mnltenms": 1,
"uni queltens": true,
"itens": {
"type": "object",
"addi tional Properties": false,
"properties": {
"nurnerical _value": {
"type": "nunber"

’
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"expanded": {

"$ref": "#/ defs/non-enpty-string"
} ]
"description": {
"$ref": "#/ defs/non-enpty-string"”

},
"col our": {
"$ref": "#/ defs/non-enpty-string"
},
"val ue": {
"$ref": "#/ defs/non-enpty-string"”
},
"uuid": {
"$ref": "#/ defs/non-enpty-string"
},
"required": [
"val ue"
]
}
}
},
"val ues": {
"type": "array",
"mnltens": 1,
"uni queltens": true,
"itenms": {
"type": "object”,
"addi tional Properties": false,
"properties": {
"entry":
"$ref": "#/defs/entry"”
},
"predicate": {
"$ref": "#/ defs/non-enpty-string"”
},
"uui d":
"$ref": "#/ defs/non-enpty-string"
}
},
"required": [
"predicate"
]
}
}

redi cates": {
"type": "array",
"mnltems": 1,

"uni quel tens": true,
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"itens": {
"type": "object",
"additional Properties": false,
"properties": {
"nunerical _value": {
"type": "nunber"
} i)
"col our": {
"$ref": "#/ defs/non-enpty-string"
}

,escription": {
"$ref": "#/ defs/non-enpty-string"”

}1
"expanded": {
"$ref": "#/ defs/non-enpty-string"
}1
"val ue": {
"$ref": "#/ defs/non-enpty-string"”
}1
"exclusive": {
"type": "bool ean”
"uuid': |

"$ref": "#/ defs/non-enpty-string"”
}

equired": [
"val ue"
]
}
}
}

ype": "object”,
"addi tional Properties": false,
"properties": {
"version": {
"type": "integer"

}

"aescription": {

"$ref": "#/ defs/non-enpty-string"”
} b
"expanded": {
"$ref": "#/ defs/non-enpty-string"”
}

,anespaCEH {
"$ref": "#/ defs/non-enpty-string"”

1
"uuid": {
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"$ref": "#/ defs/non-enpty-string"”

}1

"exclusive": {
"type": "bool ean”

“type": {

"type": "array",
"mnltems": 1,
"uni queltems": true,
"itens": {
"type": "string",
"enum': [
“org”,
"user",
"attribute",
"event"

]
}
},
"refs": {
"type": "array",
"mnltenms": 1,
"uni queltens": true,
"itens":
"$ref": "#/ defs/non-enpty-string"”
}

,redicates": {
"$ref": "#/ defs/predicates"

}

}

1alues": {
"$ref": "#/ defs/val ues"

}

equired": [
"nanmespace",
"description",
"version",
"predi cates”

}
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