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Abst r act

The SCONE protocol relies on the receiver of SCONE packets to send
bandwi dth estimates back to the sender via unspecified application-

| ayer messages. In sone cases, a peer mght have SCONE receive
capability at the QU C | ayer but not inplenment the necessary
application level functionality. A new QUC frane that directly
reports the contents of received SCONE packets can address these use
cases. There are no changes in the interaction with SCONE Network
El ement s.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https:// martinduke. gi t hub. i o/ scone-echo/ draft-duke-scone-scone-
echo.htm. Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-duke-scone-scone-echo/.

Di scussion of this docunent takes place on the Standard Comruni cation
with Network El enents Working Group mailing list
(mailto:scone@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/scone. Subscribe at
https://ww.ietf.org/ mailman/listinfo/scone/.

Source for this draft and an issue tracker can be found at
https://github. com marti nduke/ scone- echo.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

I nt roducti on

The SCONE protocol ([SCONE]) allows networks to provide bandw dth
gui dance to endpoints. Senders prepend a SCONE header to QUIC
([QUC]) packets that include a 7-bit bandwi dth field. Network

el ements can update this field. The receiver of SCONE packets
reports the received value to the application. The application can
use this information to adjust the bit rate, either by directly
reporting the value back to the sender at the application |ayer, or
by using it to nake sone other adjustnent to the incoming traffic.

This architecture requires cooperation fromthe application |layer: a
recei ver cannot usefully process a SCONE packet without application

i nvol venent to take action on the result. In principle, a QUC

i mpl ementation could _send_ SCONE packets sol ely based on the
receiver’'s advertised ability to receive, but it m ght have
difficulty determining the correct rate to send such packets. The
recei ver would need to effectuate any behavi or changes w t hout SCONE-
aware cooperation fromthe sender. The authors are not aware of any
depl oynents that send SCONE packets w thout explicit confirmations
fromthe application | ayer

There are sonme use cases where it would be useful to not require
cooperation fromthe receiving application, instead returning
feedback directly at the QU C layer. There are fewer QU C

i mpl ement ati ons than applications. A QU Cinplenmentation m ght
support SCONE, but the intervening |ayers do not provide SCONE APIs.
For exanple, a browser could use a third-party QU C inpl enentation
that supports SCONE, but not provide the JavaScript APIs to enable
and process SCONE. If the QU C inplenentation could directly return
feedback to the sender, then only application support at the sender
is required

Thi s docunent proposes an extension to the QU C protocol defining a
new QUI C frane that echoes received SCONE feedback directly to the
sender at the QUIC | ayer.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
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3.

Overvi ew

The use of the SCONE_ECHO frame is negotiated by new transport
paraneters separately in each direction. This negotiation is an

al ternate neans of enabling the use of SCONE packets, in addition to
scone_supported from[SCONE]. For a given direction, sendi ng SCONE
is authorized by the new transport paraneters or scone_supported,
never bot h.

When an endpoi nt receives a valid SCONE packet and SCONE echo was
negotiated in that direction, it sends a SCONE ECHO QUI C frane.

Upon receipt of a valid SCONE_ECHO packet, the SCONE sender reports
the bandwi dth advice to its local application |ayer for further
action.

There are no changes to SCONE Network El ement behavior or the SCONE
packet format from[SCONE]. SCONE packets are still only valid if
anot her QUI C packet in the UDP datagramis successfully decrypted.

The SCONE_ECHO Frane

An endpoi nt uses the SCONE ECHO frame to return the 7-bit val ue
encoded in a SCONE packet. The conditions for sending it are
described in Section 3.

SCONE_ECHO Frane {
Type (i) = Oxff005345,
Packet Nunber (i),
Zero (1),
Thr oughput Advice (7),
}

Packet Nunber: the full (62-bit) packet nunber of the first
successfully decrypted QU C packet in the UDP datagramthat contained
t he SCONE header.

Zero: This bit MJST be zero and MJST be ignored on receipt.

Thr oughput Advice: The Rate Signal in the SCONE packet as encoded in
Section 5 of [ SCONE].

A SCONE sender SHOULD keep track of the Packet Numbers to which it
prepended SCONE headers, and MJST ignore any SCONE _ECHO franes where
it does not have a record of prepending SCONE to that packet nunber.
It mght not store such nunbers when it hits storage limtations or
recei ves duplicate SCONE _ECHO franes.
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SCONE_ECHO frames are retransnittable and MJST only appear in 1-RTT
packets, because a succesfully decrypted 1-RTT packet indicates al
transport paraneters have been verified. However, the Packet Number
field can refer to a packet nunber in any packet nunber space

The arrival of a SCONE packet triggers a new SCONE ECHO frane and
cancels the retransm ssion of any previ ous SCONE_ECHO frarne.

| mpl enent ati ons MAY store the nost recent value if a SCONE_ECHO frame
is already in flight and wait until it is acknow edged or |ost before
sending the latest value to naturally rate imt SCONE ECHO to
approxi mately once per round trip. As a result, SCONE senders cannot
expect one SCONE _ECHO franme per SCONE packet sent.

5. Negotiating SCONE Echo

Thi s docunent specifies two new transport paranmeters: scone_echo_send
and scone_echo_receive.

Endpoi nts send scone_echo_send to indicate they will send SCONE_ECHO
franes in response to valid SCONE packets. An endpoint MJST NOT send
bot h scone_echo_send and scone_supported; doing so is a
TRANSPORT_PARAMETER_ERROR

Endpoi nts send scone_echo receive to indicate the ability to process
SCONE_ECHO fr anes.

Endpoi nts MJUST NOT send SCONE packets unl ess the peer has sent either
scone_supported or scone_echo _send. |If the peer sent
scone_echo_send, the endpoint MJST al so have sent scone_echo receive.

Endpoi nts MJUST NOT send SCONE_ECHO frames unless it has sent
scone_echo_send and the peer has sent scone_echo_receive.

scone_echo_send and scone_echo_receive MIST be enpty. [|f not enpty,
it MJST be treated as a connection error of type
TRANSPORT_PARAMETER _ERRCR

These transport paraneters are valid for QU C Version 1 [ RFC9000],
QUI C Version 2 [ RFC9369], and any ot her version that supports SCONE
as outlined in Section 6 of [SCONE].

These transport paranmeters MJUST NOT be stored for O-RTT purposes.
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5.1. The SCONE i ndi cat or

A client that sends the scone_echo_send or scone_echo _receive
transport parameter MJST send the SCONE I ndicator as described in
Section 6.1 of [SCONE], whether or not it al so sends scone_support ed.
Its semantic meani ng renai ns unchanged

6. Applicability

In general, the scone_supported transport paraneter from [ SCONE]

i ndi cates that the sender has a local application that is willing to
accept bandwi dth advice, potentially including sending that
informati on to the SCONE sender via application-layer nessaging.

If this is the case, a QU C endpoint SHOULD NOT send scone_echo_send,
as application-layer approaches can incorporate various receiver-side
actions as well as nore bandw dth-efficient signals to the sender

A QU C inplenmentation that does not have application-I|ayer
cooperation can send scone_echo_send instead to enable a purely
sender - si de appr oach.

QUIC inplenentations will generally not send SCONE packets without a
request fromthe |local application. An endpoint that wi shes to send
SCONE packets and supports this specification SHOULD send
scone_echo_receive in case the peer is unable to support an
application-layer response.

[Note: It is possible to revise this specification to allow the SCONE
receiver to send both SCONE_ECHO and report to the application,
thought this risks duplicate signaling and conplicates reasoning
about application response. Simlarly, it is possible to allow a
SCONE sender to signal preference for either SCONE_ECHO or
application response, although this would further conplicate
negotiati on. Nevertheless, both are viable options if the Wrking

G oup desires it.]

7. Security Considerations
The security considerations in Section 9 of [SCONE] apply.

8. Privacy Considerations
Section 10 of [SCONE] describes the potential privacy exposure of
using SCONE. Requiring application-|layer engagenment provides an

additional |ayer of consent to this exposure, although such
engagenent may not extend to the actual user
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Thi s docunent envisions SCONE Echo bei ng enabl ed by default in some
QUIC inmplenentations. This might actually obscure application
fingerprinting, but it also further distances consent fromthe user.
SCONE Echo envisions a w dely depl oyed network of endpoints wlling
to send network bandwi dth advice to the sender. This makes it much
easier for a observer to obtain a map of bandwi dth advice fromits
| ocati on.

9. | ANA Consi derations

9.1. scone_echo_send Transport Paraneter
The document registers the scone_echo_send transport paraneter in the
"QUI C Transport Parameters” registry maintained at
https://ww. i ana. org/ assi gnnents/quic, follow ng the guidance from
Section 22.3 of [QU (.
Val ue: 0xff 002200
Par anet er Name: scone_echo_send
Status: Provisional
Speci fication: This docunent
Date: This date
Change Controller: IETF (iesg@etf.org)
Contact: QUI C Working Group (quic@etf.org)
Not es: (none)

9.2. scone_echo_receive Transport Paraneter
The docurent registers the scone_echo_receive transport parameter in
the "QUI C Transport Paraneters" registry maintai ned at
https://ww. i ana. or g/ assi gnments/ quic, follow ng the guidance from
Section 22.3 of [QUI (.
Val ue: 0xff002201
Par anet er Name: scone_echo _receive

St atus: Provi sional

Speci fication: This docunent
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Date: This date
Change Controller: IETF (iesg@etf.org)
Contact: QUIC Working Group (quic@etf.org)
Not es: (none)

9.3. SCONE_ECHO frane

Thi s docunent registers the SCONE_ ECHO franme in the "QUI C Frane
Types" registry.

val ue: 0xff005345
name: SCONE_ECHO
Status: Provisional
Speci fication: Section 4
Date: This date
Change Controller: |ETF (iesg@etf.org)
Contact: QUI C Working Group (quic@etf.org)
Pkts: 1-RTT
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