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Abst r act

CoAP Si npl e Managenent Protocol (CSMP) is purpose-built to provide
I'ifecycle managenent for resource constrained |oT devices depl oyed
within |arge-scale, bandwi dth constrained |oT networks. CSMP offers
an efficient transport and nessage encodi ng supporting classic NVS
functions such as device on-boardi ng, device configuration, device
status reporting, securing the network, etc.

Thi s docunent describes the design and operation of CSMP. This
docunent does not represent an | ETF consensus.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 15 Decenber 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. Introduction

Low Power Wde Area Network (LPWAN) technol ogi es provide | ong range,
| ow power connectivity for Internet of Things (10T) applications.
LPWANs typically operate over distances of several kilonmeters with
I'ink bandwi dths as | ow as 10s of Kbps. LPWAN devices are often
conpute, storage and power constrained (often optim zed to operate
for years on a single battery charge).

Thi s specification describes the design and operation of G sco' s CSMP
which today is in-field nanagi ng approximately 25 mllion LPWAN

devi ces depl oyed by a nunber of vendors. These devices are
supporting a variety of critical infrastructure use cases for
electric, water, and gas utilities along with a variety of snart
cities use cases (nunicipal lighting, etc.).

There is industry demand that CSMP nanaged devices be nore quickly
and widely avail able for an ever expanding set of use cases. This
specification in intended to pronote devel opnent of interoperable
CSWP devi ce and nmanagenent systeminplenmentations. It is anticipated
that this specification will be referenced by several industry fora.

CSMP features include:

1. Onboarding. Device startup registration and capabilities
announcenment with an NVS

2. Configuration managenent. Device acquisition of configuration
fromthe NVMS. Subsequent NMVMS configuration reads and updates to
t he device

3. Metrics reporting. Periodic device netrics reporting to the NvVB
NMS on-dermand netrics requests to a device

4. NM5 commanded device operations. NMS command issuance to a
singl e device or group of devices.

5. Secure device firmware update.
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3.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

Prot ocol Specification

CSWP is a usage profile of the Constrained Application Protoco

[ RFC7252], which is designed for inplenmenting RESTful nessaging for
resource constrained devices. It is fair to view CoAP as a binary
encoded functional subset of HITP operating over UDP which al so
supports nulticast nessaging. Resources (addressable objects)
transported within CSMP nessage payl oads are inpl enented using the
Prot ocol Buffers conpact binary encoding [ PB].

It is assuned the reader is fanmiliar wth:
1. The basic concepts of RESTful architecture.

2. The operation, nessage formats, and term nol ogy of CoAP
[ RFC7252] .

3. Protocol Buffers [PB], which is used to describe and encode CSMP
message payl oads.

4. OpenAPl [OPENAPI] is the interface definition |anguage used to
define CSMP Device and NVB interfaces

1. CoAP Usage Profile

The NMS and devi ces conmunicate directly using CoAP. Acting as a
CoAP client, a device issues RESTful requests to read or nodify
specific resources (objects) exposed by the NVB server. Likew se,
the device serves requests fromthe NMS to mani pul ate resources
exposed by the device.

CSWP speci alizes the usage of CoAP in the follow ng ways:

1. CSMP does not use the Token capabilities described in [ RFC7252].
Request/response nessagi ng MJST be inpl emented using the
"synchronous" form of a CON request with response piggybacked in
the subsequent ACK. A client MIST elide the Token field fromthe
request nessage. The server SHOULD ignore the Token if received
froma client request.
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2. Due to high latencies typical of LPWAN technol ogies, a client
MUST NOT use the CoAP retransm ssion nmodel when sending a CON
message to a server. After sending a CON nmessage, the client
MUST accept a response fromthe server at any tinme up until the
device sends its next CON nessage (containing a new CoAP Message
D).

Interface Specification

CSMP defines a CSMP Device interface and a CSMP NMS interface. Each
of these interfaces defines a set of resources (objects), the
addresses at which these resources exist (URLs), and the nethods
(CGET, PUT, POST, DELETE) which nmay be used to manipul ate the
resources to inplenment device managenent operations. The CSMP Device
and CSMP NMS interfaces are expressed using the OpenAPl interface
definition | anguage.

OpenAPl’'s heritage is the expression of interfaces typically
constructed with HTTP and JSON. This docunent defines a few
conventions required to express a CoAP interface in QpenAPI

1. The generic RESTful verb designators GET, PUT, POST, and DELETE
are used along with the text presentation of a resource’s URL.
This is done for devel oper readability. An actual inplenentation
must properly encode the CoAP nessage Code field along with the
Uri-Host, Ui-Port, Ui-Path, and Uri-Query options as described
in [ RFC7252].

2. CoAP Response codes of the form X YZ are expressed in the CpenAPI
as XYZ (the actual response code is scaled by 100 in the QpenAPI
renderi ng).

3. Placehol der objects are defined in OpenAPl to represent the
Prot ocol Buffer binary objects which will be transported in CoAP
messagi ng payl oads. The actual binary objects are defined in a
separate Protocol Buffer file Section 3.3.2.3.

4. CoAP supports the NON nessaging pattern. OpenAPl syntax al ways
requires a response be defined. The CSMP interface definitions
will note when a response is for a COAP NON request and not an
actual CoAP response (no response is sent).

1. CSMP Device Interface
A CSMP device MIST inplenent the interface described below. The

interface definition is also available at [CSMPDEV] which is directly
i mportabl e into devel opnent tooling.
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Various forms of the GET nethod are used for retrieving registration
i nformation, device information, and nonitoring information fromthe
devices. Various fornms of the POST method are used to deliver
configuration and commands to devices. Usage of this interface is
detailed in the sections which follow.

openapi: 3.0.0
i nf o:
description: |
CSWP Device Interface. RFC 2119 |anguage is used to indicate
normati ve statenents.
version: 1.0.1
title: CSWMP Device Interface.
servers:
#
# Pl acehol der for the actual device-url
#
- url: "https://CsnpDevice/1.0.71

pat hs:
/c:
get:
description: |
Retrieve Tlvlindex TLV or specific list of TLVs from a device.

par ameters
- $ref: '#/ conponents/paraneters/gOption’
- $ref: ' #/ conponents/paraneters/aOption
- $ref: ' #/ conponents/paraneters/rOption’

responses:
1205 :
description: |
Successful return of requested TLVs or Tl vl ndex.
Devi ce MUST return the requested specific TLVs when

the "q" paramis included (full tables are allowed).
Devi ce MJUST return only Tlvlndex when the "qg" param
is onmtted.
content:
appl i cation/octet-stream
schena:
oneCr:

- $ref: "https://TLVsCETFr onDevi ce’
- $ref: 'https://Tlvlndex’

400 :

description: Bad Request.
" 401 :

description: Unauthorized.
1402 :
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description: Bad option.

1403’ :

description: TLV not found, response won't fit
' 404 :

description: Not found.
" 405’ :

description: Method not all owed.

post :
description: Process TLV updates fromthe NVS
The q option MJST NOT be used.

June 2025

in MU

A device MJST process the following TLVs (if present, in order)

1. Signature - verify the nessage signature.

2. SignatureValidity - verify if the signature is still valid.
3. GoupMatch - confirm device bel ongs indicated group

4. The TLVs to be updated.
par aneters
- $ref: ' #/ conponent s/ paraneters/aCption’
- $ref: ' #/ conponents/paraneters/rOption

r equest Body:

description: One or nore TLVs to be POSTed to the device.

required: true

content:

appl i cation/octet-stream

schema:
$ref: *https://TLVsPOSTabl eToDevi ce
responses:

1201 :

description: TLVs have been updat ed.
1400 :

description: Bad Request.
14071 :

description: Unauthorized.
1402 :

description: Bad option.
1403’ :

description: Forbidden.
" 404 :

description: Not found.
" 405 :

description: Method not allowed.

[cl{tlvldPath}:
get:
description: |
Retrieve single TLV froma device
par amet ers
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- $ref: ' #/ component s/ paraneters/tlvldPath’
- $ref: '#/ conponents/paraneters/aQption’
- $ref: ' #/ conponents/paraneters/rQption

responses:
1205 :
description: Return the requested TLV. Full table retreiva
is allowed.
content:
appl i cation/octet-stream
schena:
$ref: "https://TLVsGETFr onDevi ce’
1400 :
description: Bad Request.
" 401 :
description: Unauthorized.
1402 :
description: Bad option.
1403’ :
description: TLV not found, response won't fit in MIU
1404 :
description: Not found.
" 405 :
description: Method not allowed.
#
# Note that POST is not permtted on this URL
#
#
# Query paraneters used for device requests.
#

component s:
par anmet ers
qOpt i on:
description: Qoption for request to device for one or
nmore specific TLVs. Wen present in a request, the
response payl oad MJUST contain the requested TLVs.
If a TLV does not exist on the device, it MJST NOT be
returned in the response and no error shoul d be indicated.
in: query
name: q
required: false
schena:
type: string
description: Format is <tlvlDl1>+<tl|vlD2>+<t| vl D3>+..
aOpti on:
description: |
A option. Wien omtted, the request MJST be CON
When present, request MJST be NON and the device
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MUST wait randominterval fromtime of receipt up
to "a" seconds before responding with a NON POST
to <nms-url>/c. This formis often used with nulticast
requests to devices, but may al so be used for unicast
requests to devices.

in: query

name: a

required: false

schema:
type: integer
description: The device will wait randominterval from

receipt up to "a" seconds before sending.
r Opti on:

description: |
R option MAY be used with the A option to indicate device
MUST respond with a NON POST to specified URL (overriding
<nns-url>/c).

in: query

name: r

required: false

schema:
type: string

tl vl dPat h:

description: Path param specifying TLV ID
in: path

nane: tlvldPath

required: true

schena:

type: integer
3.2.2. CSMP NMS Interface

A CSMP NVMs MUST i nplenent the interface described below. The
interface definition is also available at [CSMPNMB] which is directly
i nportabl e into devel opnent tooling.

Various forns of the POST nethod are used for device registration,
device metrics reporting, and asynchronous GET responses (resulting
froma request including the "a" option and default response URL).
Usage of this interface is detailed in the sections which foll ow

openapi: 3.0.0
i nf o:
description: CSMP NM5 Interface. RFC 2119 | anguage is used to
indi cate normati ve statenents.
version: 1.0.1
title: CSMP NMS Interface
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servers:
#
# Pl acehol der for the actual nms-url
#
- url: "https://CsnpNms/ 1. 0.0’

pat hs:
[r:
post :
description: Device registration POST to the NVS
Request Body MAY i nclude any of the Registrati onRequest
TLVs (see CsnpConponents). RequestBody MJST i ncl ude
Devicel D and CurrentTime TLVs. POSTs to this address MJST
be CON (acknow edged).
r equest Body:
required: true

content:
appl i cation/octet-stream
schema:
$ref: '"https://Registrati onRequest TLVs’
responses:
1203 :

description: Successful registration response to device.
The response MAY include any of the Registrati onResponse
TLVs (see CsnpComnponents).
content:
appl i cation/octet-stream
schena:
$ref: '"https://Registrati onResponseTLVs’
1403 :
description: Duplicate Devicel D was received or Devicel D
was not recognized or authorized by the NVS
There is no payload in this response.
' 404 :
description: Miultiple Session IDs were found for the device.
There is no payload for this response.
/c:
post :
description: Devices POST periodic netrics, comrand responses,
events, and asychronous GET responses to the NVS. A POST to
this address MJST be NON (non acknow edged... to avoid
excessi ve acknow edgenent, 4.03 or 4.04 conditions are handl ed
silently by the NVMB). RequestBody MAY include any of
TLVSPOSTADbI eToNms TLVs (see CsnpConponents). The Request Body
MUST include the CurrentTi ne and Sessionl D TLVs
(see CsnpComnponents)
r equest Body:
required: true
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content:
appl i cation/octet-stream
schema:
$ref: *https://TLVsPost Abl eToONVS
responses:
100 :

description: There is no response to this (NON) request
(100 is used to indicate no response).

3.2.3. CSMP Common Conponents.

This section contains definitions cormon to both the CSMP Device and
NMS interfaces. The definitions are also available at [ CSMPCOWP]
which is directly inportable into devel opment tooling.

# QpenAPl version identifier - required for OpenAPl 3.0 donains
openapi: 3.0.0

i nfo:
title: CSMP Conmponents
description: Comron conponents for CSMP APl s
version: '1.0

conmponent s:
schenas:
TLVsGet Abl eFr onDevi ce:
description: |
TLVs which are GET-able from a <device-url >/c.
Metrics and settings.
anyCf :
- $ref: ' #/ component s/ schemas/ Tl vl ndex’
- $ref: ' #/ conponents/schemas/ Har dwar eDesc’
- $ref: '#/ conponents/schemas/|nterfaceDesc’
- $ref: ' #/ conponent s/ schenmas/ Report Subscri be’
- $ref: ' #/ conponent s/ schemas/ | PAddr ess’
- $ref: ' #/ conponents/schenmas/ | PRout e’
- $ref: ' #/ conponents/schemas/ Current Ti ne’
- $ref: ' #/ conponents/schemas/ RPLSetti ngs’
- $ref: ' #/ conponents/schemas/ Upti e’
- $ref: ' #/ conmponents/schemas/InterfaceMetrics’
- $ref: ' #/ conponent s/ schemas/ | PRout eRPLMetri cs’
- $ref: ' #/ conponents/schenas/| eee8021xSt at us’
- $ref: ' #/ conmponent s/ schemas/ | eee80211i St at us’
- $ref: ' #/ conponents/schemas/ WPANSt at us’
- $ref: ' #/ conponents/schemas/ DHCP6C i ent St at us’
- $ref: ' #/ conponent s/ schemas/ NMSSetti ngs’
- $ref: ' #/ conponent s/ schemas/ NVSSt at us’
- $ref: ’'#/ conponents/schemas/|eee8021xSettings’
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$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
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" #/ conponent s/ schenmas/ | eee802154BeaconsSt at s
" #/ conmponent s/ schemas/ RPLI nst ance

" #/ component s/ schemas/ Fi r nwar el magel nf o’

" #/ conponent s/ schemas/ SysReset St at s

" #/ conponent s/ schenas/ Mol Stat s
" #/ conponent s/ schenas/ RPLSt at s

" #/ conponent s/ schemas/ DHCP6St at s

" #/ component s/ schemas/ Event Report’

" #/ component s/ schemas/ Event | ndex’

" #/ conponent s/ schemas/ Event Subscri be
" #/ conponent s/ schemas/ Event Stat s

" #/ conponent s/ schenmas/ Net wor kRol e’

" #/ component s/ schemas/ Net St at’

Regi st rati onRequest TLVs:

description: |
TLVs which may be contained in a registration POST request
to the NMS.

an

yof:

$ref:
$ref:

$ref:
$ref:
$ref:
$ref:
$ref:
$ref:

$ref:
$ref:
$ref:

" #/ component s/ schemas/ Devi cel D

" #/ component s/ schemas/ Curr ent Ti ne’

" #/ conponent s/ schemas/ Har dwar eDesc
" #/ conponent s/ schemas/ | nt er f aceDesc
" #/ component s/ schemas/ | PAddr ess

" #/ component s/ schemas/ NVSSt at us

" #/ component s/ schemas/ WPANSt at us

" #/ conponent s/ schemas/ RPLSet t i ngs

" #/ component s/ schemas/ Sessi onl D
" #/ conmponent s/ schemas/ G oupl nf o’
" #/ component s/ schemas/ Report Subscri be

Regi strati onResponseTLVs:

description: |
TLVs which may be contained in a registration response from
the NMVS.

an

yoF:

$ref:
$ref:
$ref:
$ref:
$ref:

" #/ component s/ schemas/ Sessi onl D

" #/ conponent s/ schemas/ G oupAssi gn

" #/ conponent s/ schemas/ Report Subscri be

" #/ conponent s/ schenmas/ Descri pti onRequest’
" #/ component s/ schenmas/ NVSRedi r ect Request’

TLVsPost Abl eToNVS
description: |

Duffy (ed)

TLVs whi ch may be POSTed to <nns-url >/c

There are several situations under which this can occur
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1. Periodic nmetrics reports froma device.
2. Command responses from a devi ce.

3. Asynchronous events reported by a device.
4. Asynchronous CET responses from a device.

anyCf :

- $ref: ' #/ component s/ schemas/ Tl vl ndex’

- $ref: ' #/ component s/ schemas/ Devi cel D

- $ref: '#/ conponents/schemas/ NVSRedi r ect Request’
- $ref: ’#/ conponents/schemas/ Sessi onl D

- $ref: ' #/ conmponent s/ schemas/ Har dwar eDesc’

- $ref: ' #/ conponent s/ schemas/ | nterfaceDesc’

- $ref: ' #/ conponent s/ schenmas/ Report Subscri be’

- $ref: ' #/ conmponent s/ schemas/ | PAddr ess’

- $ref: '#/ conponents/schemas/| PRout e’

- $ref: ’#/ conponents/schemas/ CurrentTi e’

- $ref: ' #/ conponents/schemas/ RPLSetti ngs’

- $ref: ' #/ conponent s/ schemas/ Upti ne’

- $ref: ' #/ components/schemas/InterfaceMetrics’
- $ref: ' #/ conmponent s/ schemas/ | PRout eRPLMetri cs’
- $ref: ' #/ conponents/schemas/ Pi ngResponse’

- $ref: ' #/ conponents/schemas/| eee8021xSt at us’

- $ref: ' #/ conmponent s/ schemas/ | eee80211i St at us’
- $ref: ' #/ conponent s/ schemas/ WPANSt at us’

- $ref: ' #/ conmponent s/ schemas/ DHCP6C i ent St at us’
- $ref: ' #/ conponents/schemas/ NMSSet ti ngs’

- $ref: ' #/ conponents/schemas/ NVSSt at us’

- $ref: ' #/ conponents/schemas/ | eee8021xSetti ngs’
- $ref: ' #/ conponent s/ schenas/ | eee802154BeaconSt at s
- $ref: ' #/ conponent s/ schenmas/ RPLI nst ance’

- $ref: ' #/ conmponent s/ schemas/ G oupl nf o’

- $ref: ' #/ conponent s/ schemas/ LowpanMacSt at s’

- $ref: ' #/ conponents/schemas/ LowpanPhySetti ngs’
- $ref: '#/ conponents/schemas/ Tr ansf er Response’
- $ref: ' #/ conmponent s/ schemas/ LoadResponse’

- $ref: ' #/ conponent s/ schemas/ Cancel LoadResponse’
- $ref: ' #/ conmponent s/ schemas/ Set BackupResponse’
- $ref: ' #/ conponents/schemas/Fi r mar el magel nf o’
- $ref: '#/ conponents/schemas/ SysReset Stats’

- $ref: ' #/ conponents/schemas/ Mpl Stats’

- $ref: ' #/ conmponent s/ schemas/ RPLSt at s’

- $ref: ' #/ conponent s/ schenas/ DHCP6St at s’

- $ref: ' #/ conponents/schenmas/ Event Report’

- $ref: ' #/ conponents/schemas/ Event | ndex’

- $ref: '#/ conponents/schemas/Event Stats’

TLVsPost Abl eToDevi ce:
description: |
TLVs whi ch may be POSTed to <device-url >/c.
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Commands and settings.
anyCf :
- $ref: ' #/ conponents/schemas/ NVSRedi r ect Request’
- $ref: ' #/ conponent s/ schemas/ RPLSetti ngs’
- $ref: ' #/ conponent s/ schemas/ Pi ngRequest’
- $ref: '#/ conponents/schenmas/ Reboot Request’
- $ref: ’'#/ conponents/schemas/ NMSSet ti ngs’
- $ref: ’'#/ conponents/schemas/ | eee8021xSetti ngs’
- $ref: ' #/ conponents/schemas/ G oupMat ch’
- $ref: ' #/ conponent s/ schemas/ LowpanPhySetti ngs’
- $ref: ' #/ conponent s/ schenmas/ Tr ansf er Request’
- $ref: ' #/ conponents/schemas/ | mageBl ock’
- $ref: ' #/ conponents/schenas/ LoadRequest’
- $ref: ' #/ conponents/schemas/ Cancel LoadRequest’
- $ref: ' #/ conponents/schemas/ Set BackupRequest’
- $ref: ' #/ conponents/schemas/ Si gnatureValidity’
- $ref: ' #/ conponent s/ schemas/ Si gnat ure’
- $ref: ' #/ conmponent s/ schemas/ Si gnat ureSettings’
- $ref: ' #/ conponent s/ schenas/ Net wor kRol €’
- $ref: ' #/ conponents/schemas/ Mpl Reset’
- $ref: ' #/ conponents/schemas/ Event Subscri be’

Tabl eTLVs:
description: |
Tabl e TLVs.

anyCf :

- $ref: ' #/ conponents/schemas/ Har dwar eDesc’

- $ref: ' #/ conponents/schemas/ | nterfaceDesc’

- $ref: ' #/ conponent s/ schemas/ | PAddr ess’

- $ref: ' #/ conponents/schenas/ | PRout e’

- $ref: ' #/ components/schemas/|InterfaceMetrics’
- $ref: ' #/ conponents/schemas/| PRout eRPLMetri cs’
- $ref: '#/ conponents/schenmas/| eee802154BeaconSt at s’
- $ref: ' #/ conponent s/ schemas/ RPLI nst ance’

- $ref: ' #/ conponent s/ schemas/ Fi r mwvar el magel nf o’
- $ref: ' #/ conponents/schenmas/ Net St at”’

- $ref: ' #/ conponents/schenmas/ Cert Bundl e’

Al'l TLVs:

description: |
Al'l CSMP defined TLVs.
This is used as an editorial starting point for the
ot her TLV coll ections defined w thin.

anyCf :

- $ref: ' #/ conponents/schemas/ Tl vl ndex’

- $ref: ' #/ conmponent s/ schenmas/ Devi cel D

- $ref: ’#/ conponents/schenmas/ NVSRedi r ect Request’

- $ref: ' #/ conmponent s/ schemas/ Sessi onl D
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$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:
$ref:

CoAP Si npl e Managenent Protoco

" #/ conmponent s/ schemas/ Descri pti onRequest’
" #/ component s/ schemas/ Har dwar eDesc

" #/ component s/ schemas/ | nt er f aceDesc

" #/ conponent s/ schemas/ Report Subscri be

" #/ conponent s/ schemas/ | PAddr ess

" #/ conponent s/ schemas/ | PRout e’

" #/ conponent s/ schemas/ Current Ti ne’

" #/ component s/ schemas/ RPLSet t i ngs

" #/ conmponent s/ schemas/ Upt i ne’

" #/ conponent s/ schemas/ I nterfaceMetrics

" #/ conponent s/ schemas/ | PRout eRPLMetri cs
" #/ conponent s/ schemas/ Pi ngRequest’

" #/ component s/ schemas/ Pi ngResponse

" #/ conponent s/ schemas/ Reboot Request’

" #/ component s/ schemas/ | eee8021x St at us

" #/ conponent s/ schemas/ | eee80211i St at us

" #/ conponent s/ schemas/ WPANSt at us

" #/ component s/ schemas/ DHCP6C i ent St at us
" #/ component s/ schemas/ NVSSet t i ngs

" #/ component s/ schemas/ NVSSt at us

" #/ component s/ schemas/ | eee8021xSet ti ngs
" #/ conponent s/ schemas/ | eee802154BeaconSt at s
" #/ conponent s/ schenmas/ RPLI nst ance

" #/ component s/ schemas/ G oupAssi gn

" #/ conponent s/ schemas/ G oupEvi ct’

" #/ component s/ schemas/ G oupiat ch’

" #/ component s/ schemas/ G oupl nf 0’

" #/ conponent s/ schemas/ LowpanMacSt at s

" #/ conponent s/ schemas/ LowpanPhySet ti ngs
" #/ conponent s/ schemas/ Tr ansf er Request’

" #/ conponent s/ schenas/ | mageBl ock

" #/ component s/ schemas/ LoadRequest’

" #/ component s/ schemas/ Cancel LoadRequest’
" #/ conponent s/ schemas/ Set BackupRequest’
" #/ conponent s/ schemas/ Tr ansf er Response

" #/ conponent s/ schemas/ LoadResponse

" #/ conponent s/ schenas/ Cancel LoadResponse
" #/ conmponent s/ schemas/ Set BackupResponse
" #/ component s/ schemas/ Fi r nwar el magel nf o’
" #/ conponent s/ schemas/ Si gnatureVal i dity’
" #/ conponent s/ schemas/ Si ghat ur e

" #/ component s/ schemas/ Si ghat ur eSet ti ngs
" #/ conponent s/ schemas/ SysReset St at s

" #/ component s/ schemas/ Net St at’

" #/ component s/ schemas/ Net wor kRol e’

" #/ conponent s/ schemas/ Cer t Bundl e’

" #/ conponent s/ schenas/ Mol St at s

" #/ component s/ schemas/ Mpl Reset’
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- $ref: ' #/ component s/ schemas/ RPLSt at s

- $ref: ' #/ conponents/schemas/ DHCP6St at s’

- $ref: ’#/ conponents/schemas/ Event Report’

- $ref: ' #/ conponent s/ schemas/ Event | ndex

- $ref: ' #/ conmponent s/ schemas/ Event Subscri be
- $ref: ' #/ conponents/schemas/Event Stats

oj ect (TLV) pl acehol ders to all ow OpenAPl to conpil e.
Each of these is authoritatively defined in
# the CSMP TLV definitions.
#
Tl vl ndex:

type: object
Devi cel D

type: object
NVBRedi r ect Request :

type: object
Sessi onl D

type: object
Descri pti onRequest :

type: object
Har dwar eDesc

type: object
I nterfaceDesc:

type: object
Report Subscri be:

type: object
| PAddr ess:

type: object
| PRout e:

type: object
Current Ti ne:
type: object

HHH

RPLSet ti ngs:
type: object
Upti re:

type: object

InterfaceMetrics:
type: object

| PRout eRPLMet ri cs:
type: object

Pi ngRequest :
type: object

Pi ngResponse:
type: object

Reboot Request :
type: object
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| eee8021x St at us:
type: object
| eee80211i St at us:
type: object
WPANSt at us:
type: object
DHCP6C i ent St at us:
type: object
NMBSet ti ngs:
type: object
NMSSt at us:
type: object
| eee8021xSet ti ngs:
type: object
| eee802154BeaconSt at s:
type: object
RPLI nst ance:
type: object
G oupAssi gn:
type: object
G oupkvi ct:
type: object
G oupMat ch:
type: object
G oupl nf o:
type: object
LowpanMacSt at s:
type: object
LowpanPhySet ti ngs:
type: object
Tr ansf er Request :
type: object
| mageBl ock:
type: object
LoadRequest :
type: object
Cancel LoadRequest :
type: object
Set BackupRequest :
type: object
Tr ansf er Response:
type: object
LoadResponse:
type: object
Cancel LoadResponse:
type: object
Set BackupResponse:
type: object
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Fi r mvar el magel nf o
type: object
SignatureValidity:
type: object
Si gnat ur e:
type: object
Si gnatureSetti ngs:
type: object
SysReset St at s:
type: object
Net St at :
type: object
Net wor kRol e:
type: object
Cert Bundl e:
type: object
Mol St at s:
type: object
Mpl Reset :
type: object
RPLSt at s:
type: object
DHCP6St at s:
type: object
Event Report:
type: object
Event | ndex:
type: object
Event Subscri be:
type: object
Event St at s:
type: object

3.3. Resources
CSMP devi ces and CSMP NMS use the CoAP GET, POST, and DELETE net hods
to mani pul ate the resources specified in Section 3.3.2.3, which are
the Protocol Buffer object payl oads contained in the various CoAP
requests and responses. Usage of these payloads is detailed in the
sections which follow.

3.3.1. Base URL

A CSMP server is |ocated at a <base-url> of the form
coap: // host nane: port/ <base- pat h>

The <base-path> for all CSMP resources at a particul ar hostnane: port
MUST be identi cal
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It is RECOWENDED that a default <base-path> of "/." be used.
Because an NMS CSMP request nessage may be nulticast to a |l arge
nunber of devices, all CSMP devices within a multicast domain MJST
have identical port and <base-pat h>.

The foll owi ng <base-path> are reserved for future use

1. /o

Full details of the Device and NVB service URLs are defined in
Section 3.2.1 and Section 3.2.2.

3.3.2. Resource Encoding

The nessage payl oads of CSMP requests and responses MJST be formatted
as a sequence of Type-Length-Val ue objects.

3.3.2.1. Standard TLVs
Standard TLVs have the foll ow ng format:
| Type | Length | Val ue

The Type field is an unsigned integer identifying a specific CSMP TLV
I D and MUST be encoded as a Protocol Buffers varint.

The Length field is an unsigned integer containing the nunber of
octets occupied by the Value field. The Length field MJST be encoded
as a Protocol Buffers varint.

The Value field MIJST contain the Protocol Buffers encoded TLV
corresponding to the indicated Type.

The set of objects defined by CSMP and their Type (TLV ID) are
specified in Section 3.3.2.3.

3.3.2.2. Vendor Defined TLV

The Vendor Defined TLV follows the same format as a Standard TLV with
the follow ng inportant extensions:

The Type field MJST be set to 127
The Value field contains one or nbre SubTLVs of the fornat

| SubType | Length | Val ue|
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The SubType field is an unsigned integer containing a vendor defined
TLV I D and MJUST be encoded as a Protocol Buffers varint. The
SubTypes 0 through 15 (inclusive) are reserved for use by this
specification. SubTypes 16 onward are avail able for vendor defined
usage.

The Length field is an unsigned integer containing the nunber of
octets occupied by the Value field of the SubTLV. The Length field
MUST be encoded as a Protocol Buffers varint.

The Value field MJST contain the Protocol Buffer encoded SubTLV val ue
defined by the vendor.

SubType 1 is reserved by this specification to indicate Vendor
Private Enterprise Nunber (PEN). SubType 1 MJUST be the first SubTLV
present in the TLV. The corresponding Value field MIUST be set to the
vendor’ s PEN.

Regi stration Procedures for Private Enterprise Nunbers are described
in [PEN .

3.3.2.3. CSWMP TLV Definitions

This section contains the CSMP TLV definitions (defined using [PB]).
The definitions are also available at [CSMPMSG which is directly
i mportabl e into devel opnent tooling.

syntax = "proto3";

/*

The definitions for CSMP TLVs.

This file is directly consunable by the Protocol Buffer tool chain.
Requi rements are specified using the term nol ogy and conventions as
referenced in [RFC2119]. Requirenents key words referenced in [ RFC2119]
must be capitalized. Full details re: Protocol Buffers are accessible
at https://devel opers. googl e. cont protocol -buffers

*/

/*
CSWP TLV I D Mapping to Protocol Buffer nessages.

A unique TLV I D MJST be assigned to each CSMP Protocol Buffer

message (defined within). An unused TLV ID MAY be assigned to a new
message (the new TLV I D assignnment MJST be recorded within, along with
the defintion of the new nmessage). A Reserved TLV ID MJST NOT be
assigned to a nessage. An existing TLV I D assi gnnent MUST NOT be
re-assigned to a new nessage.
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NOTE t he | egend.

- Unused: avail able for assignnent.

- Reserved: not avail able for assignnent.

- Al other naned nessages are currently used by CSMP.

Al'l TLV assignments MJST be recorded in the table bel ow
Take care to maintain the numbering.

TLVI D Message

1 Tl vl ndex
Devi cel D
3 Reserved
4 Unused
5 Unused
6 NVBRedi r ect Request
7 Sessi onl D
8 Descri pti onRequest
9 Unused
10 Reserved
11 Har dwar eDesc
12 I nterfaceDesc
13 Report Subscri be
14 Reser ved
15 Reserved
16 | PAddr ess
17 | PRout e
18 CurrentTi me
19 Reser ved
20 Reser ved
21 RPLSet ti ngs
22 Upti nme
23 InterfaceMetrics
24 Reser ved
25 | PRout eRPLMetri cs
26 Unused
27-29 Reserved
30 Pi ngRequest
31 Pi ngResponse
32 Reboot Request
33 | eee8021xSt at us
34 | eee80211i St at us
35 WPANSt at us
36 DHCP6C! i ent St at us
37-41 Reserved
42 NVBSet ti ngs
43 NMVSSt at us

44- 46 Reser ved
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47 | eee8021xSetti ngs
48 | eee802154BeaconSt at s
49-52 Reserved

53 RPLI nst ance

54 Reserved

55 GroupAssi gn

56 G oupkEvi ct

57 G oupMat ch

58 G oupl nfo

59 Unused

60 Unused

61 Reserved

62 LowpanMacSt at s

63 LowpanPhySet ti ngs
64 Unused

65 Tr ansf er Request
66 Reserved

67 | mageBl ock

68 LoadRequest

69 Cancel LoadRequest
70 Set BackupRequest
71 Tr ansf er Response
72 LoadResponse

73 Cancel LoadResponse
74 Set BackupResponse
75 Fi r mnvar el magel nfo
76 SignaturevValidity
77 Si gnature

78 Reserved

79 Si gnatureSettings
80 Reserved

81 Reserved

82 Unused

83 Unused

84 Reserved

85 Unused

86 SysReset St at s

87 Unused

88 Reserved

89 Unused

90 Unused

91-97 Reserved

98 Unused

99 Unused

100 Reserved

101 Unused

102 Unused

103 Unused
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104 Unused

105 Unused

106 Unused

107 Reser ved
108 Reser ved
109 Unused

110- 112 Reserved

113 Unused

114 Unused
115-117 Reserved

118 Unused

119 Unused

120- 122 Reserved

123 Unused

124 Net St at
125 Reser ved
126 Reser ved
127 Vendor Defined TLV

128- 131 Reserved
132- 139 Unused

140 Reserved
141 Net wor kRol e
142- 151 Reserved
152- 154 Unused

155- 157 Reserved
158- 159 Unused

160- 165 Reserved
166- 169 Unused
170-171 Reserved

172 Cert Bundl e
173-179 Unused
180 Reserved

181-199 Unused

200- 202 Reserved
203- 209 Unused

210 Reser ved
211 Reserved
212-216 Unused
217-220 Reserved
221- 239 Unused

240 Reser ved
241 Mol St at's
242 Mol Reset

243- 299 Unused
301- 303 Reserved
304 Unused
305- 307 Reserved
308- 309 Unused
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310- 312 Reserved

313 RPLSt at s
314 DHCP6St at s
315 Reser ved

316 Reser ved
317- 324 Unused

325- 337 Reserved
338-339 Unused

340- 399 Reserved
400- 499 Unused

500 Reser ved
501 Reser ved
502 Reserved
503-509 Unused

510 Reserved
511 Reser ved
512-519 Unused

520 Reser ved
521 Reserved
522-529 Unused

530 Reserved

531 Reser ved
532-539 Unused

540 Reser ved
541-599 Unused

600- 607 Reserved

608 ... Unused

*/

/*

Message definitions foll ow

Tag notation used within ..

Class:: designates class of device for which the TLV is rel evant.
Generic (any | P addressabl e device)
Mesh (W -SUN nesh devi ces)
O hers TBD.

*/

package csnp.tlvs;
option java_package = "com ci sco. cgns. protocol s. csnp. tlvs";

/[l TLV 1

/!l Alist of zero or nore TLV I Ds
!/l Class:: Ceneric

/1
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message Tl vindex {
/1 list of TLV IDs (string encoded) supported by the device.
repeated string tlvid = 1;

}

[l TLV 2

/1 Primary identifier for a specific device.
/1l Cdass:: Ceneric

/11

nmessage Devicel D {
oneof type present {
/1l Set to 1 to indicate EU -64 format.
uint32 type = 1;

oneof id _present {
/1 The unique identifier of the device in EU-64 fornat
string id = 2;
}
}

I/l TLV 6

/1 Used by NM5S to force device registration to a specific NVS.
/1l Cass:: Ceneric

I/

message NVBRedi rect Request {
oneof url _present {
/1 NVMS <base-url> to which the device registration will be directed.
/1 MUST be formatted per section 6 of RFC 7252

string url = 1;
}
oneof imredi ate_present {
/1 True == device should i mredi ately send registration request
/1 to the specificed NVS url.
bool imediate = 2;
}
}
[l TLV 7

/1 Session ID used by NVE to track device CSMP nessagi ng.
/1 Assigned by the NM5, used in all subsequent Device to NVMS nessagi ng.
/1l Cdass:: Ceneric

message Sessionl D {
oneof id _present {
string id =1; // session ID
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/[l TLV 8

/1 List of zero or nore TLVs requested by the NM5 from a Device.

/'l The requested TLV values will be sent to the NM5 asynchronously.
/1l Cdass:: Generic

message Descri pti onRequest {
/1 list of TLV IDs in string format.
repeated string tlvid = 1;

}

/1 Alist of hardware nodules with their firmware versions.
I
message Har dwar eModul e {
oneof nodul eType present {
/1 hardware nodul e type. Rf Dsp=1, PLC Dsp=2, CPU=3, FPGA=4
ui nt 32 nodul eType = 1;

oneof firmnareRev_present {
/1 firmvare version of the hardware nodul e
string firmwareRev = 2;

/] TLV 11

/1 This TLV contai ns hardware description information for the device.
/1 The contents of the fields are defined by the equival ently-named
[/l fields in the entry of the SNMP M B obj ect entPhysical Tabl e.

/1l Cdass:: Ceneric

nmessage Har dwar eDesc {
oneof ent Physi cal | ndex_present {
/1 index of this hardware being described.
i nt 32 ent Physi cal I ndex = 1;

oneof ent Physi cal Descr_present {
/1 A textual description of physical entity.
string entPhysical Descr = 2;

oneof ent Physi cal Vendor Type_present {
/1 An indication of the vendor-specific hardware type of the
/1 physical entity.
byt es ent Physi cal Vendor Type = 3;

}
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oneof ent Physi cal Cont ai nedl n_present {
/1l The val ue of entPhysical lndex for the physical entity which
/1 "contains’ this physical entity.
i nt 32 ent Physi cal Cont ai nedl n = 4;

oneof ent Physical O ass_present {
/1 An indication of the general hardware type of the physica
[l entity.
i nt 32 ent Physi cal d ass = 5;
}
oneof ent Physi cal Parent Rel Pos_present {
/1 An indication of the relative position of this 'child conponent
/1 among all its "sibling conponents.
i nt 32 ent Physi cal Parent Rel Pos = 6;

oneof ent Physi cal Nane_present {
/1 The textual nanme of the physical entity.
string entPhysical Nane = 7;

oneof ent Physi cal Har dwar eRev_present {
/1l The vendor-specific hardware revision string for the physica
[l entity.
string entPhysical Har dwareRev = 8;

}

oneof ent Physi cal Fi rmnvar eRev_present {
/1 The vendor-specific firmvare revision string for the physica
[l entity.
string entPhysical FirmvareRev = 9;

oneof ent Physi cal Sof t war eRev_present {
/1l The vendor-specific software revision string for the physica
[l entity.
string entPhysical SoftwareRev = 10;

oneof ent Physi cal Seri al Num present {
/'l The vendor-specific serial nunber string for the physica
/] entity.
string entPhysical Serial Num= 11

oneof ent Physi cal M gNane_present {
/1 The name of the nmanufacturer of this physical conponent.
string entPhysical MgNanme = 12;

oneof ent Physi cal Model Nane_present {
/1 The vendor-specific nodel nane identifier string associated
/1 with this physical conponent.
string entPhysical Model Nane = 13;

}
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oneof ent Physi cal Assetl D present {
/1 This object is a user-assigned asset tracking identifier for
/'l the physical entity and provides non-volatile storage of this
/1 information.
string entPhysical Asset| D = 14;

}

oneof ent Physical M gDate_present {
/1 This object contains the date of manufacturing of the managed
[l entity.
ui nt 32 ent Physi cal MgDate = 15;

oneof ent Physical URl s_present {
/1 This object contains additional identification informtion about
/1 the physical entity.
string entPhysical URIs = 16;

oneof ent Physical Function_present {
/1 This field can take the foll owi ng val ues: METER = 1,
/| RANGE_EXTENDER = 2, DA GATEWAY = 3, CCE = 4, ROOT = 5,
/] CONTROLLER = 6, SENSOR = 7, NETWORKNCDE = 8.
ui nt 32 ent Physi cal Function = 17;

oneof ent Physical QUI _present {
/1 uniquely identifies a vendor
byt es ent Physical QU = 18;

// This defines a list of hardware nodul es with their
/!l firmvare versions
r epeat ed Har dwar eMbdul e hwibdul e = 19;

[l TLV 12

/1 This TLV contains description information for an interface on
/1 the device. The contents of these fields are defined by the
/1 equival ently-nanmed fields in the SNMP M B object ifTable

/1l Cdass:: Generic

message | nterfaceDesc {
oneof iflndex_present {
/1 A unique value, greater than zero, for each interface.
int32 iflndex = 1;

oneof ifName_present {
/1l The textual name of the interface.
string i fNanme = 2;

oneof ifDescr_present {
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/1 A textual string containing information about the interface.
string ifDescr = 3;

oneof ifType present {
/1 The type of interface.
int32 ifType = 4;

oneof ifMu_present {
/1l The size of the | argest packet which can be sent/received
/1 on the interface, specified in octets.
int32 ifMu = 5;

oneof ifPhysAddress_present {
/1l The interface’'s address at its protocol sub-I|ayer.
bytes ifPhysAddress = 6;
}
}

/] TLV 13

/1 This TLV specifies the periodic reporting of a set of TLVs.
/1l Oass:: Generic

11

message Report Subscri be {
oneof interval present {
/1 The periodic time interval (in seconds) at which the device
/1 sends the tlvid set of tlvs.
uint32 interval =1

/!l The tlvs to be sent on the interval
repeated string tlvid = 2;

oneof interval HeartBeat present {
/1 The periodic tinme interval at which the device sends the
/1 tlvidHeartBeat set of tlvs.
uint32 interval HeartBeat = 3;

// The tlvs to be sent on the heartbeat interval

repeated string tlvidHeartBeat = 4,

/1l TLV 16

/] Describes a particular IP address (identified by the index) attached
/1l to an interface.

/1 Cdass:: Ceneric

message | PAddress {
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oneof i pAddressl ndex_present {
/1 A unique value, greater than zero, for each IP address
int32 i pAddressindex =1

}

oneof i pAddressAddr Type present {
/1 Address type defined as integers
[l ipv4=1l, ipvv6=2, ipv4z=3, ipv6z=4, ipv6anrs
ui nt 32 i pAddr essAddr Type = 2;

}

oneof i pAddressAddr present {
/1 The | P address
byt es i pAddressAddr = 3;

oneof i pAddresslflndex_present {
/1 Index of the associated interface
i nt 32 i pAddresslflndex = 4;

oneof i pAddressType present {
/1 1P type defined as integers
/1 unicast=1, anycast=2, broadcast=3
ui nt 32 i pAddr essType = 5;

oneof i pAddressOrigin_present {
/1 Address origin defined as integers:
/1 other=1, manual =2, dhcp=4, |inklayer=5, random=6
ui nt 32 i pAddressOrigin = 6;

oneof i pAddressStatus _present {
/1 status defined as integers:
[l preferred=1, deprecated=2, invalid=3, inaccessible=4, unknown=5,
/1 tentative=6, duplicate=7, optimstic=8
ui nt 32 i pAddressStatus = 7;

reserved 8;

reserved 9;

oneof i pAddressPfxLen _present {
/1 The prefix length associated with the | P address.
ui nt 32 i pAddr essPf xLen = 10;

TLV 17

Describes a particular IP route (identified by the index) attached
to an interface.

Class:: Ceneric

message | PRoute {
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oneof inetC drRoutel ndex_present {
/1 A unique value, greater than zero, for each route
int32 inetC drRoutelndex =1

}

oneof inet G drRout eDest Type _present {
/1 Destination Addresss type defined as integers:
[l ipv4=1l, ipvv6=2, ipv4z=3, ipv6z=4, ipv6anrs.
ui nt 32 i net G dr Rout eDest Type = 2;

}

oneof inetC drRout eDest present {
/1 1P address of the destination of the route.
byt es inet G dr Rout eDest = 3;

}

oneof inetC drRout ePfxLen_present {
/'l Associated prefix length of the route destination
ui nt 32 i net G dr Rout ePf xLen = 4;

}

oneof inet G dr Rout eNext HopType present {
/1 Next hop Addresss type defined as integers:
[l ipva=l, ipvv6=2, ipv4z=3, ipv6z=4, ipv6am=>5.
ui nt 32 i net G dr Rout eNext HopType = 5;

}

oneof inet G dr Rout eNext Hop present {
/1 1P address of the next hop of the route (device parent).
byt es i net G dr Rout eNext Hop = 6;

}

oneof inetC drRoutelflndex_present {
/'l I ndex of the associated interface.
int32 inetC drRoutel flndex = 7;

reserved 8;
reserved 9;
reserved 10;

/1 TLV 18

/1 Contains the current time as maintai nced on the device.

/1 For time stanping purposes, this tlvid MIST al so be sent along with
/1 every periodic nmetric report. It MAY contain a POSI X tinestanp

/1 or an |SO 8601 tinestanp.

/1l COass:: Generic

message CurrentTine {
oneof posix_present {
/1 posix tinestanp.
ui nt 32 posix = 1;
}
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oneof is08601 present {
/1 iso 8601 timestanp.
string i so8601 = 2;

}

oneof source_present {
/'l time service from
/'l local =1, adm n=2, networ k=3.
ui nt 32 source = 3;

}

}

/1 TLV 21

/1 For retrieving the RPL Settings on the device.
/1 Cdass:: Mesh

/11

message RPLSettings {
oneof iflndex_present ({
[l interface id
int32 iflndex = 1;

oneof enabl ed present {
/'l whether RPL feature is enabl ed.
bool enabled = 2;

oneof diolnterval M n_present {
// mninterval of DIOtrickle tinmer in mlliseconds.
uint32 diolntervalMn = 3;

oneof di ol nterval Max_present {
/!l max interval of DIOtrickle tiner in mlliseconds.
ui nt 32 di ol nterval Max = 4;

oneof daol nterval M n_present {
// mninterval of DAOtrickle tiner in mlliseconds.
ui nt 32 daolnterval M n = 5;

oneof daol nterval Max_present {
/1 max interval of DAO trickle timer in mlliseconds.
ui nt 32 daol nterval Max = 6;

}

oneof nopType_ present {
/1 node of operation for RPL. 1: non-storing node; 2: storing node.
ui nt 32 nopType = 7;

}

}

Il TLV 22
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/1 Contains the total systemuptine of the device (seconds).
/1l Cdass:: Ceneric
/11

message Uptine {
oneof sysUpTi nme_present {
/1 uptime info in seconds.
ui nt 32 sysUpTinme = 1;
}
}

/[l TLV 23
/'l The statistics of an interface

// dass:: Generic
/1

message I nterfaceMetrics {
oneof iflndex_present ({
/1 A unique value, greater than zero, for each interface.
/1l Is sane as in InterfaceDesc’s iflndex for the same interface.
int32 iflndex = 1;

oneof iflnSpeed present {
/1 The speed at which the incom ng packets are received on the
/1 interface.
uint32 iflnSpeed = 2;

oneof ifCQutSpeed present {
/1 The speed at which the outgoing packets are transmitted on
/1 the interface.
ui nt 32 i f Qut Speed = 3;

oneof ifAdm nStatus_present {
/!l The desired state of the interface.
uint32 i fAdm nStatus = 4;

oneof ifQperStatus_present {
/1 The current operational state of the interface.
uint32 ifQOperStatus = 5;

oneof iflLastChange_present {
/1 The value of sysUpTinme at the time the interface entered its
/1 current operational state.
ui nt 32 i f Last Change = 6;

oneof iflnCctets present {

/!l The total nunber of octets received on the interface,
/1 including fram ng characters.
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uint32 iflnCctets = 7;

oneof ifQutCctets_present {
/1 The total nunber of octets transmtted out of the interface,
/1 including fram ng characters.
uint32 ifQutCctets = 8;

oneof iflnDi scards_present {
[l The nunber of inbound packets which were chosen to be discarded
/1 even though no errors had been detected to prevent their being
/1 deliverable to a higher-layer protocol (application dependant).
uint32 iflnDi scards = 9;

oneof iflnErrors_present {
/'l For packet-oriented interfaces, the nunber of inbound packets
/1 that contained errors preventing themfrom being deliverable to
/1 a higher-layer protocol (subset of iflnDiscards).
uint32 iflnErrors = 10;

oneof ifQutDi scards_present {
[l The nunber of outbound packets which were chosen to be di scarded
/1 even though no errors had been detected to prevent their being
/] transmtted.
uint32 ifQutbDiscards = 11;

oneof ifQutErrors_present {
/1l For packet-oriented interfaces, the nunber of outbound packets
// that could not be transmitted because of errors.
uint32 ifQutErrors = 12;
}
}

/! TLV 25

/!l Describes status of each RPL router
!/l Class:: Mesh

/1

message | PRout eRPLMetrics {

oneof inetC drRoutel ndex_present {
/1 refers to a particular index in the | PRoute table.
i nt 32 i net G dr Rout el ndex = 1;

}

oneof instancel ndex_present {
/1 Corresponding RPL instance of this route.
int32 i nstancel ndex = 2;

}

oneof rank_present ({
/1 advertised rank.
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int32 rank = 3;
}
oneof hops_present {
/1 Not currently used, future use of hops netric.
i nt32 hops = 4;
}
oneof pat hEtx_present {
/] advertised path ethx.
int32 pathEtx = 5;

oneof |inkEtx_ present {
/'l next-hop link ETX
int32 linkEtx = 6;

}

oneof rssi Forward_present {
/1 forward RSSI value (relative to the device).
sint32 rssi Forward = 7;

}

oneof rssi Reverse_present {
/1 reverse RSSI value (relative to the device).
sint32 rssi Reverse = 8;

oneof | qi Forward_present {
/1 forward LQ val ue
int32 | gi Forward = 9;

oneof | gi Reverse present {
/1 reverse LQ value
int32 | gi Reverse = 10;

oneof dagSi ze_present {

/1 nodes count of this pan (nunber of joined devices).

ui nt 32 dagSi ze = 11;

reserved 12 to 17;
/1 forward phy node val ue.

PhyModel nf o phyMbdeForward = 18;
/'l reverse phy node val ue.
PhyModel nf o phyMbdeReverse = 19;

TLV 30

Request the device to performa ping operation to a
destination address.

Class:: Ceneric

message Pi ngRequest {
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oneof dest _present {
/1 1P address to be pinged fromthe device.

string dest

}

= 1;

oneof count_present {
/1l nunber of tinmes to ping.

ui nt 32 count

:21

oneof del ay_present {
/1 delay between ping in seconds.
ui nt 32 delay = 3;

}
}

/1 TLV 31

/1 Acquire the current status of the | ast PingRequest.

!/l Cass::
/1

Ceneric

message Pi ngResponse {
oneof sent_present {
/'l nunmber of packets sent

ui nt 32 sent

}

= 1;

oneof received_present {
/1l nunmber of packets received
ui nt 32 received = 2;

}

oneof mnRtt _present {
[/ mnround trip time
uint32 mnRtt = 3;

}

oneof neanRtt_present {
/1 mean round trip tine
uint 32 neanRtt = 4;

oneof maxRtt _present {
/1 max round trip time
uint32 maxRtt = 5;

oneof stdevRtt present {
/1 standard deviation of the round trip time
uint32 stdevRtt = 6;

}

oneof src_present {
/1 source | P address for the ping
string src = 7;

}
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}

/1 TLV 32
/1 Request a device to reboot.

!/l Class:: Ceneric
/1

message Reboot Request {
oneof flag present {
/1 0 : reboot and transfer to designated running i nage.
/1 1 : reboot and stop at bootl| oader CLI
uint32 flag = 1;
}
}

/! TLV 33

/1l 802.1x status
/'l Class:: Mesh
/1

message | eee8021xSt atus {
oneof iflndex_ present {
/1 1t is RECOWENDED this be set to 2 for the 6LowPAN interface
int32 iflndex = 1;

oneof enabl ed_present {
// 802.1x enabl ed or not?
bool enabled = 2;

oneof identity present {
/1 subject nane of certificate, nmax len 32
string identity = 3;

oneof state present {
/'l state of tls handshake
uint32 state = 4;

}

oneof pnKld_present ({
/1 hash val ue of pnk, len 16
bytes pnkld = 5;

oneof clientCertValid_present {
/'l whether client cert is valid
bool clientCertValid = 6;

oneof caCertValid _present {

/!l whether ca cert is valid
bool caCertValid = 7;
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}

oneof privateKeyValid_present {
/1 whether private key of client cert is valid
bool privateKeyVvalid = 8;

oneof rlyPanid _present {
/1 panid of relay node
uint32 rlyPanid = 9;

oneof rlyAddress present {
/1 eui 64 address of relay node, len 8
bytes rlyAddress = 10;

oneof rlylLastHeard present {
/1 last heard fromrelay node in seconds
uint32 rlyLastHeard = 11
}
}

[/l TLV 34

// 802.11i status
// Class:: Mesh
/1

message | eee80211i Status {
oneof iflndex_present {
/1 1t is RECOWENDED this be set to 2 for the 6LowPAN interface
int32 iflndex = 1;

oneof enabl ed present {
// 802.11i is eabled or not
bool enabled = 2;

}

oneof pnkld _present {
/1 hash val ue of pnk, len 16
bytes pnkld = 3;

oneof ptkld_present {
/1 hash value of ptk, len 16
bytes ptkld = 4;

oneof gtklndex_present {
/1 index of gtk
int32 gtklndex = 5;

}
oneof gtkAll Fresh_present {

/1 whether all gtk are fresh
bool gtkAll Fresh = 6;
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/1 list of hash value for each gtk, hash len 8, max repeat 4
repeated bytes gtkList = 7;
/1 list of lifetime for each gtk, hash len 8, max repeat 4
repeated uint32 gtkLifetines = 8;
oneof authAddress _present {
/] eui 64 address of authenticate node
byt es aut hAddress = 9;
}
}

message PhyModel nfo {
oneof phyMode_present {
/1l phy operating nmode value (as defined in section 5.2 of
[l PHYWG W - SUN PHY Techni cal Specification - Arendment 1VAS8)
ui nt 32 phyMde = 1;
}
oneof txPower_present {
/1 transmt power value in dbm
int32 txPower = 2;
}
}

/1 TLV 35

/1 Configuration of WPAN-specific interface settings
/1l dass:: Mesh

/1

message WPANSt at us {
oneof iflndex_present ({
/1 1t is RECOWENDED this be set to 2 for the 6LowPAN interface.
int32 iflndex = 1;

oneof SSID present {
/1 Max len 32 (W-SUN Net Nane) .
bytes SSID = 2;

}

oneof pani d_present {
ui nt 32 panid = 3;

reserved 4;

oneof dot 1xEnabl ed_present {
// 1s dotl1lx enabl ed?
bool dot 1xEnabl ed = 5;

}

oneof securitylLevel present {
/1 Security |evel
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ui nt 32 securitylLevel = 6;
}
oneof rank_present {
uint32 rank = 7;

oneof beaconValid_present {
/1 1s beacon valid (where invalid means receipt has
/1 timed-out/contact with PAN was lost)? (PC frame for W-SUN)
bool beaconValid = 8;
}
oneof beaconVersion_present {
/| Beacon version (W-SUN PAN version).
ui nt 32 beaconVersion = 9;

oneof beaconAge_present {
/1 Last heard beacon nessage in seconds (PC frame for W -SUN)
ui nt 32 beaconAge = 10;

oneof txPower_present {
/1 Transmt power value in dbm
int32 txPower = 11;

oneof dagSi ze present {
/1 Count of nodes joined to this PAN
ui nt 32 dagSi ze = 12;

oneof netric_present {
/1l Metric to border router (W-SUN Routing Cost)
uint32 netric = 13;

oneof | ast Changed_present {
/1l seconds since |ast PAN change (PAN I D change).
ui nt 32 | ast Changed = 14;

oneof | ast ChangedReason_present {
/'l Reason for |ast PAN change:

/!l -1 == unknown,

/1 0 == nmesh initializing,

/1 == nesh connectivity |ost,
/[l 2 == GIK tinmeout,

/1l 3 == default route |ost,

/1 4 == mgrated to better PAN,
/1l 5 == reserved.

ui nt 32 | ast ChangedReason = 15;
oneof denoModeEnabl ed present {

/!l 1s denp npde enabl ed?
bool denpMbdeEnabl ed = 16;

Duf fy (ed) Expi res 15 Decenber 2025 [ Page 40]



I nternet-Draft CoAP Si npl e Managenent Prot ocol June 2025

oneof txFec_present ({
/1 1's FEC enabl ed?
bool txFec = 17;

oneof phyMode present {
/1 Phy operating node value (as defined in section 5.2 of
/1 PHYWG W - SUN PHY Techni cal Specification - Arendment 1VAS8)
ui nt 32 phyMode = 18;
}
reserved 19;
/1 Multi phy node and transnit power value for adaptive nodul ation.
repeat ed PhyMbdel nf o phyMddelLi st = 20;
}

/1 TLV 36

/'l Status of DHCP6 client
/Il Class:: Ceneric

/1

message DHCP6C i ent St at us {

oneof iflndex_ present {
/1 1t is RECOMWENDED this be set to 2 for the 6LowPAN interface
int32 iflndex = 1;

}

oneof ianal Al D present {
/1 TA 1D val ue.
uint32 ianal AID = 2;

}
oneof ianaTl present {
/] T1 val ue.
uint32 ianaTl = 3;
}
oneof ianaT2_present {
/[l T2 val ue.
uint32 ianaT2 = 4;
}
}
/[l TLV 42

/1 Configure device reporting settings.
/1l Cass:: Ceneric
I/

message NMSSettings {
oneof reglnterval M n_present {
/1 Mn interval of register trickle timer in seconds.
uint32 reglntervalMn = 1;
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oneof reglnterval Max_present {
/1 Max interval of register trickle timer in seconds.
ui nt 32 regl nterval Max = 2;

reserved 3 to 6;

/1 TLV 43

/1 Registration status to NVS.

/1 NMS uses this TLV to record the reason for the registration
/1 operation as recorded in the | ast RegReason field of the TLW.
/1l Cdass:: Ceneric

message NVBSt at us {
oneof registered present {
[l True if device is registerd with NWVS.
bool registered = 1;

}

oneof NMSAddr_present {
/1 1Pv6 address of NWVB.
byt es NVMBAddr = 2;

}

oneof NVSAddrOri gi n_present {
/1 Mechanismused to get NM5's | Pv6 address.
/1 (fixed/ DHCPv6/redirect by TLV6 ... val ues).
ui nt 32 NMSAddrOrigin = 3;

oneof | ast Reg present {
/1 Time since last succesful registration in seconds.
uint32 | ast Reg = 4;

oneof | ast RegReason_present {
/1 Reason for last registration:

/1 1. coldstart,

/'l 2: adm nistrative,

/1 3: 1P address changed,

/1 4: NM5 changed,

/1 5: NMS redirect,

/1 6: NMVS error,

/1 7: 1DevliD, LDevliD, or NMB certificate changed,
/1 8: outage recovery.

ui nt 32 | ast RegReason = 5;

}

oneof next Reg present {
/1 Time to next registration attenpt in seconds.
ui nt 32 next Reg = 6;
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}
oneof NWMSCertValid_present {
[/ True if NVMS certificate is valid.
bool NMBCertValid = 7;
}
}

/1 TLV 47

/] Device settings for 802.1x
// Cdass:: Mesh

/1

message | eee8021xSettings {

oneof iflndex_present {
I/ 1t is RECOWENDED this be set to 2 for the 6LowPAN i nterface.
int32 iflndex = 1;

}

oneof secMdde present {
/1 Security node, non-security or security (Security Level from
/1l Aux Security Header of |EEE 802. 15. 4-2020).
ui nt 32 sechbde = 2;

oneof authlnterval M n_present {
[/ Mn interval of 802.1x trickle tiner in seconds.
uint32 authlntervalMn = 3;

oneof aut hl nterval Max_present {
/[l Max interval of 802.1x trickle tiner in seconds.
ui nt 32 aut hl nterval Max = 4;

oneof imredi ate_present {
/1 True == do 802.1x authentication inmrediately,
/'l False == do 802.1x authentication at next authentication
/[l interval.
bool imediate = 5;
}
}

[/ TLV 48

/] Statistic of 802.15.4 beacon packets
/1l dass:: Mesh

/1

message | eee802154BeaconStats {
oneof iflndex_present {
// 1t is RECOMVENDED this be set to 2 for the 6LOoWPAN interface.
int32 iflndex = 1;
}
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oneof inFranes_present {
/] Count of received beacon.
uint32 i nFrames = 10;

oneof i nFranesBeaconPAS present {
/1 Count of received PAS beacon.
ui nt 32 i nFranmesBeaconPAS = 11;

oneof i nFranesBeaconPA present {
/'l Count of received PA beacon.
ui nt 32 i nFramesBeaconPA = 12;

oneof i nFranmesBeaconPCS present {
// Count of received PCS beacon.
ui nt 32 i nFramesBeaconPCS = 13;

oneof inFranesBeaconPC present {
/'l Count of received PC beacon.
ui nt 32 i nFranmesBeaconPC = 14;

}

oneof out Frames_present {
// Count of all sent out beacon.
ui nt 32 out Franes = 20;

}

oneof out FranesBeaconPAS present {
// Count of sent out PAS beacon.
ui nt 32 out FranmesBeaconPAS = 21;

}

oneof out FramesBeaconPA present {
/'l Count of sent out PA beacon.
ui nt 32 out FranesBeaconPA = 22;

oneof out FranmesBeaconPCS present {
/'l Count of sent out PCS beacon.
ui nt 32 out FranesBeaconPCS = 23;

oneof out FranmesBeaconPC present {
// Count of sent out PC beacon.
ui nt 32 out FranesBeaconPC = 24;

}
}
/'l TLV 53
// Indicates RPL instance information

// Cdass:: Mesh

11

message RPLI nstance {
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oneof instancel ndex_present {
/1 I ndex for instance.
int32 instancel ndex = 1;

}

oneof instanceld present {
/'l Instance id.
int32 instanceld = 2;

oneof doDagl d_present {
// DODAG id, |en 16.
byt es doDagld = 3;

oneof doDagVer si onNunber _present {
/1 DODAG versi on nunber of instance.
i nt 32 doDagVer si onNunber = 4;

oneof rank _present {
/1 Rank val ue.
int32 rank = 5;

}

oneof parent Count_present {

June 2025

/1 Count of avail able parents (W-SUN candi date parent set).

i nt 32 parent Count = 6;

oneof dagSi ze_present {
/1 Node count of this DODAG
ui nt 32 dagSi ze = 7;
}
/1 Max repeat 3.
repeat ed RPLParent parents = 8;
/1 Max repeat 3.
repeat ed RPLParent candi dates = 9;

}

message RPLParent {

oneof parentlndex_present {
/1 This parent’s index in the RPLParent table.
int32 parentlndex = 1;

}

oneof instancel ndex_present {
/1 A particular index in the RPLInstance table that this
/1 parent underlies.
int32 instancel ndex = 2;

}

oneof routelndex_present {
/1 A particular index in the |IPRoute table that this
/1 parent underlies.
int32 routelndex = 3;
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oneof i pv6AddressLocal _present {
/1 1Pv6 |inklocal address.
byt es i pv6AddressLocal = 4;

oneof i pv6Addressd obal present {
/1 1Pv6 gl obal address.
byt es i pv6Addressd obal = 5;

oneof doDagVersi onNunber _present {
/1 DODAG version nunber if RPL parent.
ui nt 32 doDagVer si onNunber = 6;

}

oneof pat hEtx_present {
/1l The parent’s ETX back to the root.
int32 pathEtx = 7;

oneof |inkEtx_present {
/1 The node’s ETX to its next-hop.
int32 linkEtx = 8;

}

oneof rssiForward_present {
/1 Forward RSSI val ue.
sint32 rssi Forward = 9;

}

oneof rssi Reverse_present {
/'l Reverse RSSI val ue.
sint32 rssi Reverse = 10;

oneof | qi Forward present {
/1 Forward LQ val ue.
int32 | gi Forward = 11;

oneof | gi Reverse present {
/!l Reverse LQ val ue.
int32 | gi Reverse = 12;

oneof hops_present {
/] parent’s hop val ue.
i nt32 hops = 13;
}
}

/1l Groups in CSMP provide a mechanismto realize application

/1 layer multicast in the network. A group is uniquely defined by
/1l a type, id pair. Menbership within a group type is excl usive,
/1 i.e., a device can be a nenber of only one group-id within a
/1 group-type. However, a device can be a nenber of nore than one
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/1 group of different group-types.

/1 A device is informed about its nenbership to a group using the
/1l GroupAssign TLV. On their very first boot, devices do not

/1 belong to any group. A device is added to a group by sending a
/'l GroupAssign TLV to the device. Receipt of a G oupAssign TLV

/1 replaces any existing group assignnents. G oupAssign may occur
/1 either by direct unicast to a device or in the registration

/'l response fromthe NM5 to the device. Note that a G oupAssign
/1 should not be sent over nulticast, because it would possibly
/1 cause sone group nenbers to change and sonme group nenbers not
/'l to change.

/1l Group menbership informati on MUST be stored in persistent

/] storage so that once a device has been assigned any group it is
/'l remenbered across reboots. A device will only process nulticast
/1l nmessages containing a G oupMatch TLV if the device belongs to a
/1 group specified by the G oupMatch TLV.

/!l TLV 55
// dass:: Generic

message G oupAssign {
oneof type_present {
uint32 type = 1;

oneof id _present {
uint32 id = 2;
}

}

/! TLV 57
/l Class:: Ceneric
/1

message GroupMatch {
oneof type_present {
uint32 type = 1;

oneof id _present {
uint32 id = 2;

}
}
/] TLV 58
/1l Cass:: Generic
/[l GET to a device for this TLV MAY illicit a response with one or
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/1 nore Grouplnfo TLVs.
/1

message Grouplnfo {
oneof type present {
uint32 type = 1;

oneof id_present {
uint32 id = 2;
}

}

message LowpanMacCounters {

oneof inFranes_present {
// Count of all received franes.
uint32 inFrames = 1;

}

oneof inFranesBeacon present {
/1 Count of received beacon frames (Note:
/1l not use Beacon franes).
ui nt 32 i nFranmesBeacon = 2;

oneof inFranesData_present {
/'l Count of received data franes.
uint32 inFranesbData = 3;

oneof inFranmesAck_present {
/'l Count of received ack franes.
ui nt 32 i nFramesAck = 4;

oneof inFramesChd_present {
/] Count of received command franes.
uint 32 i nFramesCrd = 5;

oneof inFranmesAsync_present {
/1 Count of received async franes.
ui nt 32 i nFranesAsync = 6;

}

oneof inFramesBcast_present {
/'l Count of received broadcast franes.
ui nt 32 i nFranmesBcast = 7;

}

oneof inFramesUcast_present {
/] Count of received unicast franes.
ui nt 32 i nFramesUcast = 8;

}

oneof out Frames_present {
/'l Count of all sent out franes.

Duf fy (ed) Expi res 15 Decenber 2025

W - SUN does

June 2025

[ Page 48]



I nternet-Draft CoAP Si npl e Managenent Prot ocol

ui nt 32 out Franes = 9;

}

oneof out FramesBeacon_present {
/1l Count of sent out beacon franes.
ui nt 32 out FranesBeacon = 10;

}

oneof out FranesData_ present {
/] Count of sent out data franes.
ui nt 32 out FranmesbData = 11;

}

oneof out FranesAck present {
/'l Count of sent out ack franes.
ui nt 32 out FranesAck = 12;

oneof out FranmesCnd_present {
// Count of sent out command franes.
ui nt 32 out FranesCnd = 13;

oneof out FramesAsync_present {
/1l Count of sent out async franes.
ui nt 32 out FramesAsync = 14;

oneof out FramesBcast present {
/'l Count of recesent outived broadcast franes.
ui nt 32 out FranesBcast = 15;

oneof out FramesUcast _present {
// Count of sent out unicast franes.
ui nt 32 out FranesUcast = 16;
}
}

/1 TLV 62

/[l Statistic of |owpan mac | ayer
/1l dass:: Mesh

/1

message LowpanMacStats {
/1 Total counter of |owpan mac | ayer.
LowpanMacCounters total = 1;
/1 RF counter of |owpan nac |ayer.
LowpanMacCounters rf = 2;
reserved 3;

}

/Il TLV 63
/1 Configuration of RF PHY
/1 Cdass:: Mesh
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11

message LowpanPhySettings {
oneof | owpanRF_present {
/1 1 == enable |l owan RF, 0 == disable.
ui nt 32 | owpanRF = 1;

reserved 2;

}

[l TLV 65 - 75 are for firmnare upgrade.
/1 Usage is detailed in nmain body of the CSMP specification.
11
message Hardwarel nfo {
oneof hwi d_present {
/1 Hardware information, max |en 32.
string hwid = 1;

oneof vendor HM d_present {
/1 Sub hardware information, nax |en 32.
string vendorbwi d = 2;

}
}

/'l TLV 65

/] Start to transfer firmnare
// dass:: Generic

/1

message Transfer Request {
/1 Hardware information.
Har dwar el nfo hwinfo = 1;
oneof fileHash_present {
/1 SHA256 hash value of inmmge file, len 32.
bytes fil eHash = 2;

oneof fileName_present {
/1 Name of image file, max len 128.
string fil eName = 3;

}

oneof version_present {
/1 Version nunber, nmax |len 32.
string version = 4;

oneof fileSize_present {
/1 Total size of image file.
uint32 fileSize = 5;

}
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oneof bl ockSi ze_present {
/1 Block size of imge file.
ui nt 32 bl ockSi ze = 6;

reserved 7 to 11;

}

/1l TLV 67
// dass:: Generic
/1

message | mageBl ock {
oneof fileHash_present({
/I SHA256 hash value of image file, len 32
bytes fil eHash = 1;

oneof bl ockNum present {
/1 Block nunber 0, 1, 2, etc.
ui nt 32 bl ockNum = 2;

oneof bl ockData_present {
/1 Block context, max |en 1024.
byt es bl ockData = 4;

}
}

[/l TLV 68

/1 Firmmvare | oad request
/1l Cass:: Generic

/1

message LoadRequest {
oneof fileHash_present {
/1 SHA256 hash value of inmage file, len 32
bytes fil eHash = 1;

oneof | oadTi me_present {
[l UCtime to load inmage, set to 1 to load i nmedi ately.
uint32 | oadTinme = 2;

}
}

/1 TLV 69

/1 Firmvare cancel |oad request
/1l Oass:: Generic

11

message Cancel LoadRequest {
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oneof fileHash_present ({
/1 SHA256 hash value of image file, len 32.
bytes fil eHash = 1;
}
}

/] TLV 70

/1 Set firmvare to backup sl ot
/1l Oass:: Generic

11

message Set BackupRequest {
oneof fileHash_present ({
/1 SHA256 hash value of image file, len 32.
bytes fil eHash = 1;
}
}

/* ResponseCodes

enum {
/1l The request was successfully processed.
X = 0;
/1 Device hardware type does not nmatch
/1 the request’s hardware type.
| NCOWPATI BLE_HW = 1;
/1 1 mage operation cannot be conpl et ed,
/1 device only has partial inage.
| MAGE_| NCOWPLETE = 2;
/1 File hash does not match any inmage
/] avail abl e on the device.
UNKNOWN_HASH = 3;
/1 1 mage downl oad is denied, filesize
/1 of the newinmage is too |arge.
FILE_SI ZE_TOO BI G = 4;
/1 1mage signature check fail ed.
S| GNATURE_FAI LED = 5;
/1 Invalid request.
I NVALI D_REQ = 6;
/1 Invalid inmge block size.
I NVALI D_BLOCK_SI ZE = 7;
/1 Request cannot be processed,
/1 conflict with a pending device reboot.
PENDI NG_REBOOT = 8;
/1 Cancel reboot request cannot be processed,
/1 image is already running.
| MAGE_RUNNI NG = 9;
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*/

/[l TLV 71

/1l Response for TLV 65 Transfer Request
/1l Cdass:: Generic

/1

message Transfer Response {

oneof fileHash_present {
/1 SHA256 hash value of inmmge file, len 32.
bytes fil eHash = 1;

}

oneof response_present {
/1l Refer to ResponseCodes.
ui nt 32 response = 2;

}
}

/] TLV 72

/1l Response for TLV 68 LoadRequest
/1l Oass:: Generic

11

message LoadResponse {

oneof fileHash_present ({
/1 SHA256 hash value of image file, len 32.
bytes fil eHash = 1;

}

oneof response_present {
/1 refer to ResponseCodes.
ui nt 32 response = 2;

oneof | oadTi me_present {
/[l UCtime to | oad i mge.
uint32 | oadTinme = 3;
}
}

/[l TLV 73

/'l Response for TLV 69 Cancel LoadRequest
/1l COass:: Generic

/1

message Cancel LoadResponse {
oneof fileHash_present {
/1 SHA256 hash value of inmmge file, len 32.
bytes fil eHash = 1;
}
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oneof response_present {
/1l Refer to ResponseCodes.
ui nt 32 response = 2;
}
}

[l TLV 74
// dass:: Generic
/1

nmessage Set BackupResponse {
oneof fileHash_present ({
/1 SHA256 hash value of inmage file, len 32
bytes fil eHash = 1;
}
oneof response_present {
/'l Refer to ResponseCodes
ui nt 32 response = 2;
}
}

/] TLV 75

/1 1mage information
/1l Cass:: Ceneric
I/

message Firmwar el magel nfo {
oneof index_present {
uint32 index = 1;

oneof fileHash_present ({
/1l SAH256 hash value of image file, len 32
bytes fil eHash = 2;

oneof fileName_present {
/1 nanme of inmage file, max | en 128.
string fileNane = 3;

}

oneof version_present {
/1 version nunber, man |len 32.
string version = 4;

oneof fileSize_present {
/1 total size of image file.
uint32 fileSize = 5;

oneof bl ockSi ze present {
/'l block size of image file.
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ui nt 32 bl ockSi ze = 6;
}
oneof bitmap_present {
/1 bitmap of image file, nmax | en 128. Bi g endi an.
/1 1 means bl ock was received, 0 neans bl ock was not received.
bytes bitmap = 7;

oneof isDefault_present {
[l True if default inmage.
bool isDefault = 8;

oneof isRunning present {
/1 True if running inmage.
bool isRunning = 9;

oneof | oadTi me_present {
/1 UTCtime to load. 1 neans |oad i mediately.
uint 32 | oadTime = 10;

/1 hardware informtion

Har dwar el nfo hwinfo = 11;

oneof bitmapOfset present {
/1 When present, MJST be set to indicate the start bl ock
/'l nunber of bitmap. Block nunbering is 0 based.
ui nt 32 bitmapOffset = 12;

reserved 13 to 15;

}

/[l TLV 76
!/l Class:: Ceneric
/1

message SignatureValidity {

oneof not Before_ present {
/1 Posix tinme.
ui nt 32 notBefore = 1;

}

oneof not After_present {
/1 Posix tinme.
uint32 not After = 2;

}
}

/!l TLV 77
/l Class:: Ceneric
/1
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message Signature {
oneof val ue_present {
bytes value = 1;
}

}

/1 TLV 79

/1 Configuration of signature check settings about message from NVB
/1l Oass:: Generic

11

message SignatureSettings {
oneof reqSi gnedPost _present {
/] Check signature in POST nmessage from NVS?
bool reqSignedPost =1

oneof reqVali dCheckPost present {
/1 Time valid check in POST nessage from NVS?
bool reqValidCheckPost = 2;
}
oneof reqTi neSyncPost_present {
/1 Return fail when node doesn’'t have global tine in
/1 PCST nessage from NVS?
bool reqTi neSyncPost = 3;

oneof reqSeclLocal Post_present {
/1 Check signature in POST nessage from consol e?
bool reqSecLocal Post = 4;

oneof reqSi gnedResp _present {
/1 Check signature in response nessage from NVS
/1 during registration?
bool reqSi gnedResp = 5;

oneof reqVal i dCheckResp_present {
/1 Time valid check in response nessage from NVS
/1 during registration?
bool reqValidCheckResp = 6;

oneof reqTi meSyncResp_present {
/1 Return fail when node doesn’'t have global tine in
/'l response nmessage from NVMS during registration?
bool reqTi neSyncResp = 7;

oneof reqSecLocal Resp_present {
/1 Check signature in response nessage from consol e
/1 during registation?
bool reqgSecLocal Resp = 8§;
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}

oneof cert_present {
/1 Certificate context, used to change NVS5' s
Il certificate, max len 512.
bytes cert = 9;
}
}

message Har dwar eReset Count {
oneof total present {
uint32 total = 1;

oneof external Reset _present {
// External reset reason.
ui nt 32 ext ernal Reset = 2;

}

oneof power OnReset present {
/'l Power on reset reason.
ui nt 32 power OnReset = 3;

}

}

message Sof t war eReset Count {
oneof total present {
uint32 total = 1;

oneof FW.oadReset present {
/!l Firmvare rel oad.
ui nt 32 FW.oadReset = 2;

oneof CSMPReboot Reset present {
/'l Reload forced by CSMP TLV.
ui nt 32 CSMPReboot Reset = 3;

oneof vendor ProgranReset present {
/1 Reload forced by vendor’s APP.
ui nt 32 vendor Progr anReset = 4;

oneof cfglLoadReset present {
/1l Reload config file.
ui nt 32 cfglLoadReset = 5;

}
}

message Excepti onReset Count {
oneof total present {
uint32 total = 1;
}
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oneof |WDGReset present {
/1 Wat chdog forced reset.
ui nt 32 | WDGReset = 2;

oneof cstackOverfl owReset present {
/'l Stack over flow reset.
ui nt 32 cstackOverfl owReset = 3;

oneof EPFReset _present {
/[l GPIO reset.
ui nt 32 EPFReset = 4;

/Il TLV 86

/1 Count of all types of reset in the system include hardware reset,
/1 software reset and exception reset.

/1l Cass:: Ceneric

message SysReset Stats {

oneof total present {
/'l Reset counters.
uint32 total = 1;

Har dwar eReset Count har dwar eReset
Sof t war eReset Count sof t war eReset
Excepti onReset Count excepti onReset

}

/] TLV 124

/] Status of device network npdule, simlar as netstat command in |inux
// dass:: Generic

/1

nwN

3

4;

message Net Stat {

oneof sessionl ndex_present {
/1 Session index.
i nt 32 sessionlndex = 1;

}

oneof protocol present {
/Il 6 TCP,
/1 17 UDP.
ui nt 32 protocol = 2;

oneof | ocal Address_present {

/11 Pv4 or IPv6 | ocal address.
byt es | ocal Address = 3;
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oneof | ocal Port_present {
/1 Local port nunber.
uint32 local Port = 4;
}
oneof peer Address_present {
/1 1Pv4 or |1Pv6 peer address.
byt es peer Address = 5;

oneof peerPort _present {
/1 Peer port nunber.
ui nt 32 peerPort = 6;

}

oneof state present ({
uint32 state = 7,

oneof role present {
/1 1 - server/incom ng,
/1 2 - client/outgoing.
uint32 role = 8;
}
}

/[l TLV 141

/'l Indicate the network role of device
// dass:: Generic

/1

nmessage Networ kRol e {
/1 O - SYSTEM DEFAULT,
/1 1 - TRANSI T_NCDE
/1 2 - LEAF_NODE
uint32 preference =1
}

message CertlInfoEntry {

oneof type_present {
/1 1 - FND public key,
/[l 2 - 802.1x CA
/1 3 - 802.1x public key,
/1 4 - iDevlD public key.
uint32 type = 1;

}

oneof cert Subj _present {
/1 Certificate subject name, nmax |length 128.
string certSubj = 2;

oneof certValidNotBefore_present {
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/1 Not before of valid tine, nax [ ength 16.
string certValidNotBefore = 3;

}

oneof certValidNot After present {
/1 Not after of valid tine, max | ength 16.
string certValidNot After = 4;

}

oneof certFingerprint_present {
/1 Certificate finger print, nmax |length 20.
bytes certFingerprint = 5;

}

}

[l TLV 172
/] Device Certificate Bundle TLV.
I
message CertBundl e {
/1 Max repeat is 5.
repeated CertlnfoEntry certinfo = 1;

}

/1 TLV 241

/1 Statistic of MPL packet
/1 Cdass:: Mesh

I/

message Mol Stats {

oneof dataSent present {
/1 Count of sent data packets.
ui nt 32 dataSent = 1;

}

oneof dataRecei ved_present {
/1l Count of received data packets.
ui nt 32 dat aRecei ved = 2;

}

oneof dataError_present {
/1 Count of error data packets.
uint 32 dataError = 3;

oneof dataSentDuplicate present {
/1 Count of duplicate sent data packets.
ui nt 32 dat aSent Duplicate = 4;
oneof dataRecei vedDuplicate_present {
/1 Count of duplicate received data packets.
ui nt 32 dat aRecei vedDupl i cate = 5;

oneof control Sent _present {
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/1 Count of send control packets.
ui nt 32 control Sent = 6;

}

oneof control Received present {
/1 Count of received control packets.
ui nt 32 control Recei ved = 7;

}

oneof control Error_present {
/1l Count of error control packets.
uint32 control Error = 8;

}

}

/] TLV 242

/'l Reset statistic of MPL packet
// Cdass:: Mesh

/1

message Mol Reset {
oneof stats_present {
/1 True neans reset MPL statistics.
bool stats = 8;
}
}

// TLV 313

/] Statistics for RPL messages
// Cdass:: Mesh

/1

message RPLStats {

oneof inFramesDl S present {
/1l Count of received D S packets.
uint32 inFranmesDl S = 1;

}

oneof inFranmesDl O present {
/1 Count of received D O packets.
ui nt 32 i nFranesDl O = 2;

oneof inFranmesDAO present {
/1 Count of received DAO packets.
ui nt 32 i nFramesDAO = 3;
oneof out FramesDl S _present {
/1l Count of sent DIS packets.
ui nt 32 out FranmesDlI S = 4;

oneof out FranesDl O present {
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}

/1 Count of sent DI O packets.
ui nt 32 out FramesDI O = 5;

oneof out FranmesDAO present {
/1 Count of sent DAO packets.
ui nt 32 out FramesDAO = 6;

oneof out FranesNoPat hDAO present {
/1 Count of sent no-path DAO packets.
ui nt 32 out Fr amesNoPat hDAO = 7;

oneof out FranesNS present {
/1 Count of sent neighbor solicit packets.
ui nt 32 out FramesNS = 8;

}

/1l TLV 314
/] Statistics for DHCPv6 messages
/1 Cdass:: Ceneric

11

message DHCP6Stats {

}

oneof clientFramesSolicit_present {
/1 Count of sent solicit packets.
uint32 clientFramesSolicit = 1;

oneof clientFranmesAdvertise present {
/1 Count of sent advertise packets.
uint 32 clientFramesAdvertise = 2;

}

oneof clientFramesRequest _present {
/1l Count of sent request packets.
uint 32 client FranesRequest = 3;

}

oneof clientFramesReply present {
/1 Count of sent reply packets.
uint 32 clientFramesReply = 4;

oneof rel ayFranmesForward_present {

/1 Count of DHCP relay packets forwarded by node.

ui nt 32 rel ayFranesForward = 5;

oneof rel ayFranesReply_present {
/1 Count of DHCP relay packets rel ayed by node.
ui nt 32 rel ayFranesReply = 6;

}
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3.3.3. Large Requests

A single CSMP TLV MJUST NOT be | arger than the space available in a
singl e CoAP request nmessage payl oad, mnus the space occupi ed by
mandatory TLVs. CSMP requests containing |large TLVs or many TLVs may
exceed avail abl e space within a CoAP request / UDP dat agram

If a POST request is larger than the UDP MIU, the request MJST be
split into multiple POST requests with the TLVs spread across the
message bodies. The server MJST be prepared to handle the TLVs in
any order.

If a GET request exceeds the UDP MIU because the max | ength of the
"q" option is exceeded, the request MJST be split into multiple GET
requests, each with a subset of the query option

The GET response froma server may not be able to fit all requested
TLVs into the response. The server will respond with only the TLVs
it is able to fit within the nmessage body. A client SHOULD issue
additional GET requests to obtain the missing TLVSs.

Recomended network MTU wi |l be depl oynment / technol ogy dependent.
For exanple, an MIU of 1024 is often used for large scale | EEE
802. 15. 4 nesh net works.

3.4. CSMP Security Model

The NMS signs outgoing device nessaging. Devices verify the
signature to confirmsource and integrity of inconming NVB nessages.
NVS- Device trust is established with an NVS certificate/public key
programed into the device at time of manufacture. Signing TLVs
included in the nmessage payl oad enabl e signature verification by a
device. The Signing TLVs are:

1. Signature TLV. When included, the Signature TLV MJST be the | ast
TLV in a nessage payl oad. The signature is calcul ated over the
first byte of the nmessage payl oad up to but not including the
Signature TLV itself. Unless otherw se specified, the signature
MUST be cal cul ated as ECDSA with SHA-256 signature cipher using
the signer’s (NMS) private key. |f the nessage signature is
incorrect, the device MJST ignore the nessage.

2. SignatureValidity TLV. The SignatureValidity TLV defines the
validity period for the nessage. The SignatureValidity TLV MJST
be included when the Signature TLV is included. If the nessage
is received outside the defined validity period, the device MJST
i gnore the nessage.
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If either of the Signing TLVs are nissing froma nessage payl oad, the
devi ce MJST ignore the message.

Additional layer 2, 3, or 4 security nechanisns may be utilized to
meet the requirenents of specific deploynent nodels (W-SUN | ayer 2
security, VPN at layer 3, DTLS at layer 4, etc.). Details of these
addi tional security mechanisns are out of scope of this

speci fication.

3.4.1. Signature Exenption

For situations in which a request payl oad signature adds overhead

wi t hout inproving security, the Signing TLVs nmay be elided for
certain payl oads. For exanple, the overhead of signing each bl ock of
a firmvare update may be unnecessary as a full inage integrity check
is perforned over the entire file and reported to the NVS

The signature exenptible TLVs are:
1. I nageBl ock
2. DescriptionRequest

The NMS MAY elide the Signing TLVs provided the request body contains
only exenptible TLVs. Oherw se, the Signing TLVs MJST be i ncl uded.

A devi ce MAY accept incom ng nessage payl oads w t hout Signing TLVs
provi ded the payl oad contains only exenptible TLVs.

3.5. Device Goups
CSWP groups are used to support multicast messaging to devices.

A group is uniquely defined by a group-type/group-id pair. A device
MAY be a nenber of mnultiple group-types, but MJST be a nenber of only
one group-id within a group-type. A device MJST support menbership
in at |least two group types.

The NMS assigns a device to a group using the G oupAssign TLV. On
initial boot, a device has no group assignnments. To be assigned to a
devi ce group, a G oupAssign TLV MJUST be sent to the device either by
a POST request fromthe NVMS or within the response to the device's
registration request to the NVS

The NMS renoves a device froma group by POST-ing a GroupEvict TLV to
t he device
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3.

3.

If a device's group assignnent is changed at the NVS, upon receipt of
the next metrics report fromthe device, the NM5 MUST POST a new
G oupAssign TLV to the devi ce.

Group assignnents are not additive. Assignments MJUST be repl aced
upon recei pt of a subsequent G oupAssign TLV.

A GroupAssign TLV MIUST NOT be sent within a nulticast message.
A GroupEvict TLV MJUST NOT be sent within a nulticast nessage.

Devi ces MUST nmintain group assignnents in durable storage (across
power cyclings / reboots).

CSMP mul ticast nessages MJST contain a G oupMatch TLV. Upon receipt
of a multicast CSMP nessage:

1. A device MIST process the nessage if the contai ned G oupMatch TLV
mat ches a group to which the device is assigned.

2. A device MIST ignore the nmessage if the nmessage does not contain
a GroupMatch TLW.

3. A device MJST ignore the nessage if the GoupMatch TLV does not
mat ch a devi ce group assignnent.

5.1. Reserved G oup Types

Goup type 1 is reserved for configuration.

Goup type 2 is reserved for firmare.

6. Device TLV Processing O der

A devi ce processes nessage payl oad TLVs in the follow ng order:

1. |If present, the Signature and SignatureValidity TLVs MJST be
processed first.

2. |If present, the G oupMatch TLV MJST be processed next.

3. The remmining payl oad TLVs MJST be processed in the order they
appear in the payl oad.

4. TLVs within a payl oad SHOULD NOT be duplicated. In the case of a
duplicate TLV, the |ast payload instance of TLV MJST be used.
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5. The index field of a TLV table entry is used to determ ne
uni queness of the TLV. TLVs with identical index values MJST be
considered to be duplicates (table entry TLVs are identified in
Section 3.2.3.

6. TLV specific error handling is described in the QpenAPI
definitions.

4. Functional Description

This section describes the najor operational flows of the CSMW
pr ot ocol

4.1. Device Lifecyle States

For understandi ng of CSMP device behavior, it is helpful to consider
the NVMB' view of device states and state transitions (presented
bel ow) .

The NMS views a device as transitioning through the foll ow ng states:

Figure 1. NVMS View of Device State

1. A device pre-populated into the NVS prior to deploynent exists in
the Unheard state.

2. Upon receipt of a device registration request, the NV5 records
the device's presence on the network and the device enters the
Regi stering state. The NMS responds with a Registrati on ACK
payl oad contai ning configuration for the device.

3. The device transitions to the Up state upon NVS receipt of a
device nmetrics report (indicating device configuration was
successful). This is the normal operating state of a healthy
devi ce.

4. |f subsequent metrics reports are lost (poor network conditions,
device failure, etc.), the device transitions to the Down state.
NVS receipt of a new netrics report transitions the device back
to the Up state.
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5. Fromthe Up or Down state, a device may issue new registration
requests due to a variety of reasons discussed bel ow

4.2. NMS Discovery

A device requires the <nms-base-url> of its NM5. Acquisition of the
NMS URL may be acconplished via a variety of means including a DHCP
option, pre-deploynment adninistrative configuration setting, etc.
The specific mechanismto be used is beyond the scope of this

speci fication.

For devi ces using DHCPv6 address assignnent, a device MAY request
DHCPv6 option 26484 sub-option 1 to obtain the URL of its NVB

4.3. Device Registration and Configuration

Regi stration is the nessaging flow via which a device announces its
entry onto the network and provides a neans for the NVM5 to push
configuration information to the device.

A device registers with an NM5 by issuing a registration request to
an NVS. The NMS subsequently responds to reject or accept the
registration, with device configuration included in a successfu
registration response. A device issues a registration request for a
variety of reasons

1. A device MIST register when the device reboots (power cycled or
recei pt of Reboot Request TLV fromthe NVS)

2. A device MIST register when its I P address has changed (usually
i ndicating a network re-join).

3. A device MIST register if its mesh parent has changed (nesh
net wor ks only).

4. A device MIST register if it detects the NM5S | P address has
changed.

5. A device MIST register upon recei pt of NVSRedirect Request TLV
fromthe NM5. This can be caused by the renpval of a device from
the NMB inventory but the device continues to communicate with a
Session | D now unknown to the NVS

A device and NVS i npl ement the registration nmessaging fl ow depicted
in Figure 2.

Figure only avail able as SVG (PDF and HTM.)
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Fi gure 2: Device Registration, Configuration, and Metrics
4.3.1. Device Registration Request
A device MJST inplenent two configurable paraneters used to control
the registration process, initially set at manufacture tinme, and MJUST
be maintained in durable storage.

1. tintervalMn defaults to 300 seconds (5 mnutes). Also
configurable via TLV 42/reglnterval M n field.

2. tlnterval Max defaults to 3600 seconds (1 hour). Also
configurable via TLV 42/reglnterval Max fi el d.

A device MIST issue registration requests using the foll ow ng

al gorithm
Set tlnterval = tlnterval Mn.
Wait an initial period between 0 and tlnterval seconds.
Do {

1. Wit tBackoff seconds, where tBackoff is a random
interval between tlinterval/2 and tlnterval seconds.

A tBackoff value in the latter half of the interval
ensures a mninumtime between successive registration
attenpts.

2. Send new CoAP CON POST request to NMS <nms-base-url>/r.
The nessage payl oad MJST contain the registration TLVs
described in section 3.3.1.2.

3. Wait the remaining (tinterval - tBackoff) seconds.

4. Set tlinterval to 2 * tinterval.

If tinterval is greater than tlnterval Max,
set tlnterval to tlnterval Max.
} Wiile the device has not received ACK to its registrati on POST.

An exanpl e execution of a full registration POST retry sequence is
presented in Section 8.

If the device receives an ACK nessage with CoAP response code 2.03

(valid) fromthe NV5S at any tinme before the device s next

registration POST, the TLVs within the ACK nessage MJUST be processed.
4.3.2. Registration POST Payl oad

The following TLVs MUST be included in the device registrati on POST
to the NMVE:

1. DevicelD (primary identifier of the device).
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2. CurrentTime (used to validate device local tine).

Previously registered devices SHOULD al ready have (durably stored)
val ues for the Session ID, G ouplnfo,and Report Subscribe TLVs and

MUST i nclude these TLVs in the device registration POST to the NVS
1. SessionlD

2. Gouplnfo (one per group)

3. Report Subscri be

The foll owing Device Information TLVs MJUST be included in the
regi strati on POST

1. HardwareDesc

2. InterfaceDesc (one per interface)

3. |1 PAddress (one per address)

4. NMSStatus (reason for the registration operation)

5. WPANSt at us

6. RPLSettings

Not e that the Sessionl D, G oupAssign, and ReportSubscribe TLV set is

considered to be generic device Configuration. The Configuration TLV

set is technol ogy specific and MAY be extended with additiona

technol ogy specific TLVs (beyond the scope of this specification).
4.3.3. NMs Registration Response

Upon receipt of a registration request, the NVS | ooks up the

information for the device identified by DevicelD to confirm

correctness of the request. See Section 3.2.2 for details of

Devi cel D and Sessionl D validation and rel ated error response codes.

If the device is found in inventory, authorized to register, and al

other registration request content is confirnmed to be valid, the NvB

MJUST send an ACK response nessage with response code 2.03(Valid)to

the device. The ACK takes one of two forns, depending upon whet her

or not the NMS will redirect the device to another NMVS

In the case where the NMs is not redirecting, the response body to a
valid registration request contains the follow ng TLVs:
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1. SessionlD MIST be elided fromthe ACK if the Sessionl D contai ned
in the registration request is correct, otherw se the correct
Sessionl D TLV MJUST be included in the ACK

2. G oupAssign MIST be elided fromthe ACK if the G oupAssign
contained in the registration request is correct, otherw se the
correct G oupAssign TLV MUST be included in the ACK

3. ReportSubscribe MIST be elided fromthe ACK if the
Report Subscri be contained in the registration request is correct,
ot herwi se the correct ReportSubscribe TLV MJST be included in the
ACK.

4. Signing TLVs MJST be i ncl uded.

In the case where the NMs is redirecting, the response body to a
valid registration request contains the follow ng TLVs:

1. NMSRedirect Request MUST be incl uded.
2. Signing TLVs MUST be incl uded.

When the response contains a SessionlD TLV, the device MJST durably
store this TLV and Sessionl D TLV MJST be included in all future CSMP
requests to the NVB

When the response contains a G oupAssign TLV, the device MIST durably
store the group-id (overwiting any other stored group-id for the
same group-type) and MJUST use the new G oupAssi gn val ues for
conmparison with all future receipt of G oupMatch TLVs.

When the response contains a ReportSubscribe TLV, the device MJST
begin reporting the indicated netrics TLVs (ignoring any TLVs
requested by the ReportSubscribe which are unknown to the device).

The NMS includes the NVSRedirect Request TLV in a registration
response to request the device register with an alternate NVB

i nstance (load bal ancing, etc.). Upon receipt of this TLV, the
devi ce MJST cease registration attenpts with the original NVS and
start the registration process with the NMS indicated in the
NVBRedi rect Request TLV. |f registration succeeds with this new NVS
al |l subsequent device CSMP nessagi ng MJUST be directed to this new
NVMS.  Note that device recei pt of NVSRedirect Request TLV is a one-
time redirect and not persisted across device restarts.
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4.3.4. Registration Conplete

The NMS considers device registration to be conplete when all of the
followi ng conditions are net:

1. The registration ACK to the device indicates code 2.03 (Valid)
and nessage ID match is confirned as described in CoAP.

2. The ACK response body does not contain an NVSRedirect Request TLV.
3. The first netrics report fromthe device is received by the NVS
4.4. Device Metrics Reporting

Upon recei pt of a ReportSubscribe TLV, a device configures as nany as
two nmetrics reports:

1. A primary netrics report using the interval and TLV ID set.

2. A secondary metrics report using the heartbeat interval and
heartbeat TLV ID set.

The primary netrics report MJST be used for mmins powered devices
(with the secondary report disabled). To conserve power, mnetrics
reporting for | ow power devices MAY be split across primry and
secondary reports, with the primary report configured to provide TLVs
needed at nore frequent interval and the secondary configured for
TLVs required at a nore rel axed interval

A device configures nmetrics paraneters to control the device's
primary metrics report as follows:

1. tMetricslinterval (how often a device MJIST report its netrics) is
typically set between 5 m nutes and 8 hours (depends on
application requirenents). Designated by the interval field of
t he Report Subscribe TLV.

2. tlvList (the list of TLVs the device MJST report) is designated
by the tlvlid field of the Report Subscribe TLV.

A device configures netrics paraneters to control a device's
secondary netrics report as follows:

1. tMetricslinterval is designated by the interval HeartBeat field of
the Report Subscribe TLV.

2. tlvList is designated by the tlvlidHeartBeat field of the
Report Subscri be TLV.
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The TLV content of the primary and secondary netrics reports are
depl oynent and application specific. For exanple, the primary
metrics report for a 6LOWPAN, nai ns-powered nmesh node mi ght be
configured as:

1. InterfaceMetrics
2. Gouplnfo

3.  Firmarel nagel nfo
4. Uptinme

5. LowpanPhySt ats

6. DifServMetrics

7. ReportSubscri be

TLV content of the secondary metrics report is simlarly application
specific and beyond the scope of this specification.

For each configured netrics report, a device MJST comence reporting
i medi ately after receipt of a successful registration ACK by sending
a NON POST to <nms-url>/c containing the follow ng TLVs:

1. SessionlD
2. CurrentTine

3. The TLVs fromtlvList. The entirety of all table entries MJST be
i ncl uded.

Following the initial netrics report, the device MJST i npl enent the
followi ng algorithmfor subsequent nmetric reports (for both prinmary
and secondary report):

Send a new CoAP NON POST to <nms-url>/c with required metrics TLVs.
Wait initial randominterval between O and tMetricslnterval seconds.
Do {

1. Wait tMetricsBackoff seconds, where tMetricsBackoff is
random val ue between tMetricslnterval/2 and tMetricslnterval
seconds.

2. Send a new CoAP NON POST nessage to <nns-url>/c
with the required nmetrics TLVs

3. Wit the remaining (tMetricslnterval - tMtricsBackoff)
seconds so that the full tMetricslnterval has expired.

} While the device has a valid | P address.
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4.5.

Devi ce Firnmware Update

CSWP defines a device firnmnare update process optim zed for LPWANSs.
A key aspect of this process is the separation of inmage placenent on
a device fromactivation (execution) of the i mage on the device.

The device firmnare update process consists of three sub-flows:

1.

Firmmvare downl oad. A new image is placed on one or nore nenbers
of a device group

Imge |l oad. Activate an inmage on one or nore nmenbers of a device
group at a schedul ed tine.

Set backup inmage. Optional designation of an image to be used
when | oad of all other inages fails.

A device should inplenent the followi ng nechani sns i n support of
firmvare update:

1.

4.5.

1.

It is RECOVWENDED t hat vendors inplenent digital signing of
i mages prior to i mage rel ease to production.

It is RECOVWENDED t hat a device inplenment a secure bootl oader
whi ch (upon device receipt of a LoadRequest TLV or at device
power -up) validates the activated i mage’s signature, |oads the

i mage from durabl e storage into operating menory, and transfers
execution to the image. Specific details of inmage signing and
the secure bootl oader are left to the vendor beyond the scope of
this specification.

A devi ce MJST be capable of storing at least two firmnare inmages:
the running i mage and at |east one additional image.

It is RECOWENDED that a device al so support a backup inmage. A
devi ce boots into the backup i nage when the device is unable to
boot into any other inmage.

A devi ce MJIST be capabl e of scheduling an image | oad (activation)
at a specific future tine (i.e. the device nust naintain a tine
source).

Fi rmvar e | mage For mat

A CSMP firmvare image file consists of three main parts: a CSMP
defined i nage header, the vendor defined inmage binary, and the vendor
defined i nage signature (as depicted bel ow).

Duf fy (ed) Expi res 15 Decenber 2025 [ Page 73]



Internet-Draft

| Header Length

| App SCC Fl ags

Duffy (ed)

CoAP Si npl e Managenent Protoco

===
| Size |
| (octets) |
+o=———————————+
I I
I +
| 4 I
I I
R I +
| 4 I
I I
I +
| 4 I
I I
I I
I I
I +
| 4 I
I I
I I
I I
I i +
| 4 I
I I
I I
I I
R I +
| 4 I
I I
I I
I I
R +
| 32 I
I I
I I
I +
| 32 I
I I
I I
I I
I +
| 8 I
I I
I I
I I
I i +
| 4 I
I I

Expires 15

32 bit unsigned integer which
MJST be set to 2

32 bit unsigned i nteger which
MUST be set to 256

Vendor specific 32 bit unsigned
integer which is set to indicate
the major revision nunber of the
application inage.

Vendor specific 32 bit unsigned
integer which is set to indicate
the m nor revision nunber of the
application inmage.

Vendor specific 32 bit unsigned
integer which is set to indicate
the build of the application

i mage.

32 bit unsigned integer which
MUST be set to the octet length
of the Header + |Inmge Binary
field.

Vendor specific 32 octet string
which is set to indicate the
nane of the application.

Vendor specific 32 octet string
which is set to indicate the
source code control system
branch |ID.

Vendor specific 8 octet string
which is set to indicate the
source code control system
commt |D

Vendor specific 32 bit unsigned
integer which is set to indicate
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the source code control system
build fl ags.

Vendor specific 16 octet string
which is set to indicate the
build date and tinme of the
application inmage.

32 octet field which is
RECOMVENDED to be set to a
concat enati on of a unique
manuf acturer |1 D and product
nmodel identifier.

32 octet field which MAY be set
for a manufacturer specific
purpose, or functionally elided
by filling with 0x20 (ASC |
space character).

16 octet field which MAY be set
for a manufacturer specific
purpose, or functionally elided
by filling with 0x20 (ASC |
space character).

16 octet field which MAY be set
for a manufacturer specific
purpose, or functionally elided
by filling with 0x20 (ASC |
space character).

Pad to 256 octets, octets MJST
be set to 0.

End Header, Begin | nmage

End | nage, Begin Signature

Cal cul ated over entire content
of this structure except the
signature and pad fiel ds.

End Signature, Begin Pad
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Vari abl e | Optional pad field to enable
| image to fill vendor specific
| flash nenory boundary. When
| present, octets MJIST be set to
I

OxFF.

Table 1: Firmvare | mage For mat
All multi-octet fields are encoded as little-endian
4.5.2. Firmvare Downl oad
An NMVS inplements the nmessaging flow depicted in Figure 3 and
Figure 4 to downl oad an inmage to a group of devices. Unicast
distribution is also supported, with the difference being use of
uni cast addresses, omission of the G ouphMatch TLV and oni ssion of the
"a" query option
Figure only avail able as SVG (PDF and HTM.)
Figure 3: Firmnare Downl oad

Fi gure only available as SVG (PDF and HTM.)

Figure 4: Firmnare Downl oad (cont)
A firmvare downl oad begins with the NVB infornming the device group of
the neta-data of an inage the NVB wi shes to downl oad, and the devices
subsequently informng the NMS of the inmages al ready | oaded on the
devi ces.

The NMS MUST issue a NON POST to <device-url>/c configured as
fol | ows:

1. A GoupMatch TLV MJST be included for the desired group

2. The "a" option MIST be specified to random ze subsequent device
responses.

3. The request MAY contain an "r" option to redirect the subsequent
Tr ansf er Response.

4. The request MJIST contain a TranferRequest TLV (neta-data for the
file to be downl oaded)

5. The request MJST contain the Signing TLVs.

Duf fy (ed) Expi res 15 Decenber 2025 [ Page 76]



I nternet-Draft CoAP Si npl e Managenent Prot ocol June 2025

Devi ces receiving a TransferRequest nessage:

1. MJST process the Signing TLVs and the G oupMatch TLV as descri bed
in section 2.6.

2. MIST wait the specified period when the "a" option is included.

3. MJIST issue a NON POST request to <nms-url>/c which MJST contain
the TransferResponse TLV. The <nns-url > MJST be overridden by
the "r" option if specified.

The NMS MJST proceed with image bl ock transfer when at |east one
menber of the target device group indicates Response Code of OK in
the TransferResponse TLV. O herw se, the transfer MJST be aborted.

I mages are often multiple 100s of Kilobytes in size and likely
require fragnentation into multiple blocks (N) to be transferred to a
devi ce.

For the transfer of each inage bl ock, the NM5 MJST i ssue a NON POST
to <device-url>/c configured as foll ows:

1. The request MJST contain the GoupMatch TLV for the desired
group.

2. The request MJST contain an | nageBl ock TLV
3. The request MAY contain the Signing TLVs.

To determ ne i nmage downl oad progress, the NVS MJST periodically

i nclude a DescriptionRequest TLV, requesting the Firmarel magel nfo
TLV, in the image bl ock request. It is RECOMVENDED that the NVS
request the Firmnarel magelnfo TLV at 10% i ncrenents of the image
downl oad. The NMB MUST request the Firmwvarel magelnfo TLV with the
transfer of the |ast block of the inage.

Devi ces receiving the i mage bl ock request nessage:

1. MJST process the Signing TLVs and G oupMatch TLVs as described in
section 2.6.

2. MJST cache the image block for final image assenbly.

3. Wen the Firmnarel magelnfo TLV is requested, the device MIST wait
the specified period when the "a option is included and MJST
i ssue a NON PCST request to <nns-url>/c which MJUST contain the
Fi rmvar el magel nfo TLV (neta-data for files | oaded on the device).
The <nns-url> MJST be overridden by the "r" option if specified.
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Recei pt of the final Firmvarel magel nfo TLV enables the NM5 to confirm
the integrity of the conpletely downl oaded i mage.

4.5.3. Inage Activation

The nessaging fl ow for scheduling inage activation across a group of
devi ces and cancelling a schedul ed i mage activation are depicted in
Figure 5 and described below. Unicast activation is al so supported,
with the difference being use of unicast addresses, onission of the
GroupMatch TLV and om ssion of the "a" query option

Fi gure only available as SVG (PDF and HTM.)

Figure 5: Image Activation

4.5.3.1. |Inmage Load

An NMVS inplenments the foll owing nessage flow to conmand devices to
designate an inage as the active executable and the time at which the
imge is to be activated

The NMS MUST issue a NON POST to <device-url>/c configured as
fol |l ows:

1. A GoupMatch TLV MJST be included for the desired group

2. The "a" option MIST be specified to random ze subsequent device
responses.

3. The request MAY contain an "r" option to redirect the subsequent
LoadResponse.

4. The request MJIST contain a LoadRequest TLV (designating the inmage
and tinme at which the inage is to be activated).

5. The request MJST contain the Signing TLVs.
Devi ces receiving a LoadRequest message:

1. MJST process the Signing TLVs and G oupMatch TLVs as described in
section 2.6.

2. MIST wait the specified period when the "a" option is included.
3. MJIST issue a NON POST request to <nms-url>/c which MJST contain

the LoadResponse TLV (i ndicating success or reason for failure).
The <nns-url> MJST be overridden by the "r" option if specified.
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4.5.3.2. Cancel |mage Load

An NMS inplements the foll owing nessage flow to cancel a previously
schedul ed i mage activation

The NMS MUST issue a NON POST to <device-url>/c configured as

fol |l ows:

1. A GoupMatch TLV MJST be included for the desired group.

2. The "a" option MJST be specified to random ze subsequent device
responses.

3. The request MAY contain an "r" option to redirect the subsequent
Cancel LoadResponse.

4. The request MJIST contain a Cancel LoadRequest TLV (designating the
i mage | oad to be cancell ed).

5. The request MJST contain the Signing TLVSs.

Devi ces receiving a Cancel LoadRequest nessage:

1. MJST process the Signing TLVs and GroupMatch TLVs as described in
section 2.6.

2. MIST wait the specified period when the "a" option is included.

3. MJIST issue a NON PCST request to <nms-url>/c which MJST contain
the Cancel LoadResponse TLV (indicating success or reason for
failure). The <nms-url> MJST be overridden by the "r" option if
speci fi ed.

4.5.4. Set Backup | mage

An NMVS inplenments the foll owing nessage flow to command a device to
designate a stored i mage as the backup image.

Figure only avail able as SVG (PDF and HTM.)

Figure 6: Set Backup |mage

The NMS MUST issue a NON POST to <device-url>/c configured as
fol |l ows:

1.

A GroupMatch TLV MJST be included for the desired group.
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2. The "a" option MIST be specified to random ze subsequent device
responses.

3. The request MAY contain an
Set BackupResponse.

r" option to redirect the subsequent

4. The request MJST contain a SetBackupRequest TLV (designating the
i mge | oad to be cancell ed).

5. The request MJST contain the Signing TLVs.
Devi ces receiving a SetBackupRequest nessage:

1. MJST process the Signing TLVs and G oupMatch TLVs as described in
section 2.6.

2. MIST wait the specified period when the "a" option is included.

3. MJIST issue a NON POST request to <nms-url>/c which MJST contain
t he Set BackupResponse TLV (i ndicating success or reason for
failure). The <nms-url> MJST be overridden by the "r" option if
speci fi ed.

4.6. Device Conmands

Many TLVs served by a device are used by the NM5 to interrogate the
device for configuration state and operational status. There are,
however, several TLVs which direct a device to execute interna
actions. Exanples of these TLVs are PingRequest and Reboot Request.

Usage of a conmand TLVs is illustrated with the follow ng PingRequest
exanpl e directed at a single device.

The NMS MUST issue a NON POST to <device-url>/c configured as
fol |l ows:

1. A GoupMatch TLV MJUST NOT be included for the designed device.

2. The request MAY contain an "r

Pi ngResponse.

option to redirect the subsequent

3. The request MJST contain a PingRequest TLV (describing the Ping
action to be perforned).
4. The request MJIST contain the Signing TLVS.

Devi ces receiving a PingRequest nessage:
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1. MJST process the Signing TLVs as described in section 2.6.
2. MJST begin the requested Ping operation

The NMS will subsequently interrogate the device with one or nore GET
requests to the device for the PingResponse TLV.

Note the specific nessagi ng exchanges vary per the definition of each
commands. Details are provided within Section 3.3.2.3.

5. Security Considerations

Threat nodel s and appropriate nitigations are highly specific to
i ndi vi dual CSMP/ LPWAN depl oynent s.

CSWP defines only the NVS signing of outgoing Device nmessagi ng using
an NVS private key (for Device commands and firmvare | oad). Signing
TLVs included in the nessage payl oad enabl e signature verification by
a Device using an NVS signing certificate\public key. The verified
signature provides source authentication integrity check of the
message incomng to the Device. Lifecycle managenent of the public/
private keypair is out of scope of the specification

Where additional security nechanisns are needed (source and integrity
checki ng of Device to NMS communi cation, confidentially of CSM
messagi ng, authentication and authorization of CSMP actors, replay
protection), additional layer 2, 3, or 4 security mechanisns are
utilized to neet security requirenents of a specific deploynent.
Exanpl es i ncl ude:

1. Layer 2 802.1X/ EAP-TLS is used to provide nutual authentication
of Device and NM5S as well as distribution of key material to be
used with | EEE 802.15.4 frame security (providing confidentially,
source authentication, and replay protection).

2. Layer 3 VPN nay be used to provide confidentially, source
aut henti cation, and nessage integrity for messagi ng between
Devi ce and NMVS.

3. Layer 4 DTLS may be used to provide confidentially, source
aut hentication, and nmessage integrity for nessagi ng between
Devi ce and NVS.

Speci fic usage profile details for these additional security
mechani sms are out of scope of this specification
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8. Appendix A Registration Retry Exanpl e

1. Devi ce powers up.

2. Device sets interval for 0 to 5 m nutes.

3. Device wait a randomtime between 2.5 and 5 m nutes.

4. Devi ce sends a confirmabl e registrati on POST message.

5. Device waits the rest of the interval until 5 mnutes have
passed.

6. Device waits a randomtine between 5 and 10 mi nutes.

7. Devi ce sends the registration nessage again, with a new CoAP

nmessage | D.
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8. Device waits the rest of the interval until 10 m nutes have
passed.
9. Device waits a randomtine between 10 and 20 m nutes.

10. Device sends the registration nessage again, with a new CoAP
nmessage | D.

11. Device waits the rest of the interval until 20 m nutes have
passed.

12. Device waits a randomtine between 20 and 40 m nutes.

13. Device sends the registration nmessage again, with a new CoAP
message | D

14. Device waits the rest of the interval until 40 m nutes have
passed.

15. Device waits a randomtinme between 40 and 60 m nut es.

16. Device sends the registration nessage again, with a new CoAP
message | D.

17. Device waits the rest of the interval until 60 m nutes have
passed.

18. Repeat steps 15, 16, and 17 forever
9. Appendi x B Change Log
9.1. draft 00 to 01
1. Abstract reworded to clarify multi-vendor aspects of CSMP
2. Introduction reworded to clarify multi-vendor aspects of CSMP
3. OpenAPl definitions are placed in-Iline
4. Protocol Buffer Definitions are placed in-Iline.

5. Due to |ETF author linits, all authors except the Editor have
been credited in the Contributors section

9.2. draft 01 to 02

1. "Cisco" added to title as requested.
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2. There are no I P disclosures to be nmade for this work. This point
has been confirnmed by Ci sco | egal
9.3. draft 02 to 03

1. Trial attenpt to convert Figures 2 and 6 to ASCII Art using
Pl ant UM_.

9.4. draft 03 to 04
1. Formatted OpenAPl and Protocol Buffer content to fit 72 char
margin. NOTE due to linmts on URL length, the QpenAPl content no
I onger will conpile without nodification. Reader should refer to
source URLs for actual working OpenAPl definitions

2. Renpved -03 Figures 2 and 6 sequence diagram ASCI| Art (generated
fromPlantUML ... still too wide) and restored the SVG

3. Converted Figure 1 state machine SVGto ASCI| art (gag).
9.5. draft 04 to 05

1. Keepalive revision while associated code base work progresses.
9.6. draft 05 to 06

1. Keepalive revision while associated code base work progresses.
9.7. draft 06 to 07

1. Keepalive revision while open source code base integrates
FreeRTCOS contri butions.

9.8. draft 07 to 08
1. Added Vendor Defined TLV details.
9.9. draft 08 to 09

1. Keepalive revision while open source code base integrates FW
updat e capabilities.
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