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Abstract

Thi s docunent presents a framework for privacy-preserving identity
managenment based on DNS, supporting |arge-scal e managenent of users,
| oT devices, and Al agents. It introduces Self-Certifying
Identifiers (SIDs), User/Service Trustees as trusted proxies, and

| ever ages DNSSEC- secured TXT records to bind public keys to
identities. The franmework enabl es privacy-by-design, where rea
identities are hidden behind trusted entities, through privacy-
preserving internediarie. Credentials bound to SIDs support role-
based access control, while epheneral tokens ensure short-1lived

aut hori zation. Al though initially DNS-dependent, the nodel can
extend to other directories like DIDs or IPFS. This approach aligns
with zero-trust architectures and supports autonmated, Al-driven
interactions in future networks.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Septenber 2026.
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1. Introduction

In this draft, we present a framework for Privacy-Preserving ldentity
Management based on DNS supporting |arge scal e management of users,

| oT devices, or Al agents. It defines new entities involved in
Identity Managenent, specifies Self-Certifying Identifiers based on
public keys, and offers public keys stored in DNS as trust anchors.
This design draws inspiration fromthe architecture of Decentralized
ldentifiers (D Ds) [WBC.DI D Core], particularly in the use of
cryptographic derivation of identifiers, though this document focuses
on DNS as the initial resolution |ayer

2. Franmework for DNS-Based Identity
We can observe that the standard Sel f-Sovereign ldentity franmeworks
pl ace the User at the center and gives the user the control over

unveiling its personal information. However, there is a tension
bet ween Privacy and Trust:
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the User wants to renmai n anonynmous and do not unveil its persona

i nformati on, which may end up in the situation in which other
entities in the systemw || not trust its - nobody wants to interact
wi th an anonynous interlocutor;

if the User discloses its real identity, other entities in the
systemmay trust him The conclusion is that we need an entity that
separates the User fromother entities, hides its private attributes
or personal information, and represents himw th respect to other
actors. Such an internediary—referred to as a Trustee—acts as a
privacy-preserving proxy. |t nmanages identifiers and credentials on
behal f of users or services, enabling authentication w thout exposing
real identities. Unlike centralized identity providers, this
framework relies on cryptographic identifiers and DNSSEC to ensure
trust w thout depending on any single admnistrative authority.

The proposed architecture for nanagenent of identities includes the
followi ng entities:

*Users* ldentity Omers correspond to persons or device owners

who use and control their identifiers. They may also control the
identifiers of devices/agents they own. The User entity may del egate
the managenent of its identifiers to a trusted entity: a User Trustee
entity.

*User Trustee* provides support for registering identifiers on
behal f of Users. It takes care of the credentials and acts as a
trusted proxy with respect to other entities. The advantage of
i ntroduci ng the User Trustee entity is double: i) this kind of
organi snms or conpanies may gain reputation and be recogni zed as a
trust provider, so trusted by relying parties (for exanple, the User
entity, the Service entity, and the Service Trustee), ii) it hides
the User fromall interactions and unveiling its persona
i nformati on, thus providing privacy-by-design. The User Trustee
operates based on technical transparency and auditabl e operations,
rather than | egal nmandates. |Its trustworthiness stens from
crypt ographi ¢ proofs and operational accountability, not state-
granted privil eges.

*Service (or Server)* the entity with respect to which persons

and devi ces/agents want to authenticate and access authorized
resources - the User entity nay request access to a Service provided
by the Service entity. It uses identifiers and public keys to

aut henticate and authorize an ldentity Owmer or her devices/agents.
The Service needs to trust either a User, a User Trustee, or
Credential Issuers (in the sinplest case, the Service Trustee).
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*Service Trustee* provides support for registering identifiers

and public keys on behalf of Service entities. In a symetric way to
the User Trustee entity, the Service Trustee entity may help the
Service entity to manage its identities and the relationship with
User entities and other Trustee entities. The Service Trustee may
create, update, and cancel Service identifiers stored in an
appropriate form The Service Trustee entity may al so be configured
to issue the Credential to the User entity. |Its role to verify the
Credential on behalf of the Service entity and the Service entity is
configured to authorize the access further based on the verification
result provided by the Service Trustee entity. Instead of presenting
Credentials directly to the Service entity, the User entity may first
authenticate to the User Trustee entity. Upon successful

aut hentication, the User Trustee entity presents the Credenti al
either to the Service entity or to the Service Trustee entity,
facilitating secure and privacy-respecting interactions. The Service
entity may verify the Credential and authorize access to the
requested Service based on the role or attributes indicated in the
Credential. In this process, the Service entity interacts with the
User Trustee entity rather than the User entity directly, thus

bal anci ng privacy and trust of user identity. Entities store all
public information on Identities (ldentifiers and Public Keys) in DNS
in the TXT record associated with the given ldentifier.

3. Self-Certifying Identifiers, Credentials, and Epheneral Tokens

A Self-Certifying Identifier (SID) is a concatenation of the Context
and t he Context-dependent ldentifier. W assune that the User
generates a pair of keys: public key P and secret key S. The

Cont ext - dependent Ildentifier (Cl) is derived froma public key - it
is the hash of public key P: SID = Context | CI, C =

base32( Rl PEMD160( SHA256(P))), where SHA256 and RI PEMD160 are hash
functions resulting in 256 and 160 bits, respectively, and base32 is
a binary-to-text encoding schene. The Context provides the

i nformati on about the type of the cryptographic systemused for
generating the keys. The identifiers of all entities may be
represented as foll ows:

User entity: sid u, derived fromthe pair of keys (P_u and S u),
Service entity: sid_ s, derived fromthe pair of keys (P_s and S s),

User Trustee entity: sid tu, derived fromthe pair of keys (P_tu
and S tu),

Service Trustee entity: sid ts, derived fromthe pair of keys (P_ts
and S ts).
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The User Trustee keeps the followi ng information on behal f of the
User entity: sid u, sid_c and C, where sid u is the identifier of the
user entity, sid c is the identifier of the Credential, and Cis the
Credential. The user identifier is for a given connection to the
Service entity with the Credenti al

The Credential is defined as foll ows:
C =[sid_u, sid_c, role, SHA256(sidu, sidc, role)S ts],

where sid u is the user identifier, sid c is the credential ID, role
is an attribute of the user entity (e.g., role=adnin), and the hash
on this information is signed by the Service Trustee entity (in a
case where the credential issuer is the Service Trustee entity) with
its secret key Sts. The Credential is kept secret by the User
Trustee entity and presented to the Service entity in a form
encrypted by the public key of the Service entity upon connection so
only the Service entity may read it.

The Service entity is configured to authorize the access by
generati ng an Epheneral Token (ET) based on the Credential, and
aut hori zing the access based on the ET.

ET is a short-lived token that enforces security by |eaving attackers
with a tiny window exploit, for exanple, stolen credentials. The
idea is that SIDidentifiers are persistent (which nmay be stored in
DNS) and only ET is used in the actual connection request to a
service entity to authorize access by the user entity. ET is defined
as foll ows:

ET = [SHA256(T, L, sid u, sid c, Ks)]Sts,

where T is the timestanmp, L is the token lifetine, sid u is the user

identifier, sid c is the credential ID, Ks is a shared key, and the

hash on this information is signed by the service trustee entity with
its secret key S ts.

4. DNS as a Public Directory of ldentifiers

For the main entities of the franmework: User, User Trustee, Server,
and Server Trustee, their identifiers and the correspondi ng public
keys are stored in DNS and are publicly available. The identifiers
and the correspondi ng public keys stored in the TXT record are
cryptographically signed in DNS and when an entity receives a public
key associated with a given identifier, DNSSEC provi des trust
conparabl e to conventional Public Key Infrastructures (PKlI) used in
HTTPS.
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Assume that the identifier of the user entity sid u is registered
under a user trustee-controlled domain, e.g., trustee.id. So, sid_u
may exist as the following fully qualified domain name (FQDN):
lexqgb5yqgbl 61 48pf Of u7j uhl tj kr bu2rxf.trustee.id.

O her identifiers and keys may be stored in the TXT DNS record

associ ated with the FDOQN in the format based on request for conments
(RFC) 6376 used for domain keys identified mail (DKIM, which uses
DNS TXT records to store lists of tag/value pairs encoded in the form
of tag=val ue separated by a senmi-colon (;).

So, for a given SID user identifier
lexqg5yqgbl 61 48pf Of u7j uhl tj kr bu2r xf ,

its associated identifiers and keys may be stored as the foll ow ng
TXT record

lexqg5yqgbl 61 48pf Of u7j uhl tj kr bu2r xf TXT

"si d=1exqgb5yqgbl 61 48pf Of u7j uhl tj kr bu2r xf ;
key=1caac9c64711f 66e6ed71b37dc. . . ;

ti d=16ed71b37dc5e69c5124f e93eel2446el;

ci d=1g43wxdnB5yxt j yuj e72j 64esenynepl k"

Such publicly available and trusted infornmati on may all ow ot her
entities to authenticate the User entity, whose identifier being
lexqg5yqbl 61 48pf Of u7j uhl tj krbu2rxf, having the public key
lcaac9c64711f 66e6ed71b37dc. .., with respect to the Service entity
represented by the Service Trustee entity

16ed71b37dc5e69c5124f e93eel2446el, using the Credential with the
credential | D 1g43wxdnmB5yxt | yuj e72j 64esenynepl k.

5. DNS-Based ldentities for Agents

The identity framework can al so support autonmated entities such as
software agents or autononpbus services. These entities can be
assigned SIDs and nmanaged through User or Service Trustees, enabling
secure and auditable interactions w thout human intervention. Use
cases include |oT autonmation, network management, and machi ne-t o-
machi ne (M2M coordi nati on, where accountability and rol e-based
access control are required.
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6. Concl usi ons

We have presented a framework for Privacy-Preserving ldentity
Managenent based on DNS supporting |arge scal e nanagenent of users,
| oT devices, or Al agents. Qur approach to anchor trust is to rely
on DNS as a directory of identities with DNSSEC guaranteei ng the
integrity of responses. Note that this docunent is intended as an
i nformati onal overview of a possible architecture. 1t does not
mandat e any specific inplementation, nor does it prompte any
commercial nodel. Alternative directories such as DIDs or |PFS may
al so be used to store identifiers and public keys, enabling

depl oynent in decentralized environnents. This framework is
conmpatible with nodern identity standards such as [ WBC. DI D- Core] and
supports conpact, secure token formats |ike [RFC8392], while

| everagi ng DNSSEC i n a manner consistent wi th [ RFC8552].

7. Security Considerations

TODO

8. | ANA Consi derations
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