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Abst ract
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I nt roducti on

Segnment Routing over |IPv6 (SRv6) [ RFC8986] provides a flexible source
routing paradi gmthat enables explicit path specification for traffic
engi neering and service chaining. This flexibility, however, cones
with a trade-off: when any node or link along an explicitly specified
SRv6 path fails, the entire path is disrupted. Traditional recovery
mechani sms rely on control plane reconvergence, which typically takes
seconds to conplete.

Exi sting fast protection nmechani sns such as Topol ogy-| ndependent
Loop-Free Alternate (Tl-LFA) provide |ocal protection for IGP
segnents. However, as noted in [ RFC9256] Section 9, TI-LFA has
inherent |inmtations:

* SR Policies built with non-protected Adjacency SIDs do not benefit
fromany | ocal protection

* Links that span nultiple | GP domai ns cannot benefit from TI-LFA
aut omat ed | ocal protection.

Thi s docunent introduces a bounce-back strategy to address these
gaps. The strategy provides dual protection across the tine
di mensi on:

* For in-flight packets at the nonent of failure, the Bouncer node
bounces them back to the nearest upstream Anchor node, which re-
encapsul ates the traffic with a pre-conputed backup SRv6 segnent
list.

* For new packets arriving after failure detection, the Anchor node
directly encapsul ates themonto the backup path.

The nmechani sm uses GRASP [ RFC8990] to autonomically distribute
failover protection information during path setup. The ACP [ RFC8994]
and BRSKI [RFC8995] provide the security foundation

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here
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2. Term nol ogy and Abbreviations

Thi s docunent uses the term nol ogy defined in [ RFC7/575] and
[ RFC8986] .

Anchor Node:
A node on the primary path that has a pre-conputed backup path to
reach the destination. Wen receiving bounced-back traffic, it
re-encapsul ates with the backup SRv6 segnent 1|ist.

Bouncer Node:
A node on the primary path that does NOT have a backup path. It
can only bounce traffic upstream when detecting a downstream
failure.

Bounce- back:
The action of forwarding traffic toward the upstreamdirection
when a downstreamlink failure is detected

FPM ASA:
Fai | over Path Manager Autonom c Service Agent. Manages the
conputation, distribution, and installation of failover protection
i nformati on usi ng GRASP

Fl ow I dentifier:
A value used to uniquely identify a communication flow. This
docunent uses the I Pv6 Fl ow Label field for this purpose.

Primary Path:
The main forwardi ng path conputed for normal traffic transm ssion

Backup Pat h:
A pre-conputed alternative path used when the primary path fails.

Cascadi ng Bounce- back
When a failure occurs, traffic bounces upstreamthrough one or
nmor e Bouncer nodes until reaching an Anchor node that can reroute
traffic via a backup path.

Path Initiator:
The entity responsible for conmputing paths and distributing
protection information via GRASP. Typically the Ingress Edge Node
or a centralized controller.

Pat h Responder:

A node on the primary path that receives protection information
fromthe Path Initiator via GRASP.
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3. Fai | over Mechani sm Over vi ew

The bounce-back fail over mechani smoperates in tw distinct phases:
control plane setup using GRASP, and data plane failover execution

3.1. Control Plane and Data Pl ane Separation

* Control Plane: Distributes failover protection information during
path setup. GRASP is NOT involved in failure detection or
fail over execution.

* Data Plane: Performs failure detection, executes bounce-back
action, and perforns backup path re-encapsulation. Al failover
deci sions are nade | ocally based on pre-installed forwarding
st at e.

3.2. Node Rol es and Backup Path Requirenents
Each node on the primary path is assigned one of two roles:

3.2.1. Anchor Node Definition
An Anchor Node (rol e=0) has a valid backup path and can re-
encapsul ate traffic. Wen receiving bounced-back traffic, it MJST
strip the original SRv6 encapsul ation, re-encapsulate with its pre-
install ed backup segnent list, and forward toward the backup path
next - hop.

3.2.2. Bouncer Node Definition
A Bouncer Node (rol e=1) does NOT have a valid backup path. When
detecting downstream failure or receiving bounced-back traffic, it
MUST forward upstream w t hout nodification.

3.2.3. Backup Path Requirenents
A valid backup path MJST satisfy: Reachability, D sjointness (MJST

NOT traverse any primary path |link between Anchor and destination),
First-hop Difference, and SRv6 Expressibility.
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-+ -+ -+
| b1 |----- | b2 |----- | b3 |
+----+ +----+ +----+
/ \
+----+ +----+ +----+ +----+ +----+ +----+
| h1]----- | n1|----- | n2|----- | n3|----- | n4|----- | h2 |
-+ -+ -+ -+ -+ -+
Anchor Anchor Bouncer Bouncer
\ /
+----+ +----+
| b4 |----- | b5 |
-+ -+

Primary Path: hl ->nl ->n2 ->n3 -> n4 -> h2

Node Rol es:
nl: Anchor (backup: nl -> bl -> b2 -> b3 -> h2)
n2: Anchor (backup: n2 -> b4 -> b5 -> h2)
n3: Bouncer (no backup path)
n4: Bouncer (no backup path)

Backup Path Validity:
A valid backup MJUST NOT traverse any prinary path |ink
downstream of the Anchor. For n2: backup via b4 -> b5 -> h2
is valid (avoids n2-n3, n3-n4, n4-h2 |inks)

Figure 1: Topol ogy with Node Rol es and Backup Pat hs
3.3. Before Failure: Protection Information Distribution

Before failure, protection information nust be distributed to al
pat h nodes via GRASP, including node role, upstreanm downstream
nei ghbor addresses, flow identifier, and backup segnent list (for
Anchors) .

3.4. Failure Detection

Failure detection is performed locally using |ink-Iayer detection,
BFD, or hardware port nonitoring. To achieve sub-50ns fail over
har dwar e- assi st ed detecti on SHOULD be used.

3.5. After Failure: Bounce-back and Re-encapsul ation

When failure occurs: (1) Node detects downstreaminterface failure,
(2) Imrediately redirects traffic upstream (3) Upstream nodes
identify bounced traffic by arrival interface and flowid, (4)
Bouncer forwards upstream Anchor re-encapsul ates and forwards on
backup pat h.
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4. GRASP (bjective for Fail over Path Managenent
4.1. Failover Path Manager bjective

The objective nane is "SRv6-Fail over"” confornming to [ RFC8990].
Format in CDDL [ RFC8610]:

obj ective = ["SRv6-Fail over", objective-flags, |oop-count, ?objective-val ue]
obj ecti ve-nanme = "SRv6-Fail over"”

obj ective-flags = uint .bits objective-flag

| oop-count = 0..255

obj ective-val ue = srv6-fail over-val ue

Figure 2: GRASP bj ective Format
4.2. (Objective Value Definition
srv6-failover-value = [flowinfo, primary-path-info, *node-protection-info]
flowinfo = [flowid, source-address, destination-address, lifetime]
flowid = uint
source-address = bytes .size 16
destination-address = bytes .size 16
lifetime = uint
primary-path-info = [primary-segnment-1list, *anchor-backup-entry]
primary-segnment-list = [*srv6-sid]
srve-sid = bytes .size 16
anchor - backup-entry = [anchor-address, backup-segnment-I|ist]
node- protection-i nfo = [ node-address, node-role, upstream nei ghbor, downstream nei ghbo
r, ?backup-info]
node-rol e = & anchor: 0, bouncer: 1)
backup-info = [ backup-segnent-1list, backup-next-hop]
Figure 3: Flow and Path Information Structure
4.3. (Objective Exanple

For the foll owing topology and primary path:
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-+
| bl |-----
+----+

/

+----+ +----+ +----+

| h1 |----- | nl |----- | n2 |---

-+ -+ -+

Anchor Anchor

Primary Pat h:

Fl ow I dentifier: 0x0000a

Fi gure 4:

The GRASP obj ective val ue woul d

srve-fail over-value = |
; flowinfo
[ 0x0000a, hl-address,

; primary-path-info

[nl-sid,
[ n1- address,
[ n2- addr ess,

1.

n2-sid, n3-sid,
[bl-sid, b2-si
[ b4-sid, b5-si

hi ->nl -> n2 ->

h2- addr ess,

n4-sid,

SRv6 Fail over with GRASP

F----+ F----+
| b2 |----- | b3 |
+--- -+ +--- -+
+----+ +----+
--] n3 |----- | nd |--
F----+ F----+
Bouncer Bouncer
E p—— E p——
| b4 |----- | b5 |
F----+ F----+

n3 ->n4 -> h2

Exanpl e Topol ogy

cont ai n:

3600000] ,

h2-sid], ;
d, b3-sid, h2-sid]],

d, h2-sid]]

; nhode-protection-info for nl (Anchor)

[nl-address, 0, hl-address,
[[bl-sid, b2-sid, b3-sid,

n2- addr ess,
h2-sid],

bl-address]],

; hode-protection-info for n2 (Anchor)

[ n2- address, 0,
[[b4-sid, b5-sid,

nl- address,
h2-sid],

n3- addr ess,
b4- address]],

; node-protection-info for n3 (Bouncer)

[ n3-address, 1, n2-address,

n4- addr ess],

; nhode-protection-info for n4 (Bouncer)

[ n4- address, 1, n3-address,

Figure 5: Objective Value Exanpl e

et al. Expires 2

h2- addr ess]
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l'ist
; nl's backup
; n2's backup
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5. Failover Procedures and Scenari os
5.1. GRASP Procedures

The FPM ASA on the Path Initiator discovers path nodes via GRASP
Di scovery, then sends Request nessages w th node-protection-info.
Pat h Responders resol ve addresses, install forwarding state, and
respond with Negotiation End ( ACCEPT).

o e e e e oo oo + o e e e e oo oo +
| FPM ASA | | FPM ASA |
| Path Initiator | | Path Responder |
R S + R S +

I

| M_RESPONSE (| ocat or)
T |
| M REQ NEG (node- protection-info) |
A |
| M _END (O _ACCEPT) I
| S |
I

Figure 6: GRASP Negoti ation Procedure
5.2. Forwardi ng Behavi or Requirenents
Nodes MUST di stingui sh Normal Traffic (from upstream and Bounced
Traffic (from downstream) based on arrival interface and fl ow
identifier. Anchor nodes re-encapsul ate; Bouncer nodes forward
upstream
5.3. Intra-domain Scenario

5.3.1. Topol ogy and Confi guration

Du, et al. Expi res 2 Septenber 2026 [ Page 9]
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5. 3.

DJ,

-+ -+ -+
| b1 |----- | b2 |----- | b3 |
+----+ +----+ +----+
/ \
+----+ +----+ +----+ +----+ +----+ +----+
| h1]----- | n1|----- | n2|----- | n3|----- | n4|----- | h2 |
-+ -+ -+ -+ -+ -+
Anchor Anchor Bouncer Bouncer
\ /
+----+ +----+
| b4 |----- | b5 |
-+ -+

Primary Path: hl ->nl ->n2 ->n3 -> n4 -> h2
Fl ow I dentifier: 0x0000a

Protection Configuration:
nl: Anchor, upstreanrhl, downstream=n2
backup=[ bl-sid, b2-sid, b3-sid, h2-sid], next-hop=bl
n2: Anchor, upstreanenl, downstream=n3
backup=[ b4-sid, b5-sid, h2-sid], next-hop=b4
n3: Bouncer, upstreanrn2, downstreanrn4
n4: Bouncer, upstreanrn3, downstreanrh2
Figure 7: Intra-domain Topol ogy and Confi guration
2. Failover Execution Example
Wien the n3-n4 link fails:
1. n3 detects the interface toward n4 is down.
2. n3 (Bouncer) bounces in-flight traffic toward n2

3. n2 receives traffic fromn3 direction with flow i d=0x0000a,
identifies it as bounced traffic.

4. n2 (Anchor) re-encapsul ates traffic with backup segrment I|i st
[ b4-sid, bb5-sid, h2-sid] and forwards toward b4.

5. Traffic reaches h2 via the backup path n2 -> b4 -> b5 -> h2
If b4-b5 link also fails, n2 bounces traffic to nl, which re-

encapsul ates via its backup path nl -> bl -> b2 -> b3 -> h2
(cascadi ng bounce- back).

et al. Expi res 2 Septenber 2026 [ Page 10]
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5.4. Inter-donmin Scenario

Flow identifier is preserved across domai n boundaries. Each domain
conputes its own node roles for its portion of the path.

6. Inplenmentation Considerations

OpenFl ow i npl emrent ati ons MAY use: in_port, eth_type, ipv6_dst,
i pv6_| abel match fields; fast-failover groups with watch_port.

P4 i npl enent ati ons MAY use: ingress netadata, tables keyed by
(ingress_port, flow_|abel, ipv6_dst), link status registers.

To achi eve sub-50ns fail over: use hardware-based detection, inplenent
bounce-back in hardware, pre-install forwarding state.

7. Security Considerations

Thi s mechani sminherits security considerations of [RFC8990] and
[ RFC8986] .

* Aut hentication: Al FPM ASA comruni cati on MJUST occur over ACP
[ RFC8994]. Nodes MUST be authenticated via BRSKI [RFC8995].

* Authorization: Only authorized nodes SHOULD initiate or nodify
fail over protection state.

* Integrity: GRASP nmessages MJST be integrity-protected.

* Flow ldentifier Security: Ingress filtering SHOULD prevent fl ow
identifier spoofing.

* Resource Exhaustion: Rate limting of GRASP requests SHOULD be
i mpl enment ed.

8. | ANA Consi derations
8.1. GRASP bj ective Nanme

I ANA is requested to add "SRv6-Fail over" to the "GRASP hjective
Nanes" registry. Reference: [this docunent]

8.2. Node Role Registry

IANA is requested to create "SRv6-Fail over Node Role" registry with
initial values:

* 0. Anchor - A node with a pre-conputed backup path

Du, et al. Expi res 2 Septenber 2026 [ Page 11]



Internet-Draft SRv6 Fail over with GRASP March 2026

* 1. Bouncer - A node that can only bounce traffic upstream
Val ues 2-255 are reserved. New values require Standards Action.
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Thi s appendi x provides the conplete CDDL definition for the
SRv6- Fai | over CGRASP obj ecti ve:

; SRv6-Fai |l over GRASP (bj ective CDDL Definition

srve-fail over-objective = |
"SRv6- Fai | over",
obj ecti ve-fl ags,
| oop- count,
?srv6-fail over-val ue

]

obj ective-flags = uint
| oop-count = 0..255

srve-fail over-value = |
flowinfo,
pri mary-pat h-info,
*node- protection-info

]

flowinfo = |
flowid: uint,
sour ce- address: ipv6-address,
destination-address: ipv6-address,
lifetime: uint

]

i pv6-address = bytes .size 16

primary-path-info = [
primary-segnment-list: [*srv6-sid],
*anchor - backup-entry

]

et al. Expi res 2 Septenber 2026
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srve-sid = bytes .size 16

anchor - backup-entry = [
anchor - addr ess: i pv6-address,
backup-segnent-list: [*srv6-sid]

]

node-protection-info = [
node- addr ess: i pv6-address,
node-role: 0..1,
upstream nei ghbor: ipv6-address,
downst ream nei ghbor: i pv6-address,
?backup-i nfo

]

backup-info = |
backup-segnent-list: [*srv6-sid],
backup- next - hop: i pv6-address

]
Figure 8: Conplete CDDL Definition
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