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Abst r act

Thi s docunent defines the core vocabul ary, conparison nodel, and

ext ensi on di scipline used by Privacy Preference Decl arations (PPDs)
to express atonmic privacy-relevant dataflows in hone networks. It
compl enents the conpani on PPD architecture and protocol work by
standardi zing the core fields used in participant declarations and
househol d policy rules. The core vocabulary is the nandatory shared
semantic floor for baseline participant-facing interoperability.

Ri cher ecosystem specific vocabul aries remain possible, but

compari son-rel evant non-core terns need explicit relationships to the
shared core so they remain conputable. Baseline participant-facing
protocol nessages use conpact identifiers plus taxonony context
rather than requiring full ontol ogy exchange on the wire.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://drspangl e. github.io/draft-dsnull en-ppd-taxonomny/draft-

dsmul | en- ppd-taxonony. htm . Status information for this docunent nmay
be found at https://datatracker.ietf.org/doc/draft-dsmullen-ppd-

t axonony/ .

Source for this draft and an issue tracker can be found at
https://github. com drspangl e/ draft-dsmul | en- ppd-taxonony.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. I nt roducti on

The Privacy Preference Declaration (PPD) architecture depends on a
shared understandi ng of privacy-related semanti cs.
[1-D.draft-dsnul | en-ppd-architecture] defines the roles, trust
boundaries, and lifecycle. [I-D.draft-dsnullen-ppd-protocol] defines
the participant-facing message fl ow and object structure. This
docunent defines the core fields and qualifier famlies used by those
messages.

The baseline PPD protocol carries atom c descriptive statenents from
devi ce-side participants and atonic effective-policy rules fromthe
househol d side. This taxonony treats those statenents and rul es as
atom c privacy-relevant dataflows. |t defines the neaning of the
fields used in those datafl ows and the m ni mum semantic di scipline
needed to conpare them coherently across devices, vendors, and
househol d depl oynent s.

The purpose of this taxonony is to nodel those atom c privacy-

rel evant dataflows as the fundanental semantic el ements of PPD
policy. A participant declaration describes dataflows fromthe
partici pant side: which datafl ows a device or associated service
performs, requires, or nay attenpt. A household policy rule

descri bes those sane dataflows fromthe househol d side: whether they
are allowed, denied, or qualified. The taxonony exists so these two
vi ews can be conpared coherently.

In this architecture, those househol d-side rul es express househol d
privacy preferences for signaling and conpari son purposes. They do
not by thenselves define or inply a separate enforcenent nechani sm
that prevents, compels, or otherw se guarantees partici pant behavi or.
Enf or cenent - capabl e extensions or |ocal control mechani sns are
separate concerns and are outside the baseline scope of this
docunent, because the taxonomy’'s job is to provide a shared semantic
floor for expressing and conparing datafl ows, while enforcenent
depends on depl oynent -specific control points, trust nodels, and
device or service capabilities.

The taxonony is designed to be useful in constrained operationa

environments. It therefore separates the stabl e neaning of core
terms fromany richer external semantic framework that mnight also

Smul | en & Scri ber Expi res 23 Novenber 2026 [ Page 3]



I nternet-Draft PPDTaxonony May 2026

describe them Inplenmentati ons MAY use richer vocabul aries, ontol ogy
representations, or local policy-analysis artifacts where useful, but
basel i ne participant-facing interoperability depends on a shared
conput abl e semantic floor rather than on a full external reasoning

st ack.

The rest of this docunment does four things:
* it defines the core fields that make up an atom c PPD dat af | ow,
* it defines the initial qualifier fanmlies used with those fields;

* it defines the conparison nodel used to relate core and non-core
terms; and

* it defines what nakes a participant-facing termor refinenent
semantically valid or invalid for baseline use

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

3. Core Semantic Nbdel

The foundational semantic unit in this taxonony is an atomic privacy-
rel evant datafl ow.

In the baseline PPD nodel, the participant-facing protocol defined by
[1-D.draft-dsnul | en-ppd-protocol] carries atom c participant-side
datafl ows in declarations and atoni c househol d-si de dataflows in
policy rules. Household-side policy rules also carry a separate rule
ef fect such as allow or deny. Conparison between partici pant
behavi or and househol d policy is grounded in comparison of those

at om ¢ dat af | ows.

A baseline atom c datafl ow contains these five core fields

* data_type: what kind of data is involved;

* purpose: why the datafl ow occurs;

* action: which privacy-rel evant action occurs;

* source: the imediate origin of the data in that datafl ow, and
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4.

* handling_context: the context in which that dataflow occurs or
into which it is directed.

It can also carry structured dataflow qualifiers

In this docunent, handling is the general unbrella termfor the
coll ection, use, transfer, or inference of data represented by an
atom c dataflow. Processing is used nore narrowWy for execution
semanti cs, such as those constrained by processi ng_boundary.
Qperation is reserved for protocol operations defined by

[1-D. draft-dsnul | en- ppd- protocol ]

One conpact exanple is a camera that uses observed nedia data for a
security function within the household context. That can be
described as one atom c dataflow with data_type=ppd: content Dat a,

pur pose=ppd: security, action=ppd:use, source=ppd: partici pant Gbserved,
handl i ng_cont ext =ppd: househol dCont ext, and

processi ng_boundar y=ppd: onDevi ceOnly. The field and qualifier
sections bel ow define the field famlies and qualifier famlies in
detail .

Modal ity is |likewi se not part of the taxonony terns that popul ate the
core fields or qualifier famlies. Core and non-core taxonony terns
MUST NOT encode policy effect or policy nodality such as all owed,

deni ed, prohibited, required, or optional. |If a deploynment needs to
express both a datafl ow concept and a policy position about that
concept, the concept MJST be carried in the appropriate core field or
qualifier famly and the policy position MJST be expressed separately
through the policy-rule |ayer.

Thi s docunent does not define a househol d policy authoring workfl ow,
a full conflict-resolution procedure, or a general reasoning engine.
It defines the m nimum semantic structure needed so parti ci pant

decl arations and househol d policy can be conpared in an interoperable
way.

Desi gn CGoal s

* Semantic Clarity: Provide stable, unanbi guous mneani ngs for
privacy-related terns used in PPD nessages.

* Core Prinmtive Coverage: Standardize the core fields needed by the
basel i ne protocol rule and statenment nodel

* Conpact Operational Use: Support comnpact identifiers in
partici pant-faci ng JSON nessages
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5.

* Extensibility Wthout Fragnentation: Allow organization-specific
vocabul ari es while requiring conparison-rel evant extensions to
remai n reducible to the shared core

* Validation and Conpari son Support: Enable conparison of
partici pant assertions and househol d policy w thout forcing every
depl oynent to use a single heavy senmantic franmework

* Interoperability: Preserve a shared conputable semantic fl oor
across vendors, device classes, and househol d depl oynents.

Core Semantic Floor and Extensi on Mode

The baseline PPD core vocabulary is not intended to be the only
vocabul ary used in real deployments. Device vendors, service
provi ders, vertical ecosystens, and user-facing policy tools are
expected to introduce richer concepts over tine.

The purpose of the core vocabulary is different. It provides the
m ni mum shared semantic substrate agai nst which partici pant

decl arations and household policy can still be interpreted and
conpared when those richer vocabul aries are present.

Thi s nmeans the baseline nodel tolerates variability in how

depl oynents, vendors, or policy tools interpret and name finer-
grai ned concepts. It does not require every deploynent to use the
same intermedi ate categories. |t does require conparison-rel evant
participant-facing terns to coll apse back to the shared core in a
decl ared, conputabl e way.

That tol erance al so applies when participant-facing privacy
descriptions are broader, narrower, or intentionally anbiguous across
vendors or ecosystens. The purpose of the shared core is to ensure
that such local variation can still be reduced to a commopn conput abl e
floor, so that househol d policies can be conpared agai nst partici pant
decl arations wi thout requiring the household to nbpdel each vendor’'s
vocabulary or interpretation strategy directly.

For baseline participant-facing interoperability:
* core terms define the shared semantic floor

* richer non-core ternms MAY be used through the taxonony context
mechani sm defined by [I-D.draft-dsmull en-ppd-protocol]; and
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* when a non-core termor qualifier is used in a conparison-rel evant
field, it MIST be defined with an explicit relationship or
reduction to the relevant core termor famly-specific conparison
basis sufficient to keep the term conputabl e agai nst the shared
core nodel

Terms that do not carry such a relationship can still be locally
meani ngful , but they are outside baseline interoperable conmputation.

6. Core Taxonony Structure
The basel i ne taxonomny consists of five core fields plus selected

datafl ow qualifier families. These are used together in atonic
decl aration statenents and atonic effective-policy rules.

The baseline core is intentionally small. 1t is not neant to exhaust
the full space of hone-10oT data categories, service roles, or policy-
aut horing concepts. |Its purpose is to define the m ni mum shared set

of conputable prinitives to which richer vocabul aries can be rel at ed.
Later taxonony rel eases can add terns, but the initial core terns
defined here are the mandatory baseline fl oor for interoperable
conputation. The definitions in this section define the baseline
meani ng of those initial core terns.

Wthin a given field fanily, the baseline core ternms are intended to
act as the broad floor categories used for interoperabl e comparison.
Narrower ternms used in that famly are expected to reduce to exactly
one broader core term If a local concept appears to span nultiple
broad categories, that usually neans the handling needs a narrower
termbelow the floor, a clearer field choice, or separate atonic

dat af | ows.

That anbiguity is expected to arise in practice, because humans and
| ocal semantic systens will not always classify concepts the sane
way. The baseline rule is therefore not that every |l oca
interpretation nust be identical. It is that any participant-facing
refinement used for interoperable conparison rmust ultinmately resol ve
to one computable branch within the relevant field fanily.

In other words, variation in |ocal semantic expression is tolerated,
but the burden of reduction to the shared conpari son basis belongs to
the participant-facing taxonony content rather than to the househol d.

For field famlies that participate in subsunption, this document is
therefore intentionally prescriptive about refinenment discipline:

* a non-core refinement MUST identify exactly one i nmedi ate broader
termwithin the sane field famly;
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* repeated broader-than relationshi ps MIST eventually terninate at a
core termin that famly; and

* if a concept would require nultiple immediate broader ternms in the
same famly, it is not a valid single refinenment for baseline
conpari son and shoul d i nstead be nodel ed through a narrower term
under one branch, a clearer field choice, or separate atonic
dat af | ows.

These refinement rules do not allow policy nodality to be folded into
field or qualifier concepts. For exanple, a termthat attenpts to
conbi ne a handl i ng-context category with a policy position, such as a
reci pi ent marked as prohibited or required, is not a valid baseline
taxonony refinement. Such nodality belongs in the policy-rule |ayer
rather than in the taxonony termitself.

6.1. Semantic Validity of Terns and Refinenents

The baseline core and extensi on nodel defined here is intentionally
strict about semantic validity. This is necessary to preserve

i nt eroperabl e conpari son rather than allow ng | ocally conveni ent but
semantically unstable | abels to appear participant-facing on the
Wre.

Atermor qualifier value is semantically valid for baseline
participant- facing use only if all of the follow ng are true:

* it belongs to exactly one field famly or qualifier famly defined
by this docunent or by a |ater conpatible taxonony specification;

* it follows the classification rule of the famly in which it
appears;

* it does not collapse nmultiple semantic axes that this docunent
nodel s separately, such as handling-context identity plus policy
nmodal ity, or data type plus origin history;

* if it is arefinement in a fanmly that supports subsunption, it
preserves and specializes the neaning of its broader termrather
than contradicting, negating, or semantically escaping it;

* if a local concept cannot be placed in one fanmly wi thout relying

on multiple imedi ate broader ternms in that sane fanmly, it is not
a valid single refinement for baseline comparison;
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* if a local concept spans multiple semantic di nmensi ons nodel ed
separately by this taxonony, it is deconposed across the
corresponding fields or qualifier famlies rather than encoded
into one overl oaded taxonony term and

* if that deconposition yields nultiple distinct handling cases,
those cases are represented as separate atom c dat afl ows.

These validity rules apply equally to core terns and non-core
participant- facing refinements. A syntactically well-forned
nanespaced identifier is not enough to make a termvalid for baseline
conpari son.

6.2. Data Type (What)

Data Type terns identify the kind of data involved in the datafl ow
They are classified by what the data is.

Data Type participates in semantic conpari son and supports broader-
t han/ narrower -t han rel ati onshi ps.

The core Data Type set is intentionally broad. |Its purpose is to
provide a stable floor under which narrower device- or ecosystem
specific terns can be placed. These categories are based on the

i mredi ate semantic content of the data, not on its source, derivation
hi story, transport path, or downstream use. Whether data is directly
observed or derived fromprior data is handl ed through the source
field rather than by a separate data type category.

This al so neans different deploynents may introduce different
narrower data type ternms for concepts that are genuinely open to
interpretation. The baseline requirenment is not to eliminate that
variability. The requirement is that a participant-facing data_type
termstill classify by what the data is and reduce to one conputabl e
branch of the shared core

The initial core termset is:

* ppd:identifierData: data used to identify a user, househol d,
partici pant, device, account, or service interaction

* ppd:profileData: data that describes a user, househol d, account,
or associ ated preferences and characteristics.

* ppd: sensorData: non-content measured or observed data obtai ned

fromsensing of the device, the local environnent, or an observed
space or object.
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* ppd:contentData: content captured, conmunicated, or stored as
user- or environment-associated content, including text, audio,
i mage, and vi deo content.

* ppd: | ocationData: data about physical |ocation, novenent, or place
associ ation.

*  ppd: devi ceAndNet wor kDat a: data about device configuration,
capabilities, settings, status, connectivity, or network
envi ronnent .

* ppd:usageData: data about interaction with the device, service, or
associ ated interfaces.

For exanple, a thernpstat reading is ppd:sensorData, an account
ni ckname is ppd: profil eData, and a doorbell video clip is
ppd: cont ent Dat a.

Terms such as tenperature readings, humdity readi ngs, audi o sanples,
video frames, event clips, device identifiers, crash | ogs, and
occupancy estimates are expected to appear as narrower refinenents of
these broader core data types. For exanple, an occupancy estimate
that describes the state of an observed space is still classified by
what that data nmeans, while the fact that it was inferred fromprior
data is captured separately through the source field.

Because humans ultimately define many of these refinenents,

m sclassification is a real risk. |In particular, authors may be
tenpted to classify by downstream use, by source, or by a conposite
payl oad rather than by the inmedi ate semantic content of the data
itself. Such cases are exactly why the baseline nodel requires
explicit reduction to the core and rejects a single participant-
facing refinement that would need nmultiple i mediate broader terns
within the sane data type famly

6.3. Purpose (Wy)
Purpose terms identify the reason or operational objective for the
handling. They are classified by why the current handling step
occurs.

Pur pose participates in senantic conparison and supports broader-
than/ narrower-than rel ati onshi ps
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The core Purpose set is intentionally broad. It is designed to
reflect the high-level purpose categories commonly seen in privacy
noti ces and policy docunents, while | eaving room for narrower
operational purposes belowit. These categories are based on why the
handl i ng occurs in the rule at issue, not on product-feature |abels,
recipient identity, data type, action, or policy nodality.

The initial core termset is:

* ppd: coreFunctionality: handling directly necessary to provide the
primary function of the device or service.

* ppd: personalization: handling used to tailor behavior,
presentation, or operation to a user, household, or context.

* ppd: conmuni cati onsAndNoti fications: handling used to comunicate
with a user, household nmenber, or admnistrator, including
notices, alerts, and servi ce nmessages.

* ppd:security: handling used to maintain safety, security, fraud
prevention, abuse prevention, or protective nonitoring.

* ppd: di aghosti csAndMai nt enance: handling used to troubl eshoot,
repair, maintain, or keep the device or service operational

* ppd: anal yti csAndl nprovenent: handling used to anal yze operation or
improve the quality, reliability, or performance of the device or
servi ce.

* ppd: | egal Conpliance: handling used to satisfy |egal, regulatory,
audi t, or conpliance obligations.

* ppd: adverti si ngAndMar keti ng: handling used to target, deliver,
measure, or optimze pronotional or marketing activity.

Terms such as renote nonitoring, renpte view ng, predictive

mai nt enance, product inprovenent, anonaly detection, and nore
specific analytical or security purposes are expected to appear as
narrower refinenents of these broader core purposes

For exanple, a resident-requested |ive view can refine under
ppd: coreFunctionality, intrusion-alert scoring can refine under
ppd: security, and product-quality analysis can refine under
ppd: anal yti csAndl npr ovenent .
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A purpose refinement MUST preserve and specialize the reason
expressed by its broader term A purpose term MJST NOT col |l apse
pur pose together with another semantic axis such as recipient
category, retention, data type, or policy effect.

Feature | abels that can serve nore than one broad purpose are not
good floor categories by themselves. For exanple, a notion-detection
feature may support ppd: coreFunctionality, ppd:security, or another
narr ower purpose dependi ng on the actual rule context.

When a real handling path genuinely serves multiple purposes, that
anbi guity MJUST NOT be col |l apsed into one purpose |abel. For baseline
partici pant-facing use, the handling MJST i nstead be represented as
separate atonm c dataflows, each with its own purpose classification
This is not only a conparison convenience. It also inproves
transparency by nmaking it easier for a household, an inplenenter, or
an automated policy-analysis function to identify and reason about
specific sensitive purposes, specific data types, and the exact
handl i ng paths to which they apply.

6.4. Action (How)
Action terms identify the privacy-rel evant operation being perforned.
Action terms are classified by which privacy-rel evant operation

occurs.

Unl i ke several of the other core fields, the baseline action
vocabulary is intentionally flat rather than hierarchical

The initial core termset is:

* ppd:collection: acquiring, observing, or accepting data into the
handl i ng context of the participant or service.

* ppd:use: operating on data within the current handling context
without disclosing it to a different recipient.

* ppd:transfer: disclosing, transmtting, or otherw se making data
available to a different recipient or handling context.

* ppd:inference: deriving new data, classifications, or conclusions
from existing data.
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6.5. Source (From Where)

Source terns identify the imediate origin of the handled data as it
enters the current handling step. They are classified by that

i medi ate origin. Source does not attenpt to encode full provenance
or multi-step lineage. Source participates in semantic conparison
and supports broader-than/ narrower-than rel ationshi ps.

The initial core termset is:

* ppd:userProvided: data intentionally provided by a user through
direct interaction with the participant, service, or associated
control surface

* ppd: participant Cbserved: data directly observed by the partici pant
fromthe device, its environnment, or an observed space or object.

* ppd: participant Generated: data generated by the participant as
part of its own operation, status reporting, |ogging, or interna
state handling.

* ppd: househol dProvi ded: data directly supplied to the current
handl i ng step by anot her househol d-1ocal device, controller,
gateway, or local service

* ppd: vendor Provi ded: data directly supplied to the current handling
step by a service associated with the device or service vendor

* ppd:thirdPartyProvided: data directly supplied to the current
handling step by a third party outside the participant’s prinmary
vendor or househol d rel ati onshi p.

* ppd: derivedFronPriorData: data whose immediate origin is prior
data processing within the current handling path rather than
direct observation, direct user provision, or direct supply froma
househol d, vendor, or third-party context.

When a provided category such as ppd: vendor Provided is used, this
field does not also attenpt to encode deeper upstream|ineage inside
that supplying context. For exanple, a vendor-delivered inference
result is still classified here as ppd: vendor Provi ded; the fact that
the vendor nay have derived it fromprior data is a deeper provenance
question outside the baseline source semantics defined in this
revision.
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Terms such as canmera sensor observation, mcrophone observation,
househol d gateway feed, vendor profile feed, and nore specific third-
party or vendor-origin categories are expected to appear as narrower
refinements of these broader source categories

For exanple, a canera frame captured by the participant is

ppd: parti ci pant Gbserved, a cloud-supplied account profile is

ppd: vendor Provi ded, and an occupancy score conputed earlier in the
same handling path is ppd: derivedFronPri orDat a.

6.6. Handling Context

Handl i ng Context terms identify the target handling context to which
the current atom c datafl ow applies. For collection, Handling
Context identifies the context into which the collected data is
brought. For use and inference, Handling Context identifies the
context in which that datafl ow occurs. For transfer, Handling
Context identifies the recipient- side context into which the data is
transferred. Handling Context participates in semantic conparison
and can support broader-than/narrower-than relationships. It is
classified by the target handling context to which the current
datafl ow applies. Here, target neans the context the dataflowis
directed into or occurs within. It does not inply that every action
is nodeled as a transni ssion

Handl i ng Context does not by itself express a placenment restriction
on how a use or inference operation executes inside that context.
More specific execution restrictions belong in the

processi ng_boundary qualifier famly. The two are related but not

i nt erchangeabl e.

Handl i ng Context classifies semantic handling context, not
organi zation identity. Nanmed entities such as a particul ar conpany

or service brand are not thenselves core handling-context terns. |If
such identifiers are introduced through non-core refinenents, their
role-specific meaning still needs to reduce to one of the handling-

cont ext categories bel ow.

The initial core termset is:

* ppd: househol dContext: a handling context that renmains within the
partici pant or househol d-l1ocal rel ationship rather than

i ntroducing a rempote external service or audience.

* ppd: vendor Context: a handling context operated by, or acting on
behal f of, the participant’s prinmary device or service vendor
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* ppd:thirdPartyContext: a handling context operated by an entity
outside the participant’s primary vendor or househol d
rel ati onshi p.

* ppd: publicAudi ence: a disclosure context in which data is nade
available to the public or to an open audience rather than to a
bounded service rel ationship.

Terms such as vendor cloud, household controller, partner analytics
service, data broker, public feed, or other nore specific recipient
or handling contexts are expected to appear as narrower refinenents
of these broader handling-context categories.

For exanple, sending data to the device vendor is ppd: vendor Cont ext,
using data within a household hub is ppd: househol dCont ext, and
publishing data to an open feed i s ppd: publicAudi ence.

6.7. Dataflow Qualifiers

The baseline protocol also allows structured qualifiers through the
constraints object. This docunent defines the initial qualifier
fam lies used by that object.

The protocol wire object remains named constraints, but its nmenbers
are semantically qualifiers on atom c datafl ows.

Qualifier famlies are action-sensitive. They are not a free-form
bag of attributes that apply equally to every action. A qualifier
famly is only valid where this docunent or a |later specification
defines its nmeaning for the relevant action context. Baseline
partici pant-facing uses that attach a qualifier fanmly outside its
defined applicability are invalid.

6.7.1. Retention

Retention qualifies how long the relevant data or resulting artifact

may persist after the scoped action in question. It is classified by
how | ong the rel evant data or artifact nay persist after that scoped
action.

Retention is action-sensitive. |In particular

* for collection, retention qualifies whether the collected result
is allowed to persist after collection;

* for use, retention qualifies howlong the data or resulting
artifact nay remmin avail able for that use;
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* for transfer, retention qualifies downstream persistence by the
receiving side rather than only the sender’s |ocal storage
duration; and

* for inference, retention qualifies how long inferred output may
persi st.

The baseline retention nmodel distinguishes two strong naned pol es:
*  ppd: ephener al
* ppd:indefinite

ppd: ephemeral means the handling is not intended to result in durable
persi stence beyond the i medi ate handl i ng cont ext.

ppd: i ndefinite neans no bounded upper retention linmt is expressed in
the rule.

Bounded retention periods are expected to require nmore specific
quantitative refinenents, including explicit duration values and
units, in later revisions or deploynent profiles. The baseline
conpact participant-facing formdefined here therefore standardi zes
only the categorical retention values above. Retention therefore
uses its own fanily-specific categorical or quantitative conparison
semantics rather than the broader-than/narrower-than hierarchy used
by field famlies such as data_type, purpose, source, or
handl i ng_cont ext .

6.7.2. Processing Boundary

Processi ng Boundary qualifies where a processing operation may

execute or remain. It is classified by where use or inference may
execute within the applicable handling context. This famly is nost
natural for use and inference. It is not the prinary semantic

mechani sm for describing transfer recipients, because
handl i ng_context already identifies the transfer target context.

In the baseline nodel, processing boundary is therefore primarily a

qualifier on use and inference datafl ows rather than a genera
qualifier on transfer.
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processi ng_boundary does not replace handling context. Handling
Context identifies the target handling context to which the datafl ow
appl i es. processing_boundary further constrains where a use or

i nference operation nay execute within that context. For exanple, a
use dataflow with handl i ng _cont ext =ppd: househol dCont ext can still be
further narrowed by processi ng boundary=ppd: onDevi ceOnly or

processi ng_boundar y=ppd: i nHoneOnl y.

The initial core termset is:

* ppd: onDevi ceOnly: the rel evant processing is constrained to
execute on the participant device itself.

*  ppd:inHoneOnly: the rel evant processing is constrained to execute
wi thin the househol d-1ocal trust boundary rather than in a renote
servi ce environnent.

*  ppd: appr ovedRenot eProcessi ng: the rel evant processing is allowed
to occur in an approved renote service environment.

Processi ng Boundary participates in semantic conparison and can
support broader-than/ narrower-than rel ati onshi ps.

6.7.3. Jurisdiction
Jurisdiction qualifies the I egal or regulatory domain relevant to the
dataflow. It is intended for cases where a policy needs to declare
which jurisdictions matter for a handling step or storage context,
not to nodel the substance of those jurisdictions’ |aws and
regulations. It is classified by the scoped handling step or storage
context being constrained, together with the declared jurisdiction
codes attached to that scope.
Jurisdiction is a structured qualifier famly, not a single flat
| abel . For baseline participant-facing use, a jurisdiction qualifier
i dentifies:
* a scope; and
* one or nore jurisdiction codes.

The scope identifies which handling step or storage context the
qualifier constrains. The baseline scope val ues are:

* collection

* o use
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* inference

* transfer

* storage

The first four values align with baseline handling actions. storage
is a distinct handling-rel ated context used when the constraint

applies to retained data rather than to a specific action step.

For baseline participant-facing use, the jurisdiction codes use
exi sting | ETF-defined code formats:

* countrycode for |1SO 3166-1 al pha-2 country codes in | owercase
[ RFC8006]; and

*  subdi vi si oncode for |SO 3166-2 subdivi sion codes in | owercase
[ RFCo388] .

For exanpl e:

* a collection-scoped jurisdiction qualifier can constrain the
jurisdictions in which collection nay occur;

* a transfer-scoped jurisdiction qualifier can constrain the
jurisdictions to which a transfer recipient nay bel ong; and

* a storage-scoped jurisdiction qualifier can constrain the
jurisdictions in which retai ned data may be kept.

Jurisdiction does not use generic taxonony subsunption. Baseline
comparison is famly-specific:

* scope conpares by exact identity;
* countrycode val ues conpare by exact identifier matching;
* subdi vi si oncode val ues conpare by exact identifier matching; and

* a countrycode al so contains subdivisioncode val ues w thin that
country.

For exanpl e, countrycode=us contai ns subdi vi si oncode=us-ca, but a
jurisdiction qualifier scoped to transfer does not automatically
compare as equivalent to the sanme jurisdiction codes scoped to

st or age.
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7

8.

Subsunpti on and Conpari son
Baseline comparison is not limted to exact token equality.

For conparison-relevant fields and qualifier fanmlies that
participate in subsunption:

* a termcan be broader than another term
* a termcan be narrower than another term and
* two terns are equival ent when each subsunes the ot her

Only the followi ng baseline fields and qualifier famlies participate
in subsunption:

* data_type

*  purpose

* source

* handl i ng_cont ext

*  processi ng_boundary

The foll owi ng do not use baseline subsunption

* action, which remains a flat enunerable famly and therefore
conpares by exact identity or exact reduction to a core action

val ue; and

* retention, which uses its own categorical or quantitative
conpari son semantics rather than a generic taxonony hierarchy; and

* jurisdiction, which uses the famly-specific scope and code-
cont ai nment senantics defined above rather than a generic taxonony
hi er ar chy.

Thi s docunent does not define a full conflict-resolution procedure.
It defines the semantic basis that all ows conparison to remain
conput abl e and i nteroperabl e.

Identifier Model
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8.1. Stable Termldentifiers
Stable termidentifiers are the primary semantic hook in this
taxonony. The baseline core vocabul ary uses the reserved prefix
ppd:. A termsuch as ppd: sensorData or ppd: househol dCont ext derives
its meaning fromthe stable taxonony definition associated with that
identifier.
A taxonony rel ease identifier can identify the vocabul ary snapshot
used for validation, reproducibility, or docunentation. For exanple,
a depl oyment mght use a release identifier such as ppd-core-2026-05.
However, rel ease netadata does not replace the termidentifier itself
as the source of neaning.

8.2. Stability of Term Meani ngs

Once published, a stable termidentifier MJUST NOT be silently
reassi gned an inconpatible nmeaning in a |later taxonony rel ease.

Lat er rel eases MAY:
* add new terns;

* clarify the prose associated with an existing termwhen the
clarification does not change its comparison semantics; and

* deprecate a termfor future use while preserving its published
meani ng for reproducibility and conparison of existing content.

If a later release needs materially different semantics, it MJST
define a newtermidentifier rather than repurposing the old one.

8.3. Conpact Wre Form
[1-D.draft-dsnul | en- ppd-protocol] defines conpact termidentifiers as
the participant-facing wire format. The protocol’s Taxonony Context
oj ect carries:
* a taxonony release identifier; and

* any required non-core prefix declarations.

Thi s keeps partici pant-faci ng nessages conpact while preserving
stabl e semanti cs.
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8.4. Extension Nanespaces and Core-Prinitive Mapping

Organi zati ons MAY define additional terms outside the baseline ppd:
vocabul ary. When such terns appear in participant-facing protoco
nmessages, the sender MJST provide the required non-core prefix

decl arations through the protocol’s taxonomny context.

For comparison-relevant fields and qualifier fam lies, nanespace
decl aration alone is not enough. When a non-core termfills
data_type, purpose, action, source, or handling context, or supplies
a non-core retention, processing boundary, or scoped jurisdiction
qualifier value, that term MUST be defined with the semantic

rel ationship or exact reduction by which it is reduced to the shared
core comparison basis for that famly

A non-core termthat does not satisfy the semantic validity
conditions above is invalid taxonony content for baseline
participant-facing use, even if the identifier syntax and nanmespace
decl aration are otherw se well-forned.

Non-core ternms al so MJUST NOT introduce policy nodality into the
taxonony layer. An extension termcan refine a field or qualifier
concept, but it cannot turn that concept into an encoded policy

ef fect such as "prohibited" or "required'. Those neanings belong in
policy rules, not in taxonony terns.

That rel ati onship can include equival ence or broader/narrower

pl acement where the field participates in subsunption, or exact
reduction where it does not, so long as it preserves conputable
conpari son agai nst the shared core floor. For jurisdiction, that
comparison basis is the qualifier’'s declared scope together with the
count rycode and subdi vi si oncode nodel defined above.

For field famlies that participate in subsunption, a non-core
refinement MJUST identify exactly one inmredi ate broader term and MJST
remai n reduci bl e by repeated application of that relationship to one
core termin the sane famly. For field fanilies that do not
participate in subsunption, exact reduction or the famly-specific
comparison rul es defined by this docunent apply.

For exanpl e, an organization night define:

* vendor x: t enperat ureReadi ng as a narrower data_type under
ppd: sensor Dat a;

* vendor x: user Request edRenpt eVi ewi ng as a narrower purpose under
ppd: coreFuncti onal i ty;
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* vendor x: canmer aSensor as a narrower source under
ppd: parti ci pant Cbserved; or

* vendor x: edgeHubOnly as a narrower processing boundary under
ppd: i nHomeOnl y.

Handl i ng-context refinements follow the same rule. For exanpl e:

* vendor x: vendor Cl oudServi ce can be a narrower handling_cont ext
under ppd: vendor Cont ext ;

* vendor x: dat aBr oker Servi ce can be a narrower handling context under
ppd: t hi rdPart yCont ext; and

* a named entity such as vendorx: exanpl eServices is only neaningfu
if the refinenment defines which handling-context role is involved.
The sane organi zati on m ght reduce to ppd: vendor Cont ext when
acting as the participant’s own vendor service, or to
ppd: t hi rdPart yCont ext when acting as an unrel ated recipient.

Such terms can be useful, but they remain baseline-interoperable only
when their relationship to the relevant core fields is explicit
enough that participants and househol d policy services can conpare

t hem neani ngful ly.

Thi s docunent does not define who is authorized to publish extension
vocabul ari es, how ecosystens vet them or what registry or profile
structure may | ater be used to nanage them Those governance and
publication-trust questions are out of scope for this revision. The
focus here is narrower: what participant-facing terns and refinenments
are semantically valid for baseline interoperable conputation

9. Use in PPD Messages
The protocol and taxonomy have different jobs:

* the protocol carries which atom c conbinations a partici pant
asserts or a household policy applies; and

* the taxonony defines what the terns used in those conbi nations
nean.

This distinction matters. A flat bag of supported data types,

pur poses, actions, and handling contexts is not enough to describe
whi ch conbi nations actually apply to a participant. The protoco
therefore carries atom c declaration statenents and atom c policy
rules, while this taxonony defines the termspaces and qualifier
meani ngs used in those objects.
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The protocol wire object for qualifiers is naned constraints, but the
semanti cs described here are qualifier semantics on those atomc
dat af | ows.

When t hose obj ects use non-core conparison-relevant terns, the

obj ects remmi n baseline-conputable only if those terns are reducible
to the shared core nodel through the extension and mappi ng rul es
above.

A decl aration statenment exanple is:

{

"statenent _id": "tenperature-product-inprovenent",
"data_type": "ppd:sensorData",
"purpose": "ppd:anal yti csAndl nprovenent ",
"action": "ppd:transfer”,
"source": "ppd:participant Coserved",
"handl i ng_context": "ppd: vendor Cont ext",
"constraints": {

"retention": "ppd:indefinite"

}

A correspondi ng effective-policy rule exanple is:

{
"rule_id": "r1",
"data_type": "ppd:contentData",
"purpose": "ppd:security",
"action": "ppd:use",
"source": "ppd:participant Cbserved",
"handl i ng_context": "ppd: househol dCont ext ",
"effect”: "allow',
"constraints": {
"processi ng_boundary": "ppd: onDevi ceOnly"
}
}

The taxonomy defines the neaning of the identifiers in these objects.
The protocol defines how those objects are carried, validated,
acknow edged, and kept current.
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10.

11.

12.

13.

13.

Rel ati onship to Richer Semantic Franeworks

I mpl enent ati ons MAY maintain richer |ocal semantic artifacts,

mappi ngs, or tool-specific representati ons where useful. However,
basel i ne participant- facing interoperability does not depend on
carrying a full ontol ogy or graph nodel on the wire. The

partici pant-facing contract remains the conpact termidentifiers and
taxonony context defined by [I-D.draft-dsmull en-ppd-protocol], backed
by the shared semantic floor defined here.

Security Considerations

Semantic drift, anbi guous extensions, and unresolved ternms can
underm ne privacy signaling even when transport security is strong.

Organi zati ons publishing extension vocabul aries for conparison-

rel evant fields need stable neanings and explicit reduction back to
the shared core prinitives. Participant-facing services and
partici pants SHOULD NOT silently treat unresolved, unmapped, or
unusabl e taxonony terms as equi val ent to known ternmns.

When conpari son-rel evant extension terns cannot be reduced to the
shared core, the correct baseline result is failure or indetermnate
handl i ng, not silent fallback to a broader |ocal guess.

When unresol ved or unsupported terns appear in participant-facing
prot ocol nessages, the handling defined by
[1-D.draft-dsnul | en-ppd-protocol] applies. In particular, unresolved
terns in normative policy content are nore serious than unresol ved
descriptive detail because they can change the nmeaning of an all owed
or deni ed handling path.
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