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Abst r act

Thi s docunent defines a standardi zed taxonony for describing data
handl i ng practices of |Internet-connected devices w thin hone
networks. It conplenents the Privacy Preference Decl arati on (PPD)
Prot ocol and architecture by providing the necessary vocabul ary and
semantic structure to represent and reason about data types,

pur poses, actions, sources, and destinations. This taxonony supports
bot h machi ne reasoning and human interpretati on and can be

i mpl ement ed usi ng ontol ogi cal franmeworks such as OAL- DL.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://drspangl e. gi thub.io/draft-dsnull en-ppd-taxonomy/draft-

dsmul | en- ppd-taxonony. htm . Status information for this docunent nmay
be found at https://datatracker.ietf.org/doc/draft-dsmullen-ppd-

t axonony/ .

Source for this draft and an issue tracker can be found at
https://github. com drspangl e/ draft-dsmul | en- ppd-taxonony.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 10 June 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1.

I nt roducti on

The effectiveness of the Privacy Preference Declaration (PPD)
architecture depends on a shared understandi ng of the semantics of
privacy preferences. (TODO reference the main architecture i-d
here.) A well-structured taxonony enables the clear articulation of
user -defined privacy constraints and provi des a common | anguage for
devices to report their data handling practices.

Thi s docunent introduces such a taxonony, allow ng policy

decl arations to express what kind of data is being handled, why it is
bei ng handl ed, how it is used, where it originates and is sent, and
who is involved. These taxonom c categories enable reasoning over
compl ex privacy configurations and enforceabl e policies.

To support interoperability and consistency, the taxonony defined
herein is coupled with a centralized registry governed by I ANA or a
designated authority. This registry ensures that all terns used in
privacy declarations are senantically defined, unanmbi guous, and

mai nt ai ned through a conmunity-driven process. The registry plays a
critical role in policy validation, enforcenent |ogic, and device
interoperability across ecosystens.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Desi gn CGoal s

* Semantic Clarity: Enable precise and unanbi guous expression of
privacy concepts.

* Machi ne Reasoni ng: Support ontol ogy-based reasoni ng to detect
policy violations or msmatches.

* Extensibility: Alow addition of new concepts w thout disrupting
exi sting depl oynents.

* Aignment: Reflect terminology familiar from privacy regul ations
(e.g., GDPR, CCPA).

* Registry Governance: Ensure terns are publicly docunented,
versi oned, and governed through a fornal review process to
mai ntai n ecosyst em coher ence.
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* Validation Support: Facilitate automated validation of policies
and decl arati ons using machi ne-readabl e registry definitions.

* |Interoperability: Pronote uniformunderstandi ng of privacy
semanti cs across diverse vendors and devi ces, backed by a shared
t axonony registry.
4. Core Taxonony Structure
The taxonony consists of five orthogonal but interrelated categories.
These categories reference the concepts defined by Contextua
Integrity theory in describing data flows. (TODO cite this properly
as an informative reference)
4.1. Data Type (Wat)
Defines the nature of the data being collected, used, or transmitted.
Exanpl es:
* tenperatureReadi ng
* videoCapture
* | ocationCoordinate
* audi oTranscri pt
* deviceldentifier

* heal t hSt at us

Thi s dinmension aligns with data classification in privacy |aws and
inforns sensitivity.

4.2. Purpose (Wy)
Describes the rationale for processing the data.
Exanpl es:
* coreFunctionality (e.g., heating control)
* anal ytics
* advertising

* securityMonitoring
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* personalization

* diagnostics

Each purpose can be mapped to categories of |awful basis for

processi ng under regulations |like GDPR (e.g., contract, consent,

legitimatel nterest).
4.3. Action (How)

Specifies what is being done with the data.

Subcl asses:

* collection (retrieval or ingestion)

* usage (processing or decision-mnmaking)

* transfer (sharing externally)

* retention (storage over tine)

* deletion (erasure procedures)

These actions enable both auditing and fine-grained controls.
4.4. Source and Destination (Were and To Whom

Defines the data origin and endpoint.

Source nmay be, in the abstract:

* userl nput

* sensor

* inferred (e.g., derived from other data)

* thirdPartyl nport

Destination may include, in the abstract:

* | ocal Processing

* ¢l oudSt or age

* manuf act ur er Server
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* thirdPartyPartner
*  dat aBr oker

Concrete exanpl es of these abstract categories of source and
destination may al so be used, such as [RFC3986]. This classification
enabl es constraints on data flow (e.g., local-only, no third-party
shari ng).

Ont ol ogi cal Representation

To support semantic reasoning, the taxonomy is expressed in OAL-DL
(Wb Ontol ogy Language - Description Logic). (TODO perhaps add a
normative reference to this?) This allows:

* |Inference of non-conpliance: e.g., if a device clains to process
only tenperatureReadi ng for coreFunctionality, but attenpts to
coll ect locationCoordinate for adverti sing.

* Subcl assi ng and equi val ence: All owi ng extension through subd assCOf
and equi val ent C ass definitions.

* |Integration with existing vocabul aries: Such as Data Privacy
Vocabul ary (DPV), and schema.org. (TODO add an informative
reference to DPV)

Exampl e OAL C asses

<ow : Cl ass rdf:|D="DataType"/>

<ow : Cl ass rdf:|D="tenperat ureReadi ng" >
<rdfs:subd assOf rdf:resource="#DataType"/ >

</ow : Cd ass>

<ow : Cl ass rdf: | D="Purpose"/>

<ow : Cl ass rdf:|1D="coreFunctionality">
<rdfs:subd assOf rdf:resource="#Purpose"/>

</ ow : Cd ass>

<ow : Qbj ect Property rdf: | D="hasPurpose">
<rdfs: dommi n rdf:resource="#Dat aHandl i ngActi on"/ >
<rdfs:range rdf:resource="#Purpose"/>

</ ow : Obj ect Property>
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6.

6.

7.

7.

Use in Privacy Policies

Policies referencing this taxonomy can be expressed in a structured

format such as JSON-LD or RDF/ XM, allowi ng for both enforcenent at

runtime and static policy analysis. (TODO add normative references
her e)

1. Sample Policy Statenent (JSON LD)

{
"@ontext": "http://exanple.org/ ppd-taxonony",
"@ype": "Policy",
"appliesTo": "device:snmart-thernostat-123",
"al | ows":
"action": "collection",
"data": "tenperatureReading",
"purpose": "coreFunctionality",
"destination": "local Processing"
},
"prohibits": [
"action": "transfer",
"data": "tenperatureReading",
"destination": "thirdPartyPartner"
b
{
"action": "collection",
"data": "l ocationCoordinate"
}
]
}

Security Considerations
1. Tanper resistance

Devi ces nust not forge or nisrepresent declared purposes. Term
identifiers MAY include cryptographic hashes for integrity. Al
entries MJST be tanper-resistant and digitally signed where
applicable. Devices SHALL reject policies using unrecognized or
invalid terns.

2. | mmut abl e references

Policy enforcement relies on exact matching; hash-based identifiers
may be used.
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7.3. Cross-device reasoning

Shar ed taxonomy supports detecting conflicts or inconsistencies in
mul ti-device settings.

8. | ANA Consi derati ons

Thi s specification requests the creation of a new | ANA registry
titled:

Privacy Preference Declaration (PPD) Taxonony Registry

This registry defines structured ternms for use in Privacy Preference
Decl arations, organi zed across five core categories: DataType,

Pur pose, Action, Source, and Destination. It is intended to support
semantic validation, enforcenment, and interoperability in privacy-
awar e networ ked systens.

8.1. Purpose and Justification

The Privacy Taxonony Registry described in this docunment serves as
the authoritative catal og of privacy-related semantic terns used
across the Privacy Preference Declaration (PPD) architecture.
Managed under the Internet Assigned Nunmbers Authority (I ANA), this
registry provides a consistent, governed vocabulary to ensure
interoperability, enforcenent, and semantic alignnent anong privacy
decl arations, devices, and policy engines.

Unli ke many traditional |1ANA registries that define protocol-I|eve
constructs such as status codes or nedia types, the Privacy Taxonony
Regi stry defines semantically rich terms suitable for reasoning over
privacy constraints. Each termis designed to be both human-readabl e
and machi ne- processabl e, enabling automated policy enforcenent,
auditing, and semantic validation in distributed environnents |ike
hone networks. The registry hel ps prevent semantic drift, ensures
privacy declarations are interpretable across vendor ecosystens, and
provi des a conpliance anchor point for policy analysis and device
certification. It supports a unified approach to policy expression
that is extensible yet constrained by formal definitions, such as
those expressed in ON-DL. This registry distinguishes itself by
supporting semantic reasoning and structured validation, not just
name-val ue mappings. It is foundational to privacy-preserving

aut omat i on.

Smul | en & Scri ber Expires 10 June 2026 [ Page 8]



I nternet-Draft PPDTaxonony Decenber 2025

8.2. Registry and Extension Mechani sm
The success of the Privacy Preference Decl aration franmework depends
on a shared, extensible, and authoritative vocabul ary of privacy-
rel ated concepts. A unified taxonony ensures that:

* Users can wite nmeaningful, enforceable policies with well-
under st ood terms.

* Device manufacturers can interpret and conply with these policies
usi ng standard senanti cs.

* Policy processing engines can reason over device declarations and
user constraints for conpatibility, conflicts, or enforcenent.

Wthout a centralized governance nodel, the ecosystemrisks semantic
drift — where different devices interpret simlar terns differently,
or invent new, inconpatible terms — undermining both interoperability
and policy clarity.

8.2.1. Taxonony Registry
A central Privacy Taxonony Registry SHALL be established and governed
by a standards organi zation (e.g., |ETF/ I ANA, or an independent
Privacy Policy Consortiun). This registry SHALL:
* Host the canonical definitions for core taxonony terns.
* Publish OAL-DL and JSON-LD serializations for tooling.

* Al low versioning and deprecation of terns.

* Accept vetted conmunity-submitted extensions via a structured
process.

* Provide a human-readabl e portal and machi ne-readabl e APl for
| ookup and validation

8.3. Registry Structure
Each entry in the registry MJST include the follow ng fields:

* termid: Gobally unique identifier (e.g., ppd:purpose. anal ytics,
ppd: dat aType. t enper at ur e)

* category: One of: DataType, Purpose, Action, Source, Destination

* definition: Human-readabl e description of the term
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* ow _definition: OMN-DL class or property definition
* exanples: At |east one real-world usage scenario
* status: Enum active, deprecated, or experinental

* submitted_by: Nanme of contributing entity (organization or
i ndi vi dual )

* date_registered: 1SOtinmestanp of official inclusion
* version: Semantic versioning identifier (e.g., 1.0.0)

* references: Optional |egal or technical citations (e.g., CDPR
RFCs)

Al entries MIST conformto this structure and be encoded in both
machi ne-readabl e (JSON- LD, RDF/ XM.) and human-readabl e formats.

8.4. Initial Registry Contents

I ANA SHALL initialize the registry with the baseline terns defined in
this docunent’s core taxonony. These include:

* Core Data Types: tenperatureReadi ng, |ocationCoordinate,
audi oRecordi ng, videoStream deviceldentifier, userPreference,
bi ometri cData, heal thData, presencel ndi cator

* Core Purposes: coreFunctionality, security, personalization
anal ytics, advertising, diagnostics, regulatoryConpliance

* Core Actions: collection, usage, transfer, retention, deletion
* Core Sources: sensor, userlnput, thirdPartylnport, derivedData

* Core Destinations: |ocal Processing, cloudStorage,
manuf act urer Server, thirdPartyPartner, dataBroker

Each of these SHALL be registered with conplete nmetadata as descri bed
above.

8.5. Registry Managenent
The registry SHALL be maintained under the “Expert Review’ policy
defined in [ RFC3126]. The designated expert(s) will evaluate
submi ssions for:

* Conformance with the OAL- DL ontol ogy
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* Semantic clarity and non-anbiguity
* Necessity and non-duplication
* Privacy and security inpact (if applicable)

The revi ew process MIST include a public conment period and the
ability to appeal decisions.

8.5.1. Extension Mechani sm
To support innovation and domai n-specific specialization, the
taxonony MJST allow third parties to register customterns via a
control |l ed subm ssi on process.

8.5.1.1. Extension Requirenents
An extensi on subm ssi on MJST:

* Declare a uni que namespace (e.g., vendorX , industryG oupY:).

* (Cearly define its relationship to existing concepts (e.g.,
subd assCOf, equi val ent d ass).

* Include all required registry fields (as above).
* Denonstrate necessity: why existing terns are insufficient.

* Include privacy risk assessnent if the termintroduces sensitive
or novel data practices.

8.5.1.2. Extension and Deprecation Policy
Extensions: Entities MAY submit new terns with a custom nanespace
(e.g., vendorX:) as long as relationships to core ternms (e.g.,
subC assCOf) are clearly decl ared.
Deprecation: Deprecated ternms remain in the registry with status
mar ked as deprecated. These ternms MJST NOT be used in future policy
decl arations but MAY be preserved for historical validation
8.5.2. Access Mt hods
The registry SHALL be nade publicly avail abl e via:

* A web-accessible HTM. directory with search and browse
capabilities
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* A machi ne-readabl e APl for tool and device integration
* Regul ar snapshots for offline validation
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