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Abst r act

Thi s docunent specifies a participant-facing protocol for Privacy
Preference Declarations (PPDs) in hone networks. The protocol is
bet ween a hone-si de PPD service endpoint and a devi ce-side actor,
formally the PPD participant, which is a device or a service acting
on behalf of a device. It defines baseline operations for endpoint
met adata confirnation, participant registration, optional participant
decl aration, effective-policy retrieval, policy acknow edgnent,
renewal , and reassociation. This docunent conpl enents the PPD
architecture and taxonomy docunents by defining the nmessage and
sequenci ng behavi or needed for interoperable policy signaling. The
househol d policy instances carried by this protocol express privacy
preferences for signaling and conparison; they do not by thensel ves
define an enforcenent nechani smthat guarantees participant behavi or
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1. Introduction

[1-D.draft-dsmnul | en-ppd-architecture] defines the architectura

roles, trust boundaries, and lifecycle meaning for Privacy Preference
Decl arations (PPDs) in home-network environments.

[1-D. draft-dsnul | en- ppd-taxonony] defines the shared semantic fl oor
used to express privacy rules and participant declarations. This
docunent specifies the participant-facing protocol behavior that sits
bet ween those two compani on documents. The broader relationship
between PPD and earlier work such as DNT, P3P, MJD, and privacy-
vocabul ary or policy-expression efforts is discussed in
[1-D.draft-dsnul | en-ppd-architecture]. This docunent does not
restate that conpari son except where needed to explain protoco

behavi or.

The protocol defined here is intentionally narrow. It is designed to
ensure that a device-side actor can discover or be provisioned with
candi dat e honme-si de PPD service endpoints, confirmthe sel ected
endpoint, register, optionally describe itself, retrieve the current
ef fective household policy that applies to it, and provide a
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protected recei pt acknow edgnent for that exact policy instance. The
protocol al so defines how the home-side service and the device-side
actor keep association current over tinme, including renewal and
reassoci ati on behavi or.

The policy instances retrieved through this protocol express
househol d privacy preferences and conparison inputs. They do not by
thensel ves create or prove a separate enforcenent action against
partici pant behavior. Depl oyment-specific enforcement, gating, or
control responses are outside the baseline participant-facing
protocol defined here, because this docunent standardizes only the

i nt eroperabl e signaling path between the househol d-si de endpoi nt and
the participant, while enforcenment depends on depl oyment-specific
control surfaces and capabilities beyond that shared protoco
basel i ne.

In the formal architecture term nol ogy reused here, the device-side
actor is the PPD participant. That termcan be easy to m sread, so
this docunment nmakes the intended boundary explicit: the protocol-side
participant is a device or a service acting for a device, not the
honeowner, househol d nenber, or operator who set or review househol d

policy.
2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent reuses the term nol ogy defined in
[1-D.draft-dsnul |l en-ppd-architecture]. |In particular, it relies on
t he nmeani ngs of PPD participant, PPD service endpoint, policy
authority, effective policy, association, current association, stale
associ ation, and needs reassociation

For clarity in this document, PPD participant always means a device
or a service acting on behalf of a device. It does not refer to a
honmeowner, househol d nmenber, or other human actor on the househol d
side of the system

3. Scope
Thi s docunent specifies:

* the participant-facing transport and serialization baseline;
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* netadata confirmation for discovered candi date service endpoints;

* the baseline operation set for participant registration, optiona
declaration, policy retrieval, policy acknow edgnent, and renewal ;

*  message- obj ect expectations for those operations;

* reassoci ati on behavi or when current association can no | onger be
confirnmed; and

* protocol-visible error and security behavi or

Thi

s docunent does not specify:
* operator-only status, dashboard, or diagnostics surfaces;
* househol d policy authoring interfaces;
* internal service-to-authority protocols;
* automated enforcement behavior; or
* non-HTTP transport profiles.
4. Protocol Mdel
4.1. Roles
This protocol defines a participant-facing contract between:

* a home-side PPD service endpoint, which presents effective policy
i nstances and records protected policy acknow edgnents; and

* a device-side PPD participant, which is a device or backend
service acting on behal f of a device.

A policy authority may exist behind the PPD service endpoint, but
this protocol does not require participants to discover or address
that authority directly. When the service endpoint and policy
authority are distinct, the deployment MJST preserve the authenticity
and integrity of the policy information presented through the

parti ci pant-facing endpoint.

The baseline end-to-end story is therefore:

1. the device-side participant learns or is provisioned with a home-
si de PPD service endpoint;
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2. it confirms the endpoint and the applicable trust profile;
3. it registers and may optionally submt declaration data;

4. the hone-side service endpoint returns the current effective
policy for that participant;

5. the device-side participant acknow edges recei pt of that exact
policy instance; and

6. both sides use freshness and |ifecycle state to determ ne whether
associ ation remains current or must be renewed or repl ayed.

4.2. Transport and Serialization

The baseline participant-facing protocol uses:

*  HITP over |P;

* the path prefix /ppd/vl; and

* JSON request and response bodi es using application/json

Thi s docunent treats JSON as the baseline interoperable encoding.

More conpact encodi ngs MAY be defined by future deployment profiles

where resource constraints justify them but such profiles need to

preserve the sane nessage senantics
4.3. Security Profiles

This protocol defines explicit participant-facing security profiles.

The netadata security_profile value identifies which profile a

partici pant-facing service endpoi nt expects.

The following profile identifiers are defined:

* direct-constrained: authenticated direct-device participation for
devi ces that can neet the mininum aut henticated direct-participant
bar without full certificate |ifecycle expectations;

* direct-certificate: authenticated direct-device participation for
devi ces that can support stronger certificate-capabl e depl oynents;
and

* backend- nedi ated: authenticated participation by a service acting
on behal f of a device.
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The baseline interoperable profile set for this docunent consists of
direct-constrained and direct-certificate. backend-nediated is an
ext ensi on profile.

Thi s docunent does not define an unauthenticated direct-participation
profile. Extrenely constrai ned devices that cannot satisfy the

m ni mum aut henti cated direct-partici pant bar are expected to
participate indirectly through a trusted internediary, or remain non-
partici pating.

Aut henticated participation, regardl ess of mechanismfamly, MJST
provi de:

* endpoint authentication sufficient for the participant to
aut henticate the sel ected PPD service endpoint;

* participant authentication sufficient to bind registration and
acknow edgnent state to the sane participant identity;

* confidentiality and integrity protection for participant-facing
exchanges;

* policy-instance integrity sufficient to identify the acknow edged
pol i cy instance unanbi guously; and

* freshness protection sufficient to prevent replay of old
acknow edgnments as evidence of current association.

Thi s docunent does not require one universal credential nechani sm
across all participant classes. It is specific about required
security properties first, while | eaving roomfor deploynment profiles
to realize those properties differently for constrained direct
devices, certificate-capable direct devices, and backend-nedi at ed

ext ensi ons.

.4. Candidate Discovery and Metadata Confirmation
Every partici pant MJST support a configured or provisioned

partici pant-facing PPD service endpoint. That is the m ninmm
i nt eroper abl e di scovery fl oor
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5

Thi s protocol does not standardi ze one universal automatic di scovery
mechani sm  Participants MAY additionally |earn candi date PPD service
endpoi nts through | ocal nam ng, DHCP-delivered hints, mnulticast
service discovery, default-gateway probing, W-Fi onboarding hints,
or conparabl e | ocal -network mechani snms. Such mechani sns are optiona
di scovery profiles unless a deploynent profile requires them

Di scovery yields candi date endpoints only; it does not establish
aut hority.
A participant that |earns a candi date endpoint through any di scovery
met hod MUST confirmthat the endpoint supports this protocol before
deeper interaction. For that purpose, the baseline protocol defines:
*  GET /ppd/vl/ nmeta
The netadata response is expected to identify at |east:
* the participant-facing service URI
* the protocol version or profile identifier;
* the taxonony rel ease or rel eases understood by the service;
* whether participant declarations are support ed;
* whet her protected acknow edgnments are supported; and
* the expected security node or trust profile.
The netadata response MJUST NOT expose househol d policy contents,
partici pant inventory, or acknow edgnent history before the norma
partici pant-facing trust checks succeed. The participant-facing
di scovery target is the PPD service endpoint itself, not an interna
repository or policy-authority endpoint.

Partici pant Lifecycle
1. Initial Association
The baseline participant lifecycle is:

1. obtain one or nore candi date PPD servi ce endpoints;

2. confirma sel ected endpoint using GET /ppd/vl/ et a;

3. authenticate the selected endpoint according to the deploynent’s
trust profile;
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4. register participant identity and netadat a;

5. optionally submt a participant declaration;

6. retrieve the current applicable effective policy instance; and
7. acknow edge receipt of that specific policy instance.

Associ ation is established only when the current applicable effective
policy instance has been delivered and acknow edged. Acknow edgnent
is areceipt signal; it is not a claimof conpatibility or

conpl i ance.

5. 2. Renewal and Stal e Associ ation

Current association is freshness-bound. A participant MJST renew
associ ation often enough that the PPD service endpoint does not treat
the participant as stale. The participant-facing protocol therefore
needs a way to commruni cate renewal expectations.

The baseline effective-policy response and acknow edgnent response
MUST convey one of the follow ng:

* an absolute renewal deadline; or
* a bounded renewal interval fromthe time of response.
For baseline interoperability, the mninumrenewal procedure is:

1. the participant retrieves the current applicable effective policy
i nstance using GET /ppd/vl/policy/effectivel/{device_id};

2. if the returned policy_id and policy_hash still identify the sane
policy instance the participant currently treats as associ at ed,
the participant renews by sending a fresh Policy Acknow edgnent
oj ect for that instance; and

3. if the returned policy instance differs, or if the service
i ndi cates reassoci ation-required, the participant MIJST treat the
renewal attenpt as escal ated to reassociation

If the applicable effective policy instance remai ns unchanged but the
partici pant does not conplete that retrieval - and- acknow edgnent
renewal procedure before the conveyed freshness limt, the
participant enters stale association. The participant no | onger has
current association until it successfully conpletes the m nimum
renewal procedure or, when required by the service, reassociation
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5.3. Reassociation Triggers

A participant enters needs reassoci ati on when current association can
no | onger be confirned because:

* the applicable effective policy instance changed;
* participant state relevant to effective-policy derivation changed;

* enough state was | ost that the previous association can no | onger
be trusted; or

* another invalidating event defined by the applicable depl oynment
profil e occurred.

When reassociation is required, the participant MJST retrieve and
acknow edge the current applicable effective policy instance again
before current association is restored.

5.4. Non-Participating Devices

This protocol does not require every device on a hone network to
participate in PPD. Devices that do not participate renai n outside
the active nessage exchange. Their presence nay influence |oca
managenment or enforcenent decisions, but such decisions are out of
scope for this protocol. Extrenely constrained devices that cannot
satisfy the mnimum aut henticated direct-partici pant bar MAY instead
be represented indirectly by a trusted internediary that participates
on their behal f.

5.5. Conparison Qutcone Categories

Thi s protocol does not define a universal conflict-resolution
procedure between participant-supplied descriptive material and
househol d policy. That depends on household intent, participant
capability, and depl oynent | ogic.

When a depl oynent conpares partici pant-side descriptive or policy-
rel ated i nputs agai nst househol d policy and needs to expose the
result at the protocol boundary in the baseline participant-facing
protocol, it SHOULD return a Conparison CQutconme Object on the
declaration path and classify the result using one of the follow ng
coarse outcone categories

* conpatible: the conpared inputs can coexist w thout further
action;
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6

* conditionally_satisfiable: the conpared inputs can coexist if an
al | oned exception, alternate node, or bounded refinenment is
appl i ed;

* decision_required: household or operator choice is required before
a conpati bl e outcone can be deterni ned;

* unsatisfiable: the conpared inputs cannot be satisfied together
under the currently known conditions; or

* indeterminate: the service cannot currently deternine a reliable
out cone.

Thi s docunent defines the categories only. It does not define a
uni versal resol ution procedure.

Pr ot ocol Operations
1. Overview
The baseline participant-facing operation set is:

1. CET /ppd/vl/neta
2. POST /ppd/vl/ devicel/register
3. POST /ppd/vl/ devicel/decl aration (optional)
4. GET /ppd/vl/ policyl/effectivel/{device_ id}
5. POST /ppd/ v1l/ devi cel ack
These operations forma narrow control path. They |let a device-side
partici pant confirmthe home-side service, identify itself,
optionally describe itself, retrieve the current effective household
policy that applies to it, and acknow edge recei pt of that specific
policy instance. They do not define househol d policy authoring,
reposi tory-faci ng workfl ows, conpliance attestation, or conflict-
resol uti on procedure.
When the effective policy changes, when freshness expires, or when
ot her invalidating events occur, the same narrow operation set is
repl ayed as needed to restore current association
A depl oynent MAY expose additional readback or manageability
operations, but those are not required for baseline interoperability.

Thi s docunent al so does not define internal repository-facing
operations or operator-only status endpoints.

Smul | en & Scri ber Expi res 23 Novenber 2026 [ Page 11]



I nternet-Draft PPDPr ot May 2026

6.2. Metadata Confirmation
6. 2. GET /ppd/vl/ neta
Pur pose

*

confirmthat a candi date endpoint supports the expected PPD
protocol profile;

adverti se baseline feature support; and

conmmuni cate security expectations before registration or policy
retrieval

A successful response MJST be a Service Metadata Cbject.

6.3. Registration
6. 3. POST / ppd/ v1/ devi cel/ regi ster
Pur pose

*

create or refresh the service endpoint’s stored registration for a
partici pant; and

bind the participant’s current protocol identity to the
registration state.

The request body MJST be a Device Registration Object.

The request body SHOULD i ncl ude, when avail able and appropriate for
the depl oynent:

*

manuf act ur er
nodel
firmware_version

host nane

The followi ng fields MAY be included when the depl oynent profile
permits them

*

*

mac_addr ess

i p_address
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A successful response MJST be a Registration Result Object.

Regi stration success returns the canonical participant identity
established or confirmed by the service. It MJST NOT repeat

nmet adat a- confirmation fields such as the participant-facing service
URI, supported feature flags, or security profile.

6.4. Declaration
6.4.1. POST /ppd/vl/ device/declaration
Pur pose

* provide optional participant-side declaration data that can inform
effective policy derivation or |ater operator review

Decl arations are optional. A participant that does not submit a
declaration can still establish association if it can retrieve and
acknow edge the applicable policy instance.

The request body MJST be a Device Declaration Object. See Device
Decl arati on Object and Decl arati on Statement Object below for the
preci se object shape.

A declaration carries one or nore descriptive statenments that use the
taxonony di nensions defined in [I-D. draft-dsmull en-ppd-taxonony],
such as data type, purpose, action, source, and handling context. In
this nmodel, handling context neans the context in which a datafl ow
occurs or into which it is directed; it is not linmted to transfer
destinations. The taxonony docunent defines the meani ng and
conposition of those dinensions.

A successful declaration response w thout conparison detail SHOULD
use 204 No Content. Wen the service chooses to expose the result of
conparing the declaration agai nst household policy or effective-
policy constraints at this boundary, a successful response MJST be
200 K with a Conparison Qutcone Object. Services are not required
to conpute or return such an outcone synchronously. This docunent
does not define a participant-controlled request flag for conparison
out conmes, and this declaration path MJUST NOT be treated as a baseline
negoti ati on or honeowner-pronpt channel

6.5. Effective Policy Retrieva
6.5.1. CET /ppd/vl/policyl/effectivel/{device_id}

Pur pose
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* return the effective policy instance currently applicable to the
partici pant;

* return enough policy-instance provenance infornmation to identify
what was acknow edged; and

* communi cate the association-freshness limt for current
associ ati on.

A successful response MJIST be an Effective Policy Object. See
Ef fective Policy Object and Policy Rule Ohject below for the precise
obj ect shape.
A successful response SHOULD i ncl ude policy-instance provenance
fields that let |ater inspection distinguish the household baseline
fromany nore specific inputs, such as:
* base_policy_ id
* applied_policy_id when a nore specific policy |layer was applied
* conput ed_at
These fields describe the provenance of the returned policy instance
itself. They do not describe the provenance of data |later coll ected,
transforned, or derived by participant devices or services.
This operation returns the policy instance the participant is
expected to acknowl edge. It is not required to expose the interna
policy-authority topology or the full derivation algorithm

6.6. Policy Acknow edgnent

6.6.1. POST /ppd/vl/ devicel ack
Pur pose

* record a protected acknow edgnent that a participant received a
specific policy instance.

The request body MJST be a Policy Acknow edgnent hject.

The acknow edgnent payload is a receipt signal only. It MJST NOT be
interpreted as a claimthat the participant can satisfy every policy
rule. |If deployments need richer participant-side conpatibility or

status reporting, that behavi or MIST be defined separately fromthe

basel i ne acknow edgnent .
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1.

A successful acknow edgment response MJUST be an Acknow edgnent Result
hject. It returns the resulting association state and the next
freshness value to be used for maintaining current association.

An acknow edgnent that refers to a non-current or m snatched policy
i nstance MUST be rejected.

Message bj ects

The foll owi ng object definitions are normative for baseline
interoperability. Unless otherw se stated:

* identifiers such as device_id, declaration_id, policy_id, and
rule_id are opaque text strings;

* tinmestanp fields use RFC 3339 date-tine strings [ RFC3339];

* policy_hash uses the formalgorithmval ue, and baseline
i mpl ement ati ons MJST support sha256. For the baseline JSON
protocol, the hash value is conputed over the UTF-8 octets of the
Ef fective Policy Object serialized using the JSON Canonicalization
Schene (JCS) [RFC8785], after omitting the policy hash nmenber
itself; and

* renewal _interval is a positive integer count of seconds.
Conpact Termldentifiers

Taxonony-bearing fields use conpact termidentifiers. A conpact term
identifier is a text string whose nmeaning is determ ned by:

* a reserved core prefix defined by the protocol or taxonomy work;
or

* an explicit extension-prefix declaration in a Taxonony Context
oj ect.
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The termidentifier itself is the primary semantic hook. Taxonony
rel ease nmetadata remai ns secondary validation context. Deploynents
MAY use conpany-specific or other non-core taxonom es when their
terns are declared through the applicable taxononmy context and remain
reduci ble to the shared core semantic nodel defined by the conpani on
taxonony work. For roles such as data_type, purpose, source,
handl i ng_context, and processi ng _boundary, that reduction can rely on
equi val ence or broader/narrower placenent as defined by the taxonony.
For the flat action famly, the reduction needs to preserve exact
action nmeaning. For structured jurisdiction, the reduction needs to
preserve the declared scope and the fam |y-specific country or
subdi vi si on conpari son nodel defined by the taxonony.

For baseline interoperability, a conpact termidentifier MJST use the
formprefix:term The prefix identifies either a reserved core
vocabul ary or an explicitly declared non-core vocabul ary. The
baseline core prefix is ppd. A receiver MIST NOT silently
reinterpret an unresolved conmpact term as some other known term

7.2. Taxonony Context Object

The Taxonony Context Cbject carries optional vocabul ary-rel ease
context and any required non-core prefix declarations.

It MAY i ncl ude:

* release: a text identifier for the taxonony release or profile in
vi ew when the object was produced; and

* prefixes: an object mappi ng non-core conpact prefixes to stable
nanespace identifiers

Reserved core prefixes MJUST NOT be remapped in prefixes. A Taxonomny
Cont ext (hject is REQU RED whenever non-core conpact prefixes appear
in the containing object.

7.3. Term Resol uti on Behavi or
Bef ore processing a taxonony-bearing field, a receiver MJST be able
to determnistically expand each conpact termidentifier into the
correspondi ng stabl e nanespace-based termidentifier
For the baseline protocol

* the core prefix ppd MIST be interpreted according to the conpani on
t axonony work;
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* any non-core prefix used in the containing object MIST appear in
the applicabl e Taxonony Context Object;

* reserved core prefixes MJUST NOT be redeclared or remapped; and

* a sender MJST NOT emit a taxonony-bearing object whose conpact
identifiers it cannot itself deterministically resolve

If deterministic expansion fails because a compact identifier is
mal formed, a required non-core prefix declaration is mssing, or a
reserved core prefix is redeclared or remapped, the receiver MJST
treat the object as semantically unprocessable.

If deterninistic expansion succeeds but the resulting stable term
identifier is not supported for the rel evant operation or depl oynent
profile, the receiver MIST also treat the object as semantically
unpr ocessabl e.

When a PPD service endpoint returns a taxonomny-bearing object, it
MJST ensure that the ternms it emits are consistent with any attached
Taxonony Cont ext Object.

7.4. Service Mtadata Object

The service netadata object describes a candi date endpoi nt before
deeper interaction. It contains:

* service_ uri (required, URI string): canonical participant-facing
service URI

* protocol _version (required, text): protocol version or profile
identifier for the participant-facing contract;

* declaration_supported (required, boolean): whether the service
accepts Device Declaration Objects;

* ack_supported (required, boolean): whether the service accepts
Pol i cy Acknow edgment hjects;

* security profile (required, text): deploynent security profile
identifier, currently one of direct-constrained, direct-
certificate, or the extension val ue backend-nedi at ed; and

* supported_taxonony_rel eases (optional, array of text): taxonomny
rel ease identifiers understood by the service for validation and
reproducibility. These release identifiers are secondary
val idation context, not the primary semantic hook for taxonony-
bearing terns.
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7.5.

7

7

6

7

Devi ce Registration Object

The registration object identifies the participant and carries
optional device netadata. The stable identifier is device id. O her
nmet adata fields are depl oynent - dependent and do not replace the
stabl e participant identifier

It contains:

* device_ id (required, text): stable participant identifier for this
devi ce-si de actor

* manufacturer (optional, text): participant-reported vendor nane;
* nodel (optional, text): participant-reported nodel name or nunber;

* firmvare_version (optional, text): participant-reported software
or firmvare version

* hostname (optional, text): participant-reported hostname when
rel evant to the depl oynent;

* mac_address (optional, text): participant-reported |ink-Iayer
address when the deploynent profile pernits it; and

* ip_address (optional, text): participant-reported network address
when the depl oynent profile permits it.

Regi stration Result Object

The registration result object confirms the canonical participant
identity bound by registration

It contains:

* device_id (required, text): canonical participant identifier
established or confirnmed by the service.

Devi ce Decl arati on (bject

The decl aration object carries participant-supplied descriptive
datafl ow information. At mininumit contains device id,
declaration_id, and a non-enpty statenents array. Declaration
statenments use the shared taxonony di nensions defined in
[1-D.draft-dsnul | en-ppd-taxonony]. The taxonony document defines the
meani ng of those fields, the qualifier fanmlies used with them and
the core senmantic floor that keeps conparison conputable across

ri cher vocabul aries; this protocol docunent defines only how such
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7.

8.

statenments are carried. This docurment uses operation for

partici pant-facing protocol exchanges such as registration,

retrieval, and acknow edgnent. Terns such as handling, processing,
and datafl ow i nside declaration statenments and policy rules have the
meani ngs defined by the conpani on taxonony specification. The
baseline declaration is intentionally minimal. Registration carries
participant identity, declarations carry descriptive participant
assertions, and Effective Policy and Acknow edgment Cbjects carry the
l'ifecycle-critical policy binding and freshness semanti cs.

The declaration is descriptive only. 1t MJST NOT include normative
policy verdicts such as allow or deny.

It contains:

* device_id (required, text): participant identifier to which the
decl aration applies;

* declaration_id (required, text): stable identifier for this
decl arati on instance;

* taxonony (optional, Taxonony Context Cbject): release context and
any required non-core prefix declarations;

* statenents (required, non-enpty array of Declaration Statenent
hj ects): participant-supplied descriptive datafl ow cases stating
whi ch taxonomy- defined conbinations apply to this participant.

If a declaration uses any non-core conpact prefix in its statenents
or constraints, the taxonony object is REQU RED.

Decl aration Statenment hject

A Declaration Statenent Chject is an atonmi c descriptive statenent
inside a Device Declaration Gbhject. It mirrors the sane core

di mensi ons used by policy rules so that participant assertions can be
conmpared at the same grain, but it MJST NOT include a normative

ef fect.

It contains:

* statement _id (required, text): stable identifier for the statenent
within the declaration instance;

* data_type (required, conpact termidentifier): data category to
whi ch the statenent applies;
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1.

purpose (required, conmpact termidentifier): why the datafl ow
occurs;

action (required, conpact termidentifier): which privacy-rel evant
action the participant perfornms or may request;

source (required, compact termidentifier): imrediate origin of
the data in that dataflow,

handl i ng_context (required, conpact termidentifier): context in
whi ch the dataflow occurs or into which it is directed. For
collection, this identifies the context into which collected data
is brought. For use and inference, it identifies the context in
whi ch that datafl ow occurs. For transfer, it identifies the

reci pient-side context into which data is transferred. The
semantic neaning of this field is defined by

[1-D. draft-dsnul | en-ppd-taxonony]; and

constraints (optional, Constraints Object): structured qualifiers
that refine the statenent.

Exanpl e Devi ce Decl arati on hject
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{
"device_id": "doorbell-7",
"declaration_id": "doorbell-7-declaration-vl",
"taxononmy": {
"rel ease": "ppd-core-2026-05"
},
"statenents": [
{
"statenent _id": "content-security-I|ocal-use",
"data_type": "ppd:contentData",
"purpose": "ppd:security",
"action": "ppd:use",
"source": "ppd:participant Cbserved",
"handl i ng_context": "ppd: househol dCont ext ",
"constraints": {
"processi ng_boundary": "ppd: onDevi ceOnly"
}
H
{
"statenent _id": "sensor-inprovement-transfer",
"data_type": "ppd:sensorData"”,
"purpose": "ppd: anal yti csAndl nprovenent",
"action": "ppd:transfer",
"source": "ppd:participant Cbserved",
"handl i ng_context": "ppd: vendor Cont ext ",
"constraints": {
"retention": "ppd:indefinite",
"jurisdiction": {
"scope": "transfer",
"countrycode": ["us"]
}
}
}
]
}

7.9. Conmparison Qutcome bject

The conpari son outconme object carries an optional coarse result for
decl aration-to-policy conparison on the declaration path. It reports
a coarse diagnostic result of conparing participant-side atonic

decl aration statements agai nst househol d-side atomic policy rules.

It does not change the meaning of the Effective Policy Cbject and it
is not part of acknow edgnent semantics. It MJST NOT be treated as a
request for policy relaxation, an invitation to begin a participant-
driven bargaining loop, or a trigger for baseline homeowner consent

pronpti ng.
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10.

cont ai ns:

declaration_id (required, text): declaration instance to which
this conparison result applies;

outcone (required, text): one of conpatible,
conditionally_satisfiable, decision_required, unsatisfiable, or
i ndeterm nate; and

detail (optional, text): brief human-readabl e expl anati on suitable
for diagnostics or operator review.

Ef fective Policy Object

The effective policy object represents the policy instance the
partici pant nust acknow edge. It contains the policy identifier,
hash, rule set, and freshness information. |1t SHOULD al so contain
pol i cy-instance provenance fields that nake | ater recordkeepi ng and
i nspecti on neani ngf ul

It

*

cont ai ns:

policy id (required, text): stable identifier for the policy
i nstance to be acknow edged;

policy_hash (required, text): stable content hash for the policy
instance. This hash binds the full returned policy instance,

i ncluding freshness and provenance fields, as serialized under the
basel i ne canonicalization rul e above;

rules (required, array of Policy Rule Objects): normative rule set
for this effective policy instance;

renew by (optional, RFC 3339 date-tine string): absolute deadline
by which current association nust be renewed if this field is
used;

renewal _interval (optional, positive integer seconds): bounded
interval after response generation within which current
associ ation nust be renewed if this field is used;

taxonony (optional, Taxonony Context Cbject): rel ease context and
any required non-core prefix declarations for rule ternmns;

base policy_id (optional, text): identifier for the household
baseline policy used in this effective result;
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* applied_policy_id (optional, text): identifier for a nmore specific
applied policy | ayer when present; and

* conputed_at (optional, RFC 3339 date-tine string): time at which
the effective policy instance was conputed or nmaterialized.

An Effective Policy Object MIST contain exactly one of renew by or

renewal _interval. These fields govern association freshness for the
participant-facing lifecycle. They do not define abstract policy
validity outside that lifecycle. |If any rule uses a non-core conpact

prefix, the taxonony object is REQU RED. A conplete exanple appears
bel ow under Exanple Effective Policy and Acknow edgnent.

7.11. Policy Rule Object

A Policy Rule Ohject is an atom c nornative statenent inside an
Ef fective Policy Object.

The baseline rul e nodel uses singular core dinmensions. Wen multiple
cases nust be expressed, they are represented as multiple rules
rat her than array-val ued core dinmensions inside one rule.

It contains:

* rule_id (required, text): stable identifier for the rule within
the policy instance;

* data_type (required, conpact termidentifier): data category to
which the rule applies;

* purpose (required, conpact termidentifier): why the datafl ow
occurs;

* action (required, conpact termidentifier): which privacy-rel evant
action the rule covers;

* source (required, conpact termidentifier): inmediate origin of
the data in that dataflow,

* handling_context (required, conpact termidentifier): context in
whi ch the dataflow occurs or into which it is directed. For
collection, this identifies the context into which collected data
is brought. For use and inference, it identifies the context in
whi ch that datafl ow occurs. For transfer, it identifies the
reci pient-side context into which data is transferred. The
semantic neaning of this field is defined by
[1-D. draft-dsnul | en- ppd-taxonony];
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* effect (required, text): normative rule effect, currently one of
al l ow or deny; and

* constraints (optional, Constraints Object): structured qualifiers
that refine the rule.

An Effective Policy Object SHOULD NOT contain two Policy Rule Objects
with the sane core dinensions but different effect values. Such
contradictions should be resolved before the effective policy is
returned.

7.12. Constraints Object

The Constraints Cbject preserves a structured extension point for
datafl ow qualifiers without requiring a |arge qualifier |anguage in
the baseline draft. It is shared by declaration statenents and
policy rules. The wire container is named constraints, but the
conpani on taxonony work defines its nmenbers as qualifiers on atonic
dataflows. [I-D.draft-dsmnull en-ppd-taxonony] also defines the
semanti c neani ng of retention, processing boundary, and jurisdiction;
this docunment defines only their participant-facing wire
representation.

The initial standardi zed nenbers are:

* retention (optional, conpact termidentifier): baseline retention
qualifier for the scoped dataflow. The baseline conpact formis
termval ued; future specifications or deploynment profiles MAY
define nmore structured bounded-retention forns.

* processi ng_boundary (optional, conpact termidentifier):
processi ng- pl acement qualifier for use or inference within the
decl ared handl i ng context.

* jurisdiction (optional, object): declarative jurisdiction
qualifier for the scoped datafl ow or storage context.

When present, jurisdiction contains:

* scope (required, text): one of collection, use, inference,
transfer, or storage;

* countrycode (optional, array of text): one or nore |owercase
country codes using the countrycode format [RFC8006]; and

* subdi vi sioncode (optional, array of text): one or nore | owercase

country subdi vi sion codes using the subdivisioncode fornat
[ RFC9388] .
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At | east one of countrycode or subdivisioncode MJST be present. A
sender MJST NOT include an enpty countrycode or subdivi si oncode
array. A receiver MIST treat an unknown scope, a malforned
jurisdiction object, or an invalid country or subdivision code as
invalid input.

Future specifications or deploynent profiles MAY define additiona
structured constraint nenbers. A Constraints Object MJIST NOT be
treated as an unstructured free-formtext field.

7.13. Policy Acknow edgnent hject

The acknow edgnent object binds a participant identifier to a
specific policy instance and policy hash. Deploynments that claim
strong accountability properties MJIST protect the acknow edgnent
agai nst forgery, replay, and stal e-policy confusion

It contains:

* device_id (required, text): participant identifier acknow edgi ng
receipt;

* policy id (required, text): policy instance identifier being
acknow edged; and

* policy_hash (required, text): content hash of the acknow edged
policy instance, conputed according to the baseline policy_hash
definition above.

This object is evidentiary only. It is a receipt for a specific
policy instance and MJUST NOT be interpreted as a cl ai m of
compatibility or conpliance.

7.14. Acknow edgnent Result bject

The acknow edgnent result object confirns the lifecycle state after
the service records a protected acknow edgment.

It contains:

* association_status (required, text): resulting association state,
currently one of not_associ ated, associated, needs_reassociation,
stal e_associ ati on, or broken;

* renew_ by (optional, RFC 3339 date-tinme string): absolute deadline

by which current association nust be renewed if this field is
used; and
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* renewal _interval (optional, positive integer seconds): bounded
interval after response generation within which current
associ ation nust be renewed if this field is used.

An Acknow edgnent Result bject MJST contain exactly one of renew by
or renewal _interval.

7.14.1. Exanple Effective Policy and Acknow edgnent

An Effective Policy Object exanple:

{
"policy_id": "effective-doorbell-7-v3",
"policy_hash": "sha256: 8de72af 3c4d6d8c9f ObOf 6a4al13c8df Of 716c9c0a1130d27c855a2dd8dd8e
8c7",
"renewal _interval": 900,
"taxonomy": {
"rel ease": "ppd-core-2026-05"
1
"base_policy_id": "home-default-v2",
"applied_policy_id": "doorbell-exception-v1l",
“conputed_at": "2026-05-13T18: 00: 002",
"rules": [
{
"rule_id": "r1",
"data_type": "ppd:contentData",
"purpose": "ppd:security”,
"action": "ppd:use",
"source": "ppd:participant Coserved",
"handl i ng_context": "ppd: househol dCont ext",
"effect": "allow',
"constraints": {
"processi ng_boundary": "ppd: onDevi ceOnl y"
}
}
]
}

The matching Policy Acknow edgnent Object exanple is:

"device_id": "doorbell-7",
"policy_id": "effective-doorbell-7-v3",
"policy_hash": "sha256: 8de72af 3c4d6d8c9f ObOf 6a4al13c8df Of 716c9c0a1130d27c855a2dd8dd8e
8c7"
}

An Acknow edgnent Result Object example is:
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{

"associ ation_status": "associ ated",
"renewal _interval": 900

}
7.15. Error nject

Error responses SHOULD use application/probl emtjson and a structured
error object with at |east:

* type: problemtype identifier, including PPD specific problem
types when applicabl e;

* title: short problem summary;

* status: HITP status code for this error; and

* detail: human-readabl e expl anation when usef ul

A depl oynent MAY i ncl ude:

* instance: probleminstance identifier; and

* retryabl e: bool ean hint about whether retry is appropriate.

Error responses MJST NOT | eak nore household or partici pant netadata
than is necessary to explain the failure

For PPD-specific problens, the type nenber SHOULD be one of the
followi ng relative references

* invalid-request

* invalid-participant-binding
* reassociation-required

* stal e-associ ation

* policy-instance-m smatch

* unsupported-taxonomny-term
* termresolution-failed

* policy-authority-unavail able
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Error Handling

The baseline protocol uses conventional HITP status codes. At
m ni mum participants need to handl e:

*

200 K for successful retrieval or update with a response body;

204 No Content for successful declaration acceptance when no
di agnostic response body is returned,

400 Bad Request for invalid payloads or mssing required fields;
401 Unaut hori zed for failed authentication;

403 Forbi dden for authenticated participants that are not
aut hori zed for the requested operation;

404 Not Found for missing participant or policy state;

409 Conflict for lifecycle or policy-instance conflicts, such as
acknow edgments that do not match the current policy instance;

422 Unprocessabl e Content for well-formed content that cannot be
processed senmantically, such as unsupported or unresol vabl e
t axonony terns;

503 Service Unavail able for transient service or policy-authority
unavailability; and

other 5xx errors for unexpected service failures.

The initial PPD specific problemvocabul ary is:

*

i nval i d-request: mal formed request payl oad, m ssing required
fields, or invalid field shape;

i nval i d-partici pant-bindi ng: authenticated participant identity
does not match the bound registration or requested partici pant
identifier;

reassoci ation-required: current association is no |longer valid and
the participant nust replay the required |ifecycle steps;

st al e-associ ati on: the acknow edged policy instance may still be
current, but freshness expired and renewal is required,;

policy-instance-m smatch: the supplied policy id or policy hash
does not identify the current policy instance the service expects;
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* unsupport ed-taxonony-term the service recognizes the request
shape and can resolve the supplied conpact termidentifier or
identifiers, but does not support one or nore resulting taxonony
terns for the rel evant operation or deploynent profile;

* termresolution-failed: the service cannot determnistically
resolve a supplied compact termidentifier to usable protoco
semantics, such as because the identifier is malforned, a required
non-core prefix declaration is mssing, or a reserved core prefix
was redecl ared or renmapped; and

* policy-authority-unavailable: the participant-facing service
cannot currently obtain or materialize the effective policy
instance it needs to serve.

The foll owi ng HTTP status nappi ngs are RECOVMENDED:

* 400 Bad Request with invalid-request;

* 401 Unaut horized with invalid-participant-bindi ng when
authentication fails to establish the expected partici pant
identity;

* 403 Forbidden with invalid-participant-binding when the
participant is authenticated but not authorized for the targeted

partici pant state;

* 409 Conflict with reassociation-required, stal e-association, or
pol i cy-instance-mni snat ch;

* 422 Unprocessabl e Content with unsupported-taxonony-termor term
resolution-failed; and

* 503 Service Unavail able with policy-authority-unavail abl e.
A participant that receives an error during renewal or reassociation
MUST NOT assume that it still has current association unless the
service endpoint has explicitly confirned that state.

9. Security Considerations
Candi dat e di scovery and endpoint trust are separate concerns. A
partici pant MUST authenticate the sel ected PPD servi ce endpoi nt

according to the deployment’s security profile before treating policy
information as authoritative.

Smul | en & Scri ber Expi res 23 Novenber 2026 [ Page 29]



I nternet-Draft PPDPr ot May 2026

Al normative PPD participation defined by this docurment is

aut henticated participation. Deployments MJST NOT present

unaut henti cated | ocal testing or denp operation as equivalent to
direct-constrained or direct-certificate participation when naking
cl ai ns about protected current association

Al normative PPD participation defined by this document MJST
provi de:

* participant authentication sufficient to bind registration and
acknow edgnent state to the sane participant identity;

* participant-facing confidentiality and integrity protection for
registration, policy retrieval, and acknow edgnent exchanges;

* policy integrity sufficient to identify the acknow edged policy
i nstance unanbi guousl y;

* freshness protection sufficient to prevent replay of old
acknow edgments as evi dence of current association; and

* protected storage or export of acknow edgnent records when those
records are used for later inspection or accountability.

When a PPD service endpoint fronts a distinct policy authority, the
depl oynent MUST preserve the authenticity and integrity of policy

i nstances, policy hashes, and freshness netadata across that interna
boundary. This docunent does not standardi ze the internal protoco
used for that purpose.

The protocol SHOULD nininize netadata exposure during di scovery,
registration, and policy retrieval. |In particular, discovery

met adat a and unaut henti cated error responses SHOULD avoi d exposi ng
househol d policy contents, participant inventories, or acknow edgnent
history. [RFC7258] renmins relevant to these design choices.

10. Internationalization Considerations
Where policy tags, |abels, or other string identifiers are exchanged
in this protocol, future profiles SHOULD define conparison and
storage behavior that is consistent across vendors and | ocal es.
Where internationalized strings are used, alignnent with [ RFC7564]
SHOULD be consi der ed.

11. | ANA Consi derations

Thi s docunent has no | ANA acti ons.
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