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Abst r act

Thi s docunent describes an architecture for signaling household
privacy preferences to devices in home networks through Privacy
Preference Declarations (PPDs). The architecture enables a PPD
participant to discover a PPD service endpoint, establish trust in
that endpoint through the applicable protocol and security profile,
retrieve the applicabl e household policy instance, and acknow edge

recei pt of that policy instance. The acknow edgrment establishes that

a specific policy instance was nmade available to the participant; it
does not, by itself, assert anything about the participant’s
subsequent behavi or.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://drspangl e. gi thub.io/draft-dsmull en-ppd-architecture/draft-

dsmul | en-ppd-architecture. htm. Status information for this docunent

may be found at https://datatracker.ietf.org/doc/draft-dsmnull en-ppd-
architecture/.

Source for this draft and an issue tracker can be found at
https://github. com drspangl e/ draft-dsmnul | en- ppd-architecture.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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I nt ernet - connect ed hone devi ces conmonly col |l ect sensitive data, yet

the tools available to househol ds for understanding or controlling
that collection are often fragnmented, confusing, or absent. Wen
privacy settings do exist, they frequently vary widely in semantics
and presentation across devices and services.

The result is a fragmented operational nodel. Househol ds nust nmanage

privacy through device-specific controls, while vendors and service
provi ders have no common way to receive househol d privacy preferenc
across devices. That |ack of a shared signaling nodel makes it
harder for househol ds to understand which partici pants have been
presented with which privacy expectations, and harder for

i npl ementers to support interoperable behavior

[ RFC7258] franes nmass data collection as a technical threat, urging
protocol designers to linmt exposure through encryption and data
mninmzation. VWhile this principle is crucial in adversarial,

i nternet-scal e contexts, the nodel proposed in this docunent takes
di fferent approach: rather than hiding data flows, it seeks to gove
them Privacy here is not achi eved by making devices blind, but by
maki ng user-defined preferences visible to devices and associ at ed
services
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This use of privacy is related to, but distinct from the privacy
gui dance in [RFC6973], which enphasizes reduced observability,
linkability, and identifiability in protocol design. Those
properties remain inportant, but PPD focuses on a different hone-
network problem a user needs a consistent way to express househol d
privacy preferences and to know that those preferences were nmade
avail able to participating devices or associated services. This
docunent is also aligned with the user-agency goals described in

[ RFC8280], but it is narrower and nore operational. It describes an
architecture for privacy-preference signaling and recordkeepi ng, not
a general framework for human-rights analysis or for constraining
devi ce behavior. Home networks are a significant and operationally
i mportant 10T environment. They comonly place a | oca

adm ni strative boundary around | arge nunbers of devices, many with
limted or no end-user interface, making thema concrete target for a
privacy-preference signaling architecture. 1In this architecture,

di scovery identifies candidate participant-facing service endpoints.
Trust in a selected endpoint, and in the policy instances it
presents, is established separately through the applicable protoco
and security mechani snms rather than by discovery alone. This also
addresses an asymmetry common in current deploynments: the househol d
user is often required to acknow edge devi ce- or vendor-defined
terns, while the household has no conparable way to record that a
participating device or associated service was presented with the
househol d’ s privacy policy. PPD introduces a reciprocal signaling
path in which presentation and acknow edgnent of a househol d policy
i nstance can be recorded by the household domain. The objective is
to provide a coherent architectural basis for devices and associ ated
services to retrieve, acknow edge, and keep current w th househol d
privacy preferences within that administrative donain.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

The terns bel ow define both protocol roles and core concepts used by
this architecture. The definitions of privacy, transparency, and
user control are included here because they describe the conceptua
scope of PPD rather than separate protocol nechanisns.

2.1. Term nol ogy

Privacy: In this docunent, the ability of users to understand and
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shape how data about them their household, or their hone
environment is collected, used, retained, and shared by devices
and associ ated servi ces.

Transparency: The property that data practices are nmade visible and
under st andabl e to the user, including what data is collected, how
it is processed, where it is shared, and what policy preferences

appl y.

User control: The ability of a user or household to define privacy
preferences and nake those preferences visible to devices or
associ ated services in a consistent and actionabl e way.

Privacy Preference Declaration (PPD): A structured expression of
househol d privacy preferences that can be di scovered, retrieved,
and acknow edged by PPD parti ci pants.

PPD service endpoint: A participant-facing service, and the baseline
di scovery target for participants, through which a PPD parti ci pant
di scovers, retrieves, and acknow edges applicable policy
i nst ances.

Policy authority: The authoritative source of household policy state
and of any inputs used to derive an effective policy for a
participant. The policy authority may be | ocal or renote.
Participants are not required to discover or address the policy
authority directly in the baseline architecture.

Househol d policy: A policy selected or maintained for a home network
that represents the househol d' s privacy preferences.

Ef fective policy derivation: The logical function, performed by or
on behalf of the policy authority, that determ nes the effective
policy instance for a participant.

Ef fective policy: The policy instance that applies to a particul ar
PPD participant at a particular tine, after effective policy
derivation has resol ved household policy state and any applicable
partici pant-specific inputs.

PPD participant: A device, or a trusted internediary such as a
backend service acting on behalf of a device, that participates in
PPD by retrieving and acknow edgi ng an applicable policy instance.

Policy instance: A specific version or representation of an

effective policy that can be identified for acknow edgnent and
r ecor dkeepi ng.
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Associ ation: The state established when a PPD participant has
retrieved the current applicable effective policy and acknow edged
recei pt of that specific policy instance.

Current association: Association state that still corresponds to the
| at est applicable effective policy for the participant and remains
fresh according to the renewal nodel enforced by the PPD service
endpoi nt ..

Associ ation freshness: The property that an association renmins
within the bounded interval, or before the renewal deadline,
accepted by the PPD service endpoint for treating that association
as current.

Stal e association: Association state that still refers to the |atest
applicabl e effective policy instance, but whose freshness can no
| onger be confirnmed because renewal did not occur within the
bounded i nterval accepted by the PPD service endpoint.

Needs reassociation: A state in which current association cannot be
confirnmed because the applicable effective policy changed,
participant state relevant to effective policy derivation changed,
or enough state was | ost that the existing association no | onger
applies reliably.

Reassoci ati on: The process by which a PPD participant recovers from
stal e associ ati on or a needs-reassociation state and re-
est abl i shes current association

Br oken association: A state in which stored or reported information
is contradictory or inconplete enough that current association
cannot be determ ned reliably.

Pol i cy acknow edgnent: A signal that a PPD participant has received
a specific effective policy instance. A policy acknow edgrment is
not a statenment that the device is conpatible with every policy
termor that the device will behave in a particul ar way.

Net wor k- observed device: A device that is visible to the |oca
networ k through ordi nary network observation but that has not
est abl i shed associ ati on through PPD.

Unmanaged device: A network-observed device that is not known to

participate in PPD or is not currently manageabl e t hrough PPD
associ ati on.
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3. Limtations of Existing Mechanisns

Current mechani sms for nmanagi ng data privacy within the home
envi ronment exhibit limtations.

3.1. Device-specific Configurations

I ndi vi dual devices often enpl oy uni que privacy settings, thereby
compl i cating user managenent of privacy across the entire network.
This conplexity can inadvertently lead to uni ntended data shari ng.

3.2. Ineffective and Unusabl e User Interfaces

Navi gati ng and configuring privacy settings on individual devices can
be a tine-consum ng and frustrating experience for users. These
ineffective interfaces often |l ead users to habitually agree to rel ax
their privacy preferences without fully understanding the
inmplications of their decisions. This fosters a general resignation
towards privacy nmanagenent, making it difficult for users to exert
meani ngful control over their personal data and ultimately

conmprom sing their privacy expectations.

3.3. Relationship to Existing Wrk
3.3.1. DNT and P3P

Protocols |ike Do Not Track (DNT) and Platform for Privacy

Pref erences Project (P3P) have not achi eved wi despread adoption and
have proven inadequate for addressing nuanced privacy needs. These
protocols do not provide the participant-specific policy signaling,
I'ifecycle handling, or home-network operational posture needed here.
They al so do not provide a practical basis for recording that a
participating device or associated service was presented with a
househol d policy instance.

3.3.2. MJD

Manuf act urer Usage Description (MJD) [RFC8520] is the cl osest

exi sting precedent for device-to-hone-network signaling. M is
focused on manufacturer-defined network communi cati on intent
presented to | ocal network infrastructure. PPD addresses a different
probl em househol d-defi ned privacy preference signaling, participant-
specific effective policy presentation, and recordkeepi ng about

whet her a participant was presented with a current househol d policy
instance. The two approaches may conpl enment each other in a

depl oynent, but MJD does not provide the privacy-policy lifecycle or
recor dkeepi ng nodel described here.
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3.3.3. Privacy Vocabul aries and Policy Mdels

Vocabul ary and policy-expression efforts such as the Data Privacy
Vocabul ary (DPV) and ODRL are closer to the content layer than to the
signaling layer. PPD does not attenpt to replace such work with a
new general - purpose ontol ogy or rights | anguage. |nstead, PPD
separates concerns: this architecture defines roles and |ifecycle;
[1-D.draft-dsnul | en- ppd-taxonony] defines the core fields and shared
comput able floor that can map to richer vocabul aries; and
[1-D.draft-dsnul | en-ppd-protocol] defines the participant-facing
signaling path by which an effective household policy is presented
and acknow edged.

4. QOperational Scenarios

This section describes representative operational cases for the
architecture in hone-network environments. The scenarios focus on
di scovery, association, reassociation, and m xed-partici pant
visibility rather than on user-interface details.

4.1. Initial Di scovery and Association

A PPD participant joins the honme network and obtains one or nore
candi date PPD servi ce endpoints through configuration or |oca
networ k di scovery. In a common home depl oynent nodel, the PPD
service endpoint is hosted by a residential gateway or equival ent
hone- network service. Discovery identifies reachability, not
authority. The participant establishes a secure connection to a

sel ected endpoint, confirns that endpoint through the applicable
trust nechanism retrieves the applicable effective policy instance,
and acknow edges receipt of that policy instance. The PPD service
endpoi nt may present policy derived froma |local or renmote policy
authority w thout exposing that internal topology to the participant.
At the end of this process, the participant has established
association if the current applicable effective policy has been
delivered and acknow edged. The PPD service endpoint al so determ nes
the initial freshness state of that association

4.2. Policy Update and Reassoci ation

The househol d policy, or the participant’s effective policy, changes.
The PPD service endpoint inmediately invalidates current association
for the participant. The participant enters a needs-reassociation
state until it retrieves and acknow edges the updated effective
policy instance. This scenario illustrates that association state is
tied to a specific policy instance and not to prior acknow edgnents
al one. Reassoci ation re-establishes current association by
confirmng that the participant has seen the | atest applicable policy

Smul | en & Scri ber Expi res 23 Novenber 2026 [ Page 8]



I nternet-Draft PPDAr ch May 2026

i nst ance.
4.3. Association Freshness Expiry and Renewa

The applicable effective policy instance is unchanged, but the
partici pant does not renew within the bounded interval accepted by
the PPD service endpoint. The association beconmes stale even though
no policy change occurred. The participant no | onger has current
association until it conpletes the required renewal procedure. This
scenari o distinguishes stale association froma needs-reassoci ation
state caused by a changed policy instance.

4.4. Participant State Change

A participant changes in a way that can affect the applicable
effective policy instance, such as a declaration update, capability
change, or other state change relevant to effective policy
derivation. The PPD service endpoint deternines that current

associ ation can no | onger be confirmed using existing state al one.
The participant then retrieves and acknow edges the newly applicable
effective policy instance. This scenario keeps the architecture
focused on policy signaling and recordkeepi ng without assum ng that
every state change requires the sane |ocal handling or transport
behavi or.

4.5. M xed-Participant Network Visibility

A honme network contains both PPD participants and devices that do not
participate in PPD. The household can still use |ocal managenent
functions to distinguish associated participants, participants whose
current association cannot be confirmed, and network-observed or
unmanaged devices. This scenario illustrates that non-participating
devi ces are an expected operational reality. Their presence can

i nformtransparency and | ocal managenent decisions, but it does not
create association or change the baseline signaling role of PPD.

5. Goals
5.1. Enhance User Contro
* Support a household's ability to define privacy preferences that
can be made avail abl e consistently across participating devices
and associ ated servi ces.
* Ensure the househol d does not have to normalize or nmentally

reconcil e each participant’s local privacy vocabulary or
interpretation strategy in order to express those preferences.
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* Provide an architectural basis for recordi ng whether the current

appl i cabl e policy was nade available to a participant.

* Create a reciprocal acknow edgnent nodel in which the household

5. 2.

can retain a record that a participant or associated service was
presented with, and acknow edged, a specific household policy
i nstance.

Promote Interoperability

* Establish a standardi zed nmechani sm for devices from di verse

manuf acturers to di scover PPD service endpoints, retrieve
appl i cabl e privacy policies, and acknow edge policy instances.

* Support consistent association and reassoci ati on behavi or across

5.3.

Smu

het er ogeneous partici pants.

Enable Flexibility

* Al ow depl oynents to place policy storage and effective-policy

derivation locally or renmptely w thout changi ng the baseline
partici pant-facing contract.

* Leave room for depl oynent-specific protocol profiles where
constrai ned environnents or different operational nodels require
them including trusted-internediary participation for devices
that cannot satisfy the m ni mum aut henticated direct-participant
bar .

Facilitate Transparency

* Provide a basis for |ocal nanagenment functions to distinguish
currently associated participants, stale or reassociation-needed
participants, and non-participating devi ces.

* |Inprove visibility into which participants have been presented
with the current applicable policy instance, w thout inplying
enforcenment of device behavior.

Scope

Thi s docunent defines a high-level architectural framework for
Privacy Preference Declaration (PPD) in hone-network environnents.
It focuses on roles, trust boundaries, |ifecycle neaning, and
operational assunptions for maki ng household privacy preferences
avai |l abl e to devices and associ ated servi ces.
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7

7

Thi s docunent does not delve into specific inplenentation details,
such as message formats, data structures, security algorithms, or
user interface design. Furthernore, this docunent does not define
mechani sns that nodi fy device behavior, |legal and regul atory

consi derations, or specific security protocols. Were this docunent
di scusses recordkeeping, that recordkeeping is linmted to signaling
and recordi ng that an applicabl e househol d policy was nade avail abl e
to and acknow edged by a PPD participant. That recordkeeping can
provide a basis for later accountability, audit, or dispute analysis,
but this docunment does not define enforcenent behavior or prove
subsequent conpliance. That boundary is intentional: the
architectural problem addressed here is interoperable preference
signaling and recordkeepi ng across het erogeneous hone depl oynents,
whi | e enforcenent depends on depl oyment -specific control points,
trust nodels, and participant capabilities that cannot be assuned
uniformy at the architectural |ayer

Speci fic nessage formats, transport details, and semantic field
definitions are defined in [I-D.draft-dsnul |l en-ppd-protocol] and
[1-D.draft-dsnul | en-ppd-taxonony].

Architecture Overview
1. Assunptions
Thi s docunent nakes the foll ow ng assunptions:

* Resource Constraints: Participants and hone-network conponents nmay
be constrained in processing power, nenory, or bandw dth. The
architecture therefore favors |ightweight participant-facing
interaction. Where a device cannot satisfy the m ninmm
aut henticated direct-participant bar, this architecture expects
indirect participation through a trusted internediary rather than
weakeni ng the meani ng of direct participation.

* Single User Policy: Each participant is assumed to be governed by
one effective household policy at a tine. Milti-user
reconciliation may be relevant in sone deploynents, but it is
out si de the baseline architecture.

* Endpoint Discovery and Trust: Configuration or |ocal-network
mechani snms can identify candi date PPD service endpoints, but
di scovery al one does not establish authority. The applicable
protocol profile needs a separate way to authenticate the sel ected
endpoint and confirmthat the policy it presents is authoritative
for the participant’s househol d context.
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7.2. Association State and Freshness

This architecture treats the PPD service endpoint as the source of
truth for participant association state. A participant establishes
association when it retrieves and acknow edges a specific applicable
effective policy instance.

Current association exists only when both of the followi ng are true:

* the acknow edged policy instance still corresponds to the | atest
applicable effective policy for that participant; and

* the association remains fresh according to the renewal nodel
enforced by the PPD service endpoint.

If the applicable effective policy instance is unchanged but the
freshness interval expires before renewal, the participant enters
stal e association. |f the applicable effective policy changes, if
participant state relevant to effective policy derivation changes, or
if enough state is lost that the prior association can no |onger be
trusted, the participant enters a needs-reassociation state. In
either case, the participant no | onger has current association

Participant-initiated exchanges provide the renewal or recovery path,
but they are not the source of truth for whether association is
current. The PPD service endpoint determ nes whether a participant
is current, stale, or in needs reassociation

7.3. Discovery and Policy-Authority Boundary

This architecture separates di scovery of a participant-facing service
endpoint fromtrust establishment. A participant may | earn one or
nmor e candi date PPD service endpoints through configuration or |oca
net wor k nmechani sns, but discovery al one does not nmake any candi date
authoritative. Before treating a policy instance as authoritative,
the participant needs the applicable protocol profile to authenticate
the sel ected endpoint and confirmthat it is authorized to present
policy for the househol d context.

The participant-facing contract is the PPD service endpoint, not
direct access to the policy authority. A deploynent nay pl ace
storage, policy conbination, and effective policy derivation behind
that service. Wen the PPD service endpoint and policy authority are
distinct, the deploynment needs to preserve at |east:

* authenticity of the effective policy instance presented to the
partici pant;
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* integrity of policy-instance identifiers and association-freshness
met adat a;

* an unanbi guous bi ndi ng between the sel ected PPD service endpoint
and the policy authority on whose behalf it presents policy.

These are architectural invariants. Participant-facing transport,
met adata confirmation, and security-profile expectations are defined
in [I-D.draft-dsmullen-ppd-protocol], while deployment profiles stil
choose concrete mechani sm detail s.

7.4. Key Conponents

User Interface: A user-friendly interface (e.g., nobile app, web
portal) for creating and nmanagi ng privacy preferences.

PPD Service Endpoint: A participant-facing service through which PPD
participants di scover, retrieve, and acknow edge applicable policy
instances. In a comon home depl oyment nodel, this service is hosted
by a residential gateway or equival ent hone-network service. A
partici pant may | earn candi date PPD service endpoints through
configuration or local network discovery, but it treats a selected
endpoint as authoritative only after the applicable trust mechani sm
succeeds.

Policy Authority: The authoritative source of household policy state
and any inputs used for effective policy derivation. The policy
authority may be local or renbte. A PPD service endpoint can obtain
policy froma policy authority w thout exposing internal storage or
conputation topology to participants. Participants are not required
to discover or conmunicate with the policy authority directly in the
basel i ne architecture.

Ef fective Policy Derivation: The logical function, perforned by or on
behal f of the policy authority, that deternines the applicable policy
i nstance for a participant.

Partici pant Decl arations and Consent Requests: Optional participant

i nputs that can discl ose data-handling declarations or request
consent for uses not covered by baseline policy. These inputs are
distinct fromthe mninal path of policy retrieval and policy

acknow edgnent. \Where a depl oynent exposes a coarse comnparison
result for participant declarations at the protocol boundary, that
result belongs on the declaration path rather than in the effective
policy or policy acknow edgnment objects. That conparison surface is
diagnostic only; it is not a baseline negotiation channel, policy-
rel axati on nmechani sm or homeowner-pronpt path.
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Recor dkeepi ng and Managenent Mechani sns: Depl oynment - speci fic
mechani sms for presenting association state, participant status,
effective policy views, and network-observed devices to the
househol d. Such nmechani snms are not devi ce-behavior requirenments in
the baseline PPD architecture.

7.5. Data Fl ows

This section outlines the high-level interactions between users, PPD
participants, the PPD service endpoint, and the policy authority.

The process begi ns when a househol d defines privacy preferences.
Those preferences may express which types of data may be collected,
under what conditions data may be processed or shared, and which
retention practices are acceptable. User-interface design for

aut horing those preferences is out of scope, as are the detail ed
semantic fields and qualifier famlies used in the policy
representation; those are defined in

[1-D. draft-dsnul | en-ppd-taxonony].

Once created, the preferences are maintained by a policy authority,
which may be |ocal or renote and may include storage, effective-
policy derivation, or both. Wen a new participant joins the hone
network, it obtains one or nore candi date PPD service endpoints

t hrough configuration or |ocal-network nmechanisnms. Discovery
identifies reachabl e candi dates, but does not by itself establish
authority. The participant authenticates a sel ected endpoint
according to the applicable protocol profile, retrieves the
appl i cabl e policy instance, and acknow edges recei pt of that
instance. |n sonme deploynents, the participant is a backend service
associ ated with the device rather than the |ocal device itself.

The participant-facing contract ends at the PPD service endpoint; any
split between that service and the policy authority is internal to
the depl oynment. Were those conponents are distinct, the depl oynent
preserves the authenticity and integrity of the effective policy

i nstance, policy-instance identifier, and freshness netadata
presented t hrough the service endpoint. Participants nay optionally
report declarations at this stage. The service endpoint also
determnes the freshness interval or renewal deadline for the
resulting association state.

If a participant seeks to performactions not permitted under the
baseline policy, it may initiate a consent request workflow. The
desi gn and behavi or of that workflow are out of scope here. Future
speci fications should ensure that consent interactions are clear,
proportionate, and resistant to mani pul ative or fatiguing pronpting.
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Current association is not indefinite. |If the participant does not
renew before the freshness interval expires, the PPD service endpoint
treats the association as stale even if the applicable effective
policy instance is unchanged. Reassociation is required when current
associ ation can no |longer be confirned. This can occur because the
appl i cabl e effective policy changed, participant state relevant to
effective policy derivation changed, the association becane stale, or
enough state was lost that the prior association can no | onger be
trusted. Reassociation re-establishes current association by
retrieving and acknow edging the | atest applicable effective policy

i nstance, or by conpleting the applicable renewal procedure when the
policy instance i s unchanged.

[1-D.draft-dsnul | en- ppd-protocol] defines the participant-facing
message formats, baseline machi ne-readabl e encodi ng, and the way
associ ation freshness is conveyed. This architecture remains linted
to the signaling and recordkeepi ng nmeani ng of those interactions. It
does not define how device behavior is changed by policy, nor how
depl oynent s respond when a partici pant cannot satisfy a given policy.

7.6. Non- PPD and Net wor k- Gbserved Devi ces

Hone networks commonly include devices that do not inplenent PPD
cannot be updated to inplenent PPD, or are visible only through | oca
networ k observation. The architecture treats these devices as
expect ed operational cases rather than exceptional failures.

A local managenent function can classify such devices as network-
observed or unnmanaged based on information available within the hone
network. That classification can i nprove househol d transparency by
showi ng that a device is present even though it has not established
associ ation through PPD. Network observation does not create

associ ation, does not inply that the device has received a household
policy, and does not inply anything about the device' s behavi or

Any | ocal response to unmanaged devi ces, such as notification,
i nventory display, or other network managenment action, is a
depl oynent deci si on outside the baseline PPD signaling architecture.

8. Policy Language

The specific details of the privacy policy | anguage are out of scope
for this docunent. The policy vocabul ary and taxonony of privacy
concepts and attributes are defined in

[1-D. draft-dsnul | en- ppd-taxonony], including the conpact identifier
nodel , the shared conputabl e semantic floor, extension nanespaces,
and t he mappi ng expectations used by

[1-D. draft-dsnul | en- ppd- protocol ]
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8.1. Language Requirenents
*  Human-readabl e: Policies should be easily understandabl e by users.

* Machi ne-readabl e: Policies should be nachi ne-processabl e for
automated interpretation and signaling.

* Extensible: The | anguage shoul d be flexible enough to acconmodat e
evol ving privacy needs and technol ogi es.

* |Internationalization-conpatible: Policies and identifiers used
within them may need to support multilingual environnents and non-
ASCI | characters

To ensure consistent interpretation and conparison of string-based
policy el enments, such as device nanes, |abels, or category identifier
string handling practices should align with the guidelines defined in
[RFC7564]. This is particularly inportant when identifiers or user-
facing |l abels are created, stored, or matched across vendors or
systens that operate in different |ocales or character encodings.

9. Future Wrk

Thi s docunent defines the architectural |ayer for PPD

[1-D. draft-dsnul | en- ppd-protocol] and

[1-D. draft-dsnul | en-ppd-taxonony] define the participant-facing
protocol and shared semantic nodel. The remaining future work is
therefore in adjacent areas that this architecture intentionally
| eaves out of scope.

9.1. Consent Request Workfl ows
The nmechani sm by whi ch devices request additional user consent for
data uses not covered by the baseline policy is out of scope. Future
speci fications shoul d:

* Define clear constraints to prevent mani pul ative or fatiguing
consent flows (e.g., dark patterns).

* Describe consent interactions that are transparent, infrequent,
proportionate, and user-respecting.

* Explore user interface standards or APl affordances to preserve
meani ngf ul choi ce.

This is a sensitive area and needs to bal ance user experience,
privacy expectations, and inplenmentation feasibility.
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9. 2.

Recor dkeepi ng and Local Managenent

This architecture does not define how devices act on privacy policies

or

how departures frompolicy are detected or renmedi ated. Future

wor k may i ncl ude:

*

9.3.

Optional participant status reporting nodel s and devi ce-side
i mpl ement ati on expect ati ons.

Recor dkeepi ng nechani sns for correlating policy delivery and
acknow edgnent records.

State nodel s that distinguish current, stale, and needs-
reassoci ati on partici pant status.

Deconfliction strategies for devices unable to neet all user-
defined constraints.

Depl oynent -1 ocal managenent options, such as notifications or
i nventory displ ay.

User Interface Design

The user-facing interface used to author, nodify, and review privacy
preferences is out of scope. Future design guidance nmay address:

*

9. 4.

User experience design principles for presenting privacy concepts
clearly and accessibly.

Model s for progressive disclosure of policy inpact.

Mul ti-user and househol d-rol e-specific control nodels (e.g.,
parental vs. administrative roles).

Interoperability Testing and Reference |nplenentations

Future work may al so incl ude:

*

*

*

Devel opnent of reference inplenentations of the PPD protocol, PPD
service endpoint, and policy-authority conponents.

Interoperability testing across devices and vendors.

Conf or mance gui deli nes and self-certification procedures.
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10. | ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
11. Internationalization Considerations

In contexts where privacy preferences or taxonony el enments involve
user-facing or vendor-defined string identifiers, additional work may
be required to:

* Define string normalization and conparison rules, particularly for
i nternationalized text.

* Support identifier consistency across diverse vendors and | ocal es.

* Consider alignnment with [ RFC7564] for handling Uni code-aware
identifiers in a secure and interoperabl e way.

12. Security Considerations

For a privacy framework to be effective, it needs to support the
expressi on of user preferences and protect those preferences during
transm ssion, retrieval, and acknow edgnent. This section outlines
safeguards for confidentiality, authenticity, integrity, and netadata
m nim zation during PPD operations.

12.1. Secure Policy D ssem nation

Conmruni cati on between PPD participants and the PPD service endpoint
needs protection agai nst unauthorized access and tanpering. Wen the
PPD service endpoint and policy authority are distinct, deploynents
al so need to preserve policy authenticity and integrity across that
boundary. Discovery mechani snms can identify candi date PPD service
endpoi nts, but discovery alone is not sufficient to establish that an
endpoint is authorized to present househol d policy.
[1-D.draft-dsnul |l en-ppd-protocol] defines explicit participant-facing
security profiles and the accountability properties they need to
provide. Future deploynent profiles still need to identify concrete
crypt ographi ¢ nechani sns, such as encryption and mnutua
authentication, so that legitinmate participants can retrieve privacy
policies and detect nodification. Those deploynent profiles also
need to protect the binding between the authenticated partici pant-
facing service endpoint and the policy state it presents.
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12.

12.

12.

2. Anonynity and Metadata Protection

Even when privacy policies thensel ves do not contain sensitive
personal information, the act of retrieving or acknow edging a policy
can reveal characteristics about the household, such as the types of
devices in use, specific user preferences, or behavioral patterns
over time. [RFC7258] cautions against protocol designs that expose
unnecessary netadata, treating the accumul ati on of such information
as a legitimte technical threat. This framework takes that warning
seriously: netadata exposure during policy retrieval and device
onboardi ng needs to be mnimzed to avoid turning privacy
infrastructure into a new source of privacy | eakage. Concepts from
[ RFCO577] may help informthis effort. [RFCO577] introduces

techni ques for authorization without identification, enabling a
client to prove it is authorized without revealing who it is. Wile
[ RFC9577] is optimzed for pseudonynous web authentication over the
public internet and assunes a centralized token issuer nodel, its
core ideas, particularly around unlinkabl e token presentation, could
be adapted to the PPD protocol to reduce netadata correl ati on and

m nim ze household identifiability during policy exchanges. However,
this needs careful analysis, as the assunptions of [RFC9577] do not
fully align with the goals or context of a |ocal, user-governed hone
net wor k.

3. Policy Integrity

Devi ces need assurance that the policy retrieved is authentic and
unaltered. Integrity protections, such as digital signatures, are
necessary to ensure that users’ preferences cannot be tanpered with
intransit or at rest by other devices, nalicious actors, or

m sconfigurations. |If policy is obtained through a participant-
facing service froma distinct policy authority, integrity
protections also need to cover the policy-instance identifier and any
freshness netadata presented through that service.

4. Device Authentication

Devi ces participating in the privacy framewrk need an authentication
nmodel before accessing the PPD service endpoint. This limts policy
di ssem nation to known, authorized participants and hel ps users

mai ntain trust in the integrity of their hone network's privacy
relationships. |f the PPD service endpoint and policy authority are
distinct, the deploynment also needs a way to preserve the
authenticity of policy state presented through the participant-facing
service. By aligning with the concerns raised in [ RFC7258] and

i ncorporating ideas from[RFC9577] where appropriate, this franmework
seeks to protect users not only fromovert data collection, but also
fromsilent inference and passive netadata surveillance. At the sane
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time, it avoids treating anonynmity as an end in itself. The goal is
to support privacy wth recordkeepi ng, where user-defined preferences
are signal ed consistently, devices are identifiable only as nmuch as
necessary for the exchange, and the user retains visibility into what
occurs within their domain.

12.5. Policy Acknow edgnment and Recor dkeepi ng

PPD participants need a way to acknow edge recei pt of the applicable
privacy policy instance. This acknow edgnent should be recorded and
verifiable so that the household can determ ne which participants
have seen the current policy. The record needs to bind the
participant identity, the acknow edged policy instance, and the tine
or sequence context in which the acknow edgnent was made. For
devices that rely on a backend service, the record also needs to

di stingui sh between acknow edgnent by the |ocal device and

acknow edgnent by the backend service acting on behal f of that
device. This record is inportant because it creates a reciproca
acknow edgnment path. In many current deployments, the househol d user
is asked to acknow edge device or vendor policy terns, but there is
no conparably strong househol d-controll ed record that the participant
was presented with the household' s own privacy policy. An

aut henticated and integrity-protected acknow edgnent record all ows
the household to show that presentation and acknow edgnment occurr ed,
whi ch can support | ater accountability or review even when the
architecture does not define automated enforcenent.
[1-D.draft-dsnul | en- ppd-protocol] defines baseline acknow edgnent
semantics and the protection properties acknow edgnent nechani sns
need to provide. Future deploynent profiles still need concrete
mechani snms that remain practical for constrai ned hone-network
devices. At mininum the sel ected nechani sm needs to provide:

* participant authentication sufficient to bind the acknow edgnent
to the device or backend service that made it;

* policy-instance integrity so that the acknow edged policy can be
i dentified unanbi guously;

* freshness or sequencing so that an old acknow edgnment cannot be
repl ayed as evidence of current association;

* wverifiability sufficient for the acknow edgnent record to function
as a protected receipt of policy presentati on and acknow edgmrent;
and

* away to retain or export the acknow edgnent record without
exposi ng nore househol d netadata than necessary.
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A policy acknow edgnment is not, by itself, an assertion about
subsequent device behavior. Any |ocal response to non-participation
or other |ocal observations is outside the baseline signaling
mechani sm defined by this architecture.
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