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Abst r act

Thi s docunent describes an architecture for signaling household
privacy preferences to devices in home networks through Privacy
Preference Declarations (PPDs). The architecture enables a PPD
participant to discover a PPD service endpoint, establish trust in
that endpoint through the applicable protocol and security profile,
retrieve the applicabl e household policy instance, and acknow edge

recei pt of that policy instance. The acknow edgrment establishes that

a specific policy instance was nmade available to the participant; it
does not, by itself, assert anything about the participant’s
subsequent behavi or.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://drspangl e. gi thub.io/draft-dsmull en-ppd-architecture/draft-

dsmul | en-ppd-architecture. htm. Status information for this docunent

may be found at https://datatracker.ietf.org/doc/draft-dsmnull en-ppd-
architecture/.

Source for this draft and an issue tracker can be found at
https://github. com drspangl e/ draft-dsmnul | en- ppd-architecture.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

The rapid growm h of Internet-connected devices in the hone has

i ntroduced new and often overwhel m ng chal l enges to personal privacy.
Wi |l e many of these devices collect sensitive data by design, the
tools offered to users to understand or control that collection are
fragmented, confusing, or entirely absent. \When privacy settings do
exist, they are often buried in obscure nenus, expressed in |legal or
techni cal jargon, and lack the contextual clarity needed to support
meani ngf ul deci si on- naki ng.

The result is a fragnmented operational nodel. Users nust nanage
privacy through device-specific controls that vary widely in quality
and semantics, while device vendors and service providers often

i mpl ement i sol ated nmechani sms with no commopn way to convey househol d
privacy preferences across devices. This lack of a shared signaling
nmodel mekes it difficult for househol ds to understand which devices
have been presented with which privacy expectations, and it nakes

i nt eroper abl e depl oynent harder for inplenenters

[ RFC7258] franes nmass data collection as a technical threat, urging
protocol designers to limt exposure through encryption and data
mnimzation. Wile this principle is crucial in adversarial,

i nternet-scal e contexts, the nodel proposed in this docunent takes a
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di fferent approach: rather than hiding data flows, it seeks to govern
them Privacy here is not achi eved by making devices blind, but by
maki ng user-defined preferences visible to devices and associ at ed
services

This use of privacy is related to, but distinct from the privacy
gui dance in [RFC6973], which enphasizes reduced observability,
linkability, and identifiability in protocol design. Those
properties remain inportant, but PPD focuses on a different hone-
network problem a user needs a consistent way to express househol d
privacy preferences and to know that those preferences were nade
availabl e to participating devices or associated services. This
docunent is also aligned with the user-agency goals described in

[ RFC8280], but it is narrower and nore operational. It describes an
architecture for privacy-preference signaling and recordkeepi ng, not
a general framework for human-rights analysis or for constraining
devi ce behavior. Home networks are a significant and operationally
i mportant 10T environnment. They comonly place a | oca

admi ni strative boundary around | arge nunbers of devices, many with
limted or no end-user interface, making thema concrete target for a
privacy-preference signaling architecture. 1In this architecture,

di scovery identifies candidate participant-facing service endpoints.
Trust in a selected endpoint, and in the policy instances it
presents, is established separately through the applicable protoco
and security mechani snms rather than by discovery alone. This also
addresses an asymmetry common in current deployments: the househol d
user is often required to acknow edge devi ce- or vendor-defined
terns, while the household has no conparable way to record that a
participating device or associated service was presented with the
househol d’ s privacy policy. PPD introduces a reciprocal signaling
path in which presentation and acknow edgnent of a household policy
i nstance can be recorded by the household domain. The objective is
to provide a coherent architectural basis for devices and associ ated
services to retrieve, acknow edge, and keep current w th househol d
privacy preferences within that administrative donain.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

The terns bel ow define both protocol roles and core concepts used by
this architecture. The definitions of privacy, transparency, and
user control are included here because they describe the conceptua
scope of PPD rather than separate protocol nechanisns.
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2.1. Termi nol ogy

Privacy: In this docunent, the ability of users to understand and
shape how data about them their household, or their hone
environment is collected, used, retained, and shared by devices
and associ ated servi ces.

Transparency: The property that data practices are made visible and
under st andabl e to the user, including what data is collected, how
it is processed, where it is shared, and what policy preferences

appl y.

User control: The ability of a user or household to define privacy
pref erences and make those preferences visible to devices or
associ ated services in a consistent and actionabl e way.

Privacy Preference Declaration (PPD): A structured expression of
househol d privacy preferences that can be di scovered, retrieved,
and acknow edged by PPD partici pants.

PPD service endpoint: A participant-facing service, and the baseline
di scovery target for participants, through which a PPD partici pant
di scovers, retrieves, and acknow edges applicable policy
i nst ances.

Policy authority: The authoritative source of household policy state
and of any inputs used to derive an effective policy for a
participant. The policy authority may be | ocal or renote.
Participants are not required to discover or address the policy
authority directly in the baseline architecture.

Househol d policy: A policy selected or maintained for a home network
that represents the househol d’ s privacy preferences.

Ef fective policy derivation: The logical function, perfornmed by or
on behalf of the policy authority, that determ nes the effective
policy instance for a participant.

Ef fective policy: The policy instance that applies to a particul ar
PPD participant at a particular tine, after effective policy
derivation has resol ved household policy state and any applicable
partici pant-specific inputs.

PPD participant: A device, or a backend service acting on behal f of
a device, that participates in PPD by retrieving and acknow edgi ng
an applicable policy instance.

Policy instance: A specific version or representation of an
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effective policy that can be identified for acknow edgnent and
r ecor dkeepi ng.

Associ ation: The state established when a PPD partici pant has
retrieved the current applicable effective policy and acknow edged
recei pt of that specific policy instance.

Current association: Association state that still corresponds to the
| atest applicable effective policy for the participant and remains
fresh according to the renewal nodel enforced by the PPD service
endpoi nt.

Associ ation freshness: The property that an association remains
within the bounded interval, or before the renewal deadli ne,
accepted by the PPD service endpoint for treating that association
as current.

Stal e association: Association state that still refers to the | atest
appl i cable effective policy instance, but whose freshness can no
| onger be confirmed because renewal did not occur within the
bounded interval accepted by the PPD service endpoint.

Needs reassociation: A state in which current association cannot be
confirnmed because the applicable effective policy changed,
participant state relevant to effective policy derivation changed,
or enough state was | ost that the existing association no | onger
applies reliably.

Reassoci ation: The process by which a PPD participant recovers from
stal e associ ation or a needs-reassoci ation state and re-
establ i shes current association

Br oken association: A state in which stored or reported information
is contradictory or inconplete enough that current association
cannot be determ ned reliably.

Pol i cy acknow edgnment: A signal that a PPD participant has received
a specific effective policy instance. A policy acknow edgrment is
not a statenment that the device is conpatible with every policy
termor that the device will behave in a particul ar way.

Net wor k- observed device: A device that is visible to the |oca
network through ordinary network observation but that has not
est abl i shed associ ati on through PPD.

Unmanaged device: A network-observed device that is not known to

participate in PPD or is not currently manageabl e through PPD
associ ation.
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3. Limtations of Existing Mechanisns

Current mechani sms for nmanagi ng data privacy within the home
envi ronment exhibit limtations.

3.1. Device-specific Configurations

I ndi vi dual devices often enpl oy uni que privacy settings, thereby
compl i cating user managenent of privacy across the entire network.
This conplexity can inadvertently lead to uni ntended data shari ng.

3.2. Ineffective and Unusabl e User Interfaces

Navi gati ng and configuring privacy settings on individual devices can
be a tine-consum ng and frustrating experience for users. These
ineffective interfaces often |l ead users to habitually agree to rel ax
their privacy preferences without fully understanding the
inmplications of their decisions. This fosters a general resignation
towards privacy nmanagenent, making it difficult for users to exert
meani ngful control over their personal data and ultimately

conmprom sing their privacy expectations.

3.3. DNT and P3P

Protocols like Do Not Track (DNT) and Platformfor Privacy
Preferences Project (P3P) have not achi eved w despread adoption and
have proven inadequate for addressing nuanced privacy needs. These
protocols lack the granularity required to express fine-grained user
preferences and may not effectively prevent unintended data
collection or sharing. For instance, consider a smart security
camera within a home network. While DNT or P3P can signal a user’s
general preference not to be tracked or share data, they do not
enabl e users to specify detailed privacy settings, such as allow ng
the canera to record video but not audio, or restricting data sharing
to only within the hone network. Users need nore precise contro
options to manage their privacy effectively and communi cate their
preferences across different devices and contexts. These
limtations, coupled with the increasing conplexity of the IoT
ecosystem hinder the effective exercise of user control over their
data within the hone environment and pose a significant threat to
user privacy.

4. Operational Scenarios
This section describes representative operational cases for the
architecture in hone-network environments. The scenarios focus on

di scovery, association, reassociation, and ni xed-partici pant
visibility rather than on user-interface details.
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4.1. Initial Discovery and Association

A PPD participant joins the home network and obtains one or nore
candi date PPD service endpoints through configuration or |oca
network di scovery. In a commobn honme depl oynent nodel, the PPD
service endpoint is hosted by a residential gateway or equival ent
hone- network service. Discovery identifies reachability, not
authority. The participant establishes a secure connection to a

sel ected endpoint, confirnms that endpoint through the applicable
trust nmechanism retrieves the applicable effective policy instance,
and acknow edges receipt of that policy instance. The PPD service
endpoi nt nay present policy derived froma |local or renpote policy
authority w thout exposing that internal topology to the participant.
At the end of this process, the participant has established
association if the current applicable effective policy has been
del i vered and acknow edged. The PPD service endpoi nt al so deterni nes
the initial freshness state of that association

4.2. Policy Update and Reassoci ation

The househol d policy, or the participant’s effective policy, changes.
The PPD service endpoint imediately invalidates current association
for the participant. The participant enters a needs-reassoci ation
state until it retrieves and acknow edges the updated effective
policy instance. This scenario illustrates that association state is
tied to a specific policy instance and not to prior acknow edgnments
al one. Reassoci ation re-establishes current association by
confirmng that the participant has seen the | atest applicable policy
i nst ance.

4.3. Association Freshness Expiry and Renewa

The applicable effective policy instance is unchanged, but the
partici pant does not renew within the bounded interval accepted by
the PPD service endpoint. The association becones stal e even though
no policy change occurred. The participant no | onger has current
association until it conpletes the required renewal procedure. This
scenari o distinguishes stale association from a needs-reassoci ation
state caused by a changed policy instance.

4.4. Participant State Change

A participant changes in a way that can affect the applicable
effective policy instance, such as a declaration update, capability
change, or other state change relevant to effective policy
derivation. The PPD service endpoint deternines that current

associ ation can no | onger be confirned using existing state al one.
The participant then retrieves and acknow edges the newy applicable
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effective policy instance. This scenario keeps the architecture
focused on policy signaling and recordkeepi ng wit hout assum ng that
every state change requires the sanme | ocal handling or transport
behavi or .

M xed-Participant Network Visibility

A home network contains both PPD participants and devices that do not
participate in PPD. The household can still use |ocal managenent
functions to distinguish associated participants, participants whose
current association cannot be confirned, and network-observed or
unmanaged devices. This scenario illustrates that non-participating
devi ces are an expected operational reality. Their presence can

i nformtransparency and | ocal managenent deci sions, but it does not
create association or change the baseline signaling role of PPD.

Goal s
Enhance User Contro
* Support a household' s ability to define privacy preferences that
can be made avail abl e consistently across participating devices

and associ at ed servi ces.

* Provide an architectural basis for recordi ng whether the current
appl i cabl e policy was nade available to a participant.

* Create a reciprocal acknow edgnent nodel in which the household
can retain a record that a participant or associated service was
presented with, and acknow edged, a specific household policy
i nstance.

Promote Interoperability
* Establish a standardi zed nmechani sm for devices fromdiverse
manufacturers to di scover PPD service endpoints, retrieve

appl i cabl e privacy policies, and acknow edge policy instances.

* Support consistent association and reassoci ati on behavi or across
het er ogeneous partici pants.

Enable Flexibility
* Al ow depl oynents to place policy storage and effective-policy

derivation locally or renmptely w thout changi ng the baseline
partici pant-facing contract.
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* Leave room for depl oynent-specific protocol profiles where
constrai ned environnents or different operational nodels require
t hem

5.4. Facilitate Transparency

* Provide a basis for |ocal managenment functions to distinguish
currently associated participants, stale or reassociation-needed
partici pants, and non-participating devices.

* |Inprove visibility into which participants have been presented
with the current applicable policy instance, wi thout inplying
enforcement of device behavior

6. Scope

Thi s docunent focuses on defining a high-level architectural
framework for a Privacy Preference Declaration (PPD) protoco
specifically designed for home network environments. This docunent
concentrates on the conceptual framework, key architectura
components, and fundanmental principles for enabling users to express
privacy preferences and signal those preferences to devices within
their hone networks.

Thi s docunent does not delve into specific inplenentation details,
such as message formats, data structures, security algorithms, or
user interface design. Furthernore, this docunent does not define
mechani sns that nodi fy device behavior, |legal and regul atory

consi derations, or specific security protocols. Wuere this docunent
di scusses recordkeeping, that recordkeeping is linmted to signaling
and recording that an applicabl e household policy was nade avail abl e
to and acknow edged by a PPD participant. That recordkeeping can
provide a basis for later accountability, audit, or dispute analysis,
but this docunment does not define enforcenent behavior or prove
subsequent conpl i ance.

Specific inplenmentation details and nessage formats are expected to
be addressed in compani on specifications. This docunment ains to be
compl enentary to existing and future standards related to hone
networ ki ng, 10T security, and data privacy.

Thi s docunent provides the foundation for subsequent work, including:
* Privacy Preference Decl arati on Taxonony: This docunent will define
a taxonony of privacy preference categories and attributes,

i ncluding a nmechanismfor registration and nanagenent of these
cat egori es.
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7

7.1

Privacy Preference Declaration Protocol Specification: This
docunent is expected to specify the message formats, data
structures, and comunication procedures for the PPD protocol,

i ncl udi ng mechani sns for PPD service endpoint discovery, policy
retrieval, policy acknow edgnent, participant resynchronization,
and optional participant status reporting.

Architecture Overvi ew

Assunpt i ons

Thi s docunent nakes the follow ng assunptions:

*

User Control: It is assuned that users have a reasonabl e | evel of
control over their hone network infrastructure. This includes the
ability to configure routers, install software updates, and nmanage
devi ce access to the network. This control is essential for users
to effectively manage their privacy preferences and make them
avail able to devices within their hone network.

Resource Constraints: It is assunmed that the hone network

envi ronnment and devi ces operating therein have resource
limtations, such as linited processing power and bandw dth. W
limt this assunption by considering that the PPD protocol and its
associ at ed nmechani sns shoul d be designed with these constraints in
m nd, mninzing overhead and ensuring efficient operation even on
resour ce-constrai ned devi ces.

Security Considerations: It is assunmed that hone networks in scope
of this docunent are susceptible to typical security threats,
including insider threats (or non-nalicious msconfiguration) and
vulnerability to local attacks. W limt this assunption by
considering specific security threats to protect user privacy and
the integrity of the privacy policy. This includes considerations
for secure policy dissemnation, device authentication, and
protection agai nst unaut horized access and nodification of privacy
pr ef er ences.

Single User Policy: This document assunes that each device

i npl ementing the protocol is governed by a single, unified privacy
policy defined by its primary user. Wile other individuals
within the sane physical environnent (e.g., household) may have
different privacy preferences, the protocol is designed with the
expectation that a device or associated service can receive the
policy established by its primary user. Future extensions could
expl ore mechani sns for nmanagi ng and reconciling nultiple user-
defined policies on a single device, particularly in shared or

mul ti-user environments.
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7

2

Endpoi nt Di scovery and Trust: It is assuned that configuration or
| ocal network mechani sms can identify one or nore candi date PPD
service endpoints for a participant. D scovery al one does not
establish that an endpoint is authoritative for household policy.
The applicable protocol profile needs a separate way to

aut henticate the sel ected endpoint and confirmthat policy
presented through that endpoint is authoritative for the

partici pant’ s househol d context.

Policy Signaling: It is assuned that PPD participants can retrieve
the applicabl e household privacy policy through a PPD service
endpoi nt and acknow edge recei pt of that policy instance. This
acknow edgnent forns the basis of association. It is a receipt
signal only; it does not assert that the participant is conpatible
with every policy termor that it will behave in a particul ar way.
Current association al so depends on associ ati on freshness as
determ ned by the PPD service endpoint.

Associ ation Freshness: It is assumed that current association
expires unless the participant renews within a bounded interva
accepted by the PPD service endpoint. Participant-initiated
exchanges provide the renewal or recovery path, but the PPD
service endpoint renmains the source of truth for whether
association is current, stale, or in a needs-reassociation state.

Local Recordkeeping: At a mininmum the architecture enables the
househol d to know whi ch PPD partici pants have acknow edged t he
current applicable policy. Deploynent-specific responses to
participants that do not acknow edge policy, or to devices that do
not participate in PPD, are |ocal managenent decisions and are
out si de the baseline signaling function defined here.

Associ ation State and Freshness

This architecture treats the PPD service endpoint as the source of
truth for participant association state. A participant establishes
associ ation when it retrieves and acknow edges a specific applicable
ef fective policy instance.

Current association exists only when both of the followi ng are true:

t he acknow edged policy instance still corresponds to the |atest
applicable effective policy for that participant; and

the association remains fresh according to the renewal node
enforced by the PPD service endpoint.
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If the applicable effective policy instance is unchanged but the
freshness interval expires before renewal, the participant enters
stal e association. |If the applicable effective policy changes, if
participant state relevant to effective policy derivation changes, or
if enough state is lost that the prior association can no |onger be
trusted, the participant enters a needs-reassociation state. In
either case, the participant no | onger has current association

Participant-initiated exchanges provide the renewal or recovery path,
but they are not the source of truth for whether association is
current. The PPD service endpoint determ nes whether a participant
is current, stale, or in needs reassociation

7.3. Discovery and Policy-Authority Boundary

This architecture separates di scovery of a participant-facing service
endpoint fromtrust establishment. A participant may | earn one or
nmor e candi date PPD service endpoints through configuration or |oca
net wor k mechani sns, but di scovery al one does not nake any candi date
authoritative. Before treating a policy instance as authoritative,
the partici pant needs the applicable protocol profile to authenticate
the selected endpoint and confirmthat it is authorized to present
policy for the househol d context.

The participant-facing contract is the PPD service endpoint, not
direct access to the policy authority. A deploynent nmay pl ace
storage, policy conbination, and effective policy derivation behind
that service. Wen the PPD service endpoint and policy authority are
distinct, the deploynment needs to preserve at |east:

* authenticity of the effective policy instance presented to the
partici pant;

* integrity of policy-instance identifiers and association-freshness
met adat a;

* an unanbi guous bi ndi ng between the sel ected PPD servi ce endpoi nt
and the policy authority on whose behalf it presents policy.

These are architectural invariants. The specific transport, netadata
confirmation, and cryptographic nechanisns are left to future
protocol specifications.

7.4. Key Conponents

User Interface: A user-friendly interface (e.g., nobile app, web
portal) for creating and nmanagi ng privacy preferences.
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PPD Service Endpoint: A participant-facing service through which PPD
partici pants di scover, retrieve, and acknow edge applicable policy
instances. In a comon home depl oyment nodel, this service is hosted
by a residential gateway or equival ent hone-network service. A
participant may | earn candi date PPD service endpoi nts through
configuration or |ocal network discovery, but it treats a selected
endpoint as authoritative only after the applicable trust mechani sm
succeeds.

Policy Authority: The authoritative source of household policy state
and any inputs used for effective policy derivation. The policy
authority may be local or renbte. A PPD service endpoint can obtain
policy froma policy authority w thout exposing internal storage or
comput ation topology to participants. Participants are not required
to di scover or communicate with the policy authority directly in the
basel i ne architecture.

Ef fective Policy Derivation: The logical function, perforned by or on
behal f of the policy authority, that determnines the applicable policy
instance for a participant.

Partici pant Decl arations and Consent Requests: Optional participant
i nputs that can disclose data-handling declarations or request
consent for uses not covered by baseline policy. These inputs are
distinct fromthe mninmal path of policy retrieval and policy
acknow edgmnent .

Recor dkeepi ng and Managenment Mechani sns: Depl oynent -specific
mechani sns for presenting association state, participant status,

ef fective policy views, and network-observed devices to the
househol d. Such mechani snms are not devi ce-behavi or requirenments in
the baseline PPD architecture.

7.5. Data Fl ows

This section outlines the high-level data interactions between users,
PPD participants, the PPD service endpoint, and the policy authority
in the Privacy Preference Declaration (PPD) framework. It describes
how privacy preferences are defined by users, nmade available to
participants, and used as the basis for signaling and recordkeeping
in a hone network environment.

The process begi ns when a user defines a set of privacy preferences
that apply to their household. These preferences may express rules
such as which types of data may be coll ected, under what conditions
data may be processed or shared, or which retention practices are
acceptable. The design of the user interface used to author these
preferences, including its presentation, usability, or input

Smul | en & Scri ber Expi res 8 Novenber 2026 [ Page 14]



I nternet-Draft PPDAr ch May 2026

modal ities, is out of scope for this docunent, and will be addressed
separately. Likew se, the underlying vocabul ary and structure of the
privacy preferences, including data categories and associ ated
constraints, is specified in (Privacy Preference Declaration
Taxonony) .

Once created, the user’s preferences are naintained by a policy
authority, which may reside locally on a networked controller or be
accessi bl e through other trusted infrastructure. The policy
authority may include storage, effective policy derivation, or both.
When a new device joins the home network, it initiates an onboardi ng
process during which it obtains one or nore candi date PPD service
endpoi nts through configuration or |ocal network mechani sms.

Di scovery identifies reachabl e candi dates, but does not by itself
establish that any candidate is authoritative for household policy.
The participant then establishes a secure channel to a sel ected
endpoi nt and aut henticates that endpoint according to the applicable
protocol profile before retrieving policy. Follow ng onboarding, the
PPD partici pant perfornms association, which involves retrieving the
househol d privacy policy and acknow edgi ng recei pt of the applicable
policy instance. |In sone deploynents, the participant is a backend
service associated with the device rather than the | ocal device
itself. The PPD service endpoint may present policy derived froma
| ocal or renote policy authority wi thout exposing that interna
topology to the participant. The participant-facing contract ends at
the PPD service endpoint; any split between that service and the
policy authority is internal to the deployment. Were those
conponents are distinct, the deploynent preserves the authenticity
and integrity of the effective policy instance, policy-instance
identifier, and freshness netadata presented through the service
endpoint. Devices may optionally report their data handling
declarations to the PPD service endpoint at this stage. The PPD
service endpoint also determ nes a freshness interval or renewa
deadline for the resulting association state.

If a device seeks to performactions not permtted under the baseline
policy, for exanple, collecting or sharing data beyond what the user
has authorized, it may initiate a consent request workflow  However,
the design and behavi or of this consent nechanismis explicitly out
of scope for this docunent. |nappropriate or poorly designed consent
flows, such as those that involve excessive pronpting, amnbiguous

| anguage, or m sl eading options, can inadvertently pressure users
into accepting data practices that conflict with their preferences.
Even wi thout malicious intent, these experiences may degrade trust
and | ead to outcones inconsistent with user expectations. Future
speci fications should describe consent interactions that are clear,
proportionate, and respectful, hel ping users nake i nformed decisions
wi thout friction or fatigue.
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Current association is not indefinite. |If the participant does not
renew before the freshness interval expires, the PPD service endpoint
treats the association as stale even if the applicable effective
policy instance is unchanged. Reassociation is required when current
association can no |onger be confirned for a participant. This can
occur because the applicable effective policy changed, because
participant state relevant to effective policy derivation changed,
because the associ ati on becane stale, or because enough state was

|l ost that the prior association can no |onger be trusted.

Reassoci ation re-establishes current association by retrieving and
acknow edgi ng the |l atest applicable effective policy instance, or by
conmpl eting a renewal procedure defined by the applicable protocol
profile when the policy instance is unchanged. Devices are not
expected to re-collect consent for data uses already covered by

exi sting, valid consent.

To support straightforward i npl enentati on and debuggi ng, future
protocol work shoul d define a sinple nmachi ne-readabl e representation
for privacy policies, declarations, and acknow edgnent state. JSON
is a practical baseline encoding for the architecture and for many
constrai ned hone-network depl oyments. More conpact encodi ngs can be
considered later if a specific deploynent profile denonstrates a need
for them

Future protocol specifications also need to define how associ ation
freshness is conveyed, including whether the protocol uses bounded
renewal intervals, explicit renewal deadlines, or equival ent |ease-
style semantics. Those specifications need to distinguish stale
associ ation from needs-reassoci ati on states caused by policy or
partici pant-state changes

It is inportant to note that the baseline requirenent under this
architecture is limted to discovery, retrieval, acknow edgment, and
any renewal needed to maintain current association for the user’s
privacy policy. These actions provide a signaling and recordkeepi ng
mechani sm for establishing that the current applicable policy was
made available to the participant. However, this docunent does not
define how devi ce behavior is changed by the policy, nor does it
specify how to handl e cases where a device cannot fully satisfy a
given policy. These aspects, including optional status reporting,
conflict resolution, or auditing, nmay be addressed in future work.

Finally, while this docunent defines the overall data flow and

i nteraction sequence, it does not define nessage formats,

communi cati on protocol details, or consent interface specifications.
These el enents will be specified in a conpani on docunent, (Privacy
Preference Decl arati on Protocol Specification).
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Non- PPD and Net wor k- Gbser ved Devi ces

Honme networ ks commonly include devices that do not inplenment PPD
cannot be updated to inplenent PPD, or are visible only through |oca
net wor k observation. The architecture treats these devices as
expect ed operational cases rather than exceptional failures.

A |l ocal managenent function can classify such devices as network-
observed or unnmanaged based on information available within the hone
network. That classification can inprove househol d transparency by
showi ng that a device is present even though it has not established
associ ation through PPD. Network observation does not create

associ ation, does not inply that the device has received a househol d
policy, and does not inply anything about the device’'s behavior.

Any | ocal response to unnmanaged devi ces, such as notification,
i nventory display, or other network nanagenent action, is a
depl oynent deci sion outside the baseline PPD signaling architecture.

Pol i cy Language

The specific details of the Privacy Policy Language, including its
syntax, structure, and extensibility nechanisns, are considered out
of scope for this docunent, which focuses on the overall framework
The Privacy Policy Language, along with a taxonony of privacy
concepts and attributes, is expected to be defined in a separate
docunent, the "Privacy Preference Declaration Taxonomy", allow ng for
nore detailed exploration and devel opnent of this conponent of the
PPD f r amewor k

Language Requirenents
*  Human-readabl e: Policies should be easily understandabl e by users.

* Machi ne-readabl e: Policies should be nachi ne-processabl e for
automated interpretation and signaling.

* Extensible: The | anguage shoul d be flexible enough to acconmodat e
evol ving privacy needs and technol ogi es.

* |Internationalization-conpatible: Policies and identifiers used

within them may need to support multilingual environnents and non-
ASClI | characters
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To ensure consistent interpretation and conparison of string-based
policy elenents, such as device names, |abels, or category identifier
string handling practices should align with the guidelines defined in
[ RFC7564]. This is particularly inportant when identifiers or user-
facing |l abels are created, stored, or matched across vendors or
systens that operate in different |ocales or character encodings.

8.2. Proposed Approach

Consi der | everagi ng existing privacy policy | anguages (e.g., P3P) or
drawi ng | essons from privacy | abeling systens used in nodern
application ecosystens--such as Apple’'s App Privacy Labels and
Googl e’ s Data Safety section for Android apps. Wile these
approaches are not protocols per se, they denonstrate how structured,
decl arative privacy netadata can be conmuni cated to users and systens
in a consistent way.

Alternatively, a new, concise, and user-friendly privacy policy

| anguage may be devel oped specifically for the PPD framework. One
possibility is to define an internediate representation--simlar in
spirit to the internediate representation used in conpilers such as
LLVM -that captures the fundamental privacy constraints and

regul atory considerations (e.g., from GDPR, CCPA) in a nachine-
readable form This representation woul d support autonated
interpretation while being straightforward to translate into human-
readabl e | anguage.

Future specifications should al so define guidance for how string

identifiers--such as device roles, policy tags, or consent status
| abel s--are formatted, conpared, and stored, to avoid anbiguities
across systens. In contexts where internationalized strings are

i nvol ved, alignnent with [ RFC7564] shoul d be considered to ensure
interoperability and consi stency.

9. Future Wrk

Thi s docunent defines an architectural framework for enabling users
to express privacy preferences and signal those preferences within
hone network environments. Several aspects critical to a fully
operational inplenentation are intentionally left out of scope here
and are expected to be addressed in future specifications or
conpani on docunents.

9.1. Policy Taxonony and Senantics

A separate docunent, tentatively titled "Privacy Preference
Decl aration Taxonony", will define:
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9.

9.

*

*

*

A common vocabul ary and set of categories for expressing privacy
pr ef er ences.

Attributes and semantics for data types, sharing constraints, and
processi ng conditions.

An extensibility nmodel for incorporating future data types and
pol i cy di mensi ons.

Thi s taxonony is foundational for consistent policy interpretation
across het erogeneous devi ces and vendors.

2.

Prot ocol Specification and Message Fornmats

A compani on docunent, "Privacy Preference Declaration Protoco
Specification", is expected to define:

*

3.

Message formats for device onboarding, policy retrieval, policy
acknow edgnment, participant resynchronization, and optiona
partici pant status reporting.

Optional nechanisns for consent request flows.

Di scovery profiles, |ightweight netadata confirnmation, and trust-
establ i shment bi ndings for PPD service endpoints.

Transport-1ayer considerations, service authentication, and
policy-authority trust expectations.

Associ ation freshness senmantics, including how renewal intervals
or deadlines are conveyed and how stal e association is
di stingui shed from needs-reassoci ati on states.

Basel i ne encodi ng expectations for structured data, with JSON as a
practical starting point and nore conpact encodi ngs reserved for
depl oynent profiles that need t hem

Consent Request Workfl ow Design Specifications

The nechani sm by which devices request additional user consent for
data uses not covered by the baseline policy is out of scope.
However, future specifications shoul d:

*

Define clear constraints to prevent manipul ative or fatiguing
consent flows (e.g., dark patterns)

Descri be consent interactions that are transparent, infrequent,
proportionate, and user-respecting.
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* Explore user interface standards or APl affordances to preserve
meani ngf ul choi ce.

This is a particularly sensitive area and nust bal ance user
experience, privacy expectations, and inplenentation feasibility.

9.4. Recordkeeping and Local Managenent
This architecture does not define how devices act on privacy policies
or how departures frompolicy are detected or renediated. The
baseline function is signaling: a participant can receive an
appl i cabl e househol d policy and acknow edge that policy instance.
Future work may incl ude:

* (Optional participant status reporting nodel s and devi ce-side
i mpl ement ati on expect ati ons.

* Recor dkeepi ng nechani sns for correlating policy delivery and
acknow edgnment records.

* State nodel s that distinguish current, stale, and needs-
reassoci ati on partici pant status.

* Deconfliction strategies for devices unable to neet all user-
defined constraints.

*  Depl oynment -1 ocal managenent options, such as notifications or
i nventory displ ay.

9.5. User Interface Design Specifications

The user-facing interface used to author, nodify, and review privacy
preferences is out of scope. Future design guidance nmay address:

* User experience design principles for presenting privacy concepts
clearly and accessibly.

* Mbdels for progressive disclosure of policy inpact.

* Milti-user and househol d-rol e-specific control nodels (e.g.,
parental vs. adnministrative roles).

9.6. Interoperability Testing and Reference | nplenmentations
Future work may al so incl ude:

* Devel opnent of reference inplenmentations of the PPD protocol, PPD
service endpoint, and policy-authority conponents.

Smul | en & Scri ber Expi res 8 Novenber 2026 [ Page 20]



I nternet-Draft PPDAr ch May 2026

10.

11.

12.

12.

* Interoperability testing across devices and vendors.

* Conformance guidelines and self-certification procedures.
I ANA Consi derations

Thi s docurment has no | ANA acti ons.
Internationalization Considerations

In contexts where privacy preferences or taxonony el enents involve
user-facing or vendor-defined string identifiers, additional work may
be required to:

* Define string normalization and conparison rules, particularly for
internationalized text.

* Support identifier consistency across diverse vendors and | ocal es.

* Consider alignment with [ RFC7564] for handling Uni code-aware
identifiers in a secure and interoperabl e way.

Security Considerations

For a privacy framework to be effective, it needs to support the
expressi on of user preferences and protect those preferences during
transm ssion, retrieval, and acknow edgnent. This section outlines
safeguards for confidentiality, authenticity, integrity, and netadata
m nim zation during PPD operations.

1. Secure Policy D ssem nation

Conmruni cati on between PPD participants and the PPD service endpoint
needs protection against unauthorized access and tanpering. Wen the
PPD service endpoint and policy authority are distinct, deploynents
al so need to preserve policy authenticity and integrity across that
boundary. Discovery mechani snms can identify candi date PPD service
endpoi nts, but discovery alone is not sufficient to establish that an
endpoint is authorized to present household policy. Future protoco
specifications need to identify appropriate cryptographi c nechani sns,
such as encryption and nutual authentication, so that legitimte
participants can retrieve privacy policies and detect nodification
Those specifications also need to protect the binding between the

aut henti cated partici pant-facing service endpoint and the policy
state it presents.

Smul | en & Scri ber Expi res 8 Novenber 2026 [ Page 21]



I nternet-Draft PPDAr ch May 2026

12.

12.

12.

2. Anonynity and Metadata Protection

Even when privacy policies thensel ves do not contain sensitive
personal information, the act of retrieving or acknow edging a policy
can reveal characteristics about the household, such as the types of
devices in use, specific user preferences, or behavioral patterns
over time. [RFC7258] cautions against protocol designs that expose
unnecessary netadata, treating the accumul ati on of such information
as a legitimte technical threat. This framework takes that warning
seriously: netadata exposure during policy retrieval and device
onboardi ng needs to be mnimzed to avoid turning privacy
infrastructure into a new source of privacy | eakage. Concepts from
[ RFCO577] may help informthis effort. [RFCO577] introduces

techni ques for authorization without identification, enabling a
client to prove it is authorized without revealing who it is. Wile
[ RFC9577] is optimzed for pseudonynous web authentication over the
public internet and assunes a centralized token issuer nodel, its
core ideas, particularly around unlinkabl e token presentation, could
be adapted to the PPD protocol to reduce netadata correl ati on and

m nim ze household identifiability during policy exchanges. However,
this needs careful analysis, as the assunptions of [RFC9577] do not
fully align with the goals or context of a |ocal, user-governed hone
net wor k.

3. Policy Integrity

Devi ces need assurance that the policy retrieved is authentic and
unaltered. Integrity protections, such as digital signatures, are
necessary to ensure that users’ preferences cannot be tanpered with
intransit or at rest by other devices, nalicious actors, or

m sconfigurations. |If policy is obtained through a participant-
facing service froma distinct policy authority, integrity
protections also need to cover the policy-instance identifier and any
freshness netadata presented through that service.

4. Device Authentication

Devi ces participating in the privacy framewrk need an authentication
nmodel before accessing the PPD service endpoint. This limts policy
di ssem nation to known, authorized participants and hel ps users

mai ntain trust in the integrity of their hone network's privacy
relationships. |f the PPD service endpoint and policy authority are
distinct, the deploynment also needs a way to preserve the
authenticity of policy state presented through the participant-facing
service. By aligning with the concerns raised in [ RFC7258] and

i ncorporating ideas from[RFC9577] where appropriate, this franmework
seeks to protect users not only fromovert data collection, but also
fromsilent inference and passive netadata surveillance. At the sane
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time, it avoids treating anonynmity as an end in itself. The goal is
to support privacy wth recordkeepi ng, where user-defined preferences
are signal ed consistently, devices are identifiable only as nmuch as
necessary for the exchange, and the user retains visibility into what
occurs within their domain.

12.5. Policy Acknow edgnment and Recor dkeepi ng

PPD participants need a way to acknow edge recei pt of the applicable
privacy policy instance. This acknow edgnent should be recorded and
verifiable so that the household can determ ne which participants
have seen the current policy. The record needs to bind the
participant identity, the acknow edged policy instance, and the tine
or sequence context in which the acknow edgnent was made. For
devices that rely on a backend service, the record also needs to

di stingui sh between acknow edgnent by the |ocal device and

acknow edgnent by the backend service acting on behal f of that
device. This record is inportant because it creates a reciproca
acknow edgnment path. In many current deployments, the househol d user
is asked to acknow edge device or vendor policy terns, but there is
no conparably strong househol d-controll ed record that the participant
was presented with the household' s own privacy policy. An

aut henticated and integrity-protected acknow edgnent record all ows
the household to show that presentation and acknow edgnment occurr ed,
whi ch can support | ater accountability or review even when the
architecture does not define automated enforcenment. Future protocol
specifications need to define how acknow edgnments are protected

agai nst forgery, replay, and stale-policy confusion while still being
practical for constrai ned hone-network devices. At mninmm the

sel ected mechani sm needs to provide:

* participant authentication sufficient to bind the acknow edgnent
to the device or backend service that made it;

* policy-instance integrity so that the acknow edged policy can be
i dentified unanbi guously;

* freshness or sequencing so that an ol d acknow edgnent cannot be
repl ayed as evidence of current association;

* wverifiability sufficient for the acknow edgnment record to function
as a protected receipt of policy presentation and acknow edgnent;
and

* away to retain or export the acknow edgment record wi thout
exposi ng nore househol d netadata than necessary.
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A policy acknow edgnment is not, by itself, an assertion about
subsequent device behavior. Any |ocal response to non-participation
or other |ocal observations is outside the baseline signaling
mechani sm defined by this architecture.
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