Net wor k Wor ki ng G oup D. Smullen

I nternet-Draft B. Scri ber
I ntended status: |nformational Cabl eLabs
Expires: 11 Decenber 2025 9 June 2025

Privacy Preference Declaration for Honme Networks
draft-dsmul | en- ppd-architecture-03

Abst r act

Thi s docunent proposes a framework that enpowers users to define and
enforce privacy policies within their home networks through a Privacy
Preference Declaration (PPD) protocol. As connected devices
proliferate, this approach enhances user control by enabling user-
defined privacy settings for different data types, automatic policy
di scovery by new devi ces, and accountability neasures such as
notifications, network restrictions, or perhaps reporting non-
compliance with users’ defined preferences to designated authorities.
The framework aims to cultivate a privacy-consci ous home network

envi ronment through clear, enforceable privacy governance.
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1. Introduction

The rapid growm h of Internet-connected devices in the hone has

i ntroduced new and often overwhel m ng chal l enges to personal privacy.
Wi |l e many of these devices collect sensitive data by design, the
tools offered to users to understand or control that collection are
fragmented, confusing, or entirely absent. \When privacy settings do
exist, they are often buried in obscure nenus, expressed in |legal or
techni cal jargon, and lack the contextual clarity needed to support
meani ngf ul deci si on- naki ng.

This results in a deeply flawed nodel: users are expected to defend
their own privacy across a chaotic |andscape of inconsistent, ad hoc
control s—many of which are ineffective or msleading. At the same
time, device vendors face growi ng pressure to neet user expectations
and conply with evolving privacy regulations. |n response, they

of ten devel op bespoke privacy nechani sns that are conplex to
implement, difficult to maintain, and ultimately fail to provide
users with clarity or confidence. These nmechanisns are typically
built in isolation, wthout shared patterns or cross-device

consi stency, leading to privacy interfaces that are overengi neered,
underused, and poorly aligned with real user needs.
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[ RFC7258] franes mass data collection as a technical threat, urging
protocol designers to limt exposure through encryption and data
mnimzation. Wile this principle is crucial in adversarial,

i nternet-scal e contexts, the nodel proposed in this docunent takes a
di fferent approach: rather than hiding data flows, it seeks to govern
them Privacy here is not achi eved by making devices blind, but by
ensuring they are accountable to user-defined preferences.

This shift benefits both users and devel opers. End users gain the
ability to make contextual, informed privacy decisions w thout being
overwhel med by constant pronpts or opaque controls. Developers, in
turn, are provided with a clearer, nore predictable way to neet
privacy expectati ons—reducing the need to reinvent conplex and often
i nadequat e consent and configuration systems. Wat is needed is not
nmore pronpts or disclainers, but a coherent mechani smfor devices to
retrieve, interpret, and respect user-directed privacy choices.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Privacy, as franed in this docunent, is not centered on anonynity or
data minimzation in the abstract, but rather on enpowering users to
under stand and shape how their data is collected, used, and shared
within their home networks. This framework introduces a definition
of privacy grounded in two core pillars: transparency and user
control. Transparency requires individuals to be provided with a

cl ear and conprehensi ve understandi ng of what data is being collected
by devices in their environment, how that data is processed and
shared, and under what conditions. This understanding nust be
accessi bl e and neani ngful to non-expert users, ensuring that privacy
decisions are nade with full awareness of their inplications. User
control refers to the ability of individuals to define and enforce
privacy preferences across the entire device ecosystemw thin their
hone. Control nust be both actionabl e and enforceable, enabling
users to express nuanced policies—such as pernmtting tenperature data
collection while prohibiting third-party sharing—and ensuring that
devices are held accountable to these expectations.

The perspective of this document stands in contrast to the approach
taken in [RFC6973], which enphasizes privacy as the reduction of
observability, linkability, and identifiability within protoco
design. [RFC6973] recommends m nim zing data collection and
anonymi zi ng i nformati on wherever possible, fram ng privacy primarily
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as a technical safeguard agai nst unwanted inference. 1In this
framework, by contrast, privacy is not defined solely by what is
wi t hhel d, but by what is understood and governed by the user. In

enphasi zi ng user agency and data governance, this work finds
conceptual alignment with [ RFC8280], which frames privacy as a
fundanmental human right that protocol designers should consider

[ RFC8280] underscores the inportance of enabling user autonony and

i nformed deci si on-maki ng, values that resonate strongly with this
document’ s goals. However, the perspective of this document is nore
operationally focused: rather than advocating for abstract rights-
respecting design principles, it proposes a concrete architectura
approach to operationalize those rights within the hone environnent.
Where [ RFC8280] calls for privacy-supportive capabilities in protoco
design, this docunent seeks to instantiate those capabilities through
specific, enforceable nechanisns that allow users to express,
distribute, and apply their privacy preferences in practice.
Utimately, this framework reconceives privacy not as a static
property to be preserved by systens, but as a dynamic relationship
bet ween users and their devices—one that nust be actively nediated

t hrough transparency and meani ngful control

2.1. Privacy

Privacy is not about anonynity, but about providing end users with
the ability to be aware of how their data is being collected, used,
and shared. It ainms to enpower users with the know edge and tools
necessary to manage their personal information effectively.

2.2. Transparency

Transparency hol ds that users possess a clear and conprehensive
under st andi ng of what data is collected, howit is utilized, and how
it is shared by devices within their network. It involves naking the
data practices of devices visible and conprehensible to ensure users
are fully informed.

2.3. User Control
User control enpowers users to exert meaningful influence over the
data collection and di ssenination practices of these devices. It
ensures that users have the capability to define their privacy
preferences and enforce policies that align with their confort |evels
and expect ati ons.

3. Limtations of Existing Mechanisns

Current nmechani sns for nanagi ng data privacy within the hone
environnment exhibit limtations.
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3.1. Device-specific Configurations

I ndi vi dual devices often enpl oy uni que privacy settings, thereby
conplicating user managenent of privacy across the entire network
This conplexity can inadvertently |lead to unintended data sharing

3.2. Ineffective and Unusabl e User Interfaces

Navi gati ng and configuring privacy settings on individual devices can
be a tine-consunmng and frustrating experience for users. These
ineffective interfaces often | ead users to habitually agree to rel ax
their privacy preferences without fully understanding the
inmplications of their decisions. This fosters a general resignation
towards privacy nmanagenent, meking it difficult for users to exert
meani ngful control over their personal data and ultimtely

conprom sing their privacy expectations.

3. 3. DNT and P3P

Protocols |ike Do Not Track (DNT) and Platform for Privacy
Preferences Project (P3P) have not achi eved w despread adoption and
have proven inadequate for addressing nuanced privacy needs. These
protocols lack the granularity required to express fine-grained user
preferences and may not effectively prevent unintended data
collection or sharing. For instance, consider a smart security
camera within a home network. While DNT or P3P can signal a user’s
general preference not to be tracked or share data, they do not
enabl e users to specify detailed privacy settings, such as allow ng
the canera to record video but not audio, or restricting data sharing
to only within the hone network. Users need nore precise contro
options to manage their privacy effectively and ensure their
preferences are respected across different devices and contexts.
These limtations, coupled with the increasing conplexity of the IoT
ecosystem hinder the effective exercise of user control over their
data within the hone environnment and pose a significant threat to
user privacy.

4. Vision

Thi s docunent proposes a framework ai med at changi ng how users
express their privacy preferences within their home network. The new
paradi gm aspires to achieve a seanl ess and user-friendly experience,
where privacy settings do not hinder the use of devices, reduce the
burden of configuration managenent, and elimnate the need to

navi gate through | ong, unintelligible |egal-Ilanguage privacy
policies. By sinplifying the process for defining privacy
preferences, this approach ains to alleviate privacy fatigue and
conbat the pervasive feelings of resignation that users often
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experience regarding their privacy choices. This will enpower users
to nmake infornmed decisions w thout duress, fostering greater trust
and confidence in integrating internet-of-things devices into their
honmes. 1n essence, the vision is to provide users with intuitive
mechani sns for expressing privacy preferences, thus ensuring their
concerns are addressed effectively and pronoting a nore private hone
envi ronnent .

4.1. Use Case: Smart Thernostat with Location Tracking

Scenario: A user purchases a snmart thernpstat that offers |ocation-
based tenperature adjustnents.

User Preference: The user desires tenperature adjustnents based on
their presence at honme but w shes to prevent the thernostat from
collecting and transmtting precise |ocation data.

Expect ed Qutcone: The PPD protocol allows the user to define a policy
where the thernostat can only determ ne presence/absence within the
honme wi thout collecting precise GPS coordi nates. The thernostat nust
clearly informthe user of this limtation and any potential inpact
on functionality (e.g., less precise tenperature adjustnents).

Regul atory frameworks such as the General Data Protection Regul ation
(GDPR) in the EU and the California Consumer Privacy Act (CCPA) in
the U. S. already require conpanies to obtain explicit consent before
coll ecting and processing sensitive personal data, including precise
| ocation information. The PPD protocol ensures that consent is
gathered in a manner that is transparent and conprehensible to the
user, preventing scenarios where users mght feel pressured or
overwhel med by the deci si on-nmaki ng process.

Thi s protocol empowers individuals to make educated choi ces regarding
their privacy settings by offering clear and concise information
about data collection practices, potential risks, and benefits. It

pl aces the user in control, fostering an environnent where privacy
deci sions are nade without duress, thus pronoting confidence and
trust in integrating internet-of-things devices into their daily
l'ives.

4.2. Use Case: Snmart Speaker with Sel ective Voice Recording Retention

Scenario: A user gets a snart speaker that can record and store voice
dat a.

User Preference: The user wants to keep general conversations for

service inprovenment but prefers sensitive information to be
sel ectively del eted and not retained.
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Expect ed Qutcome: The PPD protocol enables the user to configure the
speaker to identify and del ete recordi ngs containing sensitive
information while retaining other voice data as | ong as necessary.
The speaker nust informthe user about its data collection and
storage practices, providing an option to manage sel ective del etion.

Thi s outcome significantly enhances the user experience by ensuring
privacy preferences are respected seam essly within the context of
their own network. Users can manage their sensitive information

wi thout needing to reveal details to the snmart speaker service, which
means the user’s privacy is upheld. The smart speaker service only
sees the retention preferences, avoiding the risks associated with
handl i ng sensitive data, including the preferences thensel ves which
may be considered sensitive.

Moreover, this stream ined approach neans that device manufacturers
do not need to expend resources on devel opi ng special user interfaces
for managi ng these preferences. Instead, the preferences are
integrated within the home network, allow ng for a cohesive and user-
friendly experience. This integration prevents the need for users to
navi gate separate interfaces or endure educational pronpts to manage
their privacy settings, fostering a snoother and nore intuitive
interaction with the device

4.3. Use Case: Hone Security Canmera with Facial Recognition

Scenario: A user installs a hone security canmera with faci al
recognition capabilities.

User Preference: The user desires facial recognition for security
pur poses but wi shes to restrict the storage of captured i mages and
the use of facial recognition data for any purpose other than
security within the hone.

Expect ed Qutcone: The PPD protocol allows the user to configure the
canmera to only store and process facial recognition data for security
purposes within the home network and prohibits the sharing of this
data with third parties.

Thi s approach provides nunmerous benefits for both the canera
manufacturer and the user. For the user, it ensures that their
privacy preferences are respected and that their personal data is
used solely for the intended security purposes. By having contro
over the storage and usage of their facial recognition data, users
can feel nore secure and confident in their privacy being upheld.
This can lead to a higher level of trust in the device and its
manuf act ur er.
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For the canera manufacturer, inplenenting such a protocol reduces the
risk of data breaches and the m suse of sensitive facial recognition
data, which can lead to | egal conplications and danage to their

reputation. It streanlines the devel opnment process, as they do not
need to create conplex user interfaces for managi ng these
preferences. Instead, integrating the PPD protocol within the hone

network allows for seanless and user-friendly privacy nanagement.
Thi s approach can al so make the product nore attractive to privacy-
consci ous consumers, increasing its marketability and potentially

| eading to higher sales. This outcome showcases a nutually
beneficial relationship where user privacy is prioritized, and
manuf acturers can offer a nore privacy-preserving and appeal i ng
product .

Goal s
Enhance User Contro

*  Enmpower users with the ability to define and enforce clear,
conci se, and easily understandabl e privacy policies for their hone
net wor ks.

* Provide users with the neans to effectively exercise control over
the collection, use, and disseni nation of their personal data by
devices within their home network.

Promote Interoperability

* Establish a standardi zed nmechani sm for devices fromdiverse
manuf acturers to di scover and adhere to user-defined privacy
policies, thereby facilitating consistent privacy managenent
across the home network.

Enable Flexibility

* Provide a framework that allows for the custonization of privacy
policies to accommodate the unique privacy requirenments and
pref erences of individual users and househol ds.

Facilitate Transparency

* Ensure that devices within the honme network are obligated to
provi de clear and conci se information regarding their data
coll ection and usage practices to users.

* [Establish a mechanismfor users to easily understand the
inplications of their privacy policy settings on the functionality
of devices within their honme network.
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Scope

Thi s docunent focuses on defining a high-Ievel architectural
framework for a Privacy Preference Declaration (PPD) protoco
specifically designed for home network environments. This docunent
concentrates on the conceptual franmework, key architectura
components, and fundanmental principles for enabling users to express
and enforce their privacy preferences on devices within their hone
net wor ks.

Thi s docunent does not delve into specific inplenentation details,
such as nmessage formats, data structures, security algorithns, or
user interface design. Furthernore, this docunent does not address
enf orcement nechani sms, | egal and regul atory considerations, or
specific security protocols.

Specific inplenmentation details and nessage formats will be addressed
i n subsequent RFCs. This docunent ains to be conplementary to
existing and future standards related to home networking, |oT
security, and data privacy.

Thi s docunent provides the foundation for subsequent work, including:

* Privacy Preference Declaration Taxonony: This docunent will define
a taxonony of privacy preference categories and attributes,
i ncludi ng a nechani smfor registration and managenent of these
cat egori es.

* Privacy Preference Declaration Protocol Specification: This
docunent will specify the nessage formats, data structures, and

communi cati on procedures for the PPD protocol, including
mechani sms for device discovery, policy retrieval, and conpliance
reporting.

Architecture Overview
1. Assunptions
Thi s docunent nakes the foll ow ng assunptions:

* User Control: It is assuned that users have a reasonable |evel of
control over their hone network infrastructure. This includes the
ability to configure routers, install software updates, and manage
device access to the network. This control is essential for users
to effectively manage their privacy preferences and enforce them
on devices within their hone network
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* Resource Constraints: It is assunmed that the honme network
envi ronnment and devi ces operating therein have resource
limtations, such as linmted processing power and bandw dth. W
limt this assunption by considering that the PPD protocol and its
associ at ed nechani sns shoul d be designed with these constraints in
m nd, mnimzing overhead and ensuring efficient operation even on
resour ce-constrai ned devi ces.

* Security Considerations: It is assunmed that home networks in scope
of this docunent are susceptible to typical security threats,
including insider threats (or non-malicious nisconfiguration) and
vulnerability to local attacks. We limt this assunption by
considering specific security threats to protect user privacy and
the integrity of the privacy policy. This includes considerations
for secure policy dissemnation, device authentication, and
protection agai nst unaut horized access and nodification of privacy
pr ef er ences.

* Single User Policy: This docunent assunes that each device
i mpl ementing the protocol is governed by a single, unified privacy
policy defined by its primary user. While other individuals
within the sane physical environnent (e.g., household) may have
different privacy preferences, the protocol is designed with the
expectation that a device conforns to the policy established by
its primary user. Future extensions could explore nechanisns for
managi ng and reconciling nultiple user-defined policies on a
singl e device, particularly in shared or nmulti-user environnents.

* Policy Agreenent: It is assuned that devices joining the network
are expected not only to retrieve the household privacy policy but
also to explicitly agree to abide by its terms. This agreenent
forns a crucial part of the association process and is essentia
for ensuring device conpliance with user privacy preferences.
Failing to agree to the policy is a failure to adhere to the
pr ot ocol

* Policy Enforcenent: At a mininmum devices nust acknow edge that
they have received and reviewed the user’s privacy policy. This
acknow edgment provi des a basic nmechanismfor users to ensure
devi ce accountability and deci de whether to onboard it onto the
network. Future extensions could introduce nore robust
enf orcement nechani sns to address non-conpliance, such as network
access restrictions or reporting to a designated authority. These
measures woul d enhance the integrity of the privacy framework and
reinforce user trust.
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7.2. Key Conponents

User Interface: A user-friendly interface (e.g., nobile app, web
portal) for creating and managi ng privacy preferences.

Preference Repository: A secure and reliable nmechanismfor storing
user preferences (e.g., local device, cloud service).

Decl aration Protocol: A standardi zed protocol for devices to:
* Discover and retrieve user-defined privacy policies.

* Report their data collection and sharing practices.

* Request user consent for specific data uses.

Enf or cement Mechani sms: Mechani snms for devices to enforce user-
defined privacy restrictions.

7.3. Dat a Fl ows

This section outlines the high-level data interactions between users,
devi ces, and the Preference Repository in the Privacy Preference

Decl aration (PPD) framework. |t describes how privacy preferences
are defined by users, retrieved by devices, and used to gui de
behavi or in a home network environment.

The process begins when a user defines a set of privacy preferences
that apply to their household. These preferences nay express rules
such as which types of data may be coll ected, under what conditions
data may be processed or shared, or which retention practices are
acceptable. The design of the user interface used to author these
preferences, including its presentation, usability, or input
nodalities, is out of scope for this docunent, and will be addressed
separately. Likew se, the underlying vocabulary and structure of the
privacy preferences, including data categories and associ ated
constraints, is specified in (Privacy Preference Decl aration
Taxonony) .
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Once created, the user’ s preferences are stored in a secure

Pref erence Repository, which may reside locally on a networked
controller or be accessible through other trusted infrastructure.
When a new device joins the home network, it initiates an onboardi ng
process during which it discovers the repository and establishes a
secure channel. Followi ng onboardi ng, the device perforns

associ ation, which involves retrieving the household privacy policy
and issuing a formal acknow edgnent of its terms. Devices may
optionally report their data handling declarations to the repository
at this stage.

If a device seeks to performactions not permtted under the baseline
policy, for exanple, collecting or sharing data beyond what the user
has authorized may initiate a consent request workflow. However, the
desi gn and behavi or of this consent mechanismis explicitly out of
scope for this docunent. |nappropriate or poorly designed consent
flows, such as those that involve excessive pronpting, amnbiguous

| anguage, or m sl eading options, can inadvertently pressure users
into accepting data practices that conflict with their preferences.
Even wi thout malicious intent, these experiences may degrade trust
and | ead to outcones inconsistent with user expectations. Future
speci fications should ensure that consent interactions are clear,
proportionate, and respectful, hel ping users nake i nformed decisions
wi thout friction or fatigue.

When the househol d policy is updated, or when a device s previous
associ ation has expired, the device is required to re-associate by
re-retrieving and accepting the |atest version of the policy.

Reassoci ation ensures that devices remain accountable to current user
expectations over tinme. Devices are not expected to re-collect
consent for data uses already covered by existing, valid consent.

To support efficient transm ssion of privacy policies, consent
records, and conpliance data (particularly in constrained
environnments typical of honme |oT systens) a conpact, nachi ne-readabl e
encoding is recormended. [RFC8949], offers an efficient format for
structured data that is well-suited for this context. CBOR bal ances
| ow- overhead serialization with the ability to represent extensible
and semantically rich policy structures. VWhile this docunent does
not mandate any specific encoding, CBOR should be considered as a
candidate for future protocol -l evel nmessage fornats.

It is inportant to note that the mnimumrequirenent under this
architecture is limted to the discovery, retrieval, and forma
acknow edgnent of the user’ s privacy policy. This acknow edgnent
provi des a foundational nechanismfor establishing device
accountability. However, this docunent does not define how policy
enforcenment nust be carried out by the device, nor does it specify
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how to handl e cases where a device cannot fully conply with a given
policy. These aspects, including runtinme enforcenent, conflict
resolution, or auditing, may be addressed in future work.

Finally, while this docunment defines the overall data flow and

i nteracti on sequence, it does not define nessage formats,

conmuni cation protocol details, or consent interface specifications.
These elenents will be specified in a conpani on document, (Privacy
Preference Decl arati on Protocol Specification).

8. Security Considerations

For a privacy framework to be effective, it nust not only support the
expressi on of user preferences but al so ensure that those preferences
are protected during transm ssion, retrieval, and enforcement. This
section outlines the necessary safeguards for ensuring the
confidentiality, authenticity, and integrity of the privacy policy,
as well as the anonynity of the househol d during key protocol

operati ons.

8.1. Secure Policy Dissem nation

Conmruni cati on between devices and the Preference Repository nust be
protected agai nst unauthorized access and tanpering. Cryptographic
mechani sms such as encryption and mutual authentication should be
enpl oyed to ensure that only legitinmte devices can retrieve privacy
policies and that those policies are delivered without nodification

8.2. Anonynmity and Metadata Protection

Even when privacy policies thensel ves do not contain sensitive
personal information, the act of retrieving or acknow edgi ng a policy
may reveal characteristics about the househol d—such as the types of
devices in use, specific user preferences, or behavioral patterns
over time. [RFC7258] cautions against protocol designs that expose
unnecessary netadata, treating the accumul ati on of such information
as a legitimate technical threat. This framework takes that warning
seriously: netadata exposure during policy retrieval and device
onboardi ng must be mnimzed to avoid turning privacy infrastructure
into a new source of privacy |eakage. Concepts from|[RFCI577] may
help informthis effort. [RFC9577] introduces techniques for

aut hori zation without identification, enabling a client to prove it
is authorized without revealing who it is. Wile [RFCO577] is
optinmized for pseudonynobus web authentication over the public
internet, and assunmes a centralized token issuer nodel, its core

i deas—particularly around unlinkable token presentati on—could be
adapted to the PPD protocol to reduce netadata correl ation and

m nim ze household identifiability during policy exchanges. However,
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this nust be done carefully, as the assunptions of [RFC9577] do not
fully align with the goals or context of a |ocal, user-governed hone
net wor k.

8.3. Policy Integrity

Devi ces nust be guaranteed that the policy retrieved is authentic and
unaltered. Integrity protections, such as digital signatures, are
necessary to ensure that users’ preferences cannot be tanpered
with—either in transit or at rest—by other devices, malicious actors,
or m sconfigurations.

8.4. Device Authentication

Devi ces participating in the privacy framework nust authenticate

t hensel ves before accessing the Preference Repository. This ensures
that policy dissemnationis |limted to known, authorized devi ces,
and that users can maintain trust in the integrity of their hone
network’s privacy relationships. By aligning with the concerns
raised in [ RFC7258] and incorporating ideas from[RFC9577] where
appropriate, this framework seeks to protect users not only from
overt data collection, but also fromsilent inference and passive

met adata surveillance. At the sane tine, it avoids treating
anonymity as an end in itself. The goal is to support privacy with
account abi lity—where user-defined preferences are respected, devices
are identifiable only as nuch as necessary, and no nore, and the user
retains ultimate visibility and influence over what occurs within

t heir domain.

8.5. Policy Agreenment and Enforcenent

Devi ces nust not only acknow edge recei pt of the privacy policy but
al so explicitly agree to abide by its terms. This agreenent shoul d
be recorded and verifiable. Enforcement nmechanisns should be in

pl ace to address non-conpliance, including network access
restrictions or reporting to a designated authority.

9. Policy Language

The specific details of the Privacy Policy Language, including its
syntax, structure, and extensibility nechanisns, are considered out
of scope for this docunent, which focuses on the overall framework
The Privacy Policy Language, along with a taxonony of privacy
concepts and attributes, will be fully defined in a separate RFC, the
"Privacy Preference Declaration Taxonony," allow ng for nore detail ed
expl oration and devel opnent of this crucial conponent of the PPD

f ramewor k.
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9.1. Language Requirenents
* Human-readabl e: Policies should be easily understandabl e by users.

* Machi ne-readabl e: Policies should be nachi ne-processabl e for
aut onat ed enforcenent.

* Extensible: The | anguage shoul d be flexible enough to acconmodat e
evol ving privacy needs and technol ogi es.

* |Internationalization-conpatible: Policies and identifiers used
within them may need to support multilingual environnents and non-
ASCI | characters

To ensure consistent interpretation and conparison of string-based
policy el enments, such as device nanes, |abels, or category identifier
string handling practices should align with the guidelines defined in
[RFC7564]. This is particularly inportant when identifiers or user-
facing |l abels are created, stored, or matched across vendors or
systens that operate in different |ocales or character encodings.

9.2. Proposed Approach

Consi der | everagi ng existing privacy policy | anguages (e.g., P3P) or
drawi ng | essons from privacy | abeling systens used in nodern
application ecosystenms—such as Apple’ s App Privacy Labels and
CGoogl e’ s Data Safety section for Android apps. Wile these
approaches are not protocols per se, they denonstrate how structured,
decl arative privacy nmetadata can be conmuni cated to users and systens
in a consistent way.

Al ternatively, a new, concise, and user-friendly privacy policy

| anguage may be devel oped specifically for the PPD franmework. One
possibility is to define an internediate representation—simlar in
spirit to the internediate representation used in conpilers such as
LLVM—t hat captures the fundanental privacy constraints and regul atory
considerations (e.g., from GDPR, CCPA) in a machi ne-readabl e form
This representati on woul d support automated enforcenment while being
straightforward to translate into human-readabl e | anguage.

Future specifications should al so define guidance for how string

i dentifiers—such as device roles, policy tags, or consent status
| abel s—are formatted, conpared, and stored, to avoid anbiguities
across systenms. In contexts where internationalized strings are

i nvol ved, alignnent with [ RFC7564] shoul d be considered to ensure
interoperability and consi stency.
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10. Future Work
Thi s docunent defines an architectural framework for enabling users
to express and enforce privacy preferences wthin honme network
environments. Several aspects critical to a fully operationa
inplementation are intentionally |eft out of scope here and are
expected to be addressed in future specifications or conpanion
docunent s.

10.1. Policy Taxonony and Semantics

A separate docunent, tentatively titled "Privacy Preference
Decl arati on Taxonony", will define:

* A common vocabul ary and set of categories for expressing privacy
pr ef er ences.

* Attributes and semantics for data types, sharing constraints, and
processi ng conditions.

* An extensibility nodel for incorporating future data types and
policy di nmensions.

Thi s taxonony is foundational for consistent policy interpretation
across het erogeneous devi ces and vendors.

10.2. Protocol Specification and Message Formats

A conpani on docunent, "Privacy Preference Declaration Protoco
Specification", is expected to define:

* Message formats for device onboarding, policy retrieval,
acknow edgment, and conpliance reporting.

* Optional mechanisns for consent request flows.
* Transport-layer considerations and di scovery nechani sns.

* Recommended encoding formats, such as [RFC8949], for efficient
representation of structured data.

10.3. Consent Request Workfl ow Design Specifications
The nechani sm by whi ch devices request additional user consent for

data uses not covered by the baseline policy is out of scope.
However, future specifications shoul d:
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10.

10.

10.

* Define clear constraints to prevent mani pul ative or fatiguing
consent flows (e.g., dark patterns).

* Ensure that consent interactions are transparent, infrequent,
proportionate, and user-respecting.

* Explore user interface standards or APl affordances to preserve
meani ngf ul choi ce.

This is a particularly sensitive area and nust bal ance user
experience, privacy expectations, and inplenentation feasibility.

4. Enforcenent and Policy Conpliance

This architecture does not define how privacy policies are to be
enforced by devices or how non-conpliance is to be detected or
renedi ated. Future work may i ncl ude:

* Runtinme enforcement nodel s and device-side inplementation
expect ati ons.

* Auditing mechanisns for verifying conpliance.

* Deconfliction strategies for devices unable to neet all user-
defined constraints.

* (Options for escalation (e.g., network access restrictions,
notifications, or isolation).

5. User Interface Design Specifications

The user-facing interface used to author, nodify, and review privacy
preferences is out of scope. Future design guidance nmay address:

* User experience design principles for presenting privacy concepts
clearly and accessibly.

* Mbdels for progressive disclosure of policy inpact.

* Milti-user and househol d-rol e-specific control nodels (e.g.,
parental vs. adnministrative roles).

6. Internationalization and Identifier Comparison
In contexts where privacy preferences or taxonony el enments involve

user-facing or vendor-defined string identifiers, additional work may
be required to:
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* Define string normalization and conparison rules, particularly for
internationalized text.
* Ensure identifier consistency across diverse vendors and | ocal es.

* Consider alignment with the [ RFC7564] for handling Uni code-aware
identifiers in a secure and interoperabl e way.

10.7. Interoperability Testing and Reference |nplenentations
Future work may al so incl ude:

* Devel oprment of reference inplenmentations of the PPD protocol and
repository components.

* |Interoperability testing across devices and vendors.

*  Conformance guidelines and self-certification procedures.
11. | ANA Consi derations

Thi s document has no | ANA acti ons.
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