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I nt roducti on

An increasing anmount of Internet devices is getting nobile.
Therefore, there is a growing demand for software solutions allow ng
for a seam ess handover of communication sessions between nultiple
networks, e.g. to allowfor a |aptop or PDA to use a fast Ethernet
connecti on when avail abl e, hand over to a W.AN when novi ng and hand
over again to UMIS when the W.AN becones unreachabl e - without
interrupting the running comuni cati on sessions.

Mobility handling is a deficiency of the common | P-based networks.
Most of the available solutions are based on the network |ayer. The
di sadvant age of such solutions is that fundanental changes in the
network infrastructure are needed. Therefore, we propose a new

sol ution based on the upper |ayers to overcone these di sadvant ages.
In this docurment, we present our nmobility solution based on the SCTP
protocol with Dynam ¢ Address Reconfiguration extension and Reliable
Server Pooling (RSerPool).

Exi sting Mbility Sol utions
Mobile IP and Mbile | Pv6

In the concept of Mbile IP [4] every node nust register to a Home-
Agent (HA) in its own hone network. Then, the nodes are reachabl e
under their home addresses managed by the HA. Wen a node | eaves its
honme network, it nust also register at a Foreign Agent (FA) in the
new network. After that, a tunnel is established between the HA and
the FA. Any traffic to the nobile node is then tunnelled by its HA
to the FA and forwarded by the FA to the node itself. Cearly, the
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detour of all traffic via HA and FA is inefficient and results in an
i ncreased transm ssion del ay.

Mobile IPv6 [5] is an extension of Mbile IP. In Mbile IPv6, the FA
is not needed. The packets will be tunnelled fromthe HA to the
Gateway Router in the foreign network, which forwards the packets to
the endpoint. The inefficiency due to the detour of traffic as
described for Mbile I P remains.

2.2. SCTP with Dynam ¢ Address Reconfiguration

Using the SCTP protocol (see [2] together with its Dynanic Address
Reconfi guration extension (Add-1P, see [3]), it is possible for a
mobil e endpoint to informits peer on address changes. That is, when
a moving nobile client gets in the vicinity of an additional radio
station, it sends an "ASCONF Add Address Request" to tell its peer
that it is now reachabl e under an additional network-I|ayer address.
After that, the peer endpoint can use this additional address for a
new SCTP path. When the first radio station becomes unreachabl e, the
node can send an "ASCONF Del ete Address Request" to the peer
endpoint. After that, the peer renoves the correspondi ng SCTP path
to the unusabl e network-I|ayer address.

The foll owing two cases for handovers are possible:

* Make- before-Break: An additional SCTP path can be used before the
original path becomes unusable. This case is trivial, since there
is a continuous connectivity.

*  Break- before-Mike: The original SCTP path becomes unusabl e before
a new SCTP path can be used. For the case that only one endpoi nt
performs a handover procedure at the same tine, the nobile
endpoi nt can al ways use Add-1P to comunicate its new address to
its peer endpoint. However, when both endpoints performa
handover simultaneously, no endpoint is able to tell its
correspondi ng peer the new address.

3. Solutions for Simultaneous Handovers
3.1. SCTP with Add-1P and Mbile-1P

Using SCTP with Add-1P and Mbile | P/ Mbile | Pv6, the ASCONF nmessages
will be sent to the home address of the peer node. That is, even
when both nodes are nobile, each endpoint is able to reach its peer
endpoi nt using the correspondi ng hone address. However, this
solution still requires the full Mbile | P/ Mbile | Pv6

infrastructure
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3.2. SCTP with Add-1P and RSer Poo

Usi ng RSer Pool (see [1], [6], [7], [8], [9], [210], [11], at |east one
node registers as a Pool Elenent (PE) at an ENRP server under a Poo
Handl e (PH) known to both endpoints. Upon handover, it is sinply
necessary for the PE endpoint to re-register, i.e. to update its
registration with its new address. The other endpoint can - in the
role of a Pool User (PU) - ask an ENRP server for its peer node’ s new
addresses. After the new address is known, it is able to create a
new SCTP path and conti nue the conmuni cati on.

The usage of RSerPool to provide support for nobile endpoints
provi des the foll owi ng advant ages:

* Sinplicity: No Mobile I P/ Mbile IPv6 infrastructure is needed. In
particular, it is not necessary that the providers of used
networks (e.g. public WLAN access points, UMIS providers, etc.)
provi de any support for the nobility solution

* Efficiency: No tunnelling of traffic is necessary.

* Applicability: Al major SCTP inpl enentations already support the
Dynam ¢ Address Reconfiguration extension. It is only necessary
to provide support for RSerPool, e.g. in the formof a userspace
l'ibrary, which is much easier to deploy than kernel extensions.

* Flexibility: RSerPool provides a conplete session |ayer. That is,
provi ding applications on top of RSerPool nekes the support for
hi gh availability sinple.

A nore detail ed description of our approach for endpoint mobility, as
well as a performance analysis using a prototype inplenmentation, can
be found in our paper [16].

4. Reference |Inplenentation

The RSer Pool reference inplenmentation RSPLIB can be found at [18].

It supports the functionalities defined by [6], [7], [8], [9] and
[11] as well as the options [12], [14] and [13]. An introduction to
this inplenmentation is provided in [15].

5. Testbed Platform
A large-scale and realistic Internet testbed platformw th support
for the nulti-hom ng feature of the underlying SCTP protocol is

Nor Net. A description of NorNet is provided in [17], sone further
i nformati on can be found on the project website [19].
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6. Security Considerations

Security considerations for RSerPool systens are described by [10].

7. 1 ANA Consi

derati ons

Thi s docunent introduces no additional considerations for | ANA
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