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Abst r act

This draft defines an | Pv4 option containing a flow abel that is
conpatible to IPv6. It is required for sinplified usage of IntServ
and interoperability with | Pv6.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The Iist of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 1 Cctober 2025.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1.1

I nt roduction

Ter mi nol ogy

Thi s docunent uses the follow ng terns:

*

1.2

IntServ (Integrated Services): Reservation of network resources
(bandwi dth) on a per-flow basis. See [RFCL633], [RFC2205],

[ RFC2208], [RFC2209], [RFC2210], [RFC2211] and [ RFC2212] for
details.

Flow. An IntServ reservation between two endpoints.

FIl ow Label : The Fl ow Label field of the |IPv6 header and the |Pv4
option header defined in this draft. 1t is used for marking a
packet to use a specific IntServ reservation. See [RFC6437],

[ RFC6436] for detail ed descriptions.

Abbr evi ati ons

RSVP: ReSource Reservation Protocol

SCTP: Stream Control Transm ssion Protocol

TCP: Transm ssion Control Protocol

QS: Quality of Service

ONOOOOODOOOODUITR,WWWWNNN
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* UDP: User Datagram Protoco
1.3. Conventions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

2. A Flow Label Option for |Pv4
2.1. Mdtivation

This section describes the notivation to add a flow | abel option to
the 1 Pv4 protocol

2.1.1. The Flow Label Field of |Pv6

The Fl ow Label field (see [RFC6436] and [ RFC6437]) of the |IPv6 header
(see [RFC2460]) is a 20-bit nunber. Al packets fromthe same source
address having the sanme flow | abel MJST contain the sanme destination
address. Therefore, the flow | abel conbined with the source address
is a network- unique identification for a specific packet flow The
i dea behind the flow | abel is marking specific flows for I|ntServ.
That is, the routers on the path fromsource to destination keep e.qg.
reservation states for the flows. The flow | abel provides easy
identification and utilizes efficient |ookup, e.g. using a hash
function on the 3-tuple (source address, destination address, flow

| abel ).

Using the I Pv6 flow | abel, packets can be mapped easily to specific
flows, with the follow ng features:

* Transport Layer Protocol |ndependence: Since the mapping is
directly specified in the I P header, all possible [ayer 4
protocol s are supported, even protocols to be specified in a far
future

* Support for Network Layer Encryption: The mapping is independent
of payload encryption (e.g. by |IPsec).

* Support for Fragnentation: If fragnentation of a large |IP packet

is necessary, all fragments contain the same fl ow | abel
Therefore, fragmentation does not cause any fl ow marki ng probl em
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* Flow Sharing: By marking packets with a flow |abel, it is possible
to share a single flow (IntServ reservation) with severa
communi cati on associ ations fromhost A to host B. For exanple, a
video streamvia UDP and a HTTP downl oad via TCP could share a
single reservation. For the user, flow sharing has the advantage
that if one of its comruni cation associations tenporarily requires
| ower bandwi dth than expected, other associations sharing the sane
fl ow may use the remaining bandwidth. That is, his possibly
expensi ve reservation is fully utilized. Flow sharing also hel ps
keeping the total nunber of reservations a router has to handl e
smal |, reducing their CPU and nenory requirenents and therefore
cost.

* Milti-Flow Connections: One communication associ ation can divide
up its packets to several flows, sinply by marking packets with
different flow |l abels. This technique can be used for |ayered
transmission. That is, a stream(e.g. a video) is divided up into
several parts (called |ayers). For exanple, the first |ayer (base
| ayer) of a video contains a lowquality version, the second (1st
enhancenment | ayer) the data to generate a higher-quality version
etc.. Now, the first layer can be mapped to a high-quality
reservation (guaranteed bandwi dth, low |l oss rate) at higher cost,
but the following |ayers can be mapped to | ower-quality
reservations (e.g. higher loss rate) or even best effort at |ower
cost. Research shows that the total transm ssion cost can be
hi ghly reduced using | ayered transm ssion (see [Dre2001],

[ 1 JMJE2009] for details).

2.1.2. The Limtations of IntServ via |Pv4

Using IntServ with | Pv4, there are several problens that can only be
sol ved with high management effort:

* No Transport Layer Protocol |ndependence: It is necessary to mark
the packets within the layer 4 protocol header. For exanple, the
TCP, UDP or SCTP port nunbers can be used to mark flows (with
limtations, see below). But for new protocols (e.qg.
experinental, new standards, proprietary), software updates for
*all* IntServ routers are necessary to recogni ze the packet fl ow

* No Support for Network Layer Encryption: Since it is necessary to
read fields of the layer 4 protocol header, it may not be
encrypted. Therefore, e.g. the usage of |Psec is inpossible.

* Support for Fragnentation: Only the first fragment of a | arge
packet contains the | ayer 4 header necessary to map the packet to
a flow. Mapping other fragnents would require the hops to
renenber packet identities and try to nmap fragnents to packet
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identities. Due to the managenent effort and nenory requirenents,
this is not realistic for high-bandw dth backbone routers;
especi al | y when packet reordering nust be considered.

Furthernore, load sharing or traffic distribution would be

i mpossi bl e.

* No Flow Sharing: It is usually inpossible for two different
communi cati on associ ations to share the sanme flow, e.g. if TCP
fl ows are recogni zed using port nunbers. This nakes it necessary
to reserve an IntServ flow for each comuni cati on associ ati on
This inplies an increased nunber of flow states for routers to
keep and maintain. Furthernore, if one association tenporarily
uses a | ower bandw dth, the free bandwi dth of its flow cannot
easily be borrowed to another association.

* No Miulti-Flow Connections: To use |ayered transmssion, e.g. a
video via UDP, the transnission of every |layer would require own
port nunbers. In the case of connection-oriented transmn ssion
protocols (e.g. TCP, SCTP), every layer would even require its own
connection setup and managenent. Depending on the transport
protocol, the number of communication associ ati ons and the nunber
of flows, nmuch nore work is necessary conpared to | Pv6 using flow
| abel s.

Al inall, using IntServ flows with | Pv4 requires nuch nore work
compared to I Pv6, where sinply the flow | abel can be used. It is
therefore useful to add such a field to IPv4, too. An appropriate
pl ace to add such a field is an | Pv4 option header

2.2. Definition of the Flow Label Option

| Pv4 (see [ RFC0791]) already defines an option header for a 16-bit
SATNET streamidentifier. Since this identifier would be
inconpatible to the 20-bit IPv6 flow | abel, reuse of this existing
option header is inappropriate. Therefore, a new one is defined as
fol | ows.

Fl ow Label Option

0 1 2 3
01234567890123456789012345678901
e S S e S S T T T MU A R S S S S
| Type | Length |]O0O0O0O000O0OJ0O0OO0OO0OO0OODO
T e o s T Ty amprgts
|]O0O0O0OO0O0O0O0O0O0O0 Q| Fl ow Label |
T S i S S T I S SURT A S S S S .

*  Type: 143
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* Length: 8 octets

* Flow Label: The 20-bit flow label. Al definitions of [RFC6437]
and [ RFC6436] for the IPv6 flow | abel are also valid for this
field. A value of zero denotes that no flow label is used. In
this case, the flow | abel option is in fact unnecessary.

The Fl ow Label option SHOULD be copied on fragnentation. It MJST be
the first option of the |IP header and therefore MJUST NOT appear nore
than once per |1 Pv4 packet. The Router Alert option SHOULD NOT be
used to mark the necessity for routers to exam ne the options.

Pl acing the Fl ow Label option as first option allows for easy
processing i n hardware.

3. Translation between | Pv6 and | Pv4
Since the new | Pv4 flow label is fully conpatible to the IPv6 flow
| abel, the field MAY be translated in the other protocol’s one during
protocol translation. That is, a router can translate an |Pv6 packet
set froman |IPv6-only host to an | Pv4-mapped address of an |Pv4-only
host and the flow | abel may sinply be copied. The same may al so be
applied in the backwards direction.
Note, that copying the flow | abel during protocol translation is not
mandatory. There may be IntServ reservation reasons for not copying
but setting the flow |l abel to zero. But a router MJST NOT set the
flow | abel to another value than the copy or 0, since the source is
responsi ble to ensure that the source address conbined with the flow
| abel is network-unique.

4. Security Considerations

Security considerations are simlar to the IPv6 flow | abel, see
[ RFC6437] .

5. | ANA Consi derati ons
Thi s docunment introduces no additional considerations for | ANA
6. Acknow edgnents

The author would like to thank Brian E. Carpenter, Ws George, Perry
Lorier, Christoph Reichert and M chael Tuexen for their conmments.

7. Ref er ences

7.1. Normmtive References

Dr ei bhol z Expires 1 Cctober 2025 [ Page 6]



Internet-Draft

An | Pv4 Fl owl abel Option March 2025

[ RFCO791] Postel, J., "Internet Protocol", STD 5, RFC 791,
DA 10.17487/ RFC0791, Septenber 1981,
<https://www. rfc-editor.org/info/rfc791>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Levels", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www.rfc-editor.org/info/rfc2119>.

[ RFC2205] Braden, R, Ed., Zhang, L., Berson, S., Herzog, S., and S.
Jam n, "Resource ReSerVation Protocol (RSVP) -- Version 1
Functi onal Specification", RFC 2205, DO 10.17487/ RFC2205,
Sept enber 1997, <https://ww. rfc-editor.org/info/rfc2205>.

[ RFC2210] Wocl awski, J., "The Use of RSVP with | ETF Integrated
Servi ces", RFC 2210, DO 10.17487/ RFC2210, Septenber 1997,
<https://www. rfc-editor.org/info/rfc2210>.

[ RFC2211] Wocl awski, J., "Specification of the Controlled-Load
Net wor k El ement Service", RFC 2211, DA 10.17487/ RFC2211,
Sept enber 1997, <https://ww.rfc-editor.org/info/rfc2211>.

[ RFC2212] Shenker, S., Partridge, C., and R Cuerin, "Specification
of Quaranteed Quality of Service", RFC 2212,
DO 10.17487/ RFC2212, Septenber 1997,
<https://www.rfc-editor.org/info/rfc2212>.

[ RFC2460] Deering, S. and R Hinden, "Internet Protocol, Version 6
(I Pv6) Specification", RFC 2460, DO 10.17487/ RFC2460,
Decenber 1998, <https://wwwrfc-editor.org/info/rfc2460>.

[ RFC6437] Amante, S., Carpenter, B., Jiang, S., and J. Rajahal ne,
"I Pv6 Fl ow Label Specification", RFC 6437,
DO 10.17487/ RFC6437, Novenber 2011,
<https://www. rfc-editor.org/info/rfc6437>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

7.2. Informative References

[ RFC1633] Braden, R, dark, D., and S. Shenker, "Integrated
Services in the Internet Architecture: an Overview',
RFC 1633, DA 10.17487/ RFC1633, June 1994,
<https://ww. rfc-editor.org/info/rfcl633>.

Dr ei bhol z Expires 1 Cctober 2025 [ Page 7]



I nternet-Draft An | Pv4 Fl owl abel Option March 2025

[ RFC2208] Mankin, A., Ed., Baker, F., Braden, B., Bradner, S.,
ODell, M, Romanow, A, Winrib, A, and L. Zhang,
"Resource ReSerVation Protocol (RSVP) -- Version 1
Applicability Statenent Sone Quidelines on Depl oynent",
RFC 2208, DO 10. 17487/ RFC2208, Septenber 1997,
<https://www. rfc-editor.org/info/rfc2208>.

[ RFC2209] Braden, R and L. Zhang, "Resource ReSerVation Protocol
(RSVP) -- Version 1 Message Processing Rules", RFC 2209,
DO 10. 17487/ RFC2209, Septenber 1997,
<https://www. rfc-editor.org/info/rfc2209>.

[ RFC6436] Amante, S., Carpenter, B., and S. Jiang, "Rationale for
Update to the I Pv6 Fl ow Label Specification", RFC 6436,
DA 10.17487/ RFC6436, Novenber 2011,
<https://ww.rfc-editor.org/info/rfc6436>.

[ Dre2001] Dreibholz, T., "Mnagenment of Layered Variable Bitrate
Mul timedia Streans over DiffServ with Apriori
Know edge", Masters Thesis, 20 February 2001,
<htt ps://duepublico. uni - dui sburg-
essen. de/ servl et s/ DerivateServl et/ Deri vat e- 29936/
Dr e2001. pdf >.

[ 1 IMJE2009]
Zhu, W, Dreibholz, T., Rathgeb, E. P., and X. Zhou, "A
Scal abl e QoS Devi ce for Broadband Access to Miultinedia
Servi ces", SERSC |nternational Journal of Miltinedia and
Ubi qui t ous Engi neering (1 JMJE) Nunber 2, Vol une 4, Pages
157-172, 1SSN 1975-0080, My 2009,
<http://ww. sersc.org/journal s/ 1 IMJE/
vol 4_no2_2009/ 14. pdf >.

Aut hor’ s Addr ess

Thomas Dr ei bhol z

Simula Metropolitan Centre for Digital Engineering
St ensberggata 27

0170 Gslo

Nor way

Emai | : drei bh@i nul a. no

URI : https://ww. si mul a. no/ peopl e/ drei bh

Dr ei bhol z Expires 1 Cctober 2025 [ Page 8]



