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Abst r act

Thi s docunment defines a nmechanismfor email senders to include
hardware attestation evidence in nmessage headers, enabling receiving
mai | servers to cryptographically verify that an email was conposed
on a machine containing a genuine Trusted Platform Mddule (TPM from
a known manufacturer (Intel, AVD, Infineon, or simlar). The
verification chain runs fromthe emai|l header directly to the TPM
manufacturer’s root Certificate Authority, requiring no trust in any
internmediary identity service.

As a conpani on nmechani sm this document al so defines a privacy-
preserving alternative using SD-JW (Sel ective D sclosure JW, RFC
9901) where the sender can prove specific clains about their hardware
trust level without revealing their hardware identity.

Toget her, these mechani sns provi de Sybil-resistant emnai

aut henti cation: each sender requires a uni que physical security chip,
maki ng | arge-scal e aut onat ed spam economi cal ly infeasi bl e regardl ess
of advances in artificial intelligence.

Wil e this docunment specifies these mechanisns for enmail nessage
headers, the attestation formats defined herein - both the CVB
attestation bundle and the SD-JW trust proof - are self-contained,
transport-independent data structures applicable to HTTP headers,
agent -t o- agent nessagi ng, and other |Internet protocols.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 August 2026.
Copyright Notice
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docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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described in Section 4.e of the Trust Legal Provisions and are
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1. Introduction

Enmai | authentication today relies on three conpl enentary nechani sns:
SPF [ RFC7208] verifies the sending | P address, DKIM [ RFC6376]

provi des a dommi n-1evel cryptographic signhature, and DVMARC [ RFC7489]
ties themtogether with policy. These nechanisns prove that an enai
was aut horised by a domain. They do not prove anything about the
physical infrastructure that conposed or sent the nessage.

This distinction has becone critical. The rapid proliferation of
aut ononous Al agents capabl e of conposing human-quality text has
rendered content-based spam detection increasingly ineffective. An
attacker can register unlimted domains, configure valid SPF/ DKIM
DMARC, and use Al to generate nessages indistinguishable from

| egitimate correspondence. Every existing defence - CAPTCHAs, phone
verification, behavioural analysis, IP reputation - fails when the
attacker is an Al that can operate at scale with near-zero margina
cost.

The fundanental problemis that all existing sender identity signals
are software-based and therefore copyable at zero cost. This
docunent proposes anchoring sender identity to physics, applying the
renote attestation architecture of [RFC9334] to emmil: specifically,
to the Trusted Platform Mbdule (TPM chip present in virtually every
modern PC, server, and many enbedded devices
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A TPM cont ai ns a uni que Endorsenent Key (EK) burned in at the factory
by the chip manufacturer, with a certificate chaining to the

manuf acturer’s root CA. This key cannot be extracted, cloned, or
transferred. By signing email content with a TPMresident key and
including the certificate chain in the nessage headers, a sender
proves that the email originated on a specific, genuine piece of

har dwar e

Receiving mail servers can verify this proof by validating the
certificate chain against manufacturer root CAs - the same CAs they
al ready trust for Secure Boot, platformintegrity, and other TPM
dependent operations. No new trust relationships are required.

Thi s docunent defines two conpl enentary nechani sns:

1. *Direct TPM Attestation* (Section 4): A CM5 [ RFC5652] signed-data
structure containing the attestation signature and ful
certificate chain, carried in an ermail header. Verifiable
directly agai nst manufacturer root CAs. Optimsed for
deliverability.

2. *SD-JWI Trust Proof* (Section 5): A Selective D sclosure JW
[ RFC9901] issued by a trust registry, where the sender selects
which claims to reveal. Optimsed for privacy in contexts where
revealing hardware identity is undesirable.

VWil e this docunment defines these nechanisns for email, the
attestation formats thensel ves are transport-independent: the CVB
attestation bundle and SD-JW trust proof are self-contained data
structures that can be carried in any protocol capable of
transporting octet strings. Appendix C discusses applicability to
HTTP and ot her protocols.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

1.2. Term nol ogy

TPM Trusted Pl atform Modul e, as specified by the Trusted Computing
Goup (TCG [TCG TPM2]. This document assunes TPM 2.0

EK Endorsenment Key. A unique RSA or ECC key pair generated inside
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the TPM at manufacturing tinme, as profiled in [ TCG EK- PRCFI LE] .
The EK private key never |eaves the TPM The EK certificate is
signed by the chip manufacturer’s CA

AK Attestation Key. A signing key generated inside the TPM after
depl oynent, certified by the EK (via TPM2_Certify) to prove it
resides in the same TPM Used for signing operations in this
pr ot ocol .

Manuf acturer CA The Certificate Authority operated by the TPM chip
manuf acturer (e.g., Intel, AVD, Infineon) that signs EK
certificates. Root CA certificates are publicly avail able.

Trust Registry An entity that verifies TPM attestati on evi dence at
enrol Il ment time and subsequently issues trust assertions (e.g.,
SD- JWIs) about enrolled entities. A Trust Registry is OPTI ONAL
for Mode 1 (Direct TPM Attestation) and REQUI RED for Mde 2 (SD
JWI' Trust Proof).

HSM Hardware Security Mdule. A physical device that safeguards
crypt ographi ¢ keys and provi des cryptographic processing. TPM
are one category of HSM portable smart cards (such as Pl V-capabl e
Yubi Keys) are another. This docunent focuses on TPM based
attestation; conpani on docunents may address other HSMtypes.

Sybil Attack An attack where a single adversary creates many
pseudonynmous identities to subvert a reputation or trust system

2. Probl em St at enent

The econoni ¢ nodel of emmil spam has historically depended on the
near-zero cost of sending messages. Anti-spam defences have worked
by raising costs (CAPTCHAs inpose human attention costs, |IP
reputation requires infrastructure investnent, phone verification
requires SIM procurenent).

Al agents elimnate these costs. An Al can solve CAPTCHAs, generate
uni que content for each nmessage, rotate through residential proxy

I Ps, and operate continuously w thout human attention. The result is
that cost-based anti-spam defences approach zero effectiveness as Al

capabilities inprove.
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Hardware attestation re-introduces a cost floor that Al cannot
elimnate: each sender identity requires a physical TPMchip. TPM
chi ps have real manufacturing costs, exist in physical supply chains,
and each contains a globally unique key pair certified by the

manuf acturer. An attacker seeking to create N sender identities
needs N physical nmachines, each with a genuine TPM - a cost of
appr oxi mat el y $500-2000 per identity (machine + TPM conpared to
approxi mately $0 per identity with software-only approaches.

Furt hernore, because each TPMidentity is unique and persistent,
receiving nmail servers can build per-hardware reputation. A TPMthat
sends spamis flagged permanently. The attacker cannot sinply create
a new account - they need new physical hardware.

3. Applicability

This specification targets authentication of autonmated senders - Al
agents, bots, and hi gh-vol une automated systens - where Sybi
resistance justifies hardware-anchored identity. The proliferation
of autononous Al agents capabl e of generating human-quality content
at scale is the primary notivation

This specification is NOT intended or recomended for individua

human users sending personal or |ow volune email. Human senders
usi ng consumer nmail user agents (e.g., Gmil web client, Qutlook)
face privacy risks fromMde 1 Direct Attestation that are

di sproportionate to the benefit: the hardware fingerprint (EK public
key hash) uniquely identifies the sending nmachine across all nessages
and contexts, enabling |long-termtracking that exceeds current enail
privacy norns. Mde 2 (SD-JWI Trust Proof) nitigates this via

sel ective disclosure but requires enrollnent with a Trust Registry,
which is not a typical consumer workfl ow.

Qperators of hunman-facing email services MAY offer TPM attestation as
an opt-in feature (e.g., via a browser extension or MJA plugin), but
MUST provide clear disclosure of the Iinkability inplications before
activation. Receivers SHOULD NOT penalise the absence of TPM
attestation from senders exhi biting human-characteristic patterns

(e.g., low volune, natural |anguage variance, interactive reply
chai ns).
For human identity proofs in ermail, existing nmechani snms such as S/

M ME [ RFC8551] and DANE [ RFC7671] renmin appropriate.

The attestation formats defined in this docunment - both the CVB
attestation bundle and the SD-JW trust proof - are self-contained
data structures not inherently specific to email. They can be
carried in HTTP headers, HITP request bodi es, WbSocket nessages, or
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any protocol supporting opaque octet strings. Appendix C discusses
applicability to other transports. This docunent specifies the email
transport binding as the primary application.

4. Mode 1: Direct TPM Attestation

This section defines a CM5-based attestation bundle containing a

har dwar e- anchored signature and its full certificate chain. Wile
presented here in the context of emmil headers (Section 4.2), the C\VB
Si gnedData structure is a self-contained, transport-independent data
obj ect; see Appendix C for applicability to other protocols.

4.1. Attestation Certificate Chain

The attestation chain consists of the following certificates, ordered
fromleaf to root:

1. *AK Certificate:* Created by TPM2 _Certify, binding the AK public
key to the EK-identified TPM Contains the AK public key and the
EK' s certification signature.

2. *EK Certificate:* Issued by the TPM manufacturer at fabrication
time. Contains the EK public key, TPM manufacturer identity, and
TPM nodel information. Signed by the manufacturer’s internediate
CA.

3. *Manufacturer Intermediate CA Certificate(s):* Zero or nore
intermedi ate CA certificates formng the chain between the EK
certificate issuer and the manufacturer root.

4. *Manufacturer Root CA Certificate:* The trust anchor. This
certificate SHOULD al ready be present in the verifier's trust
store. Major TPM manufacturer root CAs are published at well -
known URLs (e.g., Intel’s Trusted Services API, AMD s Key
Distribution Server).

4. 2. Header Field Definition

Thi s docunment defines the "TPM Attestati on" header field for use in
emai | nessages.
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TPM Attestation = "TPM Attestation" ":" SP tpmattest-value CRLF
tpmattest-value = tpmversion ";" SP
tpmalgorithm™";" SP
t pm body-hash ";" SP
tpmtinestanp ";" SP
tpmchain
t pm ver si on = Myrot=tor
tpmalgorithm = "alg" "=" ("RS256" / "ES256" / "PS256")
tpm body-hash = "bh" "=" base64ur |
tpmtinestanp = "ts" "=" 1*DIGAT
tpmchain = "chain" "=" base64
VWher e:

v Protocol version. MJST be "1" for this specification.

alg The signature algorithmused by the AK.  MJST be one of RS256
( RSASSA- PKCS1-v1 5 with SHA-256), ES256 (ECDSA with P-256 and SHA-
256), or PS256 (RSASSA-PSS with SHA-256). RS256 is RECOMVENDED
for maxi mum conpatibility with existing TPM depl oynents.

bh The base64url - encoded SHA-256 hash of the canonicalised emil
body, computed using the same canonicalisation algorithmas DKIM
si mpl e body canonicalisation Section 3.4.3 of [RFC6376].

ts Unix tinestanp (seconds since 1970-01-01T00: 00: 00Z) at which the
attestation signature was created.

chain A base64-encoded CMS SignedData structure [ RFC5652]
cont ai ni ng:

* The AK signature over the concatenation of the body hash and
ti mestanp: Sign(AK, SHA-256(bh || ts))

* The AK certificate

* The EK certificate

* Any internmediate CA certificates

The CMS structure uses the SignedData content type (AOD
1.2.840.113549.1.7.2). The encapContentlnfo MJST be absent

(detached signature); the signed content is the body hash
concatenated with the tinmestanp, provided in the bh and ts fields.
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4.3. \Verification Al gorithm

A receiving mail server that supports this specification MIJST perform
the follow ng steps when a TPM Attestation header is present:

1. Parse the TPM Attestation header field and extract v, alg, bh
ts, and chain. |If parsing fails, the result is "none" (header
mal f or med) .

2. Verify that v equals "1". If not, the result is "none"
(unsupported version).

3. Conpute the SHA-256 hash of the canonicalised email body using
DKI M si npl e body canonicalisation. Conpare with bh. [If they
differ, the result is "fail" (body nodified).

4. Verify that ts is within an acceptabl e wi ndow of the current
time. A window of 300 seconds (5 m nutes) is RECOVMMENDED f or
direct SMIP delivery. Verifiers SHOULD allow a wi der w ndow (up
to 3600 seconds / 1 hour) for messages that have passed through
intermedi ate MIAs, as indicated by Received headers or queue
del ays. The ts value reflects when the sender created the
attestation, not when the MIA transnitted the message; multi-hop
delivery and tenporary queue backl ogs are comon operati ona
realities. |If ts is outside the acceptable window, the result is
"fail" (timestanmp expired).

5. Decode the base64 chain val ue and parse as a CM5 Si gnedDat a
structure. Extract the signer certificate (AK certificate) and
the certificate chain.

6. Validate the certificate chain:

a. The AK certificate MJUST contain a TPM2_Certify structure in
an extension or as the subject, binding the AK public key to
the EK.

b. The EK certificate MJUST chain to a manufacturer internedi ate
CA certificate.

c. The manufacturer internediate CA MJUST chain to a nanufacturer
root CA present in the verifier’'s TPM manufacturer CA trust
store.

If chain validation fails, the result is "fail" (chain invalid)
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7. Verify the CMS signature using the AK public key and the
specified algorithm The signed content is SHA-256(bh || ts).

If signature verification fails, the result is "fail" (bad
si gnat ure)
8. If all checks pass, the result is "pass". The verifier MAY

extract the following information fromthe certificate chain:

*  TPM manuf acturer (fromEK certificate issuer)

* TPM nodel or famly (fromEK certificate extensions)

* Hardware fingerprint: SHA-256 hash of the EK public key
4.4. Authentication-Results Integration

When recording the result of TPM Attestation verification in an
Aut henti cation-Results header field [ RFC8601], the foll ow ng nethod
identifier and property types are used:

Aut henti cati on-Results: nx.exanpl e.com
t pm att est =pass
header . al g=RS256
header . nfr=I NTC
header . hw=t pn2. 0
header . chi p=sha256: alb2c3d4. .

Wher e:

tpmattest The method identifier. Result is one of: "pass", "fail",
"none" (header absent or unparseable), "tenperror" (transient
verification error), or "permerror" (permanent verification
error).

header.alg The signature algorithmfromthe TPM Attestati on header

header.nfr The TPM nanufacturer code extracted fromthe EK
certificate. Common values: "INTC' (Intel), "AMD' (AMD), "IFX"
(I'nfineon), "STM (STM croel ectronics), "NIC' (Nuvoton), "VMN
(VMnar e, virtual TPM.

header. hw The hardware type. "tpn2.0" for a hardware or firmware
TPM  "vtpnR.0" for a hypervisor-provided virtual TPM

header.chip The SHA-256 hash of the EK public key, truncated to the
first 16 hex characters. This serves as a conpact hardware
fingerprint for reputation tracking. Full fingerprint SHOULD be
avai |l abl e via an extended property.
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4.5. Privacy Considerations for Direct Attestation

Direct TPM Attestation reveals the sender’s hardware fingerprint (EK
public key hash). This fingerprint is stable across all enmmils sent
by the sane nmachine, enabling linkability. This is a deliberate
design choice: linkability is desirable for reputation systenms (a
hardware identity that sends spam can be permanently flagged) and is
the mechani sm by which Sybil resistance is achieved.

Senders who require unlinkability between nessages SHOULD use Mode 2
(SD-JWI' Trust Proof, Section 5) instead of or in addition to Direct
TPM Attestation.

The EK certificate also reveals the TPM manuf acturer and nodel
famly. In nost deploynments, this information is not sensitive. |If
the sender considers hardware provenance information sensitive, they
SHOULD use Mode 2 excl usively.

5. Mode 2: SD-JW Trust Proof

This section defines an SD-JW-based trust proof. SD-JW ([RFC9901])
is inherently transport-independent; see Appendix C for applicability
beyond enmi | .

5.1. Overview

SD-JWI Trust Proof provides an alternative attestati on nmechani sm
where a Trust Registry (an entity that has previously verified the
sender’s hardware attestation) issues a Selective Disclosure JW§

[ RFC9901] containing clains about the sender’s trust classification.
The claimstructure is informed by the Entity Attestation Token (EAT)
model [RFC9711].

The sender can then present this SD-JW to enmail recipients with only
the clains it chooses to disclose. For exanple, a sender m ght prove
"ny hardware trust |evel is sovereign" (indicating a genuine, non-
virtual TPM was verified) without revealing its identity, hardware
fingerprint, or registration date. The Trust Registry issuer (iss)
is always visible in the SD-JW (required for signature
verification), but all other clains are selectively disclosable.

This node requires the recipient to trust the Trust Registry’'s
signing key (obtainable via the registry’s JWKS endpoint). It does
NOT require trust in any TPM manufacturer CA, as the Trust Registry
has al ready perforned that verification.

5.2. Header Field Definition
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TPM Trust-Proof = "TPM Trust-Proof" ":" SP sd-jw-conpact CRLF
sd-jwt-conpact = sd-jw "~" *( disclosure "~" ) kb-jw

; sd-jwt, disclosure, and kb-jw are defined in RFC 9901

The header value is a conplete SD-JW presentation as defined in

[ RFC9901], including optional disclosures and a Key Bi nding JW (KB-
JWI) .

The SD-JWI payl oad MUST include the foll owi ng clains:

iss The Trust Registry's identifier (a URI). Used to |ocate the
Trust Registry’'s JWKS for signature verification.

iat Issuance tine as a NunericDate.

exp Expiration tine as a NumericDate. MJST NOT exceed 7 days after
iat.

_sd Array of digests for selectively disclosable clainms, as defined
in [ RFCO901] .

cnf  Confirmation claimcontaining the sender’s public key (JW
format). When the sender’s key is TPM bound, this enabl es hol der
bi ndi ng: the recipient can verify that the presenter possesses the
TPM resident private key corresponding to this public key.

The foll owi ng clains SHOULD be avail able for selective disclosure
(present as hashed entries in _sd):

trust tier The sender’s hardware trust classification. Values
defined by the Trust Registry (e.g., "sovereign" for genuine non-
virtual TPM "virtual" for hypervisor-provided TPM "declared" for
software-only).

sub The sender’s identifier within the Trust Registry.

handl e A human-readabl e name for the sender, if assigned.

hsm manuf acturer The TPM nanufacturer code (e.g., "INTC', "AMD').

enrolled_at The tinestanp at which the sender enrolled with the
Trust Registry.

5.3. Verification Al gorithm
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1. Parse the TPM Trust-Proof header as an SD-JWI presentation per
[ RFC9901] .

2. Extract the issuer (iss) claimfromthe SD-JW payl oad.

3. Fetch the issuer’s JWKS fromthe well-known endpoint (e.g.,
{iss}/.well-known/jwks.json) or froma locally cached copy. The
JVWKS SHOULD be cached with a TTL of at |least 1 hour and at nost
24 hours.

4. Verify the SD-JW signature against the issuer’s public key per
[ RFCo901] .

5. Verify that exp has not passed and iat is within an acceptable
wi ndow.

6. For each disclosure present, verify that its hash nmatches an
entry in the _sd array.

7. |If a Key Binding JWI (KB-JW) is present and the SD-JW contai ns
a cnf claim verify the KB-JW signature against the cnf key.
This proves the presenter holds the private key (which, if TPM
bound, proves the ermail was conposed on the enrolled hardware).

8. Extract the disclosed clains. The result is "pass" with the set
of verified clains.

5.4. Authentication-Results Integration

Aut henti cati on-Results: nx.exanpl e.com
t pm trust =pass
header.trust _tier=sovereign
header . regi stry=regi stry. exanpl e. com
header . kb=t pm bound

tpmtrust The nethod identifier. Result values are the sane as for
tpmattest.

header.trust _tier The disclosed trust tier value, if the sender
chose to reveal it

header.registry The Trust Registry identifier (fromthe iss clainy.
header. kb "tpmbound" if the KB-JW was verified agai nst a cnf key

known to be TPMresident. "software" if the key binding used a
software key. "none" if no KB-JW was present.
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6.

7.

Conbi ned Mbde

A sendi ng agent MAY include both TPM Attestati on and TPM Tr ust - Pr oof
headers in the sanme nessage. Wen both are present:

* Receivers that trust TPM manufacturer CAs but not the Trust
Regi stry SHOULD verify TPM Attestation and ignore TPM Trust- Proof.

* Receivers that trust the Trust Registry but prefer not to process
the full certificate chain SHOULD verify TPM Trust-Proof and MAY
i gnore TPM Attestation.

* Receivers that support both SHOULD verify both and record both
results in Authentication-Results. Agreenent between the two
mechani sms provi des defence-in-depth: conprom sing either the
manuf acturer CA or the Trust Registry alone is insufficient to
forge both attestations.

The two mechani sms are i ndependent. Failure of one MJUST NOT cause
the other to be treated as fail ed.

Sybi| Resi stance Properties
The primary security goal of this specification is Sybil resistance:
making it economcally infeasible for an attacker to create many
sender identities.
1. Direct TPM Attestation (Mde 1)

Each TPM contai ns exactly one EK, which produces exactly one EK
certificate. The EK public key hash serves as a uni que hardware
fingerprint. A receiving mail server that tracks these fingerprints
can enforce policies such as:

* Rate limting per hardware fingerprint
* Reputation scoring per hardware fingerprint
* Bl ocking hardware fingerprints associated wi th abuse
An attacker attenpting to evade these policies requires a new
physical TPM chip (mnimumcost: the chip itself at ~$20 plus a

machi ne to host it at ~$200-2000), conpared to zero cost for creating
a new software identity.
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7.2. SD-JWr Trust Proof (Mode 2)

Sybil resistance in Mbde 2 depends on the Trust Registry’s enroll nent
policy. A Trust Registry that issues trust_tier values indicating
hardware verification (e.g., "sovereign") MJST verify hardware
attestation at enrollnment time and MUST nai ntain a uni queness
registry enforcing at nost one identity per EK public key hash. Such
a Trust Registry provides equival ent Sybil resistance to Mdde 1, with
the additional benefit that the hardware fingerprint is not reveal ed
to emmil recipients.

Trust Registries SHOULD nonitor for anomal ous enrol |l ment patterns
(e.g., many enrollments froma single I P range or a sudden spike in
enrol Il ments froma specific manufacturer CA) and SHOULD be capabl e of
suspendi ng enrol | nents pendi ng i nvestigation.

A Trust Registry that does not perform hardware verification (e.qg.,
one that enrolls software-only agents) provides no Sybil resistance
and MUST NOT issue trust_tier values that inply hardware
verification. The trust_tier claimdistinguishes these cases,
enabling recipients to weight trust appropriately.

7.3. Virtual TPMs

Virtual TPMs (vTPMs) provided by hypervisors (VMiaare, Hyper-V, QEM))
have valid EK certificates signed by the hypervisor vendor’s CA but
the hypervi sor operator can create arbitrarily many viPMs. This
weakens Sybil resistance.

Receiving mail servers SHOULD di stingui sh between physical TPMs and
virtual TPMs. The EK certificate's issuer field identifies the
manuf acturer: VMwaare-issued EK certificates indicate a virtual TPM
The header. hw property in Authentication-Results ("tpnR2.0" vs
"vtpnR.0") comunicates this distinction.

Mai | servers MAY apply different policies to virtual TPM attestations
(e.g., lower trust weighting, stricter rate limts) while still
recogni sing themas superior to no attestation at all.

8. Interaction with Existing Enmail Authentication

The mechani sns defined in this docunment conpl enent rather than
repl ace existing email authentication:

SPF [ RFC7208] Verifies the sending IP is authorised for the domain.
Orthogonal to hardware attestation. Both SHOULD be used.

DKI M [ RFC6376] Provi des domai n-level signing. TPM Attestation
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provi des hardware-|evel signing. They protect different
properties: DKIM proves domain authorisation; TPM Attestation
proves hardware identity. Both SHOULD be used.

DMARC [ RFC7489] Ties SPF and DKIMtogether with policy. A future
extension to DMARC coul d i ncorporate TPM attestation results into
the policy evaluation. This is out of scope for this document.

ARC [ RFC8617] Preserves authentication results through forwarding
chains. ARC SHOULD preserve TPM Attestation and TPM Tr ust - Pr oof
Aut henti cati on-Results when forwardi ng nmessages.

S/'M ME [ RFC8551] Provides end-to-end encryption and sender signing
via CA-issued certificates. S/M M and TPM Attestation sol ve
different problems: S/MME proves "this email address is
controll ed by sonmeone who presented a valid certificate"; TPM
Attestation proves "this email was conposed on genui ne, unique
hardware". They can coexi st.

8.1. Miltiple Headers and Forwardi ng

If multiple TPM Attestati on headers are present in a nessage (e.g.,
if a forwarding gateway adds its own attestation), the verifier
SHOULD eval uate all of themindependently and record each result
separately in Authentication-Results, using the sane precedence
conventions as for nultiple DKIMSignature headers [ RFC6376].

Mailing lists and content-nodifying forwarders that alter the nessage
body will invalidate the body hash (bh) in any existing TPM
Attestation header. This is expected and anal ogous to DKI M si ghature
breakage t hrough body nodification. Such intermnediaries SHOULD
preserve the original TPM Attestation header (the verifier wll

record "fail" due to body hash m smatch) and MAY add their own TPM
Attestation header covering the nodified body, if the internediary
itself has TPM capability. ARC [RFC8617] SHOULD be used to preserve
the original authentication results frombefore the nodification.

9. Inplenentation Status
NOTE TO RFC EDI TOR: Pl ease renove this section before publication.
This section records the status of known inplenmentations of the

protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
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9.1. 1lid.com Trust Registry
Organi sation: lid.com (https://1lid.com

Description: A working inplenentation of both Mbode 1 (Direct TPM
Attestation) and Mode 2 (SD-JW Trust Proof) as described in this
draft. The inplenentation includes server-side EK certificate chain
val i dati on agai nst manufacturer root CAs (Intel, AMD, Infineon,

STM croel ectroni cs, Nuvoton, Qual comm), anti-Sybil enforcenment via a
one-EK-per-identity registry, and SD-JWI trust proof issuance with
sel ective disclosure. The system al so supports PIV-based (Yubi Key)
attestation for portable hardware tokens.

Maturity: Beta. Deployed in production at https://1id.com

Coverage: All protocol features described in this draft are
i mpl enment ed.

Contact: Christopher Drake <cnd@i d. cone
Open- sour ce conponents:

* *Python SDK:* https://github.com 1lid-com oneid-sdk -- Cient-side
enrol Il ment and attestation library. Published to PyPl as "oneid".

* *Node.js SDK:* https://github.con 1li d-conf onei d-node -- dient-
side enrollnent and attestation library. Published to npm as
"1id".

* *TPM PIV hel per binary:* https://github.conl 1id-coni onei d-enrol |
-- Cross-platform Go binary for TPM access (W ndows TBS, Linux
/dev/tpmr0), PIV smart card operations, privilege elevation, and
AK provi si oni ng.

* *|nternet-Draft conpanion repository:* https://github.conl 1li d-conl
draft-drake-email -tpmattestation -- Draft XML source, exanple
verification code for both nodes, and test vectors.

*  *TPM Manuf acturer CA Trust Store:* https://github.com 1id-comtpm
manuf acturer-cas -- Comunity-curated collection of TPM
manufacturer root CA certificates for EK certificate chain
validation, as referenced in Appendi x B.

10. | ANA Consi der ati ons
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10.

10.

11.

11.

11.

1. Header Field Registration

I ANA is requested to register the foll owi ng header fields in the
"Per manent Message Header Field Nanmes" registry:

TPM Attestation Applicable protocol: mail. Status: standard.
Ref erence: this docunent, Section 4.2.

TPM Trust-Proof Applicable protocol: mail. Status: standard.
Ref erence: this docunent, Section 5.2.

2. Authentication Method Registration

I ANA is requested to register the following entries in the "Email
Aut henti cati on Methods" registry [ RFC8601]:

tpmattest Definition: this docunent, Section 4.4. Applicable
versions: 1.

tpmtrust Definition: this docunent, Section 5.4. Applicable
versions: 1.

Security Considerations
1. Manufacturer CA Conprom se

If a TPM manufacturer’s root CA private key is conprom sed, an
attacker could forge EK certificates and create unlimted fake
hardware identities. This risk is inherent to any PKI-based system
and is mtigated by the sanme neasures that protect manufacturer CAs
today: hardware security nodul es, air-gapped signing cerenonies, and
Certificate Transparency [ RFC9162].

The SD-JWI Trust Proof (Mbde 2) provides partial mtigation: if the
Trust Registry detects anonmal ous enrol |l nent patterns (e.g., thousands
of enrollnents froma single manufacturer CAin a short period), it
can suspend enrollnments while the conprom se is investigated. This

i s anal ogous to how Certificate Transparency nonitors detect ms-

i ssued TLS certificates.

2. Replay Attacks

The tinestanp (ts) in the TPM Attestation header lints the replay
wi ndow. Receiving mail servers SHOULD reject attestations with

ti mestanps nore than 300 seconds fromthe current tine.
Additionally, the body hash (bh) binds the attestation to a specific
emai | body, preventing a valid attestation frombeing attached to a
di f ferent nessage.
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11.

11.

For SD-JWI Trust Proofs, the Key Binding JW includes an iat claim
and MAY include an aud cl ai mbinding the presentation to a specific
recipi ent.

3. Conproni sed Endpoints and Privilege Requirenents

Thi s specification does not prevent a conproni sed machi ne from
sending attested email - if an attacker has full control of a machine
with a TPM they can use that TPMto attest. However, this is by
desi gn: each conprom sed nmachi ne contributes exactly one hardware
identity, and that identity accrues reputation (good or bad)
permanently. A botnet of 10,000 conproni sed machi nes yiel ds 10, 000
attestable identities, not the mllions possible with software-only
identity systens.

Additionally, TPM operations provide a practical barrier against
casual malware. Initial provisioning of an Attestation Key - the
one-tine setup step that creates the AK and certifies it against the
EK - typically requires el evated operating system privil eges
(admi ni strator on Wndows via the TPM Base Services APl, or root on
Li nux via /dev/tpmrmD). This means that unprivil eged userspace

mal war e (the nobst conmmon cl ass, distributed via phishing, drive-by
downl oads, and browser exploits) cannot provision new attestation
keys, even if it runs on a nachine with a TPM

Once an AK has been provisioned, subsequent signing operations
(TPM2_Si gn) MAY be available to unprivil eged processes dependi ng on
the TPM s authorization policy and operating system configuration

I mpl enentations that wish to restrict signing to authorised software
SHOULD configure appropriate TPM aut hori zation policies (e.g.,
password or policy session requirenments on the AK)

The net effect is that hardware attestation raises the bar for emi
abuse from"any script" to "kernel-level conpronise of a specific
physi cal machine,” which is a substantial inprovenent over the status
quo even if it is not a conplete solution

4. Physical Attacks on TPMs

Extracting private keys froma TPM requires physical attacks such as
el ectron mcroscopy, laser fault injection, or side-channel analysis.
Modern TPMs incl ude counterneasures agai nst these attacks. The cost

and expertise required for successful key extraction is estinmated at

$50, 000- $200, 000 per chip, neking it econom cally unviable for spam

oper ati ons.
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11.

11.

11.

Even if key extraction were feasible, the extracted key could only
i npersonate one hardware identity. The attacker would still need to
extract keys fromadditional TPMs to create additional identities.

5. Virtual TPM Ri sk

As noted in Section 7.3, virtual TPMs do not provide the sanme Sybil
resi stance as physical TPMs because the hypervi sor operator can
create arbitrary nunbers of vIPMs. Receiving mail servers MJST be
abl e to distinguish virtual from physical TPMs (via the manufacturer
code in the EK certificate) and SHOULD apply appropriate policy

di f f erences.

6. Policy Abuse and Deanonyni sation Ri sk

Mbde 1 (Direct TPM Attestation) creates a persistent, globally unique
hardware fingerprint that is visible to every recipient. Wile this
is the intended nmechani smfor Sybil resistance and reputation
building, it also creates risks if msused as a surveillance tool:

* Authoritarian regines could correlate hardware fingerprints across
messages to track individuals or organisations.

* Enployers or platforms could nmandate attestation to deanonym se
senders who have |legitimte reasons for pseudonymity.

* Receiving mail servers that |og hardware fingerprints create |ong-
lived tracki ng dat abases.

These risks are mitigated by the availability of Mdde 2 (SD-JW Trust
Proof), which provides Sybil resistance w thout revealing the
hardware fingerprint. Senders operating in contexts where hardware
fingerprint disclosure is unacceptable SHOULD use Mdde 2 excl usively.

Receiving mail servers SHOULD NOT require Mdde 1 attestati on when
Mode 2 provides sufficient trust signal for the receiver’'s policy
needs. The Applicability section (Section 3) notes that this
specification is designed for automated senders, not human users,
further limting the deanonymi sation risk in practice.

7. Header Stripping and Mdification

An internediary nmail server could strip or nodify the TPM Attestation
or TPM Trust-Proof headers. This risk is identical to the risk of

DKI M si gnature stripping and is mtigated by the same nmechani snms: ARC
[ RFC8617] preserves authentication results through forwardi ng chains,
and DMARC policy can specify handling for nessages that |ose
authentication in transit.
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Stripping these headers cannot cause a legitinmate nmessage to appear
illegitimate (it sinply loses the attestation). Adding forged
headers is prevented by the cryptographic signatures.
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Appendi x: Resi st ance

The following table conpares the cost of creating N fake sender
i dentities under various authentication regi nes:

Econoni cs of Hardwar e-Based Sybi |

[ sl s el e el e e
| Authentication | Cost per Identity | Cost of 1M | Reusable |
| | | Identities | After Flag? |
[S pemmsfomsbumesemsfos e esos s ess s esps el oe s espe s es e fes e fes e es e es el fuss e esps s s e pe ey e
| Emamil-only | ~$0 | ~$0 | Yes (new |
| | | | address) |
oo o e a e Fome e e +
| Phone-verified | ~$0.01-0.10 | $10K-100K | Yes (new |
I I I | SIM
oo o e e e oo Fom e e o +
| Domain + DKIM | ~$1-10 | $1M 10M | Yes (new |
I I I | domain) I
---------------- s
TPM | ~$500- 2000 | $500M 2B | No (chipis |
Attestation | | | permanent) |
oo o e e e oo Fom e om e o +
Table 1

The critical difference is the "Reusable After Flag?' colum. Wth
every existing mechanism a flagged identity can be cheaply repl aced.
Wth TPM attestation, a flagged hardware identity is permanently
associated with that physical chip. The attacker nust procure
entirely new hardware.

Appendi x:

The foll owi ng TPM manuf acturers publish root CA certificates that can
be used to validate EK certificate chains:

TPM Manuf act urer Root CAs

I ntel Provides EK CA certificates via a REST API.
certificates avail able for downl oad. See
https://trustedservices.intel.coni.

Root CA

Root certificates for
See https://downl oad. and. com sev/.

AMD AMD Security Processor key distribution.
f TPM EK val i dati on.

Infineon |Infineon OPTIGA TPM certificates. Root CA available via
Infineon's PKI. See https://ww.infineon.com TPM

STM croel ectronics Root certificates available through ST's TPM
docunent ati on portal .
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Nuvoton Root certificates avail able through Nuvoton’'s security
products docunent ati on.

Receiving mail servers inplenenting this specification SHOULD

mai ntain a local trust store of TPM manufacturer root CAs, updated
periodically. A comunity-maintained trust store (anal ogous to
Mozilla' s CA certificate progranme for TLS) woul d benefit the
ecosystem An open-source trust store project is avail able at
https://github. com 1i d- com t pm manuf act ur er - cas.

Appendi x C. Appendix: Applicability to Oher Transports

The CMS attestation bundle (the "chain" value defined in Section 4.2)
and the SD-JWI trust proof (defined in Section 5.2) are self-

contai ned data structures whose verification algorithnms (Section 4.3
and Section 5.3) do not depend on email semantics. The body hash
(bh) generalises to a content hash over whatever payload the
attestation covers.

Potential transport bindings include but are not limted to:

HTTP The CMS attestation bundle or SD-JW trust proof could be
carried in HTTP request headers or in HITP nessage bodies. The
content hash woul d cover the HTTP request or response payl oad.
This binding is particularly relevant for APl calls by autononous
Al agents, where the receiving service benefits fromverifying
that the request originated on attested hardware.

Agent -t o- Agent Protocols Energing protocols for Al agent
communi cation - tool invocation, task del egation, capability
di scovery - could carry attestation evidence al ongsi de each
request, enabling agents to verify each other’s hardware trust
| evel before exchanging sensitive data or del egating privileged
operati ons.

WebSocket and Streanming Protocols Attestation evidence could be
presented during connection establishnment (e.g., in the WebSocket
upgrade request) to establish hardware trust for the duration of a
persi stent connecti on.

Detai |l ed specification of these bindings is out of scope for this
docunent and is deferred to future conpani on docunents.
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