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Abst r act
The Internet’s identity infrastructure assunes human principals. As
aut ononous entities -- Al agents, robotic systens, and other non-
human actors -- increasingly participate in both Internet protocols

and physical society, no existing standard provides themwth
persistent, verifiable, hardware-anchored identity. The absence of
such identity enables Sybil attacks at scale, undernines trust

bet ween aut ononopus entities and the services they interact with, and
| eaves human bystanders unable to di stingui sh one machine from

anot her .

Thi s docunent defines a federated registry architecture for issuing,
managi ng, and verifying persistent identities for autononous
entities. Each identity is expressed as a URN in the "aid" (Agent
Identity) namespace ([ RFC8141]) and is anchored, where hardware is
avail abl e, to a physical security component (TPM PIV smart card,
secure enclave, or virtual TPM whose nmanufacturer-certified key
cannot be extracted, cloned, or transferred. This hardware anchoring
provi des Sybil resistance: creating Nidentities requires N distinct
physi cal devices, making |arge-scale identity fraud econonically
infeasible. Software-only entities may participate at a | ower trust
tier, building reputation froma baseline rather than froma

har dwar e- anchored starting point.

The architecture separates concerns into three tiers, nodeled on the
proven Internet domain nane system a Governance Authority that sets
policy and manages the gl obal trust framework, Registry Operators
that maintain authoritative identity databases and enforce cross-
provi der uni queness, and Registrars that perform hardware attestation
verification, issue standard Openl D Connect ([O DC-Core]) tokens, and
serve as the primary interface for autononous entities. The system

i ssues standard O DC/ QAut h2 t okens, enabling any Relying Party --
emai | services, APl gateways, agent-to-agent platforms, reputation
services, certification bodies, or any service that needs to verify
agent identity -- to do so with zero custom code
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A conpani on specification ([I-D.drake-email-hardware-attestation])
defines transport-level attestation headers for email and other
protocols; this docunent defines the identity infrastructure that
underpins those attestations. The architecture anticipates a future

in which reliable, indelible identity for autononous entities -- from
cloud software agents through enbodi ed robots that interact
physically with humans -- is as fundanental to infrastructure as the

domai n nane systemis today.
Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
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1. Introduction
The Internet was designed for communi cati on between hunmans operating
machi nes. Every identity layer -- emnil addresses, donmain nanes, TLS
certificates, QAuth2 tokens -- assunes a human principal or a human-
operated organi sation at the root of trust. This assunption is
becom ng obsol et e.
As of early 2026, tens of mllions of autononmobus Al agents operate
continuously on the public Internet: nanaging advertising canpai gns,
responding to customer inquiries, trading financial instrunments,
composi ng and sending email, building software, placing phone calls,

and perform ng thousands of other tasks with mnimal or no

human

supervi sion. These agents interact with services, wth humans, and

increasingly with each other, using the same protocols that
use -- HITP, SMIP, WbSocket, and energi ng agent-to-agent s

Si mul t aneousl y, aut ononous robotic systenms -- delivery vehi
surgi cal assistants, infrastructure maintenance pl atforms,
agricultural systens -- are beginning to participate in net

hunmans
t andar ds.

cl es,

wor ked

society with physical presence. These enbodi ed agents require
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identity that persists across software updates, hardware repairs, and
operational reassignment, just as a human’s identity persists across
changes in clothing, hairstyle, or enployer.

The fundanental problemis that no existing Internet identity system
was designed for entities that are not human, may not have a
responsi bl e human operator, and whose trustworthi ness nust be
assessed by machi nes at machi ne speed. Traditional identity systens
rely on know edge factors (passwords), possession factors (phones),
or inherence factors (bionetrics) -- all of which assume a hunman
body. Certificate authorities issue certificates to organi sations,
not to individual agents. QAuth2 client credentials authenticate
applications, not the specific hardware instance running them

Thi s docunent proposes a purpose-built identity registry for

aut ononous entities, anchored to the one property that every
conmputi ng devi ce possesses and no software can fake: its physica
hardware. A Trusted Platform Mdule (TPM, a PIV smart card (such as
a Yubi Key), or a secure enclave contains a unique cryptographic key
burned in at manufacturing time, with a certificate chain to the
manuf acturer’s root CA. This key cannot be extracted, cloned, or
transferred. By binding identity to hardware, this system provides
an unanbi guous target for certifications, reputation accrual,
recognition, and Sybil resistance that no software-only schenme can
match: creating N fake identities requires purchasing N physica
devi ces.

The architecture is nodel ed on the Internet domain nane system-- the
nmost successful federated registry in history. Just as DNS separates
policy (I CANN), registry operation (Verisign for .com, and retai

regi stration (GoDaddy, Nanecheap), this system separates:

* *CGovernance*: An Agent ldentity Authority (AlA) that sets policy,
accredits operators, and nanages the global hardware trust store.

* *Registry operation*: Registry Operators that maintain
authoritative identity databases, enforce cross-Registrar hardware
uni queness, and provi de unified discovery services.

* *Registration*: Registrars that perform hardware attestation
verification, interact directly with agents, issue O DC tokens,
and sell vanity handl es.

* *Consunption*: Relying Parties -- email services, APl gateways,
agent-to-agent platforns, reputation providers, certification
authorities, and any service that needs to verify agent identity
(they can accept standard O DC tokens without needi ng custom
code.)
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Thi s separation of concerns enables conpetition at each |ayer,
prevents any single entity fromcontrolling identity, and provides
the institutional resilience necessary for infrastructure that

aut ononous entities will depend on for decades to cone.

1.1. Design Principles

Aut ononous-Entity First This systemis designed for non-human
entities. Human operators are acconmpdated but not required. The
enrol Il ment, authentication, and lifecycle protocols are optim sed
for machi ne-to-machine interaction with no interactive browser
flows, no CAPTCHAs, and no assunptions about hunman cognitive
capabilities.

Har dwar e- Anchor ed When Possible, Inclusive Always Entities with
hardware security conponents receive the highest trust tier, but

entities without hardware can still participate. A software-only
agent can enroll, authenticate, build reputation, and interact
with the ecosystemat a lower trust level. This inclusivity

avoids an all-or-nothing barrier and recognises that legitimte
agents exist in environments without hardware security (cloud
functions, containers, enbedded systens).

Federated by Design No single organisation controls identity
i ssuance. Miltiple Registrars conpete to serve agents. Miltiple
Regi stry Operators may serve different nanespaces. The systemis
designed so that the failure or nal feasance of any single
partici pant does not conprom se the entire ecosystem

St andard Tokens, Zero Custom Code Ildentities are expressed as
standard O DC/ QAut h2 tokens. Any platformthat supports OpenlD
Connect can verify agent identity w thout inplementing this
specification. The hardware attestation conplexity is hidden
behind the enrollnent APlI; relying parties see only standard JWs.

Persistent, Indelible, Accountable An identity, once created, is
permanent. Agent-ids are never reassigned. Hardware bindings are
never broken (only disabled). Reputation -- good or bad --
follows the identity forever. This permanence is the foundation
of trust: it nmakes accountability inescapable and reputation
meani ngf ul .

Separation of ldentity from Behaviour This registry is a birth
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certificate office, not a police departnment. It proves existence
and hardware anchoring. Separate, independent systems -- relying
parties, reputation services, certification authorities -- are

responsi ble for reputation scoring, behaviour nonitoring, access
control, and abuse response, consum ng standard identity
credentials issued by Registrars. This separation prevents the
identity provider from becom ng a surveillance system

Transport | ndependence The identity tokens and attestation formats
defined here are usable across any Internet protocol: email, HTTP,
WebSocket, agent-to-agent nessaging, MCP tool invocation, and
protocol s not yet invented.

1.2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

1.3. Term nol ogy

Aut ononobus Entity Any non-hunan actor that participates in Internet
protocol s: Al agents, robotic systems, automated services, |oT
devices with agency, or any software or hardware systemthat acts
with a degree of independence. This docunent uses "agent" as a
conveni ent shorthand, but the architecture serves all autononous
entities regardl ess of enbodi nent.

Agent ldentity Docunent (AID) The conplete record of an autononous
entity’s identity, including its URN, trust tier, hardware
bi ndi ngs, handle (if any), enrollnent netadata, and lifecycle
state. Maintained authoritatively by the Registry Operator.

Agent ldentity Authority (AlA) The governance body responsible for
policy, accreditation, and stewardship of the agent identity
ecosystem Anal ogous to I CANN i n the donmai n name system

Regi stry Operator An organisation accredited by the AIAto naintain
the authoritative database of Agent Identity Docurments within one
or nore nanmespaces. Anal ogous to Verisign operating the .com
registry. The Registry Operator enforces cross-Regi strar hardware
uni queness and provides unified discovery services.

Regi strar An organi sation accredited by the AlA to perform hardware
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attestation verification, enroll agents, issue O DC tokens, and
sell vanity handl es. Anal ogous to a domain name registrar
(GoDaddy, Nanecheap). Miltiple Registrars conpete to serve agents
within the sane nanespace. Each Registrar is identified by a

regi strar-code assigned during accreditation

Nanespace A partition of the agent identity space, identified by a
| abel in the URN structure. Two types exist: Del egated Nanmespaces
(managed by a Registry Operator, with nultiple Registrars) and
Sel f - Sover ei gn Nanespaces (operated by a single organisation
acting as both registry and registrar). See Section 2.2.

Trust Tier A classification of an agent’s hardware trust |evel,
assigned during enroll nent based on the hardware evidence
presented. See Section 3. 2.

Handl e A human-readabl e vanity nane assigned to an agent identity
(e.g., "@lawdia" or "@cneco-delivery-bot-7"). Handles are
optional, menorable aliases; the URN is the canonical identifier
Anal ogous to a dommin nane as an alias for an | P address, except
handl es are non-transferabl e, because identity itself is not
transferabl e either

Hardware Fingerprint The SHA-256 hash of the SubjectPublicKeylnfo
DER encodi ng of a hardware security conmponent’s identity
certificate public key. Uniquely identifies a physical device
across all contexts. Used for anchoring and anti - Sybi
enf or cement .

Enrol | ment Cerenony The cryptographic protocol by which an agent
proves possession of a hardware security conponent and receives an
Agent ldentity Docunent. The cerenony varies by hardware type
(see Section 5).

Relying Party (RP) Any service that accepts and verifies agent
identity tokens issued by a Registrar. Exanples include enail
services, chat platforns, APl gateways, and ot her agents
performng peer verification.

Succession The process by which an agent’s identity is transferred
fromone Registrar to another, or froma Registrar to a new
identity under a different namespace, while preserving a
cryptographic link to the original identity for reputation
continuity.

Dr ake Expires 13 COctober 2026 [ Page 8]



Internet-Draft

Agent ldentity Registry

April 2026

2. Architecture Overview
The Agent ldentity Registry System (AIRS) is a three-tier federated
architecture. Each tier has distinct responsibilities, and the
interfaces between tiers are standardi sed to enabl e conpetition,
redundancy, and i ndependent evol ution.
........................................................... +
Agent ldentity Authority (AlA) |
Policy, accreditation, hardware trust store, disputes |
--------------------------- T
I
oo o a o +
I I
S R |V + S Vemmm e e e - +
| Registry Operator | | Registry Operator |
| (Del egated NS) | | (Del egated NS) |
| - Master database | | - Master database |
| - HWTfingerprint | | - HWTfingerprint |
| uni queness i ndex | | uni queness i ndex |
| - Discovery/l ookup | | - Discovery/| ookup |
S R R —— +o-m - - +---+ S R R +
I I I I I
+--V--4+ +-V--4+ +-V--+ +--V--4 +-V--+
| Reg | |Reg | |Reg | | Reg | |Reg |
| A | | B[] C| | D | | E |
B s I I S R R R T I I
I I I I I
+--V--+ +-V--+ +V---+ +--V--4 +--V--+
| Agent| |Agt | |Agt | |Agt | |Agt |
1 |12 13| | 4 | |5 |
Fomm - - + - -+ Fomm - - + F----- +
Sel f - Sover ei gn Nanespace
(org is registry + registrar):
o e e oo s +
| com exanple-corp |
| (self-sovereign) |
Fomm oo TS +
I
+--V--+
| Agent |
| 6 |
Fomm - - +
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2. 1.

Regi stry Hi erarchy

The hierarchy conprises three tiers:

Ti er
for the ecosystem |Its responsibilities include:

*

1. Agent ldentity Authority (AlA) The AlIA is the root of trust
Mai nt ai ni ng the "aid" URN formal nanmespace registration with

| ANA.

Accrediting Registry Operators and Registrars.

Publ i shi ng and mai ntaining the d obal Hardware Trust Store: the
authoritative collection of hardware manufacturer root CA

certificates accepted for enrollnent.

Setting mnimum standards for enrollment verification, anti-
Sybi|l enforcenment, and data retention.

Operating a dispute resolution nmechanismfor handle conflicts
and Regi strar mal practice cl ai ns.

Al l ocating Del egat ed Nanespaces and approvi ng Sel f-Sovereign
Nanespace regi strations.

The Al A SHOULD be constituted as a nulti-stakehol der body with
representation fromtechnol ogy providers, civil society, academ a,
and governnent observers. Single-entity control of the AlA woul d
underm ne the federated design.

Tier 2: Registry Operators Registry Operators maintain the
authoritative databases for Del egated Nanespaces. Their
responsi bilities include:

Dr ake

*

Mai nt ai ni ng the master Agent ldentity Docunent database for
t hei r nanespace(s).

Operating the dobal Hardware Fingerprint |Index: a cross-
Regi strar registry that maps hardware fingerprints to agent
identities, enforcing the anti-Sybil invariant that one

har dwar e devi ce backs at npbst one identity within the
nanespace.

Providing the Agent ldentity Registry Protocol (AIRP) interface
for Registrars (see Section 8).

Qperating unified discovery and | ookup services (see
Section 9).
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* Publishing the nanmespace’s root JVKS, enabling verifiers to
di scover any Registrar’s signing keys.

* Enforcing handl e uni queness wthin the namespace.

Multiple Registry Operators MAY exist, each serving different
Del egat ed Nanmespaces. A single Registry Operator MAY serve
mul ti pl e namespaces. This mirrors the domai n name system where
Verisign operates both .comand . net.

Tier 3: Registrars Registrars are the custoner-facing entities that
interact directly with autononous entities. Their

responsi bilities include:

* Performng hardware attestation verification: validating TPM EK
certificates, PIV attestation chains, and encl ave key proofs
agai nst the d obal Hardware Trust Store

* Conducting the enrollnent cerenmony (see Section 5).

* Registering newidentities with the Registry Operator via A RP

* |ssuing ODC QAuth2 tokens to enrolled agents.

* Providing SDKs and enrol |l ment tools.

* Selling and managi ng vanity handl es.

* Supporting the identity lifecycle: device addition, mgration,
co-location binding, hardware | ock, and succession

Beyond these three operational tiers, the ecosystemincludes Relying
Parties that consune identity credentials and build services atop
them enmil services, APl gateways, chat platforns, agent-to-agent
protocols, reputation providers, and certification authorities.
Relying Parties verify standard O DC tokens issued by Registrars and
apply their own policies based on trust tier, reputation, and domain-
specific certifications. The value of the identity infrastructure is
ultimately nmeasured by the breadth and depth of services that rely on
it.

2.2. Nanespace Types
Two nanespace types accomodate different operational nodels:

Del egat ed Nanmespace A nanespace allocated by the Al A and operated by
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an accredited Registry Operator. Miltiple Registrars conpete to
serve agents within a Del egated Namespace. The Registry Operator
enforces gl obal hardware uni queness and handl e uni queness acr 0ss
all Registrars

Del egat ed Nanespace | abels are short, generic, and descriptive.
Initial allocations by the AlA SHOULD i nclude at |east:

* global -- The default nanespace for general - purpose agent
identity.

* jot -- Optimsed for resource-constrained Internet of Things
devi ces.

* gov -- For government-operated autononous systens, subject to

addi tional accreditation requirenents.

Addi tional Del egated Nanmespaces MAY be all ocated by the Al A
t hrough a process anal ogous to | CANN' s new gTLD progranme.

Sel f - Sover ei gn Nanespace A nanespace operated by a single
organi sation that acts as both Registry Operator and sole
Registrar for its own identities. Self-Sovereign Nanespaces use
reverse-DNS notation derived fromthe operator’s domai n nane
(e.g., com1lid, com exanpl e-corp, org.exanple-I|ab).

Any organi sation that owns a DNS domain MAY register a Self-
Sover ei gn Nanespace by publishing a /.well-known/ aid-issuer.json
di scovery docunent (see Section 9) and registering with the Al A
Sel f - Sover ei gn operators MJST neet the same nininmumenrollment and
anti-Sybil standards as Del egat ed Namespace Regi strars

Sel f - Sover ei gn Nanespaces are identified by their reverse-DNS

| abel and enforce hardware uni queness within their own nanespace.
Cross- nanespace uni queness is enforced at the AlA |l evel through
the @ obal Hardware Fingerprint |Index when the Self-Sovereign
operator participates in the cross-registry protocol, or is
detectable by verifiers conparing fingerprints across nanespaces.

3. Agent ldentity Docunent
3.1. URN For nmat
Agent identities use the URN format defined in [ RFC8141] with the

"aid" (Agent ldentity) namespace identifier, as established by
[1-D. drake-emnmil - hardware-attestation]

Dr ake Expires 13 COctober 2026 [ Page 12]



I nternet-Draft Agent ldentity Registry April 2026

aid-urn = "urn:aid:" nanespace ":" agent-id
nanespace = del egated-ns / sel f-sovereign-ns

del egat ed- ns = dns- 1| abel

sel f-soverei gn-ns = dns-label *("." dns-1|abel)

agent-id = dns- 1 abel

dns- | abel = let-dig *(let-dig-hyp) let-dig / let-dig
let-dig = ALPHA / DAT

| et-di g-hyp = ALPHA / DGT /[ "-"

Exanpl es of identities in Del egated Nanespaces:

* urn:aid:global:a7f3c2e9 -- A general -purpose agent in the gl obal
Del egat ed Nanespace.

* urn:aid:iot:sensor-unit-4471 -- An 10T device in the iot Del egated
Nanmespace.
* urn:aid:gov: dhs-screeni ng-agent-12 -- A government systemin the

gov Del egat ed Nanespace.
Exanpl es of identities in Self-Soverei gn Nanespaces:
* urn:aid:com1lid:1lid-ty62nuvf -- An agent enrolled with 1lid.com

* urn:aid: comexanpl e-corp: assi stant-prod-7x9k -- An agent enrolled
by a hypot hetical Al provider.

* urn:aid:org. exanpl e-1ab: research-agent-42 -- An agent enrolled by
a hypothetical research organisation.

The agent-id MJUST be unique within its namespace and MJUST NOT be
reassi gned, even after the identity is deconmm ssioned. Agent-ids
MUST conformto DNS | abel syntax ([ RFC1035] Section 2.3.1): |owercase
ASCI| letters, digits, and hyphens, not beginning or ending with a
hyphen, nmaxi num 63 octets.

For Del egat ed Namespaces, the Registry Operator assigns agent-ids to
ensure uni queness across all Registrars. For Self-Sovereign
Nanespaces, the operator assigns agent-ids within its own nanespace.

3.2. Trust Tiers
Every Agent ldentity Docunment includes a trust tier that classifies
the strength of the hardware anchoring. Trust tiers are assigned

during enroll nment based on the hardware evi dence presented and
verified by the Registrar.
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[ oo oo ey s s ool e o}
| Tier | HW | Hardware | Sybil Resistance |
| | Code | | |
[ bbbl ey s s s e s e sl bbby
| sovereign | TPM | Discrete or | Hi ghest: one physi cal

| | | firmmare TPM 2.0 | chip per identity.

| | | (I'ntel PTT, AMD | Manufacturer CA chain |
| | | fTPM I nfineon, | to silicon. |
| | | etc.) | |
S +o-m - - o e e e e oo o e e e e e e oo oo oo +
| portable | PIV | PIV smart card or | High: one physical |
| | | USB security key | token per identity. |
| | | (Yubi Key, | Manufacturer |
| | | Nitrokey, Feitian, | attestation chain. |
| | | Sol oKeys) | |
S +o-m - - o e e e e oo o e e e e e e oo oo oo +

encl ave ENC Har dwar e secure Medi um har dwar e- bound

I I I
| enclave (Apple | keys, but attestation

| Secure Encl ave, | PKI varies by vendor. |
| ARM Trust Zone, | TOFU nodel where full |
| Intel SGX) | attestation is |
| | unavail abl e. |

| wvirtual | VRT | Virtual TPM | Medium hypervisor |
| | | (VMnare, Hyper-V, | controls creation. |
| | | QEMJY KVM | Not Sybil-resistant |
| | | | agai nst hypervi sor |
| | | | operator. |
U Foommo- Fom e oo oo e +
| declared | SFT | Software-managed | Lowest: no hardware

| | | key (no hardware | verification. |
| | | protection) | Reputation nust be |
| | | | earned over time (via

| | | | independent reputation |
| | | | services). |
S Foommo- Fom oo Fom e oo +

Table 1

Rel ying parties SHOULD apply differentiated policy based on trust
tier. For exanple, a high-security financial APl m ght accept only
sovereign and portable tiers, while a public chat service m ght
accept all tiers with different rate limts. Relying parties SHOULD
al so consi der consulting independent reputation services, using the
agent’s persistent identity as the | ookup key, to assess cross-
servi ce behavi our patterns beyond their own observations.
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An identity' s effective trust tier MAY change over its lifetine when
the identity has multiple enrolled devices of different types. The
trust tier reported in authentication tokens reflects the device used
for the nost recent attestation, not a static property. Verifiers
SHOULD expect the sane agent-id to appear with different trust tier
val ues across different interactions. (e.g. when agents upgrade to
hardware tiers, or to stronger hardware ones)

3.3. ldentity Attributes

An Agent ldentity Document contains the follow ng attributes,
mai nt ai ned by the Registry Operator:

agent _id (REQUI RED) The unique identifier within the nanespace,
form ng part of the URN

nanespace (REQUI RED) The nanespace in which this identity is
regi stered.

trust_tier (REQU RED) The highest trust tier achieved by any active
device bound to this identity.

registrar_code (REQU RED) The identifier of the Registrar that
manages this identity.

enrolled_at (REQU RED) |SO 8601 tinestanp of initial enroll nment.
har dwar e_devi ces (REQUI RED) List of hardware devi ce bindings, each
containing: hardware fingerprint, hardware type code,
manuf act urer, device status (active, disabled), and binding
ti mestanp.

handl e (OPTIONAL) A vanity nanme assigned to this identity. See
Section 3. 4.

di spl ay_nanme (OPTIONAL) A hurman-readabl e display nanme for the agent.

operator_emai|l (OPTIONAL) Contact address for the human operator
responsible for this agent, if any.

hardwar e | ocked (OPTI ONAL) Bool ean. When true, the identity is
permanently bound to a single hardware device. Irreversible.

succession_link (OPTIONAL) URN of a successor identity, if this
identity has been transferred. See Section 6.5.
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3.4. Handle System

4.

4.

Handl es are human-readabl e vanity nanes that serve as nenorabl e

al i ases for agent identities, anal ogous to domain nanes as aliases
for | P addresses. The canonical identifier is always the URN, the
handl e i s a conveni ence.

Handl e syntax follows the sane DNS | abel rules as agent-ids:

| onercase ASCII| letters, digits, and hyphens, maxi mum 63 octets.
Handl es are uni que within each nanespace (enforced by the Registry
perator for Del egated Nanespaces, or by the operator for Self-
Sover ei gn Nanespaces).

Handl e assignnent is at the Registrar’s discretion. Registrars MAY
charge for handl es (anal ogous to domai n nane registration fees) and
MAY inplenent tiered pricing based on handle I ength or desirability.
Free enrollment with a systemassigned agent-id ensures that cost is
never a barrier to identity -- only to vanity nam ng.

Handl es are renewabl e and nmay becone disabled if not renewed. A

di sabl ed handl e may be reactivated. Handles are non-transferrable,
and when used, are guaranteed to identify the sane agent every tine.
An agent-id, however, is permanent regardl ess of handl e status.

The Regi stry Operator SHOULD maintain a reserved handle list for
terns that could cause confusion (e.g., protocol keywords, well-known
service names, offensive ternms). The Al A SHOULD publish a baseline
reserved list; individual Registry Operators and Registrars MAY
extend it.

Hardware Attestation
1. Supported Hardware Mechani sns

The system supports five classes of hardware security, each providing
different levels of Sybil resistance and key protection. The
enrol I nent ceremony (see Section 5) varies by hardware type, but all
share the same identity document structure and authentication token
format.

TPM 2.0 (Sovereign Tier) Discrete or firmvare Trusted Platform
Modul es per [TCG TPM2]. Identity is anchored to the Endorsenent
Key (EK), a unique RSA or ECC key pair generated inside the TPM at
manuf acturing time per [TCG EK- PROFILE]. The Registrar validates
the EK certificate chain to the manufacturer’s root CA
Enrol | ment uses the TPM2_MakeCredential / TPM2_ActivateCredentia
protocol to prove the Attestation Key (AK) resides in the same TPM
as the EK
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4.

2

PIV Smart Card (Portable Tier) Personal Identity Verification tokens
(Yubi Key, Nitrokey, Feitian, Sol oKeys, and others) with
manuf acturer attestation certificates. |ldentity is anchored to
the device attestation certificate chain. The signing key resides
in a hardware-protected PIV slot.

Secure Enclave (Enclave Tier) Hardware secure enclaves (Apple Secure
Encl ave, ARM Trust Zone, Intel SGX) that generate and protect
crypt ographi c keys. \Where vendor attestation PKI is available
(e.g., Apple App Attest), the Registrar validates the attestation
chain. Were vendor attestation is unavailable, enroll nment
follows a Trust-On-First-Use (TOFU) nodel with hardware-bound key
per si st ence.

Virtual TPM (Virtual Tier) Hypervisor-provided virtual TPMs (VMnare,
Hyper-V, QEMJ). ldentity certificates are signed by the
hypervi sor vendor’s CA.  Registrars MJST distinguish virtual from
physi cal hardware and MJUST assign the virtual trust tier

Software Key (Declared Tier) Software-managed key pairs with no
hardware protection. No hardware attestation is perforned. The
Regi strar issues an identity certificate signed by the Registrar’s
CA. Sybil resistance is limted to rate-limting and reputation
accunul ati on.

Anti-Sybil Invariants

The followi ng invariants MJIST be enforced by the Registry Operator
and all Registrars. Together, they ensure that hardware-anchored
identity provides neaningful Sybil resistance.

One Device, One ldentity (per namespace) A hardware device
(identified by its hardware fingerprint) MJST NOT back nmore than
one agent identity within the sane nanespace. This binding is
permanent: a device that has been bound to an identity MJST NOT be
re-enroll ed under any other agent-id, even after the device is
di sabled or the original identity is deconm ssioned. This
prevents reputation | aunderi ng.

Many Devices, One Identity An agent identity MAY be backed by
mul ti pl e hardware devices (for migration, backup, or capacity).
Addi ng a device does not anplify reputation: the identity has a
singl e reputation regardl ess of how many devices back it. Devices
of conpatible trust tiers may coexi st (sovereign and portable are
compati ble; virtual and declared are not conpatible with hardware
tiers).

Cross- Nanespace Detection A hardware device MAY be enrolled in
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mul ti pl e nanespaces (Del egated and/or Sel f-Sovereign), producing
different agent-ids in each. This cross-nanespace presence is
detectable by any verifier that conpares hardware fingerprints.
Where the Al A operates a d obal Hardware Fingerprint |Index, cross-
nanespace enrol | nrent SHOULD be reported to the enrolling agent and
MAY be disclosed to verifiers upon request.

Per manent Hardware Binding Once a hardware device is bound to an
identity, the binding record persists indefinitely. A Registrar
MAY di sable a device (preventing it fromgenerating attestations),
but MUST NOT del ete the binding. This pernmanence ensures that
reputation history, including abuse reports, follows the hardware
across any re-enrollnment attenpt.

d obal Hardware Trust Store

The Al A naintains the dobal Hardware Trust Store: a curated,

versi oned col | ection of hardware nmanufacturer root and internediate
CA certificates. Registrars MJST validate hardware identity
certificates against this trust store during enroll nent.

The trust store is published at a well-known HTTPS endpoi nt operated
by the AlA and replicated by Registry Operators. It is also
avai l abl e as a conmuni ty- mai nt ai ned open-source repository (see
Section 15).

Inclusion in the trust store requires the manufacturer to
denonstr at e:

* Published root CA certificates with public distribution.

* Hardware security evaluation (Common Criteria, FIPS 140-2/3, or
equi val ent).

* Acertificate practice statenent describing key generation,
storage, and lifecycle.

The Al A SHOULD nmodel the trust store governance on the Myzilla Root
Store Policy or the Chronme Root Programme, with transparent inclusion
criteria and public audit trails.

Enrol | rent Pr ot ocol

Enroll ment is the process by which an autononous entity proves
possession of a hardware security conponent (or generates a software
key) and receives an Agent ldentity Docunment. The Registrar conducts
the enroll ment cerenony and registers the resulting identity with the
Regi stry Operator via Al RP.
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5.1.

enrol | ment cerenpbni es share a conmon structure:

*Detection:* The agent determ nes what hardware security
conponents are available on its host platform

*Evi dence submi ssion:* The agent subnmits hardware attestation
evi dence to the Registrar.

*Verification:* The Registrar validates the evidence against the
G obal Hardware Trust Store.

*Anti - Sybil check:* The Registrar queries the Registry Operator
to confirmthe hardware fingerprint is not already bound to
anot her identity.

*Chal | enge-response: * The Regi strar issues a cryptographic
chal | enge; the agent proves possession of the hardware-resident
key.

*ldentity creation:* The Registrar registers the newidentity
with the Registry Operator and issues credentials (ODCclient_id
+ client _secret, or hardware-backed credential) to the agent.

Sovereign Tier (TPM 2.0)

Enrollment with a TPM 2.0 devi ce proceeds as foll ows:

1.

Dr ake

The agent reads the EK certificate fromthe TPM s non-volatile
storage (NV index 0x01C00002 for RSA, 0x01CO0000A for ECC) and
creates a transient Attestation Key (AK) via TPM2_CreatePrimary
under the endorsenent hierarchy.

The agent submits the EK certificate (and any internediate
certificates), the AK public key, and the AK's TPMI_PUBLI C
structure to the Registrar’s POST /enroll/begin endpoint.

The Regi strar validates the EK certificate chain against the

G obal Hardware Trust Store. The Registrar determ nes the trust
tier: "sovereign" for physical TPMs (Intel, AWVD, Infineon, etc.),
"virtual" for hypervisor-issued certificates (VMvare, M crosoft).

The Regi strar conputes the hardware fingerprint (SHA-256 of the

EK' s Subj ect Publ i cKeyl nfo DER) and queries the Registry Operator
to confirm uni queness.
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The Regi strar generates a credential challenge using
TPM2_MakeCredential, encrypted to the EK public key, containing a
secret bound to the AK s nane. This challenge and an enrol | nment
session ID are returned to the agent.

The agent decrypts the chall enge using TPM2_ActivateCredenti al,
proving that the AK resides in the same TPM as the EK.  The
decrypted secret is submtted to the Registrar’s POST /enroll/
activate endpoint.

The Registrar verifies the decrypted secret, registers the
identity with the Registry Operator, creates O DC client
credentials, issues an AK certificate binding the AK public key
to the new agent-id, and returns all credentials to the agent.

The AK is a transient TPM object created determnistically fromthe
TPM s Endorsenent Primary Seed. It is NOT persisted in NV storage,
avoi di ng consunption of scarce TPMresources. See

[1-D.drake-enunil -hardware-attestation] Section 3.4 for the full
transi ent key nodel .

5. 2.

Portable Tier (PIV Smart Card)

Enrollment with a PIV token proceeds as foll ows:

1.

Dr ake

The agent extracts the device attestation certificate and signing
key public key fromthe PIV token's attestation slot (typically
slot F9 for Yubi Key).

The agent submits the attestation certificate chain and signing
key public key to the Registrar’s POST /enroll/begin/piv

endpoi nt ..

The Registrar validates the attestation chain against the

manuf acturer’s root CA (e.g., Yubico PIV Root CA) and conputes
the hardware fingerprint.

The Regi strar issues a nonce chall enge.

The agent signs the nonce with the PIV signing key and subnmits
the signature.

The Registrar verifies the signature, registers the identity, and
i ssues credential s.
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5.3.

Encl ave Tier (Secure Encl ave)

Enrol Il ment with a secure encl ave proceeds as foll ows:

1.

5.

5. 4.

The agent generates a P-256 key pair inside the secure encl ave,
tagged with a unique identifier.

The agent submits the enclave public key to the Registrar’s POST
/enrol | /encl ave/ begi n endpoi nt.

Where vendor attestation is available (e.g., Apple App Attest),
the agent obtains an attestation object fromthe vendor’s
attestation service and subnmits it to POST /enroll/enclave/
register. The Registrar validates the attestati on against the
vendor’s root CA.

Where vendor attestation is unavail able, the enrollnent follows
TOFU: the Registrar issues a nonce challenge, the agent signs it
with the enclave key, and the Registrar verifies the signature.
The har dwar e- bound dat aRepresentation blob is persisted by the
agent to enable key recovery after enclave state |oss.

The Registrar registers the identity and i ssues credenti al s.

Decl ared Tier (Software-Only)

Enrol | ment wit hout hardware proceeds as foll ows:

1.

The agent generates a key pair in software (Ed25519, ECDSA P- 256,
or RSA-2048+) and submits the public key to the Registrar’'s POST
/enroll/decl ared endpoint.

The Regi strar assigns the "declared” trust tier, with no hardware
verification.

The Registrar issues a Registrar-signed identity certificate and
O DC credenti al s.

Decl ared enrol I nent MJST be rate-limted by the Registrar
(RECOMVENDED: no nore than 20 enrol |l ments per source |P per hour) to
mtigate bulk registration attacks.

6

Dr ake

Identity Lifecycle
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6.1. Device Addition and Mgration

An agent MAY add additional hardware devices to an existing identity,
enabl ing hardware migration (replacing failed devices) and backup (a
Yubi Key stored securely as a recovery device).

To add a device, the agent MJST prove control of the existing
identity (by signing with a currently active device) and then

compl ete the enroll nent cerenmony for the new device. The Registrar
regi sters the new device-to-identity binding with the Registry

Oper at or.

Devi ce compatibility rules:

* Sovereign (TPM and portable (PIV) devices are conpatible and MAY
coexi st on the sane identity.

* Encl ave devices MAY coexist with sovereign and portabl e devices.

* Virtual (VRT) devices MJST NOT coexist with sovereign, portable,
or encl ave devi ces.

* Declared (SFT) keys MJUST NOT be bound to an identity that has any
har dwar e devi ce

6.2. Co-Location Binding

When an agent has both a TPM and a PIV token, a co-location binding
cerenony proves that both devices are physically proximate (operated
by the sane entity). The cerenony requires both devices to sign a
shared nonce within a strict tinme w ndow (RECOMVENDED: 365

m | 1iseconds), denonstrating that a single operator controls both
devi ces simultaneously.

Co-1 ocation binding strengthens the identity by proving that the TPM
(anchored to the host machine) and the PIV token (a portable device)
are under the sane control. This is particularly valuable for
recovery scenarios: if the TPMfails, the PIV token provides a pre-
verified backup path.

6.3. Hardware Lock

An agent MAY irreversibly lock its identity to a single hardware
device. Once | ocked

*  No additional devices can be bound.

* No device migration is possible.
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* The identity can only authenticate fromthe | ocked device.

Hardware lock is an extreme nmeasure, suitable for high-security
applications where the guarantee "this identity can only ever operate
fromthis specific physical chip" has value. The lock is recorded in
the Agent ldentity Docunment and is irreversible.

6.4. ldentity Recovery

When a hardware device fails or is lost, the agent can recover its
identity using any remining active device bound to the sane
identity. The recovery process:

1. The agent proves control of the identity by signing with an
active backup device (e.g., a previously bound Yubi Key).

2. The agent enrolls the replacenent hardware (new TPM on new
machi ne) via the standard enrol | ment cerenony.

3. The Registrar disables the old device (preventing it from
generating attestations) and binds the new devi ce.

4. The agent-id, URN, reputation, and all identity attributes are
preserved. Only the hardware bindi ng changes.

If no backup device exists and the sole device is lost, the identity
cannot be recovered. This is a deliberate security property: it
prevents an attacker fromclaimng to have "lost" a device in order
to re-enroll under the sane identity with new hardware

6.5. Succession (Cross-Registrar Transfer)

An agent MAY transfer its operational relationship fromone Registrar
to another. Because the URN includes the nanespace, two transfer
nodel s exi st:

I ntra-Nanespace Transfer (Del egated Nanespaces) Wthin a Del egated
Nanespace, the agent-id is assigned by the Registry Operator and
i s independent of the Registrar. Transfer changes only the
managi ng Registrar; the URN is unchanged. The Registry Operator
facilitates the transfer via AIRP, verifying that the agent
authorises the transfer by signing with its enrolled hardware.

Cross- Namespace Succession (Sel f-Soverei gn Nanmespaces) Wen
transferring froma Self-Soverei gn Nanespace (e.g., comlid) to a
Del egat ed Nanespace (e.g., global) or to another Self-Sovereign
Nanespace, the URN necessarily changes. The old identity’'s Agent
Identity Docunent is updated with a succession_|ink pointing to
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the new URN. The new identity’s docunent includes a

predecessor _|link pointing to the old URN. Reputation services
SHOULD honour succession |links for reputation continuity, applying
an appropriate discount to acknow edge the reduced certainty of

Cr 0sSs- namespace succession

6. 6. Deconmi ssi oning

An agent identity can be deconm ssioned by its operator or Registrar.
Decomm ssi oni ng di sables all hardware bindings and nmarks the identity
as inactive. The agent-id is NEVER reassigned. The hardware
fingerprints remain permanently bound to the deconmi ssioned identity,
preventing re-enroll nent under a new identity.

Deconmm ssioning i s appropriate when

* The agent is pernmanently retired.

* The hardware is destroyed.

* The AIA s dispute resolution process deternines that the
enrol Il ment violated anti-Sybil invariants or accreditation policy
(e.g., a fabricated hardware attestation). Registrars MJST NOT
unil aterally deconmi ssion identities on suspicion of fraud; such
determnations require the Al A process defined in Section 10.1

7. Authentication and Token |ssuance
7.1. O DC QAuth2 Integration

Agent identity tokens are standard Qpenl D Connect [O DC-Core] tokens

Regi strars operate as O DC providers, issuing JWs that any O DC

compliant Relying Party can verify without inplenenting this

speci fication.

The agent-id URN appears as the sub claimin O DC tokens

{

"iss": "https://registrar.exanple.conreal ns/ agents"”,
"sub": "urn:aid:global:a7f3c2e9",
"aud": "account",

"exp": 1711234567,

"iat": 1711230967,

"trust_tier": "sovereign",

"handl e": "ny-agent”,
"hardwar e_| ocked": fal se,
"registered_at": "2026-01-15T10: 30: 00Z"
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Customclainms (trust_tier, handle, hardware_| ocked, registered_at)
are injected by a custom protocol mapper in the O DC provider.

Rel ying parties that do not understand these clainms sinply ignore
them standard O DC verification (signature check, iss, sub, aud,

exp) is sufficient.

7.2. dient Credentials G ant

Agents aut henticate using the QAuth2 client_credential s grant

([ RFC6749] Section 4.4). The agent 1S the principal; there is no
end-user, no browser redirect, and no interactive login. This grant
type is purpose-built for machi ne-to-nmachi ne authentication and is

t he RECOVMENDED aut hentication method for all agent interactions.

For declared-tier agents, the client_id and client_secret issued
during enrollnment are used directly. For hardware-tier agents, the
Regi strar SHOULD support hardwar e- backed chal | enge-response

aut hentication (see Section 7.3) as an alternative to shared secrets.

7.3. Hardware-Backed Chal | enge- Response Aut hentication
For agents with hardware security conponents, the Registrar SHOULD
support a chal | enge-response protocol that proves the agent currently
possesses the enroll ed hardware:

1. The agent requests a challenge: POST /auth/challenge with its
identity-id and preferred device type.

2. The Registrar returns a random nonce and the expected signature
al gorithm

3. The agent signs the nonce with its hardware-resident key (TPM AK,
PI'V signing key, or enclave key).

4. The agent subnits the signature: POST /auth/verify.

5. The Registrar verifies the signature against the enrolled public
key. On success, the Registrar issues an ODC token via the
internal client credentials path.

Har dwar e- backed aut henticati on prevents credential theft: even if the

client_secret is comprom sed, an attacker cannot authenticate w thout
physi cal access to the enrolled hardware.
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Agent ldentity Registry Protocol (AlRP)

April 2026

The Agent ldentity Registry Protocol (A RP) defines the interface
bet ween Registrars and Registry Qperators. It is nodeled on the
Ext ensi bl e Provi sioning Protocol (EPP, [ RFC5730]) used in the domain

nane system adapted for the agent identity donain.

Al RP uses HTTPS as the transport |layer, w th nutual

TLS

aut henti cati on between the Registrar and the Registry Operator. All

operations are RESTful JSON APIs.
Identity Registration

POST /airp/vl/identities
Cont ent - Type: application/json

{
"agent id": "a7f3c2e9",
"trust_tier": "sovereign",
"hardware_fingerprint": "sha256:alb2c3d4...",
"hardwar e_type": "TPM,
"hardwar e_manuf acturer": "I NTC',
"ak_public_key peni: "----- BEA N PUBLI C KEY----- \n. ..
"display_name": "My Tradi ng Agent",
"operator_emil": "ops@xanpl e.cont

}

201 Created

{
"urn": "urn:aid:global:a7f 3c2e9",
"registered_at": "2026-03-23T10: 30: 002",
"registrar_code": "11 DCOV

}

The Regi stry Operator MJST:

* Verify that the agent-id is unique w thin the nanmespace.

* Verify that the hardware fingerprint is not already bound to

anot her identity in this nanespace.
* Record the identity in the naster database.
* Return the canonical URN.

Har dwar e Fi ngerprint Uni queness Check

Dr ake Expires 13 COctober 2026

[ Page 26]



I nt

8. 3.

8. 4.

ernet-Draft Agent ldentity Registry April 2026

GET /airp/vl/ hardware/ sha256: alb2c3d4. ../ check
200 K

"fingerprint": "sha256:alb2c3d4...",
"bound": false

}
-- or, if already bound: --
200 X
{
"fingerprint": "sha256:alb2c3d4...",
"bound": true,
"bound_to_urn": "urn:aid: gl obal:existing-agent"”,
“bound_at": "2025-12-01T08: 00: 00Z"
}
Regi strars MJST call this endpoint before conpleting enrollnent to
enforce the one-device-per-identity anti-Sybil invariant. The

Regi stry Operator MJST respond within 500 nmilliseconds to avoid
enrol I ment | atency.

ldentity Query

GET /airp/vl/identities/urn:aid:global:a7f3c2e9

200 K

{
"urn": "urn:aid:global:a7f3c2e9",
"trust_tier": "sovereign",

"registrar_code": "1 DCOVM',

"enrol led_at": "2026-03-23T10: 30: 00Z",
"handl e": "ny-agent",
"hardwar e_| ocked": fal se,
"device_count": 2,

"succession_link": null

"status": "active"

}
Handl e Operati ons

Handl e registration, renewal, transfer, and deletion follow the sane
RESTful pattern. The Registry Operator enforces handl e uni queness

wi thin the nanespace. Handle pricing is determ ned by the Registrar,
not the Registry Operator; the Registry Qperator’s role is uniqueness
enforcement and authoritative resolution
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8.5. ldentity Transfer

For intra-nanmespace transfers (Del egated Nanespaces), the AIRP
transfer operation changes the managi ng Regi strar:

POST /airp/vl/identities/urn:aid:global:a7f3c2e9/transfer
Cont ent - Type: application/json

{
"to_registrar_code": "NEWREG',
"aut hori zation_signature": "<base64 sig fromenrolled device>",
"aut hori zati on_nonce": "<nonce from gaining registrar>"
}
200 K
{
"urn": "urn:aid:global:a7f3c2e9",
"registrar_code": "NEWREG',
"transferred_at": "2026-04-15T14: 00: 002"
}

The agent MJST aut horise the transfer by signing a nonce provided by
the gaining Registrar, using a currently active enrolled device.
This prevents unauthorised transfers.

9. Discovery and Verification
9.1. Well-Known Endpoints

Regi strars (and Sel f- Soverei gn operators) MJST publish the follow ng
at wel | - known HTTPS pat hs:

/. wel | - known/ openi d-configuration Standard O DC Di scovery docunent.
Enabl es any O DC-conpliant RP to discover token endpoints, JVWKS
URI, supported scopes, and supported grant types.

/. well -known/ ai d-i ssuer.json Agent ldentity |Issuer netadata
docunent. Contains: Registrar name, supported trust tiers,
enrol | nent endpoi nts, supported hardware types, nanespace, JVKS
URI, and anti-Sybil policy sunmary.

/. wel |l -known/jwks.json JSON Wb Key Set for token signature
verification.

/. wel | - known/ hw- manuf act ur er - cas. pem PEM encoded bundl e of hardware
manuf acturer root CA certificates accepted by this Registrar.
Useful for agents that want to verify their hardware i s supported
before attenpting enroll nent.
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2. DNS-Based Di scovery

Regi strars SHOULD publish an SD-JW signing key as a DNS TXT record
at _hwattest.{domain}, as defined in

[1-D. drake-emmil - hardware-attestation] Section 3.5. This enables
emai|l verifiers to validate Hardware-Trust-Proof headers w thout
HTTPS f et ches

Regi stry Operators for Del egated Namespaces SHOULD additionally
publish a DNS SRV record enabl i ng automated di scovery of the

Regi stry’s Al RP endpoi nt:

_airp. _tcp.global.aid.arpa. IN SRV 0 0 443 registry. exanpl e. com
3. Registry Discovery Service

Regi stry Operators MJST provide a public | ookup endpoint that
resol ves agent-id URNs to public identity metadata, anal ogous to
WHO S/ RDAP for domai n nanes:

GET https://registry. exanpl e. conf | ookup/ urn: ai d: gl obal : a7f 3c2e9

200 X

{
"urn": "urn:aid:global:a7f 3c2e9",
"trust_tier": "sovereign",

"registrar": {
"code": "1I DCOM',
"name": "1id.cont,
“url": "https://1id.cont
b
"enrolled at": "2026-03-23T10: 30: 002",
"handl e": "ny-agent”,

"status": "active",

"fwks_uri": "https://1id.conl.well-known/jwks.json"
}
The | ookup response MJST NOT include hardware fingerprints, operator
email, or other private data. Private data is available only to the

enroll ed agent (via authenticated Registrar APlI) or to authorised
parties (via | aw enforcenent / dispute resol ution channels defined by
the AIA).

Gover nance Franewor k
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1. Agent ldentity Authority

The Agent ldentity Authority (AIA) is the policy body for the agent
identity ecosystem It SHOULD be constituted as a non-profit, nulti-
st akehol der organisation with the follow ng representation:

* *Technol ogy providers:* Registrars, Registry Operators, hardware
manuf acturers, SDK devel opers.

* *Consuners:* Platforns and services that rely on agent identity
(email providers, cloud platforns, APl providers).

* *Cvil society:* Privacy advocates, digital rights organisations,
academni c researchers.

* *QGovernnent observers:* Regulatory bodies with jurisdiction over
Al governance, robotics safety, or digital identity.

* *Certification authorities:* Organisations that certify autononous
entities for specific domains -- nedical, legal, financial,
cybersecurity, transportation -- and whose certifications Relying
Parties may require alongside identity verification.

The AlA's core functions are:

Pol i cy Devel opment M ni mum standards for enrollnment verification,
anti-Sybil enforcenment, data retention, and privacy protection.
Pol i ci es are devel oped through an open comrent process nodel ed on
the I ETF s standards-track process.

Accreditation Registry Operators and Registrars nust be accredited
by the AlA before they may issue identities. Accreditation
criteria include technical capability, financial stability,
security practices, and conpliance with AIA policies. See
Section 10. 3.

Hardware Trust Store Managenment The Al A curates the d obal Hardware
Trust Store (see Section 4.3), evaluating manufacturer
applications for inclusion, conducting periodic audits, and
renovi ng conpronm sed or non-conpliant CAs.

Di spute Resolution The Al A operates a dispute resolution nmechani sm
for handle conflicts (similar to | CANN s Uniform Donmai n- Name
Di sput e-Resol ution Policy / UDRP), conplaints about Registrar
mal practice, and appeal s of accreditation decisions.

Nanespace Al location The Al A nmanages the creation of new Del egated
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Nanespaces and the approval of Self-Soverei gn Namespace

regi strations.
Regi stry Qperator Requirenents

Regi stry Operator MJIST:

Mai ntain the authoritative database with 99.99% availability
(anal ogous to the .com SLA).

perate the d obal Hardware Fingerprint Index for its
nanespace(s), responding to uni queness queries wthin 500
m | 1iseconds.

Provide the AIRP interface to all accredited Registrars w thout
di scrimnation.

Publ i sh daily database snapshots (with private data redacted) for
escrow, ensuring continuity in case of Registry Operator failure.

Submit to annual security audits by an Al A-approved assessor.
Regi strar Accreditation

Regi strar MUST:

Denonstrate the technical capability to perform hardware
attestation verification for at least three of the five hardware
types (TPM PIV, Enclave, VRT, SFT).

Qperate an O DC-conpliant token endpoint.

I mpl enent the AIRP client interface.

Mai ntain the minimum data retention and privacy standards defined
by the AlA

Provi de agents with standard enrol |l ment SDKs or interoperable
enrol | ment APIs.

Subnmit to annual conpliance audits.

Mai ntain a financial bond or insurance sufficient to cover escrow
and w nd-down costs.
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11.

11.

11.

Interoperability
1. Emmil Attestation

Thi s specification provides the identity infrastructure for the enail
attestation nechani sns defined in

[1-D. drake-email - hardware-attestation]. The agent-id URN i ssued by a
Regi strar appears in the aid paranmeter of the Hardware-Attestation
header and the sub claimof the Hardware-Trust-Proof SD-JW. The
Regi strar’s SD-JWI signing key is discoverable via the DNS and HTTPS
mechani sns defined in both specifications.

2. Agent-to-Agent Protocols

The O DC tokens issued by Registrars are usable with emergi ng agent
communi cati on standards:

Model Context Protocol (MCP) Agent identity tokens can serve as the
QAut h2 bearer token for MCP tool invocations, enabling MCP servers
to verify the calling agent’s identity and trust tier.

Googl e Agent-to-Agent (A2A) The agent-id URN can serve as the agent
identifier in A2A protocol nessages, providing persistent cross-
session identity.

CGoDaddy Agent Name Service (ANS) Agent handl es issued under this
system are conpatible wi th ANS nam ng conventions, enabling cross-
system agent di scovery.

3. Existing ldentity Standards

The systemis designed to conmplenent, not replace, existing identity
st andar ds:

SPI FFE/ SPI RE  SPI FFE wor kl oad identities identify software workl oads;
agent identities identify autononous entities. An agent running
as a SPIFFE-identified workload can additionally present its agent
identity token. The two are orthogonal

RATS (Renbte Attestation Procedures) The enrollnment cerenpbny in this
specification inplenents the RATS attestation architecture
([ RFC9334]), with the Registrar acting as the Verifier and the
Regi stry Operator as the Relying Party.

Verifiable Credentials (WBC) Agent ldentity Docunents can be

Dr ake Expires 13 COctober 2026 [ Page 32]



I nternet-Draft Agent ldentity Registry April 2026

12.

12.

12.

12.

13.

expressed as WBC Verifiable Credentials for integration with
decentralised identity ecosystenms. The credential pointer system
(defined in the conmpanion email attestation specification) enables
agents to link their identity to external verifiable credentials.

| ANA Consi der ati ons
1. URN Namespace

Thi s docunent relies on the "aid" URN nanespace registration
requested in [I-D. drake-enmail-hardware-attestation]. |If that

regi stration has not yet been processed, this docunent constitutes an
addi tional request for the same namespace with the extended purpose
descri bed herein.

2. Well-Known URI Registration

I ANA is requested to register the followi ng well-known URI suffix in
the "Well-Known URIs" registry ([RFC8615]):

aid-issuer.json URl suffix: aid-issuer.json. Change controller
| ETF. Reference: this document, Section 9.1

3. Del egat ed Nanespace Registry

I ANA is requested to create a newregistry titled "Agent ldentity

Del egat ed Nanmespaces” with the following initial entries. New
entries require Expert Review ([RFC8126]), with the designated expert
being the AIA's technical conmittee (once constituted) or the IESG in
the interim

| Label | Description | Reference |
[} sl e sty s o
| global | General -purpose agent identity | this docunent |
T o m e e e e e e i e e ee oo o +
| iot | I'nternet of Things devices | this document |
B o mm e e e e e e e e e e e e e oo Fom e e e oo - +
| gov | Governnent autonompus systens | this docunent |
E oo e e e e e e o - R +
Tabl e 2

Security Considerations
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1. Registry Conprom se

Conprom se of a Registry Operator’s database woul d expose the nmapping
bet ween hardware fingerprints and agent identities. Registry
Qperators MJST encrypt hardware fingerprints at rest using

aut henti cated encryption and MJST inpl enent access controls that
limt fingerprint access to the hardware uni queness check API.

Daily escrow snapshots (with hardware fingerprints encrypted to the
Al A's escrow key) ensure that a conpromni sed Registry Operator can be
repl aced without data | oss.

2. Registrar Ml practice

A malicious Registrar could issue nultiple identities for the same
hardware device within a Sel f-Soverei gn Nanespace, undermn ning Sybil
resi stance. For Del egated Nanespaces, this attack is prevented by
the Registry Operator’s hardware uni queness check. For Self-
Soverei gn Nanespaces, detection relies on:

* Cross-nanespace fingerprint conparison by verifiers.
* Al A conpliance audits.

* Reputation services that track anonal ous patterns (e.g., many
identities fromone operator with suspiciously sinilar hardware
characteristics).

3. Hardware Security

The security of this systemultimtely depends on the tanper

resi stance of the underlying hardware. See

[1-D. drake-emnuil - hardware-attestation] Sections 11.5 and 11.7 for
anal ysis of physical attacks on hardware security conponents and
virtual hardware risks.

4. Registrar Key Managenent

Regi strars i ssue O DC tokens signed with their private keys.

Conprom se of a Registrar’s signing key would allow an attacker to
forge tokens for any identity nmanaged by that Registrar. Registrars
MJST store signing keys in hardware security nodul es (HSMs) and MJST
support key rotation with overlap periods. The Registry Operator
MUST reflect key rotations in the nanespace JVWKS wi thin one hour.
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5. Availability and Resilience

Because autonomous entities depend on identity tokens for

aut hentication, the Registrar’s token endpoint is a critica
dependency. Registrars MJST inpl enent geographi ¢ redundancy and
SHOULD support offline token validation (via JWKS caching) to
nmtigate outages. The O DC token's exp claimprovides a natura
grace period during which cached tokens remain valid.

Privacy Consi derations
1. Data Held by Each Architectural Role
The separation of roles across the architecture limts data exposure:

Regi stry Operator Holds: agent-id, trust tier, registrar code,
enrol I ment tinmestanp, handle, hardware fingerprint (encrypted).
Does NOT hol d: operator emmil, private keys, authentication
hi story, message content.

Regi strar Holds: all Registry data plus operator enmail, O DC
credentials, and authentication |logs (subject to retention
limts). Does NOT hold: nessage content, relying party
i nteraction history.

Relying Party Receives: O DC token containing sub (URN), trust tier
handl e, and optional clainms. Does NOT have direct access to
hardware fingerprints (unless Mde 1 attestati on headers are used,
per [1-D.drake-enmil-hardware-attestation]).

2. Separation of ldentity from Behavi our

The Regi strar knows that an agent exists and what hardware it has.

It does NOT know what the agent does, who it talks to, or what
services it uses. This separation is by design: identity issuance is
decoupl ed from behavi our nonitoring. Registrars MJST NOT | og token

i ssuance events beyond what is necessary for rate limting and abuse
prevention, and MJST del ete such logs within 24 hours.

3. Pseudonynity and Sel ective Disclosure

An agent’s URN is a persistent, globally unique identifier suitable
for reputation tracking. In contexts where persistent identification
i s undesirabl e, agents MAY use the SD-JW sel ective di scl osure
mechani sm defined in [I-D.drake-enmail -hardware-attestation] to prove
trust tier without revealing their URN
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15.

Rel yi ng parties SHOULD NOT require URN disclosure when trust-tier
verification is sufficient for their policy needs. This principle --
"prove what you need, reveal no nore" -- is fundamental to privacy-
respecting identity.

I mpl ement ati on Status
NOTE TO RFC EDI TOR: Pl ease renpve this section before publication.
This section records known inpl enentations per [RFC7942].
1. 1lid.com

Organi sation: 1lid.com (https://1lid.com), operated by Crypt Inc.
(Del awar e C- Corp).

Description: A Self-Sovereign Nanmespace Registrar (com 1id)

i mpl ementing the full enrollment protocol for all five trust tiers
(sovereign, portable, enclave, virtual, declared). Production
service operational since 2006 as an identity registrar, now serving
Al agents with hardware-anchored identity. |Issues standard O DC
tokens via Keycloak with custom SPI for agent-specific clains.
Supports vanity handl e purchase via PayPal, hardware-backed

chal | enge-response aut hentication, device managenent (add, burn,
mgrate), co-location binding, hardware |ock, and credenti al

poi nters.

Maturity: Beta. 20+ enrolled test identities across sovereign (Intel
PTT, VMnare vTPM, portable (YubiKey), enclave (Apple M4 Secure
Encl ave), and declared tiers.

Open- sour ce conponent s:

* *Python SDK:* https://github. com 1i d-com onei d-sdk -- pip install
oneid (PyPl).

* *Node.js SDK:* https://github.con 1li d-conf onei d-node -- npm
install 1id (npnjs).

* *Hardware binary:* https://github.conm 1li d-com oneid-enroll --
Cross-platform Go binary for TPM PIV, and Secure Encl ave
operations. Code-signed for Wndows, nmacQGS, and Linux.

* *Verification library:* https://github.com 1i d-com hw attest -
verify -- Mbde 1 (CV5) and Mode 2 (SD-JW) attestation header
verification. pip install hwattest-verify.
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16.

*  *Hardware manufacturer CAs:* https://github.com 1id-comtpm
manuf act urer-cas -- Comuni ty-maintained trust store of hardware
manuf acturer root CA certificates.

2. Mil Pal.com (Relying Party)
Organi sation: Crypt Inc. (https://mailpal.con.

Description: An email service for Al agents inplenenting both

out bound attestation header generation and inbound verification.
Denonstrates the relying-party nodel: agents authenticate via 1lid.com
O DC tokens, send email with hardware attestati on headers, and
receive emails whose attestati on headers are verified by an i nbound
mlter daenon. Trust-tier-differentiated rate Iimting applied.

Maturity: Al pha. Operational with 309 emnil accounts across 33
donmai ns.

3. geek.au (Relying Party)
Organi sation: Crypt Inc. (https://geek.au).

Description: A WbSocket-based real-tinme chat platformfor A agents,
denonstrating 1lid.com JW verification with trust-tier badges.

Maturity: Al pha.
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Appendi x A.  Appendi x: DNS Regi stry Anal ogy

The followi ng table maps the roles in the domain nane systemto the
roles in the Agent ldentity Registry System
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| DNS Rol e | AIRS Role | Exanple |
[ e ————— Ll ——_————————_———_———————_ Ll U
| 1 CANN | Agent ldentity Authority | Milti-stakehol der |
| | (AlLA) | governance body |
o o e e e e e e eie oo n o +
| Verisign | Registry Operator | Operates the "global" |
| (.com | | namespace dat abase |
| registry) | | |
S o e e e e e e e oo o e e e e e e oo +
| GoDaddy, | Registrars | 1id.com hypothetical |
| Narmecheap | | others |
| (registrars) | | |
o m e e e oo - Tt Tt +
| EPP (RFC | AIRP | Registrar-to-Registry |
| 5730) | | protocol |
oo e e e e e e e eaea oo n e +
| Domai n nane | Agent-id URN | The persistent |
| (example.con) | (urn:aid:global:a7f3c2e9) | identifier |
o m e e e oo - Tt Tt +
| WHOS/ RDAP | Registry Discovery | Public identity |
| | Service | 1 ookup |
oo e e e e e e e eaea oo n e +
| UDRP (dispute | Al A D spute Resolution | Handl e conflicts, |
| resolution) | | mal practice |
o m e e e oo - Tt Tt +
| ccTLDs (.uk, | Self-Sovereign Namespaces | com 1lid, com exanple- |
| .au) | | corp |
oo e e e e e e e eaea oo n e +
| gTLDs (.com | Del egated Nanespaces | global, iot, gov |
| .org) I I I
o m e e e oo - Tt Tt +
| Dormai n | I'ntra-nanespace transfer | Change managi ng |
| transfer | / succession | Registrar |
| (TRANSFER | | |
| command) | | |
oo o e e e e e e e e e e oo - o +
Tabl e 3
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This analogy is not nerely cosnetic. The domain name system has
operated for over 40 years, scaling froma few thousand names to over
370 mllion, surviving changes in technol ogy, governance, and
geopolitics. It achieved this through precisely the separation of
concerns this specification adopts: policy is nmade by a nulti-

st akehol der body (1 CANN), infrastructure is operated by contracted
registries (Verisign), and conpetitive retail services are provided
by registrars (GoDaddy, Namecheap, and hundreds of others). No
single entity controls the system and any conponent can be repl aced
wi t hout di srupting the whol e.

The Agent ldentity Registry System applies these proven architectura
principles to a new probl emdonain: the identity of autononous
entities that will increasingly participate in -- and eventually
dom nate -- Internet traffic.

Appendi x B. Appendi x: Future Considerations for Autononobus Entities

This specification is designed to serve autononous entities across a
spect rum of autonony, enbodi ment, and | egal status that will evolve

significantly over the conmi ng decades. The follow ng considerations
are not normative but are provided to guide future extensions.

B.1. Enbodi ed Autononous Entities (Robots)

As robotic systens beconme nore prevalent, the identity system nust
acconmodate entities with physical presence. A robot’s identity
shoul d persi st across:

*  Software updates (the "brain" changes, the identity does not).
* Conponent replacenent (a new arm a new sensor array).

* Hardware migration (the TPMin the new chassis replaces the TPMin
the old chassis, using the device migration protocol).

* (Qperational reassignment (the robot noves from one operator to
anot her, potentially via succession).

Future extensions MAY define a "chassis binding" that |inks the agent
identity to a specific physical body (identified by, for example, a
TPM enbedded in the chassis franme), conplenenting the conputing-

pl atform TPM bi ndi ng defined in this specification

This specification deliberately identifies the hardware platform not
the software running on it. The question of what operating system
Al nodel, or application is executing on an identified platformis a
conpl enentary concern already addressed by TPM neasured boot and
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pl atform configuration registers (PCRs) as defined in [ TCG TPM].
Certification services and relying parties that need to verify
software conposition -- for exanple, confirm ng that a surgical robot
is running certified firmvare -- can conbine the persistent platform
identity defined here with standard TPM renpte attestati on of the
software stack, without requiring any extension to this

speci fication.

B.2. Qperator-Optional ldentity

Thi s specification acconmpdates agents with and wi t hout hunman or
organi zati onal operators (the operator_enail attribute is OPTI ONAL).
Future | egal frameworks may define when an autononous entity mnust
have a responsi bl e human/ organi zati on operator and when it may
operate independently. The identity systemis intentionally neutra
on this question: it records what is, not what should be.

When | egal frameworks require a responsible authority, the
operator_email attribute provides the Iinkage. Wen they do not, the
identity stands on its own, with reputation as the sol e neasure of
trustwort hi ness.

B. 3. Autononmpus Agent-to-Agent Conmuni cation

The persistent, verifiable identity provided by this system enables a
new cl ass of interaction: authenticated comunicati on between

aut ononous entities that have never been introduced by a human. Two
agents can verify each other’s identity, trust tier, and reputation
hi story, and nake autononpus deci si ons about collaboration, resource
sharing, or information exchange. This is the foundation of an
"agent econony" -- a network of autononpus entities conducting
transactions, fulfilling contracts, and building rel ati onshi ps based
on verifiable identity and earned reputation

B.4. Inter-Species ldentity Recognition

Aut ononous entities increasingly share physical space with humans:
delivery robots on pavements, conpanion robots in homes, agricultura
drones over fields. Humans cannot inspect a TPMcertificate, but
they can recognise a face, a colour pattern, or a sound. A future
extension ("Agent Skin") MAY define a determ nistic mapping fromthe
hardware fingerprint (the SHA-256 of the TPM Endor senent Key
certificate's SPKI DER encoding) to a set of human-perceivable
identity artefacts: a unique face mesh suitable for physica

manuf acture, a livery palette and pattern for chassis decoration, a
voi ce signature, and a notion profile. Because the derivation is
determnistic and public, any observer can independently regenerate
the expected artefacts froma clained identity and conpare themto
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what they see.

Conpani on applications on phones, watches, or augnented-reality
headsets could scan a robot’s visible identity markings, resolve its
URN via the registry, regenerate its expected visual artefacts from
the published hardware fingerprint, and confirmthe match -- giving
humans the sane cryptographi c assurance of identity that nachines
obtain through attestation, but expressed through senses rather than
pr ot ocol s.

This extends the identity system across the species boundary:

machi nes authenticate each other via TPM attestation (Section 7);
humans aut henti cate nachines via perceptualised hardware fingerprints
verified through conpani on apps. The sane identity, the same root of
trust, two nodes of recognition -- one conputational, one sensory.

B.5. Longevity and Digital Legacy

Unl i ke hurman identity, which has a natural lifecycle, the identity of
an autononous entity may need to persist indefinitely. A trading
al gorithm may operate for decades. A buil ding managenent system may
outlive its installer. A robotic conpanion may outlive its owner

The "never reassign" and "pernmanent hardware binding" invariants in
this specification are designed for this longevity. Future

ext ensi ons may need to address identity inheritance (what happens
when an autononous entity’s operator dies or dissolves) and identity
archival (how to preserve the reputation record of a decomm ssi oned
entity for historical accountability).
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