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Abst ract

The Uni versal Zero-Port Interconnect Franmework (UZPIF) describes a
post -port networki ng model in which comrunication is established via
out bound, identity-bound sessions to Rendezvous Nodes (RNs). By
renovi ng publicly reachable |istening ports at endpoints, UZPIF ains
to reduce exposure to Internet-wi de scanning and unsolicited ingress,
and to constrain a broad class of |ateral-novenent vectors.

Thi s docunent outlines architectural notivation, a high-I|eve

security nodel, operational and econom c considerations, a governance
concept (Pantheon), and an increnental mgration approach. UZPIF is

i ntended to be read al ongsi de conpani on work describing the Universa

Zero-Port Transport Protocol (UzZP;, [UZP]) and TLS-UZP ([ TLS-DPA]).

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 10 July 2026

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. Scope and Status

This docunent is an Internet-Draft and represents work in progress.
It is published to enable structured technical review,
interoperability discussion, and disciplined specification

devel opment around the Universal Zero-Port Interconnect Franework
(UZPI F) .

Fi sher Expires 10 July 2026 [ Page 2]



I nternet-Draft UZPI F January 2026

The material is a research artefact. 1t does not claimtechnica
compl et eness, production readi ness, or endorsenment by the | ETF or any
ot her standards body, and it is not presented as a standards-track
speci fication.

It is not a universal replacenent, is not nandated outside its target
environment, and is designed for experinmentation and profile-driven
depl oynent s.

During conversion frominternal research docunents into | ETF XM,
care has been taken to:

* preserve a clear distinction between normative and informative
content;

* use requirenent |anguage (e.g., "MJST", "SHOULD', "MAY") only
where protocol behaviour is intentionally specified;

* avoid any inplication of registry finalisation, mandatory
i mpl ement ati on, or standard-track status; and

* maintain intellectual -property neutrality, with no inplied patent
grants or licensing conmtnents beyond the | ETF Trust copyright
licence applicable to Internet-Draft text.

Ongoi ng research, inplenentation, performance validation, and real -
world pilot work remain outside the scope of this Internet-Draft text
and may be pursued separately.

2. Executive Summary

The Internet still comonly exposes services via publicly reachable
transport ports, a |egacy design choice that enables scanning and
unsolicited connection attenpts at global scale. Qperationally, this
contributes to exposure for denial-of-service attacks, credentia
attacks, and lateral nmoverment within networks.

UZPIF (the framework) and UzZP ([UZP]) (its transport protocol) renove
the concept of exposed ports at endpoints. Both endpoints initiate
out bound, identity-anchored sessions to a Rendezvous Node (RN), which
only stitches traffic when identity, context, and decl ared purpose
align under policy issued by Pantheon, the identity and policy plane.

The intent is a nodel where nothing is discoverable unless explicitly
permtted by policy and exposed through the rendezvous fabric, and
where application traffic is end-to-end authenticated and encrypted.
UZP ([UZP]) is designed to support performance properties such as:
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3.

.1

2

* bl ock-level reliability,
* sel ective retransm ssion, and
* determnistic pacing.

Legacy applications (e.g., HITP(S), renote desktop, file sharing, and
real-tine nedia) are intended to continue to operate without

nmodi fication via a Host ldentity Layer (HL) that maps traditiona
application expectations onto identity-centric sessions.

UZPIF is intended to be evolutionary rather than revolutionary. It
deliberately builds on transport, security, and identity work
enbodied in QUI C [ RFC9000], TLS 1.3 [RFC8446], and the Host ldentity
Prot ocol [RFC7401], while aligning with nodern zero-trust guidance
(e.g., NIST SP 800-207 [N ST-SP800-207]) and post-quantum

crypt ography standardi sation efforts (e.g., the NI ST PQC project

[ NI ST-PQQ] ).

I nt roducti on

Thi s docunent provides an architectural overview of UZPIF and
nmotivates why an identity-first, rendezvous-based nodel that avoids
publicly reachable listeners nmay be desirable.

VWhy Now?

* |nvestnent in perinmeter defences (e.g., DDoS nmitigation and
application firewalls) can yield dimnishing returns as attackers
aut onat e scanning and exploit discovery at Internet scale.

* Zero Trust Network Access (ZTNA) and SASE depl oynments indicate
demand for identity-first networking, yet many approaches stil
expose TCP/ UDP ingress and rely on perineter constructs.

[ NI ST- SP800- 207]

*  Post - quantum cryptography efforts provide a path to identity-first
transport without prohibitive performance regression as key
encapsul ati on and signature schenmes mature. [N ST-PQC]

What ' s New Versus Yet Another VPN?

Conventional VPNs and overlay networks typically retain the
assunption that services listen on IP:port tuples, even if those
ports are only reachable within a private address space or through a
gateway. QUIC [RFC9000], TLS 1.3 [RFCB446], H P [RFC7401], and
systens such as Tor [Tor] denpbnstrate that identity, encryption, and
rendezvous can be decoupl ed fromraw addressi ng semantics, but they
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5.

stop short of renoving listening ports entirely.
* *No |listeners* at endpoints.

* *]dentity-as-address* via identities (e.g., canonical and
epheneral identities) rather than | P: port.

* *Block-level reliability* with selective retransm ssion
(transport-1level design goal).

* *Pant heon policy plane* encodi ng purpose, context, and validity
into every session.

Ter m nol ogy

*Requi renment s Language:* The key words "MJST", "MJST NOT",
"REQUI RED", "SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT",
"RECOMVENDED', "NOT RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] and

[ RFC8174] when, and only when, they appear in all capitals.

This Internet-Draft is primarily architectural; requirenent |anguage
is used sparingly and only where behaviour is intentionally
speci fi ed.

EP Endpoint. A host or service that participates in UZPIF by
initiating outbound sessions.

RN Rendezvous Node. A nediator that accepts outbound sessions and
stitches pernitted fl ows.

Pant heon An identity, attestation, and policy plane that issues
credentials and session grants.

H L Host Identity Layer. A conpatibility layer intended to support
| egacy applications over identity-centric sessions.

CID Canonical ldentity. A long-termcryptographic identity used to
identify an EP (or a del egated sub-identity).

El D Epheneral Identity. A short-lived identity used for sessions,
derived or issued under policy.

ZPI'T Zero-Port Interconnect Tunnel. An end-to-end encrypted tunne
stitched via one or nore RNs.

Core Architecture
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5.1. H gh-Level Flow. EP to RN to EP

In UZPIF, both peers initiate outbound sessions towards an RN. After
policy evaluation and authorisation, the RN stitches the two sessions
into a tunnel (ZPIT) that carries end-to-end protected application
dat a.

EP A (lnitiator) RN EP B ( Responder)
| ---- outbound ----- >| |
| | <---- outbound|
| <==== end-to-end encrypted ZPIT (stitched via RN ====>

Figure 1: Hi gh-1evel conmmunication pattern (outbound-only sessions)

This figure shows both endpoints initiating outbound sessions to the
RN, which stitches theminto a single ZPIT.

5.2. Pantheon Grant Verification

Prior to stitching, an EP is expected to obtain a signed

aut horisation ("Grant") from Pantheon. Gants bind identity to
purpose and validity constraints, enabling RNs to nmake consi stent
pol i cy deci sions.

EP Pant heon
|------ Grant Request ------- >|
| <------ Signed Gant -------- |
I
|---- Gant + CIDEID ----> RN

Figure 2: Grant request and issuance flow

This figure illustrates the basic grant request and issuance exchange
bet ween an EP and Pant heon

5.3. Flow Stitching by the RN
The RN establishes a stitched tunnel only if both peers present
acceptable identities and authorisations. The RNis assunmed to be

able to drop, delay, or reorder packets, but is not expected to learn
end-to-end protected application plaintext.
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EP A RN EP B
| -- Join Request -->| |
| <-- Stitch OK ----- | |
| | <-- Join Request--
|-- Stitch &K ---->
<====== end-to-end encrypted ZPI T (Sessionl D-bound) ==========>
Figure 3: Join and stitch establishnent

This figure shows the RN joining two authorised sessions into a
stitched tunnel w thout |earning plaintext.

5.4. Milti-RN Stitching for Hi gh-Assurance Tenants
UZPI F can be extended to multi-hop stitching, for exanple where a
tenant requires nultiple independently operated RNs and attestation
chains. End-to-end protection is expected to renmain between
endpoi nt s.
EP A->RNlL -> R\N2 -> EP B
EP A <======== end-to-end AEAD protected traffic ========> EP B

Figure 4: Multi-hop stitching with end-to-end authenticated
encryption

This figure depicts a nulti-hop RN chain while end-to-end AEAD
protection remains between endpoints.

6. Pantheon: ldentity and Governance Mde
Pant heon is described here as a global identity, attestation, and
policy plane. This section sketches the nbdel at a conceptual |evel;
future revisions may refine data structures and operationa
assunpti ons.

6.1. ldentity Mdel
Pant heon i ssues (or authorises issuance of):
* long-termsigning keys (form ng ClDs);

* epheneral session keys (form ng ElDs); and

* del egated sub-identities for services or mcroprocesses.
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6.

6.

6.

2.

3.

4.

This identity approach is conceptually aligned with H P s separation
of endpoint identities fromlocators [ RFC7401], but elevated to a
policy plane.

Certificate Format

Pant heon Certificates (PCerts) may include the foll ow ng conceptual
el enent s:

* a CIDand public signing key (and optionally a post-quantum key
encapsul ati on key);

* purpose tags (e.g., service, role, tenant);
* wvalidity bounds (time or epoch); and

* optional attestation clains (e.g., hardware trust or enclave
measur enent) .

Grant Structure

A Grant is described as a signed assertion binding:
* the CIDEID of the requester;

* the requested peer identity;

* purpose and action;

* a time window and replay nonce; and

* an authorised quality-of-service (QS) class.
Attestation Mdel

RNs and endpoints nay publish attestations such as:
* hardware and software measurenents;

* configuration hashes; and

* policy conpliance data.

Pant heon is expected to store these in transparency logs, mrroring

transparency and verifiability goals in broader zero-trust guidance.
[ NI ST- SP800- 207]
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6

7

Caching Rul es
Endpoi nts may cache:
* PCerts for 24 hours;

* Gants for the shorter of their validity wi ndow or session
lifetime; and

* attestation proofs for the duration of RN handshake pat hs.
Benefits and Trade-offs

UZPIF and UZP ([UZP]) intentionally reuse established transport and
cryptographic primtives, but change where and how they are bound to
identity, policy, and reachability. |In particular, QU C [ RFC9000]
and TLS 1.3 [ RFC8446] denobnstrate encrypted transports with nodern
handshake properties, while UZPIF shifts the reachability nodel away
fromlistening endpoints.
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[ oo ooy el e
| Di mension | UzZPI F/ UzP | Traditional | QUCTLS |
| | ([UZP]) | TCP/TLS | |
[ bbby sy e e et e e o
| Exposure | No open ports | Open ports | Open ports |
| | (endpoints are | and/or | at network |
| | not publicly | proxies | edge |
| | listening) | | |
o e e - o e e e oo T o e e - +
| ldentity | Mandat ory | Typically | TLS-1evel |
| | cryptographic | TLS-1evel | identity |
| | identity | identity only |
oo Fom e Fom e oo +
| Reliability | Bl ock-Ievel | Segnent-level | Streamlevel |
| | (design goal) | | |
R o e e e e oo S R +
| RN trust | Drop/delay only | NA | NA |
| | (no end-to-end | | |
| | pl aintext | | |
| | visibility | | |
| | expected) | | |
R o e e e e oo S R +
| Latency | Deterministic | Congestion | Congestion |
| control | pacing (design | control | control |
| | goal) | variants | variants |
| | | (e.g., Reno/ | (e.g., BBR |
| | | CUBIC) | CUBIC) |
R o e e e e oo S R +
| Legacy | Supported via | Native | OFten |
| applications | H L (intended) | | requires |
I I I | gateways or |
| | | | adaptation |
o e e - o e e e oo T o e e - +
| Post-quantum | Designed for | I'nconsistent | Energing |
| readi ness | cryptographic | depl oynent |
I | agility I I I
oo Fom e oo oo +
Tabl e 1: Conparison of transport architectures
8. Threat Model
Thi s section sketches attacker classes and exanple controls. It is
not a conplete security analysis and will evolve with inplenentation

experi ence.

*Att acker cl asses* i ncl ude:
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10.

* |nternet-w de scanners;

* botnets seeki ng command- and-control beacons;

* malicious RNs (assuned capabl e of drop/delay/reorder);

* insiders with credentials; and

* traffic analysts perform ng correl ation

Exi sting rendezvous and overlay systens (e.g., Tor [Tor]) and NAT
traversal mechani sms based on STUN [ RFC5389] and TURN [ RFC5766]
demonstrate the power of indirection, but they still assume exposed
or discoverable listeners somewhere in the path. UZPIF s design
intent is to renpve those listeners fromthe endpoint security nodel
Exanmpl e controls discussed for UZPIF incl ude:

* end-to-end authenticated encrypti on (AEAD);

* RN and endpoint attestation;

* puzzles and identity-bound rate limts;

* multi-RN stitching for higher assurance; and

* post-quantum readi ness and cryptographic agility (see [N ST-PQC]).

Economi cs

* Capital expenditure reduction: reduced reliance on perineter
appl i ances and conpl ex DVMZ desi gns

* (Operational expenditure reduction: fewer ACL/NAT rul e changes and
| ess i nbound exposure nanagenent.

* Risk reduction: reduced externally visible attack surface.

* Potential service nodels: governance and RN validati on as nanaged
conmponents.

M gration Plan for Organisations

UZPIF is intended for incremental deployment al ongside existing TCP/
TLS and QUI C-based stacks [ RFC8446] and [ RFC9000] .

1. *Deploy an RN:* Introduce an outbound-only rendezvous node.
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11.

12.

13.

13.

13.

2. *Deploy the HL:* Install the Host ldentity Layer on endpoints.

3. *Dual -stack operation:* Run UZP ([ UZP]) al ongsi de existing TCP/
TLS.

4. *Cutover:* Mgrate services gradually to zero-port operation
Security Consi derations

UZPIF' s central security claimis that avoiding publicly reachable
|isteners at endpoints reduces exposure to scanning and unsolicited
i ngress. However, the franmework introduces reliance on identity,
aut hori sation, and policy eval uati on conmponents (e.g., Pantheon and
RNs) whose conprom se or msconfiguration could inpact availability
and aut hori sation correctness.

The threat nodel in Section 8 discusses attacker classes and

candi date controls. Future revisions of this docunent (and the
compani on UZP ([UZP]) and TLS-UZP ([ TLS-DPA]) docunents) are expected
to provide a nore systematic analysis, including key managenent,
revocation, attestation trust, and traffic anal ysis resistance.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.

UZPIF is an architectural framework and does not define protoco
paraneters requiring registries.
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A. 1. Abstract
UZP ([UZP]) defines an identity-addressed, encrypted-by-default
transport protocol for zero-port networking. Endpoints do not |isten
on | P/port tuples; both create outbound sessions to an RN
A. 2. Term nol ogy
* EP - endpoint.
* RN - rendezvous node.
* Pantheon - identity/policy authority.
* HL - Host ldentity Layer
* CID - canonical identity.
* EID - epheneral identity.
* ZPIT - stitched tunnel
* Block - reliability unit.
*  Frame - payload unit.
A.3. Architectural Overview
1. EP opens a control channel to an RN
2. EP authenticates w th Pantheon
3. EP requests a Join for a peer CID
4. RN validates authorisation and stitches a ZPIT.
5. Data flows with deterministic pacing (transport design goal).
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