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Abst r act

The Uni versal Zero-Port Transport Protocol (UzZP) defines an identity-
addressed, encrypted-by-default transport for the Universal Zero-Port
I nterconnect Framework (UZPIF;, [UZPIF]). Instead of exposing |P:port
listeners, both endpoints establish outbound, identity-bound sessions
to one or nore Rendezvous Nodes (RNs). The RN perforns flow
stitching but never termi nates end-to-end cryptography or holds | ong-
termsecrets. Application data is carried over an authenticated
encryption (AEAD) channel keyed by a handshake based on nodern and
post - quantum capabl e primtives, and reliability is expressed at the
bl ock |l evel rather than at the TCP segnent or stream| evel

This docunent is part of an experinental, research-oriented

I ndependent Streamsuite. It defines the current normative baseline
for trust objects, validation rules, and security semantics within
its scope. Hard interoperability is expected for shared object
semantics and validation rules. Full wire-level, clustering, and
proof-famly interoperability is not clained everywhere yet; the
remaining details are intentionally profile-defined or deferred where
not ed.

Note to Revi ewers

This docunent is part of an experinmental, research-oriented suite
prepared for the Independent Stream It is published to enable
structured technical review, interoperability discussion, and

di sciplined specification developnent, and it renmains a work-in-
progress research artefact rather than a finished specification.

Wthin that suite, this revision defines the current normative
baseline for trust objects, validation rules, and security semantics
within UZP. Hard interoperability is expected for shared object
semantics and validation rules. Full wire-level, clustering, and
proof-famly interoperability is not clained everywhere yet; the
remai ning details are intentionally profile-defined or deferred where
not ed.

Fi sher Expires 17 Septenber 2026 [ Page 1]



Internet-Draft uzpP March 2026

Where this docunment provides nuneric gui dance (for exanple tiners,
wi ndows, or congestion-related tuning), the intent is to offer
recomended bounds suitable for experinentation; profile-based
behavi our and inplenentation discretion are explicitly expected
within stated limts.

UZP is designed for identity-first, zero-port environments where
conventional port-based transport assunptions do not hold. It is

i ntended for those depl oynent conditions, and outbound-only
attachnent does not by itself solve privacy, decentralisation, or RN
availability.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 17 Septenber 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent.
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This Internet-Draft is part of an experinental, research-oriented
suite prepared for the Independent Stream It describes UZP for the

Uni versal Zero-Port Interconnect Franmework (UZPIF;
remai ni ng open to substantial revision through review and

i npl ement ati on experience.

whi | e

Wthin that suite, this docunent defines the current normative
baseline for trust objects, validation rules, and security semantics

wi thin UZP, especially for handshakes, G ant processing,

pr oof

processing, and RN behaviour. Hard interoperability is expected for

shared object semantics and validation rules.
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Full wire-level, clustering, and proof-famly interoperability is not
cl ai nred everywhere yet. |In particular, some byte-level wire

encodi ngs, clustering behaviour, proof famlies, and depl oynent
profiles remain intentionally profile-defined or deferred.

Unl ess ot herwi se stated, design paraneters and nuneric val ues are
provi ded as numeric gui dance and recommended bounds, rather than as
fixed constants. Inplenmentations may adopt alternative congestion
tuning, profile-based behavi our, and inpl enentation-defined choices
within the constraints explicitly described in the rel evant sections.

It is designed for experinmentation and profile-driven depl oynents
within its target environnent. Privacy, decentralisation, and RN
availability remain depl oynent- and profil e-dependent properties.

2. Introduction

Many depl oyed I nternet services continue to rely on listening sockets
bound to I P:port tuples. This exposes reachable services to
scanning, unsolicited ingress, and a wi de class of |ateral-novenent
and anplification attacks. Contenporary defences such as WAFs, DDoS
scrubbing, layered ACLs, and mcro-segnentation can nitigate portions
of that exposure, but they do not change the underlying |istener
nodel .

The Uni versal Zero-Port Interconnect Franmework (UZPIF; [UZPIF])
defines an architecture in which services are reached via outbound,

i dentity-bound connections to Rendezvous Nodes (RNs). UZP is the
transport protocol that operates beneath UZPIF ([UZPIF]) and is
designed for identity-first, zero-port environnments where
conventional port-listening assunptions do not hold. In that
context, it provides transport and security semantics conparable to
conventional TCP+TLS or QUI C+TLS data pl anes, while allow ng | egacy
applications or attached equi pnent to be nmedi ated through a Hardware
Integration Layer (HL).

The design builds on ideas from QU C [ RFC9000], HI P [ RFC7401], and
Zero Trust Architecture [N ST-SP800-207]. Rendezvous-based systens
such as Tor [ TOR2004] show that endpoint identity can be decoupl ed
fromnetwork location. UZP is intended to be conpatible with post-
quant um crypt ography profiles [N ST-PQC].

This draft should therefore be read as part of an experinental,
research-oriented | ndependent Stream suite and as the current
normative baseline for trust objects, validation rules, and security
semantics within UZP. Hard interoperability is expected for shared
obj ect senantics and validation rules. Full wire-level, clustering,
and proof-fanmily interoperability is not clainmed everywhere yet; the

Fi sher Expires 17 Septenber 2026 [ Page 4]



Internet-Draft uzpP March 2026

remai ning details are intentionally profil e-defined or deferred.
Qut bound-only attachnent reduces direct inbound exposure, but it does
not by itself solve privacy, decentralisation, or RN availability.

2.1. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ RFC2119] and [ RFC8174] when, and only when, they appear in all
capitals, as shown here.

Thi s docunent uses term nology from UZPIF ([ UZPI F]) and rel ated work:

* Endpoint (EP): A host participating in UZP comruni cation. EPs
never listen on public IP:port tuples.

* Rendezvous Node (RN): A relay and coordination node that accepts
out bound connections from EPs, validates Pantheon credentials and
Grant artefacts under policy, and stitches identity-bound flows.
An RN is not by itself an issuer of identity, Grant, or revocation
truth.

* Pantheon: A federated or depl oynent-scoped identity, attestation,
and policy plane used by UZPIF ([ UZPI F]) and UZP that binds
identity, policy, and trust netadata to keys or selectors accepted
under |ocal policy, may validate or certify those bindings, and
may issue credentials, Gants, and del egati ons over them

* Canonical ldentity (CID: A long-lived, cryptographic identifier
derived froma principal’s public signing key.

* Ephemeral ldentity (EID): A per-session identity bound to short-
lived key material .

* Block: The semantic unit of reliability (acknow edgenent /
retransm ssion) in UZP.

* Frane: The semantic unit of application payl oad mapping inside a
bl ock; this draft does not yet assign a final wire encoding to
frame types.

*  Proof-of-Reachability (PoR): An RN-rel ayed authenticated |iveness
proof in which a peer returns profil e-defined proof material bound
to identity, nonce, RN context, expiry, and session context; see
Section 12.
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3.

Desi gn CGoal s
UZP is intended to satisfy the follow ng primary goal s:

* Zero exposed ports: EPs MJUST operate with no |istening sockets
reachable fromthe public Internet. Al comrunication originates
from out bound connections to RNs.

* ldentity-first addressing: The fundanental addressing object is a
cryptographic identity (CIDEID), not an IP:port pair, follow ng
the spirit of H P [ RFC7401].

* Encrypted-by-default: Al application data MJUST be carried over an
AEAD- prot ected channel, with forward secrecy and exporter support
comparable to TLS 1.3 [ RFC8446].

* NMbdern and PQ capabl e: The handshake MUST support both cl assi cal
and post-quantum key exchange and authentication, with algorithm
agility and central policy control [N ST-PQC.

* Block-level reliability: Reliability is expressed at the bl ock
| evel, enabling selective retransm ssion and determ ni stic pacing
simlar in spirit to, but distinct from QJC s streamfram ng
[ RFC9000] .

* RN mnimal trust: RNs MJUST NOT | earn application plaintext or hold
long-termidentity secrets; they may only drop, reorder, or del ay
encrypted traffic.

Wiere this docunment provides nuneric gui dance (for exanpl e,
congestion-rel ated tuning, replay w ndows, or pacing), it is intended
as recomrended bounds for experinentation. |nplementations may apply
profil e-based behavi our and i npl enent ati on-defined tuning wthin any
explicit limts stated in the rel evant sections.

Architectural Overview
At a high level, UZP operates as foll ows:

1. Each EP opens one or nore outbound control channels to one or
nore RNs.

2. The EP authenticates to Pantheon and obtains Gants that
aut hori se comruni cation with a peer identity under specific

policy.
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3. To talk to another EP, the initiator subnmits a Join request to an
RN, containing its own CID/EID, the target CID, and the rel evant
Gant material.

4. The responder independently connects to an RN (which MAY be the
sane RN or a different RN in the same trust donmain) and presents
its owmn G ants.

5. The RN stitches the two UZP sessions into a zero-port
i nterconnect tunnel (ZPIT) once both sides have been vali dated.

The RN never term nates end-to-end cryptography; each side perforns a
UZP handshake with the RN, derives end-to-end keys using exporter
material, and then switches to E2E AEAD for application data.

4.1. Hi gh-Level Session Flow

EP I (Initiator) RN EP_R (Responder)
| -- outbound ctl/data -->|
| | <-- outbound ctl/data --|
| <==== E2E AEAD over ZPIT (via RN) ====>|

Figure 1: Hi gh-level comrunication pattern: both endpoints
initiate outbound- only connections to the RN, which stitches an
end-to-end ZPIT.

This figure shows both endpoints initiating outbound sessions to the
RN, which stitches theminto a ZPIT.

4.2. Session State Model

For interoperable transport behaviour, endpoints MJST nodel each UzZP
associ ation using the foll owi ng baseline states:

new No RN attachnent, authenticated peer state, or accepted
continuity state has yet been established.

pending RN attachment, Join processing, or handshake eval uation is
in progress. Application data other than explicitly permtted
early data under Section 9 MJUST NOT be released in this state.

aut henticated Peer identity, Gant state, and handshake bi ndi ngs
have been accepted, but the association is not yet in nornal
stitched data transfer.

stitched The RN has conpleted the authorised stitch and the

endpoi nts may exchange nornal AEAD-protected application traffic
within the accepted Grant scope.

Fi sher Expires 17 Septenber 2026 [ Page 7]



Internet-Draft uzpP March 2026

failover / rebind Continuity is being re-established at the sane RN
or at an alternate eligible RN. Endpoints MAY use bounded
continuity state only as allowed by the failover rules in this
docunent; any authority expansion requires fresh validation, and
no RN-l1ocal claimalone is sufficient to return the association to
"stitched".

closed The association is term nated or abandoned. Further traffic
under that session context MJST be rejected unless a separate
resunption or re-enrol nent mechanismexplicitly authorises a new
sessi on.

Endpoi nts MJST begin in "new', MJST pass through "pendi ng" before
accepting authenticated state, MJST NOT treat "stitched" continuity
as proof of continuing authorisation without the checks required by
this docunent, and MJUST treat transition into "failover / rebind" as
an availability event rather than as automatic trust continuity.

Loss of RN attachnment changes rendezvous state; it does not by itself
revoke externally verifiable identity, Grant, or revocation truth.

4. 3. Hl L- Br oker ed Sessi ons

Where | egacy applications or non-native hardware cannot participate
directly in UZP, a Hardware Integration Layer (H L) as described by
UZPIF ([UZPI F]) MAY establish or broker the UZP session on their
behal f. In such cases, the HL is the policy-bound conpatibility
boundary and the attached | egacy systemis not automatically a native
UZP endpoi nt.

A HI L- brokered session MJST bind transport accountability to the
authenticated HIL identity and MAY al so carry an auditabl e devi ce,
slot, or port identifier for the attached | egacy system when

depl oynent policy requires that distinction. Gants and any

transl ated session context MJST be scoped so that the H L cannot
silently generalise the authority of the attached system beyond the
medi ation policy under which it operates.

RN participation in a UZP session, whether native or HI L-brokered,
MUST NOT be treated as RN authority over end-to-end identity or
authentication truth. The RN nay relay flights, validate locally

rel evant Grant constraints, and enforce forwardi ng policy, but the
aut henticated truth of the session renains bound to the cryptographic
endpoi nt or designated H L endpoint, the handshake transcript, and
the applicable Grant state rather than to RN observation of traffic
or path position.
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4.4. ldentity Mddel and CID Stability

Pant heon authorities bind a principal’s |ong-term public signing key
to identity, policy, and trust netadata; the canonical identity CID
is defined as a hash (e.g., BLAKE3) of that public signing key. Cl Ds
are intended to be stable over nulti-year tinme scales and across

mul tiple devices in the same adm nistrative entity, and SHOULD only
change when the underlying key is rotated or revoked due to
comprom se

Depl oynments MAY use locally generated or externally attested keys if
Pant heon policy allows; Pantheon authorities validate or certify
those bindings and are not required to generate or custody the
correspondi ng private keys.

Each transport session also has an Epheneral ldentity (EID), derived
fromshort-lived key material. EIDs are bound to ClDs via Pantheon

credentials over that epheneral key material and are used within the
UZP handshake and record | ayer

This separation mrrors the long-termvs. ephenmeral key split in both
H P [ RFC7401] and TLS 1.3 [ RFC8446] .

5.  Handshake Overview
The UZP handshake provi des:
* Miutual (or unilateral) authentication bound to ClDs and El Ds.
* Negotiation of cipher suites and AEAD al gorithns.
* Derivation of exporter keys for UZPIF ([UZPIF]) and hi gher |ayers.

* |Integration of Pantheon Grants, including replay protection and
pol i cy bi ndi ng.

The RN forwards handshake nmessages but does not term nate the

crypt ographi ¢ handshake itself. Instead, both EPs derive end-to-end
secrets using exporter material bound to the identities and Gants,
and then switch to direct AEAD protection across the ZPIT.

5.1. Specification Boundary
This revision defines UZP nessage semantics, session-state |ogic,
handshake rol es, cryptographic bindings, replay constraints, PoR

semanti cs, RN behaviour, and related transport security semantics
needed for semantic interoperability.
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Exact byte-level encoding is not yet fixed in this revision. Packet
| ayouts, nessage serialisations, sone transport profiling, registry
compl et eness, retransm ssion and congestion profiles, PMIU or
fragnentation handling, and rel ated depl oynent -specific choices
remai n deferred or profile-defined

Fi gures and nessage labels in this docunent are therefore
illustrative. They describe message purpose and sequenci ng, not a
compl eted interoperable wire format.
5.2. Flight D agram
Figure Figure 2 sketches a representative two-party handshake
medi ated by an RN. The nessage |abels are illustrative and show rol e
and sequencing rather than a final byte-level wire format.
EP I (Init) RN EP_R (Resp)
|--[1] CH1: CHI, EIDI, Gant ------- >| |
I |--[2] CHL' (fwd) --->| I
| |<--[3] SH, EE, CERT_R, FINR ------------ |
|<--[4] SH, EE, CERT" _R, FIN _R ------ | |
|--[5] Finished_| --------------------- >| |
| | --[6] Finished _I --->| |
Fi gure 2: Exampl e UZP handshake flights via an RN. Message
indices [1]-[6] are explained in the |legend. Labels are
illustrative and profile- neutral

This figure summari zes the RN-rel ayed handshake flights and where
forwardi ng occurs.

Legend:

[1] CHl: dientHello I, EID I, Gant

[2] CH1': Forwarded ClientHello |

[3] SH EE, CERT_R FINR

[4] SH, EE, CERT' _R FIN _R

[5] Finished | (initiator final confirmtowards RN)

[6] Finished I (forwarded initiator confirmtowards responder)
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6

.1

Crypt ographi ¢ Negotiation and AEAD Tag Length

UZP requires negotiation over a cipher-suite identifier space. In
this revision, each suite selection binds:

* A key exchange nechanism (e.g., X25519, or a PQ KEM candi dat e).
* A signhature algorithmfor authentication.

* An AEAD algorithmfor record protection (e.g., AES-GCM 128,
ChaCha20- Pol y1305) .

* A KDF (e.g., HKDF-SHA256 or a BLAKE3-based KDF).
AEAD Tag Length

The AEAD tag length is algorithmdependent but subject to the
follow ng constraints:

* |Implenentations MUST use a tag length of at |east 96 bits for al
UZP application data records.

*  \When an AEAD algorithmall ows variable tag | engths, endpoints
SHOULD use the algorithmis full tag length (typically 128 bits for
AES- GCM) and MUST NOT negotiate a tag | ength bel ow 96 bits.

* The tag length used for a session is fixed for the lifetine of
that session and is inplied by the negotiated cipher suite.

This requirement foll ows conmmon practice in nodern protocols, which
treat 96 bits as a practical |ower bound on AEAD aut henti cation tags
for wi de-area depl oynents, while allowing future AEADs with different
native tag | engths.

Bl ocks, Frames, and Reliability

UZP defines a block-oriented reliability nodel and associ ated
transport senmantics:

* A block is the unit of transm ssion and acknow edgenent senanti cs.

* Each bl ock contains one or nore franes, which carry application
data or control information.

* Bl ocks carry nonotonically increasing bl ock nunbers, and
acknow edgenent signalling references bl ocks rather than
i ndi vi dual byt es.
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Thi s bl ock-1evel nopdel requires selective retransni ssion and
determ ni stic pacing semantics:

* EPs can detect |loss patterns and retransnit only affected bl ocks.
* Congestion control and paci ng, when used, operate over bl ock
units, simlarly in spirit to how QU C applies |ogic over packet
and frame boundaries [ RFCO000].
This draft does not yet standardi se exact retransm ssion tiners,
acknow edgenent encodi ngs, PMIU di scovery, fragnmentation policy,
congestion algorithmchoice, or error-signalling registries. Later
revi sions or deploynment profiles nay fix those wire- and policy-I|eve
details while preserving the bl ock-oriented semantics defined here.

Bl ocks are encrypted and authenticated with the negotiated AEAD. The
associ ated data incl udes:

* CID and EID for both parti es.
* Direction and bl ock nunber.

* A context-specific |abel (e.g., "uzp-application" or "uzp-
handshake") .

8. Exporters
UZP defines an exporter interface anal ogous to TLS exporters
[ RFC8446]. Exporters derive context-specific keys fromthe main
handshake secrets, using |abels and context values that MJST be bound
to identities and transport paraneters.
An exporter input consists of:

* A label (e.g., "uzpif-zpit-key").

* A context value (which may include ClDs, EIDs, RN identifiers, and
Grant nonces).

* An output |ength.
Exported keys are used by:

* UZPIF ([UZPIF]) to derive per-ZPIT keys for nonitoring or
addi ti onal encapsul ati on.

* Higher-1layer protocols w shing to bind application security
directly to UZP session properties.
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10.

Exporters MUST incorporate both ClDs and the negotiated transport
paraneters so that re-use of exporters across sessions is
crypt ographi cal ly separ at ed.

0-RTT Data and Repl ay Handling
UZP al l ows, but tightly constrains, O-RTT (early) data:

* Early data MAY be sent by a client that possesses a valid, non-
expi red session resunption token and a Pant heon G ant that
explicitly permts early data.

* ERarly data MJST be cryptographically distinct from1-RTT data and
MJUST be bound to a monotonically increasing Gant nonce.

* RNs MJST treat O-RTT flows as replayable at the transport |evel
and MUST NOT rely on transport-layer properties for replay
preventi on.

Repl ay prevention is handled jointly by:

*  Pant heon Grants, which include a Grant nonce and tine w ndow;
replayed Grants outside their wi ndow MJST be rejected.

* Endpoi nts, which track nonces and session tickets, and MJST refuse
to process 0-RTT requests that would not be safe to replay at the
application |evel.

Authenticity alone is insufficient for transport-authorising
artefacts. A well-signed Grant, resunption token, or related control
artefact MUST al so be evaluated for freshness, scope, nonce or
sequence state, and current policy eligibility before the endpoint or
RN relies onit.

I f Pantheon policy specifies "no-replay" for a given Grant, endpoints
MUST NOT use O-RTT for any traffic under that Gant, and RNs MJST
drop any early data tagged with that policy.

Post - Quantum Profiles and Crypto Agility

G ven the long-term horizon of identity-centric networking, UZP is
desi gned to support post-quantum (PQ al gorithmns:

* Ci pher suites define both classical and PQ capabl e KEMs and
si gnature schenes.

* Pantheon policy can enforce that certain tenants or epochs require
PQ only or hybrid key exchange.
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11.

11.

* The handshake format all ows negotiation of PQ suites in parallel
with classical ones, simlar to ongoing PQ TLS efforts [N ST-PQC .

Transport endpoi nts SHOULD support at |east one PQ KEM and one PQ
capabl e signature algorithmas they becone standardi sed

Rendezvous Node Behavi our
RNs are designed to be mnimally trusted internmediaries. An RN

* Accepts outbound connections fromEPs and validates their
Pant heon-i ssued credentials and Grants.

* Matches Join requests between EPs and stitches theminto ZPI Ts
according to policy.

* Relays encrypted bl ocks between stitched endpoints, potentially
applying rate limts, traffic shaping, and policy enforcenent on
encrypt ed met adat a.

Importantly, an RN
*  MJST NOT term nate end-to-end UZP AEAD protection
*  MUST NOT hold long-termsecrets for EP identities.

* MAY observe and act on limted nmetadata (e.g., ClDs, block counts,
timng) conparable to the exposure in QU C s on-path nodel
[ RFCO000] .

An RN is therefore a relay and policy-constrained coordi nati on point,
not a sovereign source of identity, Gant, revocation, or other
aut hori sation truth.

For hi gh-assurance depl oynments, multi-RN topologies simlar to onion
routing may be used [ TOR2004], with attestation chains that prove
that each RN confornms to specified software and configuration
basel i nes.

1. RN Set Discovery and Eligibility

UZP endpoints that require resilient rendezvous SHOULD nai ntain one
or more currently valid RN Set Statements, or an equival ent accepted
RN set carried by bootstrap or recovery artefacts, as defined by
UZPIF ([UZPIF]). RN referral by a currently attached RN MAY be used
as a hint, but it is not sufficient by itself to nmake an alternate RN
eligible for authorisation-rel evant use.
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11.

11.

At baseline, before first use or failover use, the endpoint MJST
validate the RN Set Statenent’s signature set, scope, validity
interval, and epoch or sequence state under the UZPIF comon envel ope
rul es and prefer the highest eligible non-conflicting statenent for
the rel evant scope. Were policy pernits, endpoints SHOULD keep
multiple eligible alternate RNs rather than a single spare path.

An endpoint MAY attenpt failover only to an alternate RN that is
currently policy-eligible for the rel evant transport role, trust-
dommi n scope, and session class. Eligibility MIST be derived from
externally verifiable artefacts rather than fromone RN s private
control view

A previously successful RN does not remain eligible nerely because it
stitched earlier traffic. The endpoint MJIST re-evaluate alternate-RN
eligibility at failover tinme against current RN Set Statenents,
current policy scope, and current distrust or revocation state.

2. RN Failover Triggers

Endpoi nts SHOULD treat at |east the followi ng conditions as baseline
failover triggers:

* loss of RN reachability, handshake timeout, or repeated Join
failure;

* authenticated or otherw se policy-accepted overl oad, maintenance,
or capacity-exhaustion signalling;

* signed or otherwi se |locally accepted evidence of RN ni sbehavi our;

* detected inconsistency between the RN s control clains and the
endpoint’s currently accepted RN Set Statenent, G ant state, or
transparency evi dence; and

* suspected RN partition or divergence that prevents safe
continuation of authorisation-relevant operation

Triggering fail over changes path sel ection and rendezvous handl i ng;
it does not, by itself, revoke identity, Gants, or other externally
verifiable authority. RN loss is an availability event, not an

aut hori sation event.

3. Endpoint Failover Procedure

When a baseline failover trigger occurs, the endpoint MJST at |east:
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1. transition the association into "failover / rebind" or "closed"
and stop treating RN-local control state as authorisation truth;

2. freeze new authorisation-expandi ng actions until required
reval i dati on succeeds;

3. retain only the portable state allowed by Section 11.5;

4. select an alternate RN only froma currently accepted RN Set
Statenment or equally trusted bootstrap or recovery artefact;

5. establish a new RN attachnent and perform a new Join eval uation
at the alternate RN

6. present current authorisation artefacts by default, or bounded
continuity state only when non-expanding continuity is permtted
by policy; and

7. return to "stitched" only after alternate-RN eligibility and
required revalidati on checks succeed; otherw se remain
unavail abl e or term nate cl eanly.

If no eligible alternate RN can be validated, the association remains
unavail able. That is an availability outcone, not an inplicit
revocation of externally verifiable authority.

4. Re-Stitching and Continuity State

Re-stitching at an alternate RN requires a new RN attachnent and Join
eval uation. Fresh presentation of current authorisation artefacts is
the default baseline. An alternate RN MAY accept bounded continuity
state instead of a fully fresh authorisation presentation only for
non- expandi ng continuity when | ocal policy permts it.

Bounded continuity state in UZP MJST be endpoi nt-presented and
cryptographically bound to the authenticated peer identities, the
still-valid Gant object identifiers or digests, the accepted RN set,
the rel evant session or resunption context, and a short expiry. It
MJUST NOT be an opaque RN-issued assertion that another RN is required
to trust blindly.

An alternate RN MAY reuse bounded continuity state only when the
resulting session scope is unchanged or narrower, the referenced
Grant and revocation state remain valid, freshness and replay checks
succeed, and no unresol ved RN di sagreenment woul d make the continuity
cl ai m anbi guous. O herw se the endpoint MJST performa fresh

aut hori sed re-stitch.

Fi sher Expires 17 Septenber 2026 [ Page 16]



Internet-Draft uzpP March 2026

11.

11.

Bef ore moving from "failover / rebind" back to "stitched", the
endpoint and alternate RN MJUST revalidate at |least the alternate RN s
eligibility for the requested role and scope, the currently accepted
RN Set Statenment or equally trusted bootstrap or recovery artefact,
peer identity binding and current Grant or equival ent authorisation
state, current revocation or transparency state relevant to the
requested action, and the binding, freshness, replay constraints, and
expiry of any continuity state presented.

5. Portable Versus RN-Local State
The baseline portability rule for UzZP fail over is:

* resumabl e or re-usable state MAY include peer identity bindings,
current Grant references, accepted RN Set Statenent identifiers,
val i dat ed revocati on or transparency checkpoints, and bounded
continuity state accepted under policy;

* endpoi nt-local continuity markers MAY include application mapping
state or bl ock-delivery checkpoints only when they remain bound to
the sane peer identities, Gant scope, and continuity w ndow, and

* RN-local state such as stitch handles, relay queue placenent,
paci ng and congestion state, per-RN replay allocations, path
observations, and unverified relay buffers MJUST be treated as non-
portabl e and MJUST be renegotiated or conservatively rebuilt.

Session continuity therefore does not inply trust continuity. A
resuned or re-stitched transport path MJUST still revalidate the
aut horisation artefacts relevant to the new RN attachnent.

The fact that some state is portable does not renpve the need to
revalidate it. Portable state MAY be resumed only after its

bi ndi ngs, scope, freshness, and policy eligibility are rechecked for
the new RN attachnent.

6. RN Disagreenent and Partition Behaviour

If a currently attached RN and an alternate RN present conflicting
control views for the sane session, scope, or Gant state, endpoints
MUST treat the conflict as an availability or continuity issue rather
than as proof that either RN is the mandatory truth source.

Under RN di sagreenment or suspected partition, endpoints MJST suspend
new aut hori sati on- expandi ng acti ons such as new peer scopes, broader
Grants, QS expansion, or O-RTT resunption that depends on disputed
state until externally verifiable artefacts are revali dated.

Endpoi nts MAY continue narrow y scoped, already-established non-
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expanding traffic only within an explicit continuity w ndow al | owed
by |l ocal policy and MIST cease or cleanly termi nate once that w ndow
expires or required revalidation fails.

When di sagreenent cannot be resol ved safely, inplenentations SHOULD
prefer clean session termnation or fresh re-stitching over silent
fail over that preserves apparent continuity w thout revalidation

If only one RN renai ns reachabl e during di sagreenent or partition,
endpoints MJUST still treat that RN as a relay path rather than as a
truth anchor. They MJST ignore RN-local clains that woul d expand
authority unless those clains are independently supported by
externally verifiable artefacts.

Proof - of - Reachabi lity (PoR)

Informal Ping or hearthbeat semantics are replaced by Proof-of -
Reachability (PoR) for transport |iveness validation

When PoR chal | enges, responses, or derived |liveness evidence are
retai ned beyond the i medi ate exchange, they MJST be represented as
common signed artefacts using the envel ope defined by UzZPIF ([ UZPI F])
with "object type" set to "por-evidence" when interoperable
verification or audit is required. That object type inherits the
UZPI F conmon envel ope unchanged, including canonical serialisation,
exact signature coverage, object_id derivation, unknown-extension
handl i ng, signature ordering, algorithmidentifier matching, epoch-
ver sus-sequence precedence, and the rule that detached signatures are
not part of baseline interoperability.

Base UZP defines PoR as an authenticated reachability proof bound to
the peer identity, a fresh nonce, the RN identifier, an expiry
condition, and session context. The proof is produced by a profile-
defined authenticated responder and MJST be verifiable by the client
wi t hout trusting RN assertions.

Base UZP does not require a single proof primtive for POR A
profile may define the responder proof value as a signature, NMAC,
exporter-derived authenticator, or equival ent cryptographic proof,

but the verifier MIUST be able to determ ne exactly which bytes were
aut henti cated and whi ch authenticated responder constructi on was used
for the chall enged context.

A PoR succeeds only when the verifier accepts cryptographic proof
material emtted by the endpoint-side authenticated responder for the
chal | enged context. RN observation of relay traffic, queue activity,
timng, packet return, or successful forwarding is not equivalent to
endpoi nt |iveness proof and MJUST NOT be treated as such
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12.1. PoR nject Fields

When a PoR chal | enge, response, or retained |liveness artefact is
represented as an object, it MJST use the conmon signed artefact
envel ope defined by UZPIF ([UZPIF]) with "object type" set to "por-
evidence". In addition to the comon envel ope, a mnimal PoR object
MJST carry:

* the challenger identity, typically mapped to "audi ence_id" or an
equi val ent field;

* the responder identity, typically mapped to "subject _id" or an
equi val ent field;

* the RNidentifier;

* session context sufficient to prevent replay across unrel ated
sessions, tunnels, or transport bindings;

* the PoR nonce;
* an issuance tine and an expiry tine;

* a proof-profile identifier indicating which authenticated
responder construction was used;

* the responder proof val ue;

* a responder key identifier or exporter-|abel reference when needed
for verification; and

* optional grant, transport-binding, or transparency references when
the depl oyment needs themfor audit or replay tracking.

These fields populate the PoR-specific body only. UZP inherits the
UZPI F conmon envel ope unchanged, including canonical serialisation,
exact signature coverage, object identifiers, unknown extension
handl i ng, signature ordering, algorithmidentifier matching, epoch-
ver sus-sequence precedence, and the rule that detached signatures are
not part of baseline interoperability.

When a PoR artefact is retained as a comopn signed object, the

envel ope signature set authenticates the retained artefact
representation for exchange or audit. It does not replace the
responder proof value as the liveness proof itself. Current
reachability still depends on validating the responder proof against
the profil e-defined authenticated responder for the chall enged

cont ext .
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The responder proof value MJST authenticate the exact PoR input used
by the selected proof profile. At a mninum that authenticated

i nput MJUST cover the responder identity, the challenger identity or
equi val ent audi ence restriction, the RN identifier, the session
context, the PoR nonce, the issuance and expiry val ues, the proof-
profile identifier, and any grant, transport-binding, or transcript-

bi ndi ng values that the verifier is expected to enforce. |If a
profile authenticates a derived chall enge representation rather than
the retained PoR object verbatim the verifier MIST still be able to

determ ne exactly which PoR fields were authenticated.
12.2. PoR Exchange
A PoR exchange is defined as foll ows:

1. The client generates a fresh nonce for a specific PoR
transaction. The nonce MUST be unique within the verifier’'s
active replay wi ndow for the rel evant responder, RN context, and
sessi on cl ass.

2. The PoR chal l enge MJST bind: the peer identity being tested, a
fresh nonce, an RN identifier, an explicit expiry w ndow, and
session context sufficient to prevent replay across unrel ated
sessions or tunnels.

3. The RN relays the nonce to the target peer without nodification

4. The peer produces proof material using the profile-defined
aut henti cated responder for the current session, covering the
bound chal l enge fields and the authenticated session or transport
context required by that profile.

5. The RN returns the responder proof to the client.

6. The client validates the returned proof against the exact
chal | enged context, including nonce freshness, expiry, session-
cont ext binding, proof-profile identifier, and peer identity
mat ch, before accepting |iveness.

Freshness eval uation MJUST reject a PoR response if the nonce was not
generated for the clained transaction, if that nonce has al ready been
accepted for the same responder or context, if the issuance or expiry
val ues fall outside the verifier’s acceptance wi ndow, or if the

aut henti cated session, resunption, or transport context is no |onger
current.
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A verifier MIST also reject a response if the chall enge expiry has
el apsed before proof validation conpletes, if the authenticated RN
identifier does not match the RN attachment under evaluation, or if
the proof binds to an ol der session, resunption context, or
continuity wi ndow than the one for which present reachability is
bei ng cl ai ned.

3. PoR Across Re-Stitch and RN Fail over

PoR evi dence is path- and context-bound. A PoR response accepted
under one RN attachnment, session context, or continuity w ndow MJST
NOT by itself be treated as fresh |liveness proof for a different RN
attachnent or re-stitched transport path.

After re-stitch or RN fail over, endpoints MJST obtain a new PoR
response bound to the new RN identifier and the currently

aut henti cated session or continuity context before relying on PoR for
current reachability on that path. Earlier PoR artefacts MAY be
retained for audit, replay tracking, or continuity diagnostics, but
they do not satisfy current liveness verification for the new
attachnent.

A previous PoR response MUST NOT be reinterpreted as current |iveness
merely because the same peer identities, Gant references, or
application flow continue across failover. The verifier MJST obtain
a fresh proof bound to the new RN attachnent and current session or
continuity context before treating the peer as presently reachable on
t hat pat h.

A bounded continuity decision under Section 11.4 MAY allow traffic to
continue briefly while revalidation proceeds, but it does not convert
an ol der PoR bound to a previous RN or session into proof of present
reachability.

4. TLS-DPA PoR Profile

The TLS-DPA profile instantiates the authenticated responder using
TLS- DPA-authenticated identity material [TLS-DPA]. A depl oynent MAY
use either:

* a dedi cated PoR responder key derived fromexporter material bound
to the authenticated TLS-DPA or UZP session; or

* a proof directly generated with TLS- DPA-aut henticated identity key
material .
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The TLS-DPA profile SHOULD prefer an exporter-derived PoR responder
key for steady-state or frequent |iveness checks because it reduces
operati onal dependence on repeated use of long-termidentity keys
whil e preserving RN non-forgeability. Direct long-termidentity-key
si gning MAY be used where policy explicitly requires identity-key
participation or where exporter-derived responder nmaterial is
unavai |l abl e.

In the TLS-DPA profile, exporter-derived responder material is the
preferred baseline for ordinary PoR use. Long-termidentity-key
signatures are an exception path for deploynents that explicitly
require them for recovery of exporter state, or for other policy-
defined cases where exporter-derived proof material cannot be used.

Regardl ess of which nmethod is used, the client MJST validate that the
responder proof is cryptographically bound to a TLS- DPA-aut henti cated
peer identity and to the relevant session context. The authenticated
i nput MJUST cover the PoR nonce, the asserted identities, the RN
identifier, validity bounds, and the session or exporter binding
required by the sel ected node.

This draft intentionally does not define a byte-level PoR wire
encoding for the TLS-DPA profile. Profile docunents or future
revisions may define concrete serialisations for PoR chall enges, PoR
responses, and retained PoR artefacts while preserving the object
fields and validation rules specified here.

5. Replay Prevention
Repl ay prevention requirenments for PoR are

* Peers and verifiers MJST reject expired nonce values or chall enges
whose validity w ndow has el apsed

* Verifiers MJST accept a PoR response at nobst once for a given
responder identity, RN identifier, nonce, and session-context
tupl e.

* RNs MJST NOT treat replayed forwarding, repeated observation, or
cached PoR responses as fresh |liveness, and MJUST NOT cache PoR
responses beyond their expiry w ndow.

Repl ay prevention for PoR is therefore based on nonce uni queness,
bounded validity, exact context binding, and verifier-side single-
acceptance tracking rather than on RN observation of traffic.
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6. RN Non-Forgeability Requirenent

The transport |iveness nmodel MJST ensure an RN cannot fabricate peer
reachability.

* The peer PoR proof MJST cover the original nonce, peer identity,
RN identifier, expiry condition, and session context.

* The client MJST validate the proof against the profile-defined
aut henti cated responder associated with the peer identity, and
MUST NOT rely on RN assertions alone for |iveness.

* RNs MUST NOT generate synthetic PoR acknow edgenents that are not
produced by the authenticated responder bound to the peer identity
and session context.

* RN |ocal evidence such as successful forwarding, packet
observation, queue drain, or timing correlation MUST NOT be
substituted for endpoint-generated PoR proof.

7. Liveness Proof Logging

RNs MAY publish aggregated PoR statistics in transparency | ogs.

Publication is OPTI ONAL but RECOMVENDED for depl oynents that use

merit-based scoring or external audit signals.

VWere PoR-rel ated transparency artefacts are published for

i nteroperable audit, they MJST use the conmobn signed artefact

envel ope defined by UZPIF ([UZPIF]), with sequence or |og |inkage

sufficient for independent audit.

Security Considerations

UZP's security properties derive from

* The zero-port architecture of UZPIF ([UZPIF]) (no open |listeners).

* The use of nodern AEAD algorithns with at | east 96-bit tags.

* |dentity-first addressing via ClDs and EIDs, influenced by HP
[ RFC7401] .

* Exporters that bind higher-layer security directly to transport
identities and paraneters.

* Strong replay controls via Gants and endpoi nt tracki ng of nonces
and tickets.
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* PoR liveness verification with profile-authenticated nonce
evidence that limts RN forgery.

Resi dual risks include traffic analysis, RN conprom se (drop/delay
behavi our), and application-layer weaknesses. These are mtigated
t hr ough:
* Milti-RN topol ogies and attestation.
* Pantheon policy that can revoke identities and Grants quickly.
* Integration with Zero Trust principles [N ST-SP800-207].
I ANA Consi derations
Thi s docunent nakes no requests of IANA at this tinme because it does
not yet define final wire encodings or conplete registries. Future
revisions of UZP may define registries for protocol paraneters (for
exanpl e ci pher suites, frame types, and exporter |abels), but such
actions are out of scope for this transport-semantics revision.
* Aregistry for UZP cipher suites and AEAD al gorit hns.
* Aregistry for frame and bl ock types.
* Aregistry for exporter |abels used by UZP and UZPI F ([ UZPI F]).
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