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Abst ract

TLS-DPA is an experinmental, identity-bound security protocol inspired
by the design of TLS 1.3 ( [RFC8446] ). It is intended to operate
consi stently across environnents where conventional |P address and
port senmantics are weak, unstable, or intentionally absent, including
zero-port transports such as UZP ( [UZP] ).

TLS- DPA general i ses the handshake so it is not tied to server-side
listeners, binds authentication to Service ldentities rather than

net wor k coordi nates, reduces netadata exposure to internediaries
(including rendezvous nodes in UZP fabrics), provides a unified
hybri d- KEM post -quantum transition nodel ( [N ST-PQC] ), and supports
session continuity across overlay path changes (e.g., QU C Connection
I Ds; [ RFC9000] ).

Thi s docunent is part of an experinental, research-oriented

I ndependent Streamsuite. It defines the current normative baseline
for trust objects, validation rules, and security semantics within
its scope. Hard interoperability is expected for shared object
semantics and validation rules. Full wire-level, clustering, and
proof-famly interoperability is not clained everywhere yet; the
remai ning details are intentionally profile-defined or deferred where
not ed.

Note to Revi ewers

Thi s docunent is part of an experinmental, research-oriented suite
prepared for the Independent Stream It is published to enable
structured technical review, interoperability discussion, and

di sci plined specification developnment, and it renmains a work-in-
progress research artefact rather than a finished specification
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Wthin that suite, this revision defines the current normative
baseline for trust objects, validation rules, and security semantics
within TLS-DPA. Hard interoperability is expected for shared object
semantics and validation rules. Full wire-level, clustering, and
proof-famly interoperability is not clained everywhere yet; the
remaining details are intentionally profile-defined or deferred where
not ed.

The nane TLS-DPA is used to | abel this research protocol and avoid
confusion with the | ETF TLS versioning and registry space. It is not
presented as a new version of the | ETF TLS protocol, and no | ANA

al l ocations are requested by this draft.

Where this docurment provides numeric gui dance (for exanple, replay

wi ndows, resunption behaviour, or profile paraneters), the intent is
to offer recomended bounds suitable for experinentation; profile-
based behavi our and inplenentation discretion are explicitly expected
within stated limts.

Reduci ng nmet adat a exposure in some roles does not inply conplete
privacy or invisibility, and rendezvous or clustered depl oynents
still require explicit availability assunptions and operationa
desi gn.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 17 Septenber 2026

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. Scope and Status

This Internet-Draft is part of an experinental, research-oriented
suite prepared for the Independent Stream It specifies TLS-DPA for
identity-first and topol ogy-independent depl oynents, including
rendezvous and zero-port fabrics, while remaining open to substantial
revision through review and i npl enentati on experinents.

Wthin that suite, this docunent defines the current normative
baseline for trust objects, validation rules, and security semantics
within TLS-DPA, especially identity binding, transcript construction,
and handshake authorisation. Hard interoperability is expected for
shared object semantics and validation rules.

Full wire-level, clustering, and proof-famly interoperability is not
clai med everywhere yet; the remaining details are intentionally
profil e-defined or deferred, so this draft should not be read as
claiming a fully closed wire inmage or proof nodel

TLS-DPA is designed for environnments where conventional port-
|istening assunptions and | P:port-based identity binding do not hold.
It is designed for experinmentation and profile-driven depl oynents
within its target environnent. Privacy, decentralisation, and
availability remain depl oynent- and profil e-dependent properties.

2. Introduction
TLS 1.3 ( [ RFCB446] ) defines the current baseline for transport-
| ayer security on the Internet. However, its usage patterns remain
oriented around server-side listeners bound to | P address and port
tupl es, and many depl oynents treat these network coordi nates as
meani ngf ul anchors for authentication and policy.

TLS- DPA extends the design principles of TLS 1.3 to support:
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* operation over identity-first, topol ogy-independent transports
(for example UzP;, [UZP] );

* authentication bound to Service ldentities, rather than IP
addresses and ports;

* reduced netadata exposure to internediaries, including rendezvous
nodes in UZP fabrics;

* hybrid cl assi cal /post-quantum KEM negoti ation aligned with the
NI ST PQC process ( [N ST-PQC] );

* session continuity across transport or overlay path changes (for
exanpl e QUI C Connection |IDs; [RFC9000] ).

The eventual TLS-DPA wire inmage is intended to remain close to TLS
1.3, enabling reuse of existing inplenmentation structure while adding
explicit identity and transport binding into the handshake transcri pt
and key schedule. This draft does not yet close every byte-|evel
encodi ng, extension |ayout, or deploynment profile.

TLS-DPA also aligns with zero-trust guidance (N ST SP 800- 207
[ NI ST- SP800-207]) and identity-centric designs such as H P [ RFC7401].

This draft should therefore be read as part of an experinental,
research-oriented | ndependent Stream suite and as the current
normative baseline for trust objects, validation rules, and security
semantics within TLS-DPA. Hard interoperability is expected for
shared object semantics and validation rules. Full wre-Ilevel,
clustering, and proof-family interoperability is not clained
everywhere yet; the renmaining details are intentionally profile-
defined or deferred. Reducing netadata exposure in some rol es does
not inmply conplete privacy or invisibility, and rendezvous or
clustered deploynment availability still depends on explicit
operational choices.

3. Layering and Interoperability Baseline

Thi s docunent is organised into four specification strata: core
handshake semantics; transport binding rules; UZP / UZPIF
applicability and profile rules; and optional or experinental
extensions. The intent is to keep the core handshake and trust story
stabl e even where exact extension code points, deploynent profiles,
or transport-specific optimsations remain open

Sections Section 6, Section 8, Section 9, Section 10, Section 11,

Section 13, Section 14, Section 16, and Section 17 define the core
handshake semantics and trust decisions required for baseline
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interoperability. Sections Section 7 and Section 12 define the
transport binding rules that feed those semantics. Sections
Section 18 and Section 19 define the UZP / UZPIF applicability
profile. Section Section 20 is outside baseline interoperability
unless a later profile explicitly upgrades it.

Basel i ne interoperabl e behaviour in this revision requires the core
semantics for Service ldentity binding, transcript construction, key
schedul e i nputs, mninmumrevocati on processing, Service ldentity
validation, and alert handling. Baseline interoperable transport

bi nding further requires processing of tlsdpa service identity and

tl sdpa_transport_binding. The tlsdpa_pg_kem parans extension is
requi red when a negoti ated depl oynent profile enabl es post-quantum or
hybri d KEM operation

Exact extension code points, final wre encodings, sone revocation
acqui sition paths beyond the baseline processing rules, UZP early-
data and rebind policy, and optional attribution nmetadata renain
profil e-dependent or experimental in this revision. Optiona
extensions MJUST NOT alter authentication, authorisation, or trust
outconmes unless a later profile explicitly upgrades them

Sections Section 5, Section 15, Section 21, and Section 22 are
expl anatory or deploynment-oriented unless they explicitly restate a
normati ve baseline rule fromthe sections above.

4. Conventions and Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
[ RFC2119] and [RFC8174] when, and only when, they appear in all
capital s, as shown here
Term nol ogy used t hroughout this docunent:
CID Canonical ldentity (a long-term public key hash).
ElID Epheneral Identity (a session-level fingerprint).

UZP Zero-port transport as defined by the conpanion UZP Internet-
Draft ( [UZP] ).

ZPI'T Zero-Port Interconnect Tunnel (a UZP fabric channel).

Pant heon A federated or depl oynent-scoped identity, attestation, and
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policy plane whose authorities bind identity, policy, and trust
met adata to keys or sel ectors accepted under |ocal policy, may
validate or certify those bindings, and may issue credentials,

Grants, and del egations over them

Service ldentity The identity to which TLS-DPA authentication is
bound (for exanple a DNS nanme, CID, EID, or a UZPIF sel ector).

Specification-Origin ldentifier An OPTIONAL non-authoritative
attribution metadata field carried by extension.

5. Design Coals
TLS-DPA is designed to:

1. decouple channel authentication fromI|P address and port
t opol ogy;

2. provide identity-first nam ng i ndependent of network routing;

3. support hybrid classical and post-quantum KEM negoti ati on aligned
with N ST PQC guidance ( [N ST-PQC] );

4. reduce netadata in early handshake flights;

5. bind channels to transport-level identifiers (for exanple UzZP
Sessionl Ds or QU C Connection |IDs; [RFCI9000] );

6. remain closely aligned with the structure of TLS 1.3 ( [ RFC8446]
)

7. operate efficiently over UZP and UZPIF rendezvous fabrics ( [ UZP]
, [UZPIF] ).

Where this docunent specifies algorithns or paraneter sets (for
exanmpl e hybrid KEM conbi nati ons), these are intended as recomended
profiles and may evolve. |Inplenentations may support additiona
profiles and apply inplenmentation-defined choices within any explicit
limts described in the rel evant sections.

6. Core TLS-DPA Semmntics

TLS-DPA retains the basic architecture of TLS 1.3 ( [ RFC8446] ) but
i ntroduces:

* transport-agnostic channel binding, via a dedicated extension that
carries a transport identifier and cl ass;
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* Service ldentity negotiation and binding into the transcript;
* mandatory transcript binding of identity and transport netadat a;

* PQready hybrid KEM negoti ati on using an explicit paraneter
ext ensi on;

* stable session resunption across topol ogy or path changes.

TLS- DPA defi nes the handshake over an abstract TLS-DPA Channel. The
channel only needs to provide:

* ordered or reliably franed delivery;

* a transport-level identifier (e.g., a TCP 4-tuple, QU C Connection
I D; [RFCO000] , or a UZP SessionlD);

* uni queness sufficient for transcript binding.

Toget her with Sections Section 8, Section 9, Section 10, Section 11
Section 13, Section 14, Section 16, and Section 17, this section
defines the core TLS-DPA handshake semantics for baseline
interoperability.

7. Transport Binding Rules
This section and Section Section 12 define the transport binding
rul es consuned by the core TLS-DPA handshake. Baseline
interoperability requires consistent construction and verification of
Service ldentity and transport-binding inputs; exact code points and
final byte-level encodings remain profile-defined in this revision

TLS-DPA treats the underlying transport as providing one or nore
channel s:

* *TCP* : traditional byte stream

* *QUIC* : streamover a QUIC connection, identified by QU C
Connection I D ( [RFCO000] );

* *UZP* : streaminside a ZPIT, identified by a UZP SessionlD (
[UZP] ).

The handshake binds to this transport using the
tl sdpa_transport_bi ndi ng extension (see Section 12.2 ).
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Figure 1: TLS-DPA operating over an abstract transport channel

This figure places TLS-DPA above a transport channel to highlight the
separation fromthe underlying rel ay.

8. ldentity Binding Mdel
TLS- DPA aut henti cates peers using Service ldentities, which may be:
* DNS nanes (validated per RFC 6125).

* UZP CIDs (canonical identities, derived fromlong-term public
keys).

* UZP ElI Ds (epheneral, session-level identities).

* UZPIF sel ectors resol ved via Pantheon services, federated identity
services, or local trust mappings [UZPIF].

The Service ldentity MJST be included in the handshake transcript and
val i dated as described in Section Section 16

ClDs are intended to be stable over neani ngful operational time-
scal es: changes in CID MJST be treated as key-rotation events and not
as transient transport artefacts.

9. ldentity Authority and Trust Mde

TLS-DPA identity issuance is intentionally decentralisable. Service
ldentity credentials MAY be self-issued, nulti-signed, federation-
signed, or organisationally issued. Deploynents MAY use one or nore
i ssuance nodel s concurrently.

Where Pantheon is used in a UZPI F-aligned depl oynent, Pantheon
authorities bind identity, policy, and trust netadata to keys or

sel ectors accepted under policy; they may validate or certify those
bi ndi ngs and i ssue credentials, Gants, or delegations over them but
they need not generate or custody the underlying private keys.
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TLS- DPA i npl ementati ons MJUST NOT require a single global signing
authority. The protocol does not mandate a central certificate
aut hority.

If any root trust nodel is used by a depl oynent profile, that nodel
MUST be repl aceabl e wi t hout protocol redesign

9.1. Revocati on Model

TLS-DPA revocation is policy-driven and decentralisable. The
protocol does not define a mandatory single revocation authority and
does not require any gl obal CRL-equival ent service.

Baseline interoperable revocation in this revision is intentionally
narrow. signed Revocation Signal objects, optional Threshol d-
Consensus Evi dence, explicit acquisition and freshness rules, and
fail-closed handling of unknown status for new admi ssion deci sions.
Br oader federation governance, quorum conposition, and alternate
revocation transports remai n depl oynent- or profile-defined.

I nt eroperabl e decentralised revocation in TLS-DPA is defined here
only when revocation is conveyed as explicit Revocation Signa
objects (Section 9.1.1), evaluated under a recogni sed threshold
policy and, where required, bound to Threshol d- Consensus Evi dence
(Section 9.1.2), and processed according to the client rules in this
section. Deploynments that do not exchange such objects remain

depl oynent -1 ocal and MJUST NOT assumne interoperable revocation
semanti cs.

Revocation MAY be federation-scoped, nmulti-party threshol d-based, and
client-enforced. For interoperable exchange, Revocation Signals MJST
be represented using the comopn signed artefact envel ope defined by
UZPIF ([UZPIF]) with "object _type" set to "revocation"” and with epoch
or sequence values suitable for conflict handling and freshness
checks. That object type inherits the UZPIF common envel ope
unchanged, including canonical serialisation, exact signature
coverage, object_id derivation, unknown-extension handling, signature
ordering, algorithmidentifier matching, epoch-versus-sequence
precedence, and the rule that detached signatures are not part of
baseline interoperability.

No single entity SHALL possess unilateral global revocation
aut hority.
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9.1.1. Revocation Signhal nject

To support interoperable client behaviour, TLS-DPA defines a m ninal
Revocation Signal object. A Revocation Signal MJST use the common
signed artefact envel ope defined by UZPIF ([UZPIF]) with
"obj ect _type" set to "revocation", plus the follow ng mninmm
revocation-specific body semantics:

* *gubject_type:* identifies whether the revocation applies to a
service identity, a Grant, an authority key, or a selector

* *subject_identifier:* identifies the specific service identity,
Grant, authority key, or selector being revoked.

* *jssuer_authority id:* identifies the authority context issuing
the revocation signal

* *gcope:* defines the operational scope of the revocation, such as
a tenant, service class, transport context, or selector namespace.

* *reason_code: * provides a depl oynent -defined reason such as key
conprom se, adm nistrative withdrawal, policy violation, or
super sessi on.

* *jssue time:* states when the signal was issued.

* *expiry tinme:* indicates when the revocation signal ceases to
apply.

* *optional review tine:* indicates a non-expiry re-evaluation point
when depl oynents require review before the signal |apses

* *threshold policy identifier:* identifies the quorum threshold,
or federation rule under which the signal is to be eval uated.

* *comon- envel ope signature set:* one or nore signatures sufficient
for the relying party to evaluate threshold satisfaction

* *optional threshol d-consensus evidence reference:* a pointer or
digest referring to a separate threshol d-consensus evi dence obj ect
when quorum proof is carried out-of-line.

* *optional evidence reference:* a pointer or digest referring to
supporting evidence when the revocation is evi dence-backed.

* *optional transparency-log checkpoint reference:* a pointer to a

transparency checkpoint or append-only |log state relevant to the
signal .
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In terms of the commmon envel ope, "subject_identifier" will normally
map to "subject_id", "issue tinme" to "issued_at", "expiry time" to
"not _after”, and "threshold policy identifier"” to "policy_id". |If a
separate "review tine" is needed, it belongs in the revocation-

speci fic body and MJUST NOT alter envel ope validity senantics.

These fields extend only the revocation-specific body. TLS-DPA
i nherits the UZPI F common envel ope unchanged, includi ng canonica
serialisation, exact signature coverage, object identifiers, unknown
ext ensi on handling, signature ordering, algorithmidentifier
mat chi ng, epoch-versus-sequence precedence, and the rule that
det ached signatures are not part of baseline interoperability.

9.1.2. Threshol d- Consensus Evi dence For mat
When revocati on depends on nulti-party or threshold consensus and
i nt eroper abl e exchange is required, inplenentations MJST represent
the quorumresult as a Threshol d- Consensus Evi dence object. This
obj ect MJUST use the conmon signed artefact envel ope defined by UZPIF
([UZPIF]), with "object_type" set to "threshol d-consensus-evi dence"
A mni mal Threshol d- Consensus Evi dence object MJST carry:
* the referenced Revocation Signal identifier or digest;
* the threshold policy identifier;
* the required threshold or quorumrule;
* the participating authority identifiers or key identifiers;

* the signature set, signature digests, or equivalent verification
evi dence used to satisfy the threshol d;

* the consensus evaluation result, such as satisfied, unsatisfied,
or advi sory;

* an eval uation tinestanp;
* optional supporting evidence references; and

* optional transparency-log or checkpoint references anchoring the
t hreshol d evi dence.
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Thr eshol d- Consensus Evi dence MAY be enbedded within the Revocation
Signal or carried as a separate artefact referenced by it. If it is
carried separately, the client MIUST bind it to the exact Revocation
Signal via digest, object identifier, or another unanbi guous
reference before using it for enforcenent.

These fields popul ate the threshol d-evi dence body only and MJST NOT
redefine the suite envel ope semantics. Threshol d- Consensus Evi dence
inherits the UZPI F common envel ope unchanged, including canonica
serialisation, exact signature coverage, object identifiers, unknown
ext ension handling, signature ordering, algorithmidentifier

mat chi ng, epoch-versus-sequence precedence, and the rule that

det ached signatures are not part of baseline interoperability.

9.1.3. Revocation Signal Acquisition, Caching, and Freshness

A baseline interoperable client MUST be able to consune Revocation
Signal (Section 9.1.1) and Threshol d- Consensus Evi dence

(Section 9.1.2) objects presented by the peer during handshake or
resunption. A client SHOULD al so support authenticated out-of - band
retrieval fromauthority, directory, or transparency channels so
freshness can be re-established when the peer does not present
current objects. Locally retained objects MAY be reused only within
the freshness bounds of this section. Regardless of acquisition
path, the client MJST authenticate the object under the comon

envel ope rul es before using it.

An accepted Revocation Signal, Threshol d- Consensus Evi dence object,
or threshol d-policy nmetadata item MJST be cached no | onger than the
earliest of: its expiry tinme; its "reviewtinme" if present;

repl acenent by a newer applicabl e object under epoch, sequence, or
object-identifier precedence; or a stricter |ocal maxi mum stal eness
bound. In the absence of a stricter deploynent profile, that |oca
maxi mum st al eness bound MJUST NOT exceed 24 hours fromthe nost recent
aut henti cated acquisition or freshness-confirmation event.

If current revocation state cannot be refreshed or its freshness
cannot be re-established within those bounds, the client MJST
classify the subject’s revocation status as "unknown" rather than
silently treating the subject as clean or not revoked. For new
handshakes, session resunption, and any authori sati on-expandi ng
transition, unknown status is fail-closed in the baseline nodel.
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9.1.4. Baseline Revocation Processing

A TLS-DPA client or relying service processing a Revocation Signa
(Section 9.1.1) or Threshol d- Consensus Evidence (Section 9.1.2) MJST
verify the object’s signatures, algorithmacceptability, issuer
authority context, validity interval, declared scope, freshness
state, supersession state, and any applicable threshold policy before
appl ying revocation effects. Mnimmlocal processing MIST al ways
det erm ne whether the outcone is enforced revocation, advisory

evi dence, or unknown revocation state for the decision in question

* |f the locally recognised threshold is satisfied, the client MJST
enforce revocation for the stated scope.

* |f the signal is authentic but below the locally recognised
threshold, it is advisory and MAY influence |ocal risk policy,
war ni ngs, or connection deci sions.

* Authenticity alone is insufficient: an otherw se valid Revocation
Si gnal or Threshol d- Consensus Evi dence obj ect MJUST NOT be treated
as current revocation truth if it is stale, superseded, scope-

m smat ched, or no | onger policy-eligible for the decision being
made.

* |f the threshold policy is unknown, or if required threshol d-
consensus evidence is absent or cannot be bound to the Revocation
Signal, the client MIST classify the result as unknown revocation
state rather than as cl ean status.

* |f a Revocation Signal or Threshol d- Consensus Evi dence obj ect
carries a transparency-1og or checkpoint reference, the client
SHOULD verify that reference before relying on the signal as
quor um backed evi dence

* For already-established sessi ons whose revocati on freshness |ater
becones unknown, a deploynent profile MAY define bounded fail-soft
handl i ng, but that behavi our is outside baseline interoperability.
Absent such a profile, the endpoint MJST stop issuing resunption
state and MJST bl ock authori sati on-expandi ng actions unti
freshness is re-established or the session is term nated.

* Cients MIST retain enough cached netadata to determ ne whether a
previously enforced or observed revocati on has expired, requires
review, has been superseded by a newer signal, or has fallen into
unknown freshness state.

Fi sher Expires 17 Septenber 2026 [ Page 14]



Internet-Draft TLS- DPA March 2026

*

Thi

Conflicting revocation signals for the sane subject and scope MJST
be processed under |ocal policy unless a deploynment profile
defines a stronger quorumor conflict-resolution rule.

s baseline does not attenpt to solve gl obal governance or

federation-wi de di spute resolution. It defines enough shared
behavi our for interoperable handling of signed revocation artefacts,

thr

eshol d evi dence, and checkpoi nt-anchored revocation clains while

| eaving authority conposition and quorum policy to depl oynent
profiles.

10. Post-Quantum Key Exchange Mde

TLS-DPA introduces unified hybrid-KEM negotiation via the
tl sdpa_pq_kem parans extension. Supported KEM schemnes i ncl ude:

*

*

*

X25519 (cl assical ECDH).

Kyber 768 (PQC KEM candi date).

A hybrid X25519+Kyber 768 node.

The key schedul e i ncorporates PQ KEMinputs prior to traffic secret

der

ivation, follow ng general design principles for hybrid KEMs in

the NI ST PQC process [N ST-PQC] .

11. Key Schedul e Summary

TLS-DPA nodi fies the TLS 1.3 key derivation [ RFC8446] to include:

*

*

*

Service ldentity.
Transport Bi ndi ng.

PQ KEM materi al s

Exporter val ues MJST be bound to both identity and transport
(Section Section 14).

At a high level, PQ hybrid KEM inputs augnent the TLS 1.3 key
schedul e:
shared_secret = HKDF-Extract (kem secret || ecdh_secret)
Figure 2: Hybrid shared secret extraction
Thi s equation shows the hybrid extraction step that conbi nes KEM and
ECDH i nput s.
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12.

12.

AEAD al gorithns used with TLS-DPA MJST foll ow their specification-
defined tag | engths. Tags MJUST NOT be truncated bel ow 96 bits, and
128-bit tags SHOULD be preferred where support ed.

Transport Bi ndi ng Extensions

This section carries the handshake extensions that bind the core TLS-
DPA semantics into the transcript. Baseline interoperable behaviour
requires tlsdpa_service_identity and tlsdpa_transport_binding. The
tl sdpa_pq_kem parans extension is required when a negoti ated

depl oynent profile enabl es post-quantum or hybrid KEM operation

The extension semantics in this section are normati ve where baseline
interoperability requires them but the exanple code points and
Clike structures are illustrative and intended for experinmentation
This draft does not request | ANA allocations. Were appropriate,

i npl ementations nmay use private-use ranges or negotiated profiles
whil e preserving the semantics defined here.

1. tlsdpa_service_identity

The tlsdpa_service_identity extension carries the Service ldentity to
whi ch the TLS-DPA handshake is bound. For experinmentation, this
docunent uses an exanple private-use code point value (OxFEO1);

depl oynents MAY sel ect alternative values by profile

ext ensi on_type = OxFEO1l

struct {
ServiceldentityType identity type;
opaque identity_val ue<l..2716-1>;
} Serviceldentity;

enum {
dns_nane(0),
uzp_cid(l),
uzp_eid(2),
uzpi f _sel ector(3),
(255)

} ServiceldentityType;

Figure 3. Service ldentity extension structure (informative
C like syntax).

This figure shows the fields carried in the Service ldentity
ext ensi on.
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12.

12.

The client MJST send exactly one Service ldentity. The server MJST
validate it according to its type (Section Section 16).

2. tlsdpa_transport_binding

The tl sdpa_transport_bindi ng extensi on binds the handshake transcri pt
to an underlying transport identifier and transport class. For

experinentation, this document uses an exanple private-use code point
val ue (O0xFEQ2); deployments MAY sel ect alternative values by profile.

ext ensi on_type = OxFEO2

struct {
opaque transport _id<1l..32>;
uint8 transport_cl ass; [* 0=TCP, 1=QUIC, 2=UZP */
opaque transport _parans<0.. 256>,

} Transport Bi ndi ng;

Fi gure 4: Transport Binding extension structure (informative
C-like syntax).

This figure shows the fields used to bind the handshake to a
transport identifier and cl ass.

For UZP, transport_id MJST contain the UZP SessionlD. For QUC it
SHOULD contain the QU C Connection |ID [ RFC9000] .

3. tlsdpa_pg_kem parans

The tlsdpa_pg_kem parans extension carries the list of acceptable KEM
schenes and rel ated profile paraneters. For experinmentation, this
docunent uses an exanpl e private-use code point val ue (OxFEQ03);

depl oynents MAY sel ect alternative values by profile

ext ensi on_type = OxFEO3

struct {
KEMScheme kem |ist<2..278-1>;
} PKenPar ans;

enum {
x25519(0),
kyber 768(1),
hybri d_x25519 kyber 768(2),
(255)
} KEMSchene;
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Figure 5: PQ KEM paraneters extension structure (informative
C-like syntax).

This figure enunerates the acceptabl e KEM schenes and profile
par anmeters

The client proposes a |list of acceptable KEM schenes. The sel ected
schene feeds into the key schedul e.

13. Transcript Hashing Rul es
New transcri pt conmponents MJST be inserted as foll ows:
th = Hash(dientHello

|| Serviceldentity
Transport Bi ndi ng

| |

|| PQKenPar ans
|| ServerHello
| )

Figure 6: Transcript hashing with identity and transport binding
(illustrative).

This figure shows where the new identity and transport inputs are
inserted into the transcript hash

Hash m smat ches MJST abort the handshake with
illegal transport _binding or identity msnmatch (Section Section 17).

14. Key Schedul e and Exporters
PQ hybrid KEM i nputs augment the TLS 1.3 key schedul e as:
shared_secret = HKDF- Extract (kem secret || ecdh_secret)
Figure 7: Hybrid shared secret extraction (illustrative).

This figure shows the shared secret input used for exporter
derivati on.

Exporter keys MJST incorporate identity and transport bindings.
14.1. Exporter Binding Requirenents
TLS- DPA exporters MJST incl ude:

* Service ldentity (SID).
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14.

14.

14.

15.

*  Transport Binding (TB)

*  PQ KEM schene identifier

* UZP Sessionl D (if transport_class = UZP)
2. Exporter Label Structure

| abel = "tlsdpa exporter” || 0x00 |
identity type || transport_cl ass

Figure 8: Exporter |abel structure (illustrative).

This figure shows the | abel conposition that binds exporter output to
identity and transport.

where identity type is from ServiceldentityType, and transport_cl ass
is from Transport Bi ndi ng.

3. Exporter Context Structure

struct {
opaque sid _hash[32]; /* BLAKE3-256 of Service ldentity */
opaque tb_hash[ 32]; /* BLAKE3-256 of TransportBinding */
opaque kem.id[1]; /* sel ected KEM schene */

} Exporter Cont ext;
Figure 9: ExporterContext structure (informative Clike syntax).

This figure shows the exporter context fields derived from Service
Identity, TransportBinding, and the sel ected KEM

4. Exanpl e Exporter Computation

shared = HKDF- Extract (kem secret || ecdh_secret);
ctx = ExporterContext(sid hash, tb_hash, kem.id);
key = HKDF- Expand(shared, |abel, ctx, outlen);

Fi gure 10: Exanple exporter conputation (illustrative).

This figure summari zes the exporter conputation flow from shared
secret to derived key.

Handshake Di agrans
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15.1. Full UZP Flight Di agram

Figure 11 provides an illustrative end-to-end view of a TLS-DPA
handshake rel ayed via a rendezvous node (RN) in a UZP fabric. The RN
forwards handshake flights w thout decrypting them Binding ensures
the RN cannot replay or nodify flows undetected.

EP-d i ent RN EP- Ser ver

|

|---- CHL: CientHello(SID TB,PQ ------ > |
| [--- CHL (fwd) -------------"--“““----------- >|
| | <-- SH1: ServerHello(PQ TB) ----------------- |
| <--- SHL' (fwd) -] |

| ---- CH2: EncryptedExtensions --------- >| |
| [--- CH2" (fwd) -----------ommmeee o >|
| | <-- EE2/Cert/Finished ----------------------- |
| <--- EE2'/Cert’/Finished -------------- | |
| <==== Fi ni shed + Encrypted App Data ===>|

Figure 11: TLS-DPA handshake rel ayed via an RN, with end-to-end
protection over the ZPIT (illustrative).

This figure traces the RN-rel ayed handshake flights while the
endpoi nts retain end-to-end protection.

Wher e:
* SID Service ldentity.
* TB: Transport Binding (UZP Sessionl D nandat ory).
*  PQ PQ KEM paraneters.
15.2. Ceneralised TLS-DPA Fl ow

Fi gure Figure 12 shows a generalised view of the handshake and the
role of a transport layer that relays flights but does not decrypt
t hem

Cient Transport Layer Server
|-- CientHello(SID) -->| |
| |-- cHfwd --------- >|
| | <-- ServerHello ----]
| <-- ServerHello ------- | |
| -- Encrypt edExt ensi ons>| |
| <-- Certificate, Finished ------------------ |
|-- Finished / App Data -------------------- >|
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15.

16.

16.

16.

16.

Figure 12: Generalised TLS-DPA handshake layers (illustrative).

This figure shows the transport relay separating TLS-DPA endpoints
whi | e preserving end-to-end security.

* SIDis carried in the dientHello.

* The transport |layer relays flights but does not decrypt them
* End-to-end Finished confirnms key schedule integrity.

3. RN Observation and Channel Truth

Even when TLS-DPA is carried over a rendezvous path or a stitched UZP
channel , authenticated channel truth is bound to endpoint identity

i nputs, transcript hashing rules (Section Section 13), transport

bi ndi ng, and Fi nished verification rather than to RN observation of
packets, flow identifiers, or relay placenent.

A rendezvous node or other relay MAY observe encrypted flights,
timng, replay-related tuples, or |local forwarding nmetadata, but it
MUST NOT be treated as an authoritative source for Service ldentity
validation, transcript validity, or endpoint authentication state.
The only authoritative handshake truth is the endpoint-generated
mat eri al that validates under the transcript and Service ldentity
rules in Section Section 16.

Consequently, relay presence, stitched-path continuity, or RN-loca
telemetry MJUST NOT upgrade, override, or substitute for endpoint-
aut henti cated TLS-DPA state. Such observations may be useful for
policy enforcenment, replay suppression, or audit, but they are not
trust anchors.

Service ldentity Validation
1. DNS
DNS- based identities MJUST be validated according to [ RFC6125].
2. UP AD
The CI D MUST equal BLAKE3-256(server | ongterm public_key).
3. UZP EID

The EI D MUST match the server-presented epheneral identity for this
sessi on.
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16.

16.

17.

18.

4. UZPI F Sel ect or

UZPI F sel ectors MJST be resol ved via Pant heon services, federated
identity services, or |local cached mappi ngs consistent with | oca
trust policy, Section Section 9, and [ UZPI F].

5. Failure Handling

If any validation fails, the inplenentati on MJUST abort the handshake
with an appropriate alert (Section Section 17):

* identity _msmatch
* illegal _transport _binding;
*  pg_required.

New Al erts

TLS-DPA defines the followi ng experimental alert descriptions for use
in deploynents and interoperability testing. The numeric val ues
shown are illustrative and are not requested for | ANA all ocation by
this draft.

enum {
illegal transport_bindi ng(200),
identity_m smatch(201),
pqg_required(202),
grant _invalid(203),
grant _expired(204),
(255)

} AlertDescription;

Figure 13: Experinental alert descriptions (illustrative Clike
synt ax) .

This figure lists the experinmental alert codes defined by TLS-DPA.
UzP /| UZPIF Applicability and Profile

This section defines the UZP / UZPIF profile for TLS-DPA. It is

required only for deploynents that carry TLS-DPA over UZP or consune

UZPIF trust artefacts; it does not redefine the core handshake

semanti cs.

TLS-DPA maps naturally to UZP by bi ndi ng:

* tlsdpa_service identity -> UZP Cl DJ EI D
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* tlsdpa_transport_binding -> UZP Sessi onl D.
* PQ capability and fallback -> Pant heon G ants.

UZP's nmulti-step rendezvous and aut hentication nodel, together wth
the UZPIF framework defined in [UZP] and [UZPI F], provides:

* stronger pre-TLS identity establishnent;
* reduced man-in-the-mddle risk;
* deterministic channel binding for TLS-DPA.
This section and Section Section 19 are normative only for
depl oynents that carry TLS-DPA over UZP or consune UZPIF trust
artefacts. They do not redefine the core handshake semantics; they
constrain how those senantics are applied in zero-port fabrics.
19. Early Data (0-RTT)
Cver UZP:
* early data is transnitted inside a ZPIT;

* replay protection uses Cl Y EID and Pant heon G ant netadat a;

* early data MJUST NOT be used if Pantheon G ants specify "no-
replay".

19.1. RN Replay Detection
The RN MUST maintain a sliding replay cache keyed on:
grant_nonce || CID || EID || SessionlD

Figure 14: Replay cache key tuple (illustrative).

This figure shows the tuple the RN uses to index replay state.
Entries MJST be retained for at |east twi ce the maxi mum ZPI'T
propagati on delay. Longer retention is permitted. |If a duplicate
early-flight tuple is observed, the RN MJST drop it silently.

19.2. Endpoi nt Repl ay Detection

Endpoi nts MUST track Grant nonce val ues associated with early data.
For each:
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19.

19.

20.

20.

(grant _nonce, CID, EID, ticket_age)
Fi gure 15: Endpoint replay tuple (illustrative).

This figure shows the endpoint tuple tracked to detect early data
repl ay.

If an identical tuple is received twice within the resunpti on w ndow,
the endpoint MJST abort with illegal paramneter.

3. Grant Nonce Interaction

Pant heon Grant issuers MJUST issue or bind a fresh Gant nonce per
resunmed or 0-RTT-enabl ed session. The nonce MUST be bound into the
handshake transcri pt.

4. O-RTT over UZP Rebi nds

If the UZP Sessionl D changes during path migration, O-RTT data MJST
be rejected unless the new SessionlDis verifiably linked to the
previ ous one via Pant heon net adat a.

Optional and Experinental Extensions

The extensions in this section are not required for baseline
interoperability. They MJST NOT alter authentication, authorisation,
transcript truth, or trust-anchor decisions unless a |ater deploynent
profile explicitly upgrades them

1. tlsdpa_specification_origin_id

The tl sdpa_specification_origin_id extension carries an OPTI ONAL
Specification-Origin ldentifier for attribution nmetadata only. For
experinmentation, this docunent uses an exanple private-use code point
val ue (O0xFEO04); deploynments MAY sel ect alternative values by profile.

ext ensi on_type = OxFEO4

struct {
opaque origin_id<l..255>;
opaque origin_uri<0..1024>;
} SpecificationOiginldentifier;

Figure 16: Specification-Origin ldentifier extension structure
(informative C-like syntax).
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21.

22.

23.

This extension is non-authoritative and pure nmetadata. Endpoints
MJUST NOT treat it as an authentication, authorisation, or trust-
anchor i nput.
Endpoints MAY |l og or display this netadata for attribution, but
handshake success and identity validation MIJST be independent of this
ext ensi on.

Thr eat Model
TLS-DPA is designed to defend agai nst:
* passive eavesdropping;
* active man-in-the-mddle;
* downgrade attacks on both classical and PQ negoti ati on;
* identity spoofing;
* transport reattachnent and rebinding attacks across overl ays.
In UZP depl oynents, RN visibility is expected to be limted primarily
to flowidentifiers, relay context, and encrypted envel opes.
Pl ai ntext application data remains protected, but the exact
visibility of Service ldentity and rel ated nmetadata depends on the
transport profile and any additional confidentiality nmechanisns in
use.

Qper ational Considerations

* M ddl eboxes SHOULD NOT assume fixed | P/ port semantics for TLS-DPA
channel s.

* NMbnitoring SHOULD use exporter-based identity hooks rather than
| P/ port heuristics [N ST-SP800-207].

* Session resunption MJST accommpdate overlay rebinds (e.g., QU C
Connection | Ds, UZP Sessionl Ds).

*  PQ keys and rel ated netadata SHOULD be | ogged where required for
conpliance, in line with |ocal policy.

Security Considerations
TLS-DPA i npl enent ati ons MUST

1. ensure identity and transport bindings are transcript-authentic;
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24.

25.

26.

2. authenticate PQ hybrid negotiation and detect downgrades;

3. suppress downgrade unless explicitly permtted by policy;

4. nminimse netadata exposure, especially in early flights;

5. prevent unauthorised reattachnent across transports or overlays.

6. apply revocation policy w thout assum ng a single gl obal
revocation authority.

The threat npdel for TLS-DPA is discussed in Section Section 21.
| ANA Consi der ati ons
Thi s docunent does not request any | ANA acti ons.

The exanpl e code points used for extension_type values and al ert
descriptions in this docunent are intended for experinentation (for
exanple in private-use or locally coordi nated depl oynents). Any
future request for code point allocation is out of scope for this
draft.
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