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Abst ract

TLS-DPA is an experinmental, identity-bound security protocol inspired
by the design of TLS 1.3 ( [RFC8446] ). It is intended to operate
consi stently across environnents where conventional |P address and
port senmantics are weak, unstable, or intentionally absent, including
zero-port transports such as UZP ( [UZP] ). TLS-DPA generalises the
handshake so it is not tied to server-side |isteners, binds

aut hentication to Service ldentities rather than network coordinates,
reduces metadata exposure to intermediaries (including rendezvous
nodes in UZP fabrics), provides a unified hybrid-KEM post-quantum
transition nodel ( [NIST-PQC] ), and supports session continuity
across overlay path changes (e.g., QU C Connection |IDs; [RFC9000] ).

Note to Revi ewers

This docunent is an Internet-Draft derived frominternal research
material solely to enable structured technical review,
interoperability discussion, and disciplined specification

devel opnment under the Internet-Draft process. It is a work-in-
progress research artefact and does not constitute a standard,
recomendation, or finished specification

The nane TLS-DPA is used to | abel this research protocol and avoid
confusion with the | ETF TLS versioning and registry space. It is not
presented as a new version of the | ETF TLS protocol, and no | ANA

al l ocations are requested by this draft.

VWhere this docunment provides nuneric gui dance (for exanple, replay

wi ndows, resunption behaviour, or profile paraneters), the intent is
to offer recomended bounds suitable for experinentation; profile-
based behavi our and inplenentation discretion are explicitly expected
within stated limts.

The text ains to preserve a clear separation of normative and
informative material. Requirenent words are used only where protoco
behavi our is intentionally specified, and the draft avoids inplying
standards-track status or mandatory inplenmentation
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Thi s docunent is intended to support early peer review and

i nternational collaboration while retaining flexibility for
substantial revision, experinmental inplenentation, and validation.

No patent grants or licensing commtnents are inplied beyond the | ETF
Trust provisions applicable to Internet-Drafts.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 6 July 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew t hese documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Scope and Status

This Internet-Draft specifies TLS-DPA, an experinental security
protocol intended for identity-first and topol ogy-i ndependent

depl oynents, including rendezvous and zero-port fabrics. The goal is
to support early review and inplenentation experinents; substantial
revision is expected.

TLS-DPA is designed for environments where conventional port-

i stening assunptions and | P:port-based identity binding do not hold.
It is not a universal replacenent, is not nmandated outside its target
environment, and is designed for experinentation and profile-driven
depl oynent s.
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2. Introduction

TLS 1.3 ( [RFC8446] ) defines the current baseline for transport-

| ayer security on the Internet. However, its usage patterns renain
oriented around server-side listeners bound to | P address and port
tupl es, and many depl oynents treat these network coordi nates as
meani ngf ul anchors for authentication and policy.

TLS- DPA extends the design principles of TLS 1.3 to support:

* operation over identity-first, topol ogy-independent transports
(for example UzP;, [UZP] );

* authentication bound to Service ldentities, rather than IP
addresses and ports;

* reduced netadata exposure to internediaries, including rendezvous
nodes in UZP fabrics;

* hybrid cl assical/post-quantum KEM negoti ation aligned with the
NI ST PQC process ( [N ST-PQC] );

* session continuity across transport or overlay path changes (for
exampl e QUI C Connection |Ds; [RFCI000] ).

The TLS-DPA wire image is intended to remain close to TLS 1.3,

enabl ing reuse of existing inplenentation structure while adding
explicit identity and transport binding into the handshake transcri pt
and key schedul e.

TLS-DPA al so aligns with zero-trust guidance (N ST SP 800- 207
[ NI ST- SP800-207]) and identity-centric designs such as H P [ RFC7401] .

3. Conventions and Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
[ RFC2119] and [RFC8174] when, and only when, they appear in al
capitals, as shown here
Term nol ogy used t hroughout this docunent:
CID Canonical ldentity (a long-term public key hash).
ElI D Epheneral ldentity (a session-level fingerprint).

UZP Zero-port transport as defined by the conpanion UZP Internet-
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Draft ( [UZP] ).
ZPI'T Zero-Port Interconnect Tunnel (a UZP fabric channel).

Pant heon A policy/identity authority providing session grants and
capability netadata.

Service ldentity The identity to which TLS-DPA authentication is
bound (for exanple a DNS nane, CID, EID, or a UZPIF selector).

4. Design CGoal s
TLS-DPA is designed to:

1. decoupl e channel authentication fromI|P address and port
t opol ogy;

2. provide identity-first nam ng i ndependent of network routing;

3. support hybrid classical and post-quantum KEM negoti ati on ali gned
with NI ST PQC guidance ( [N ST-PQC] );

4. reduce netadata in early handshake flights;

5. bind channels to transport-level identifiers (for exanple UzZP
Sessionl Ds or QU C Connection |IDs; [RFCI000] );

6. remain closely aligned with the structure of TLS 1.3 ( [ RFC8446]
)

7. operate efficiently over UZP and UZPIF rendezvous fabrics ( [ UZP]
, [UZPIF] ).

Where this docunent specifies algorithns or paraneter sets (for
exanpl e hybrid KEM conbi nations), these are intended as recomended
profiles and may evolve. |Inplenentations may support additiona
profiles and apply inplenmentation-defined choices within any explicit
limts described in the rel evant sections.

5. Overview of TLS-DPA

TLS-DPA retains the basic architecture of TLS 1.3 ( [ RFC8446] ) but
i nt roduces:

* transport-agnostic channel binding, via a dedicated extension that
carries a transport identifier and cl ass;

* Service ldentity negotiation and binding into the transcript;
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* mandatory transcript binding of identity and transport netadata;

*  PQready hybrid KEM negotiation using an explicit paraneter
ext ensi on;

* stabl e session resunption across topol ogy or path changes.

TLS- DPA defi nes the handshake over an abstract TLS-DPA Channel. The
channel only needs to provide:

* ordered or reliably franmed delivery;

* a transport-level identifier (e.g., a TCP 4-tuple, QU C Connection
I D; [RFCO000] , or a UZP SessionlD);

* uni queness sufficient for transcript binding.
Transport-Agnosti c Channel Mde

TLS-DPA treats the underlying transport as providing one or nore
channel s:

* *TCP* : traditional byte stream

* *QUIC* : streamover a QUIC connection, identified by QU C
Connection I D ( [RFCO000] );

* *UZP* : streaminside a ZPIT, identified by a UZP SessionlD (
[uzP] ).

The handshake binds to this transport using the
tl sdpa_transport_bi ndi ng extension (see Section 10.2 ).

R + S + R +
| TLS-DPA | -->] Transport | -->| TLS-DPA |
| Cient | | Channel | | Server |
| Handshake | | Handshake & | | |
| Protected | | Protected | | |
| Data | | Data (. |
R + S + R +

Figure 1. TLS-DPA operating over an abstract transport channel

This figure places TLS-DPA above a transport channel to highlight the
separation fromthe underlying rel ay.
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7. ldentity Binding Mdel
TLS- DPA aut henti cates peers using Service ldentities, which may be:
* DNS nanes (validated per RFC 6125).

* UZP CIDs (canonical identities, derived fromlong-termpublic
keys).

* UZP ElI Ds (epheneral, session-level identities).
* UZPIF sel ectors resol ved via Pantheon [ UZPI F].

The Service ldentity MJST be included in the handshake transcript and
val i dated as described in Section Section 14.

ClDs are intended to be stable over neani ngful operational tinme-
scal es: changes in CID MJST be treated as key-rotation events and not
as transient transport artefacts.

8. Post-Quantum Key Exchange Mbde

TLS-DPA introduces unified hybrid-KEM negotiation via the
tl sdpa_pq_kem parans extension. Supported KEM schenes incl ude:

*  X25519 (cl assical ECDH).
*  Kyber 768 (PQC KEM candi dat e).
* A hybrid X25519+Kyber 768 node.
The key schedul e i ncorporates PQ KEMinputs prior to traffic secret
derivation, follow ng general design principles for hybrid KEMs in
the NI ST PQC process [N ST-PQC] .
9. Key Schedul e Summary
TLS-DPA nodi fies the TLS 1.3 key derivation [ RFC8446] to include:
* Service ldentity.
*  Transport Binding.

* PQ KEM naterials

Exporter val ues MJUST be bound to both identity and transport
(Section Section 12).
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10.

10.

At a high level, PQ hybrid KEM inputs augnment the TLS 1.3 key
schedul e:

shared_secret = HKDF- Extract (kem secret || ecdh_secret)
Figure 2: Hybrid shared secret extraction

Thi s equation shows the hybrid extraction step that combi nes KEM and
ECDH i nput s.

AEAD al gorithns used with TLS-DPA MUST follow their specification-
defined tag I engths. Tags MJUST NOT be truncated bel ow 96 bits, and
128-bit tags SHOULD be preferred where support ed.

Ext ensi ons

(Conversi on note) The extension names and structures in this docunent
are intended for experimentation. This draft does not request |ANA
al l ocations. \Were appropriate, inplenentations nmay use private-use
ranges or negotiated profiles.

1. tlsdpa_service identity

The tl sdpa_service_identity extension carries the Service ldentity to
whi ch the TLS-DPA handshake is bound. For experinmentation, this
docunent uses an exanpl e private-use code point value (OxFEQ01);

depl oynents MAY sel ect alternative values by profile

ext ensi on_type = OxFEO1l

struct {
ServiceldentityType identity_type;
opaque identity_val ue<l..2"16-1>;
} Serviceldentity;

enum {
dns_nane(0),
uzp_cid(1l),
uzp_ei d(2),
uzpi f _sel ector(3),
(255)

} ServiceldentityType;

Figure 3: Service ldentity extension structure (informative
C-like syntax).

This figure shows the fields carried in the Service ldentity
ext ensi on.
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10.

10.

The client MJST send exactly one Service ldentity. The server MJST
validate it according to its type (Section Section 14).

2. tlsdpa_transport_binding

The tl sdpa_transport_bindi ng extensi on binds the handshake transcri pt
to an underlying transport identifier and transport class. For

experinentation, this document uses an exanple private-use code point
val ue (O0xFEQ2); deployments MAY sel ect alternative values by profile.

ext ensi on_type = OxFEO2

struct {
opaque transport _id<1l..32>;
uint8 transport_cl ass; [* 0=TCP, 1=QUIC, 2=UZP */
opaque transport _parans<0.. 256>,

} Transport Bi ndi ng;

Fi gure 4: Transport Binding extension structure (informative
C-like syntax).

This figure shows the fields used to bind the handshake to a
transport identifier and cl ass.

For UZP, transport_id MJST contain the UZP SessionlD. For QUC it
SHOULD contain the QU C Connection |ID [ RFC9000] .

3. tlsdpa_pg_kem parans

The tlsdpa_pg_kem parans extension carries the list of acceptable KEM
schenes and rel ated profile paraneters. For experinmentation, this
docunent uses an exanpl e private-use code point val ue (OxFEQ03);

depl oynents MAY sel ect alternative values by profile

ext ensi on_type = OxFEO3

struct {
KEMScheme kem |ist<2..278-1>;
} PKenPar ans;

enum {
x25519(0),
kyber 768(1),
hybri d_x25519 kyber 768(2),
(255)
} KEMSchene;
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Figure 5: PQ KEM paraneters extension structure (informative
C-like syntax).

This figure enunerates the acceptabl e KEM schenes and profile
par anmeters

The client proposes a |list of acceptable KEM schenes. The sel ected
schene feeds into the key schedul e.

11. Transcript Hashing Rul es
New transcri pt conmponents MJST be inserted as foll ows:
th = Hash(dientHello

|| Serviceldentity
Transport Bi ndi ng

| |

|| PQKenPar ans
|| ServerHello
| )

Figure 6: Transcript hashing with identity and transport binding
(illustrative).

This figure shows where the new identity and transport inputs are
inserted into the transcript hash

Hash m smat ches MJST abort the handshake with
illegal transport _binding or identity msnmatch (Section Section 15).

12. Key Schedul e and Exporters
PQ hybrid KEM i nputs augment the TLS 1.3 key schedul e as:
shared_secret = HKDF- Extract (kem secret || ecdh_secret)
Figure 7: Hybrid shared secret extraction (illustrative).

This figure shows the shared secret input used for exporter
derivati on.

Exporter keys MJST incorporate identity and transport bindings.
12.1. Exporter Binding Requirenents
TLS- DPA exporters MJST incl ude:

* Service ldentity (SID).

Fi sher Expires 6 July 2026 [ Page 10]



I nternet-Draft TLS- DPA January 2026

12.

12.

12.

13.

*  Transport Binding (TB)

*  PQ KEM schene identifier

* UZP Sessionl D (if transport_class = UZP)
2. Exporter Label Structure

| abel = "tlsdpa exporter” || 0x00 |
identity type || transport_cl ass

Figure 8: Exporter |abel structure (illustrative).

This figure shows the | abel conposition that binds exporter output to
identity and transport.

where identity type is from ServiceldentityType, and transport_cl ass
is from Transport Bi ndi ng.

3. Exporter Context Structure

struct {
opaque sid _hash[32]; /* BLAKE3-256 of Service ldentity */
opaque tb_hash[ 32]; /* BLAKE3-256 of TransportBinding */
opaque kem.id[1]; /* sel ected KEM schene */

} Exporter Cont ext;
Figure 9: ExporterContext structure (informative Clike syntax).

This figure shows the exporter context fields derived from Service
Identity, TransportBinding, and the sel ected KEM

4. Exanpl e Exporter Computation

shared = HKDF- Extract (kem secret || ecdh_secret);
ctx = ExporterContext(sid hash, tb_hash, kem.id);
key = HKDF- Expand(shared, |abel, ctx, outlen);

Fi gure 10: Exanple exporter conputation (illustrative).

This figure summari zes the exporter conputation flow from shared
secret to derived key.

Handshake Di agrans
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13.1. Full UZP Flight Di agram

Figure Figure 11 provides an illustrative end-to-end view of a TLS-
DPA handshake rel ayed via a rendezvous node (RN) in a UZP fabric.
The RN forwards handshake flights without decrypting them Binding
ensures the RN cannot replay or nodify flows undetect ed.

EP-d i ent RN EP- Ser ver
|--- CHL: dientHello(SID TB, PQ ---->|
| |--- CcHL (fwd) ---------- >
| | <-- SH1: ServerHello(PQ TB)|
| <-- SHI" ----]|
--- CH2: EncryptedExtensions --------- >|

I

| [--- CH2" --mmemee e >|
| | <-- EE2/Cert/Finished ----- |
| <-- EE2'/Cert’/Finished --------------- |
| <==== Finished / Encrypted App Data ===>|

Fi gure 11: TLS-DPA handshake rel ayed via an RN, with end-to-end
protection over the ZPIT (illustrative).

This figure traces the RN-rel ayed handshake flights while the
endpoints retain end-to-end protection.

Wher e:
* SID: Service ldentity.
* TB: Transport Binding (UZP Sessionl D nandat ory).
*  PQ PQ KEM paraneters.
13.2. Ceneralised TLS-DPA Fl ow
Figure Figure 12 shows a generalised view of the handshake and the
role of a transport |ayer that relays flights but does not decrypt
t hem
dient Transport Layer Server
|--- CientHello(SID) --------- >| |
| |--- CHforwarded ------ >|

| | <-- ServerHello -------- |
| <-- ServerHello --------------- | |

| --- EncryptedExtensions ------ >| |
| <-- Certificate, Finished -----------------"------------- |
| --- Finished / Encrypted Application Data ------------- >|

Figure 12: Generalised TLS-DPA handshake |layers (illustrative).
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This figure shows the transport relay separating TLS-DPA endpoints
whi |l e preserving end-to-end security.

* SIDis carried in the dientHello.
* The transport layer relays flights but does not decrypt them
* End-to-end Finished confirns key schedule integrity.

14. Service ldentity Validation

14.1. DNS
DNS- based identities MJUST be validated according to [ RFC6125].

14.2. UZP CD
The CI D MUST equal BLAKE3-256(server | ongterm public_key).

14.3. UZP EID

The EI D MUST match the server-presented epheneral identity for this
sessi on.

14.4. UZPI F Sel ect or

UZPI F sel ectors MJST be resol ved via Pant heon or | ocal cached
mappi ngs consi stent wi th Pant heon policy [ UZPIF].

14.5. Failure Handling

If any validation fails, the inplenentati on MUST abort the handshake
with an appropriate alert (Section Section 15):

* identity_msmatch
* illegal _transport _binding;
*  pg_required.
15. New Alerts
TLS-DPA defines the following experinmental alert descriptions for use
in deploynents and interoperability testing. The numeric val ues

shown are illustrative and are not requested for | ANA all ocation by
this draft.
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enum {
illegal transport_bindi ng(200),
identity_m smatch(201),
pqg_required(202),
grant _invalid(203),
grant _expired(204),
(255)

} AlertDescription;

Figure 13: Experinental alert descriptions (illustrative Clike
synt ax) .

This figure lists the experinmental alert codes defined by TLS-DPA.
16. Applicability to UZP / UZPIF

TLS-DPA maps naturally to UZP by binding:

* tlsdpa_service_identity -> UZP Cl D/ ElID.

* tlsdpa_transport_binding -> UZP Sessi onl D.

* PQ capability and fall back -> Pantheon G ants.

UZP's nulti-step rendezvous and aut hentication nodel [UzZP] and
[ UZPI F] provi des:

* stronger pre-TLS identity establishment;
* reduced man-in-the-mddle risk;
* determnistic channel binding for TLS-DPA.
17. Early Data (0-RTT)
Over UZP:
* early data is transmitted inside a ZPIT,;
* replay protection uses ClIDEI D and Pant heon G ant netadat a;

* early data MUST NOT be used if Pantheon G ants specify "no-
replay"”.

17.1. RN Replay Detection

The RN MUST naintain a sliding replay cache keyed on:
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17.

17.

17.

18.

G antNonce || CID || EID|| SessionlD

Figure 14: Replay cache key tuple (illustrative).
This figure shows the tuple the RN uses to index replay state.
Entries MUST be retained for at |east twi ce the nmaxi num ZPI T
propagati on delay. Longer retention is permitted. |If a duplicate
early-flight tuple is observed, the RN MJST drop it silently.
2. Endpoi nt Replay Detection

Endpoi nts MJST track G antNonce val ues associated with early data.
For each:

(GrantNonce, CID, EID, ticket_age)
Fi gure 15: Endpoint replay tuple (illustrative).

This figure shows the endpoint tuple tracked to detect early data
repl ay.

If an identical tuple is received twice within the resunpti on w ndow,
the endpoint MUST abort with illegal _paraneter.

3. GantNonce Interaction

Pant heon MUST issue a fresh Grant Nonce per resuned or O-RTT-enabl ed
session. The nonce MJST be bound into the handshake transcript.

4. O-RTT over UZP Rebi nds
If the UZP Sessionl D changes during path migration, O-RTT data MJST
be rejected unless the new SessionlDis verifiably linked to the
previ ous one via Pant heon net adat a.
Threat Model
TLS-DPA is designed to defend agai nst:
* passive eavesdropping;
* active man-in-the-mddle;
* downgrade attacks on both classical and PQ negotiation;

* identity spoofing;
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19.

20.

21.

22.

* transport reattachnent and rebinding attacks across overl ays.
In UZP depl oynents, RN visibility is limted to flow identifiers and
encrypted envel opes. No plaintext application data or Service
Identity contents are exposed.

Oper ational Considerations

* M ddl eboxes SHOULD NOT assume fixed | P/ port semantics for TLS-DPA
channel s.

* Mbonitoring SHOULD use exporter-based identity hooks rather than
| P/port heuristics [N ST-SP800-207].

* Session resunption MJUST accommpdate overlay rebinds (e.g., QU C
Connection | Ds, UZP Sessionl Ds).

*  PQ keys and rel ated netadata SHOULD be | ogged where required for
conpliance, in line with |ocal policy.

Security Considerations
TLS- DPA i npl enent ati ons MJST:
1. ensure identity and transport bindings are transcript-authentic;
2. authenticate PQ hybrid negotiation and detect downgrades;
3. suppress downgrade unless explicitly permtted by policy;
4. ninimse metadata exposure, especially in early flights;
5. prevent unauthorised reattachnent across transports or overlays.
The threat nodel for TLS-DPA is discussed in Section Section 18.

I ANA Consi derations
Thi s docunent does not request any | ANA acti ons.
The exanpl e code points used for extension_type values and al ert
descriptions in this docunent are intended for experinentation (for
exanple in private-use or locally coordinated depl oynents). Any
future request for code point allocation is out of scope for this

draft.
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