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Abst r act

I nvari ant - C osed System Design (1 CSD) defines an architectura
principle for building systems in which all representable states are
valid and conpliant by construction. Rather than relying on runtine
detection, validation, or remediation of invalid or abusive

behavi our, 1CSD ensures that invalid states are structurally

unr epresent abl e through constrai ned state nodel s, invariant-bound
transitions, and authority-anchored truth sources.

Thi s docunent introduces the | CSD concept, its core properties,
design trade-offs, and applicability to conpliance-critical domains
such as payroll, taxation, financial reporting, and regul ated
infrastructure. It is intended for discussion and experinentation in
envi ronments requiring high assurance of correctness, auditability,
and resistance to abuse.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 17 July 2026
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1. Scope and Status

This docunent is an Internet-Draft and represents work in progress.

It is published to enable structured technical review,
experinentation, and architectural discussion around |nvariant-C osed
System Design (1 CSD).

The material is a research artefact. It does not claimtechnica
conpl et eness, production readi ness, or endorsenent by the | ETF or any
ot her standards body, and it is not presented as a standards-track
speci fication.

ICSD is presented as an architectural principle rather than a
protocol. It is applicable across many systemtypes and does not
mandate a particul ar programm ng | anguage, dat abase technol ogy, or
depl oynent nodel .
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Ongoi ng research, inplenentation experience, and donai n-specific
profiles may be pursued separately.

2. Executive Summary

Many systens attenpt to achi eve correctness and conpliance by
accepting broad inputs, then using validation, nonitoring,
nmoder ati on, and repair nechanisns to detect and handle invalid
behavi our after it occurs. This reactive approach increases
operational conplexity, creates anbiguous internedi ate states, and
expands the attack and abuse surface.

I nvari ant-C osed System Design (1 CSD) proposes a different approach
design the systemsuch that only valid states can exist. In an |ICSD
system invalid and non-conpliant states are not "handl ed" at runtinme
because they are not representable in the systenis state space.

I CSD shifts conplexity fromruntinme policing towards upfront
model ling. It inproves auditability by ensuring every persisted
state is valid, and it reduces abuse opportunities that rely on
mal formed, partial, or inconsistent internal state.

3. Term nol ogy

*Requi renent s Language:* The key words "MJST", "MJST NOT",
"REQUI RED', "SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT",

" RECOMMVENDED', " NOT RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] and

[ RFC8174] when, and only when, they appear in all capitals.

*System State:* The conpl ete set of values that deternines system
behavi our at a given instant, including persisted data and any i n-
scope in-nenory state.

*Representable State:* A state that the systemcan encode in its data
nmodel and reach through its defined transitions.

*lnvariant:* A condition that MJST hold for all representable states
of the system (e.g., legal constraints, accounting identities,
aut hori sation constraints, or schema requirenents).

*Invariant-C osed:* A property of a systemwhere the set of

representable states is closed under the invariants; i.e., every
representabl e state satisfies every invariant.
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*Aut hority-Anchored Truth Source:* An external or internal source of
truth that is treated as authoritative for specific facts (e.qg.,
statutory registries, regulated rul esets, signed identity assertions,
or versioned policy artefacts).

*Reactive Enforcenent:* Any mechani smthat detects, mitigates, or
remedi ates invalid behaviour after it has been encoded as a system
state (e.g., validation errors on persistence, noderation queues,
anomaly scoring, or repair jobs).

4. Introduction

Contenporary systens often permt a broad range of inputs and states,
dependi ng on reactive nechani sns - validation checks, nonitoring,
nmoderation, or repair - to handle invalid, non-conpliant, or abusive
behavi our after it occurs. This reactive approach increases
operational conplexity, maintenance burden, and exposure to errors or
attacks that exploit inconsistent or internedi ate states.

I nvari ant-C osed System Design (1 CSD) offers an alternative paradi gm
systens are structured so that only valid states can exist. |Invalid
or non-conpliant states are not detected and corrected - they are
prevented by design, as they have no representation in the systenis
state space.

The core axiomof ICSDis: If a systemstate can exist, it is already
valid. Correctness, regulatory conpliance, and legitimcy are
enbedded directly into the type system input constraints, transition
rules, and data sources.

Thi s docunent outlines the ICSD principle, contrasts it with

tradi tional reactive designs, and explores its benefits in domains
where trust assunptions are mninml and external authorities define
ground truth. Exanples draw from producti on experience in payrol
and taxation systens, where invariants are non-negoti able.

ICSD is particularly relevant to hi gh-assurance environnents,
including financial systens, identity nanagenment, regulatory
reporting, and secure infrastructure protocols.

5. Core Principle

The foundational axiomof ICSDis: *If a systemstate can exist, it
is already valid.*
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Reactive design (detect+repair) | |1CSD design (invalid unrep.)
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Figure 1: Reactive enforcenent versus invariant-closed design

In a reactive design, the systemnust cope with invalid-but-encoded
states and expend effort detecting, triaging, and correcting them

In an invariant-closed design, invalid states are unreachable: the
systemi s representational nodel does not permit them and transitions
preserve invariants by construction

| CSD does not inply that a systemis small or trivial. Rather, it
inplies that as conplexity increases, the nodelling discipline
increases as well: each additional state and transition is admtted

only if it can be expressed in a way that preserves invariants.

6. Invariant-Bound State Space
An | CSD system defines a closed set of invariants: conditions that
must always hold true. These invariants define the systenis state
space. The system MUST ensure that:
* all representable states satisfy all invariants;
* all state transitions preserve invariant validity; and
* no nechani smexists to bypass or temporarily suspend invariants.
In practice, this typically requires nodelling state as a finite set
of well-defined types (or records) whose construction is only

possi bl e through invariant-preserving transitions.

Exanpl es of non-negotiable invariants in conpliance-critical domains
i ncl ude:

* a payroll run cannot exist without a verified legal entity and an
appl i cabl e tax context;
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* a regulatory subnission artefact cannot exist unless schema and
policy validation have passed; and

* an authorisation grant cannot exist without a verified identity
and an explicit scope of authority.

In I1CSD, invariants are not optional checks; they define what the
system can represent.

7. Authority-Anchored Truth
Where possible, |ICSD systens anchor truth to authoritative sources
rat her than user assertion. This reduces trust assunptions and
limts the risk of fabricated, inconsistent, or self-contradictory
st at e.
Aut hority anchoring comonly appears as:

* conpany identity derived fromstatutory registries;

* tax calculations constrained by authoritative rul esets and
ver si oned gui dance;

* roles and authority derived fromofficial records or
cryptographically signed policy artefacts; and

* identity clains derived fromverified credentials rather than
mut abl e profile fields.

User input is treated primarily as selection, initiation, or proposa
- not as the authoritative ground truth. \Were user input is
necessary (e.g., choosing a tax code), the representati onal node
SHOULD restrict it to a set of invariant-safe options.

8. Non-Representable Invalid States

A defining property of ICSDis the elinination of representable
invalid states. In an |ICSD system there are no:

* invalid-but-saved records;
*  broken intermediate states;
* specul ative or partially complete entities; or

* privileged objects created before authority has been verified.
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10.

If a configuration or object cannot be valid, it has no
representation in storage or menory. This renoves entire cl asses of
bugs and abuse vectors associated with partial, inconsistent, or
order - dependent state.

El i mi nati on of Reactive Enforcenent

Because invalid behaviour cannot be encoded, |CSD systens mnimse or
elimnate the need for reactive enforcement nmechani snms such as:

* heuristic abuse detection and anonaly scoring;

* noderation queues and manual review pipelines;

* background repair jobs for data quality;

* error-driven state reconciliation; and

* ad hoc "fix-forward" scripts to correct invalid persistence.
Reactive enforcenment is replaced by structural inpossibility. The
system does not nonitor for invalid behaviour; it cannot represent
it.

Thi s does not renove all nonitoring needs. Systens may still nonitor
for availability, perfornmance, and suspicious but valid activities.
| CSD specifically targets the class of failures where invalidity
arises fromrepresentable internal state.

Auditability and Conpliance

In 1 CSD systens, auditability energes as a side effect of correct
desi gn:

* every persisted state is valid;

* audit | ogs describe state transitions, not error recovery;

* conpliance evidence is inplicit in systemhistory; and

* reconciliation becones verification rather than investigation

A practical consequence is that auditors and operators can reason
over the systemusing a smaller set of cases: "what valid state did

we enter, when, and under what authority?" rather than "what went
w ong and how did we patch it?"
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11.

12.

ICSD i s especially valuable where invariants are externally inposed
(e.g., law and regul ation) and where failure nodes have significant
cost (e.g., financial penalties, reputational harm or operationa
shut down)

Desi gn Trade-offs

| CSD deliberately shifts conplexity away fromruntime policing and
renmedi ati on towards upfront nodelling and invariant definition. This
increases initial design discipline but can reduce |ong-term

mai nt enance cost, operational overhead, abuse surface area, and

regul atory exposure.

Common trade-of fs include:

* *Reduced flexibility:* inputs and workflows may be nore
constrained than in perm ssive systens.

* *Upfront nodelling cost:* invariants nust be identified,
formalised, and tested early.

* *Mgration conplexity:* | egacy datasets containing invalid state
may require transfornation.

* *Profile managenent:* different jurisdictions or policy regines
may require explicit profiles.

ICSD is not a statement that "validation is bad". It is a statenent
about where validation belongs: as part of constructing representable
state, rather than as a recurring operational burden after invalidity
has al ready been encoded.

Conparison with Traditional Designs

[ el e el
| Traditional design | 1CSD design |
| Accepts broad input | Accepts only invariant-safe input |
o e e e e e o e e e e e e e e e e e e e e +
| Detects invalid behaviour | Cannot represent invalid behaviour
S O +
| Repairs bad states | Prevents bad states |
T T T +
| Relies on nonitoring | Relies on structure and nodelling |
o e e e e e o e e e e e e e e e e e e e e +
| Conpliance as process | Conpliance as property |
O O +
| Security controls often | Many controls becone inherent to |
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13.

13.

14.

| layered on top | the state nodel |

Table 1: Traditional design conpared with | CSD

| CSD does not renpve the need for good engi neering practices such as
testing, change control, or operational security. |t changes the
basel i ne: correctness and conpliance becone properties of what the
system can represent.

Applicability
ICSD is particularly well suited to domains where
* correctness is mandatory and errors have high cost;
* external authorities define ground truth;
* trust cannot be assuned; and
* reqgulatory exposure is high

Exanpl e donmai ns include payroll and taxation, financial systens,
identity and access control, regulatory reporting, and secure
i nfrastructure and protocol design.

1. Applicability to Identity-Bound Security Systens

In identity-first architectures, a comon failure node is the

exi stence of "privileged but invalid" objects, such as a grant that
exi sts before identity is verified, or a session that exists before
policy checks are applied. 1CSD mtigates this by nmaking such

obj ects unrepresentable: the only representable grants and sessions
are those that are already bound to verified identity and explicit
authority.

This principle conplenments identity-bound frameworks and transports
such as [UZPIF], [UZP], and [TLS-DPA], where correctness and

aut hori sation are expected to be intrinsic properties of the
connection and its negotiated state.

Security Considerations

| CSD can reduce attack surface by elimnating representable invalid
states. Many cl asses of injection, abuse, and privilege escal ation
rely on mal formed, partial, or inconsistent internal state; |CSD
systens make such states unreachabl e by design
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15.

16.

17.

18.

18.

However, I CSD is not a conplete security nodel. A representable
state being "valid" with respect to invariants does not guarantee
that it is desirable. Attackers can still:

* performharnful actions that are valid within policy (e.qg.,
aut hori sed but abusive use);

* target the integrity of truth sources (e.g., poisoning authority
dat a) ;

* exploit incorrect invariant definitions (i.e., specification
bugs); and

* attack availability (e.g., denial-of-service) regardl ess of state
validity.

Desi gners should treat invariants and authority sources as security-
critical artefacts: they SHOULD be versioned, reviewed, tested, and
audi tabl e. Where possible, authority inputs SHOULD be authenti cated
(e.g., signatures, provenance records) and changes SHOULD be subj ect
to explicit change control

Concl usi on

I nvari ant-C osed System Design refranes correctness froma runtinme
concern into a structural property. By designing systenms where

i nval i d behaviour is not prevented but structurally inpossible, |CSD
can reduce operational conplexity, inprove auditability, and
strengthen trustworthiness in conpliance-critical environnents.

ICSD is best viewed as a discipline: it rewards rigorous nodelling
and clear definitions of invariants and authority. \Where those
conditions hold, it can renove entire classes of failures that

ot herwi se demand continuous nonitoring and renedi ation

One- Sent ence Sunmmary
I nvari ant-C osed System Design is the practice of building systens
where invalid behaviour is not prevented - it is structurally
i mpossi bl e.

I ANA Consi derations

Thi s docunent has no | ANA acti ons.
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