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Abst r act

Thi s docunent defines a new Protocol Data Unit (PDU) type for the
RPKI to Router Protocol to convey Mapping Oigin Authorization (MJA)
informati on from RPKI caches to routers. The new PDU, naned the

"I Pv6 Mapping Prefix"™ PDU, carries the authorization mappi ng between
one or nore |IPv4 prefixes and their correspondi ng authorized | Pv6
mappi ng prefix. This extension enables routers to perform Mappi ng
Oigin Validation (M) for |Pv4-to-1Pv6 address napping
announcenents in | Pv6-only underlay networks.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 7 Novenber 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

In I Pv6-only network depl oynents, |1Pv4 service delivery relies on

st atel ess address mappi ng nmechani snms (e.g., 4map6, MAP-T, MAP-E, |VI)
where an | Pv6 mapping prefix is configured at Provider Edge (PE)
devices to identify the location of |Pv4 address

bl ocks[I-D.ietf-v6ops-franmework-nd-ipv6onl y-underlay]. For any given
| Pv4 address bl ock, its corresponding | Pv6 mapping prefix is

consi dered the mapping origin. PE devices distribute these mappi ng
rel ati onshi ps through MP-BGP
extensions[|-D.ietf-idr-npbgp-extensi on-4map6].

The authenticity of these address mapping relationships is critical
Wt hout proper validation, an attacker could announce a fake |Pv6
mappi ng prefix for an | Pv4 address bl ock, causing | Pv4d service
traffic to be redirected to the wong egress PE and resulting in | Pv4
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prefix hijacking. To address this security concern, the Mapping
Oigin Authorization (MOA) franmework was
introduced[l-D.ietf-sidrops-npa-profile]. MO is a cryptographically
si gned RPKI object that authorizes an | Pv6 nmapping prefix to
ori gi nate mapping for one or nore | Pv4d prefixes.

The RPKI to Router Protocol [ RFC8210] provides a sinple, reliable
mechani sm for routers to receive validated RPKI data fromtrusted
caches. Currently, the protocol defines two payl oad PDU types: |Pv4
Prefix (Type 4) for Route Origin Authorization (ROA) data for |Pv4,
and |1 Pv6 Prefix (Type 6) for ROA data for |Pv6. However, no PDU type
currently exists to convey MOA data-specifically, the authorization
mappi ng from | Pv4 prefixes to an | Pv6 mappi ng prefix.

Thi s docunent defines a new PDU type, the "I Pv6 Mapping Prefix" PDU
(Type TBD1), that extends the RPKI to Router Protocol to carry MOA
information. This enables routers to perform Mapping Oigin
Validation (MOV) for |Pv4-to-1Pv6 address nappi hg announcenents,
thereby preventing | Pv4d prefix hijacking in I Pv6-only underlay

net wor ks.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14] RFC2119] [ RFC8174] when, and only when, they appear in al

capitals, as shown here

2. Term nol ogy
The following terns are used in this docunent:
*  MOA: Mapping Origin Authorization, a cryptographically signed RPKI
obj ect that authorizes an | Pv6 mapping prefix to originate mappi ng

for one or nore | Pv4 prefixes[l-D.ietf-sidrops-noa-profile].

* MOV: Mapping Origin Validation, the process of verifying that an
| Pv4-to-1Pv6 nappi hg announcenent is authorized by a valid MOA

* | Pv6 mapping prefix: An IPv6 prefix that is configured at PE
devices to identify the location of |IPv4 address blocks in an
| Pv6-only underl ay networKk.

*  4map6: An MP-BGP extension for distributing | Pvd-to-1Pv6 mappi ng
i nformation.
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*

Cache: A cache that collects and verifies RPKI data, including MOA
obj ects, and makes them available to routers via the RPKI to
Rout er Protocol [ RFC8210] .

MOA | Pv6 Mappi ng Prefix PDU For nat

The 1 Pv6 Mapping Prefix PDU is a payl oad PDU type that conveys a set

of

| Pv4 prefixes authorized to be nmapped by a specific | Pv6 nmapping

prefix. The format is anal ogous to the existing IPv4 Prefix and |IPv6
Prefix PDUs defined i n[RFC8210], with nodifications to accombdate
t he mappi ng rel ati onshi p.

3. 1

PDU Fi el ds

The 1 Pv6 Mapping Prefix PDU contains the follow ng fields:

*

Protocol Version (8 bits): MJST be 1 for this version of the
pr ot ocol

PDU Type (8 bits): TBD1 (to be assigned by | ANA)

Length (32 bits): The total length of the PDU in bytes, including
the 8-byte header (Protocol Version, PDU Type, zero, Length) and
all subsequent fields. The |Iength MJUST be 33 bytes for the

m nimal PDU (carrying one | Pvd prefix), plus 5 bytes for each
additional IPv4 prefix. For a PDU carrying N IPv4 prefixes, the
length is 28 + (5 x N) bytes.

Flags (8 bits): The |l owest-order bit indicates announcenent (1) or
withdrawal (0). The remaining bits are reserved; they MJST be
zero on transm ssion and MJST be ignored on receipt.

| Pv6 Mapping Prefix Length (8 bits): An unsigned integer (0-128)
denoting the prefix length of the | Pv6 mappi ng prefix.

| Pv6 Mapping Prefix (128 bits): The | Pv6 mapping prefix, with
trailing bits beyond the prefix length set to zero.

Nunber of I Pv4 Prefixes (8 bits): An unsigned integer (1-255)
indicating the count of IPv4 prefixes carried in this PDU

I Pv4 Prefixes (variable): A sequence of |IPv4 prefix entries. Each
entry consists of:

- |IPv4d Prefix Length (8 bits): Prefix length (0-32).

- |IPv4d Prefix (32 bits): The IPv4 prefix, with trailing bits
beyond the prefix length set to zero.
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3.2. Diagram

The MOA | Pv6 Mapping Prefix PDU:

01234567890123456789012345678901
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| Pr ot ocol | PDU | |

| Ver si on | Type | Zero |
1
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Figure 1: The MOA | Pv6 Mappi ng Prefix PDU

The |1 Pv4 Prefixes field:

01234567890123456789012345678901

B i s T T i i o S o T Ji I

| 1Pv4 Prefix Len| Zero |

e L o i T e e th o i R S

| | Pv4 Prefix |

i e e R e o o e i ol S N B S
Figure 2: The | Pv4 Prefixes

4. PDU Senantics

4.1. Flags Field
As with the IPv4 Prefix and | Pv6 Prefix PDUs in[RFC3210], the | owest-
order bit of the Flags field indicates whether this PDU announces a
new mappi ng aut hori zation (1) or withdraws a previously announced

mappi ng aut horization (0). The semantics of announcenent and
wi t hdrawal follow the same rul es defined i n[RFC8210] Section 5. 6.
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4.

4.

5.

5.

2. |Pv4 Prefixes Field

The 1 Pv4 Prefixes field encodes a set of |Pv4 prefixes that are

aut horized to be mapped by the | Pv6 nmapping prefix. The canonica
ordering for the I Pv4 prefixes SHOULD foll ow the definition
in[l-D.ietf-sidrops-rpki-prefixlist], where each prefix is
represented by its first I Pv4 address (addr) and prefix | ength
(plen), and the set is sorted by addr (lower first) then plen (Il ower
first). This canonical representation allows relying party software
to nore easily verify the contents of the PDU

3. Uni queness Requirenents

The cache server MJST ensure that it sends only one | Pv6 Mapping
Prefix PDU for a unique tuple {IPv6 Mapping Prefix, set of |Pv4
prefixes} at any point intine. |If the router receives nmultiple IPv6
Mappi ng Prefix PDUs with the sane tuple (including the sane Fl ags

val ue), the behavior foll ows[ RFC8210] Section 5.6: the router SHOULD
rai se a Duplicate Announcenment Received error.

Oper ational Considerations
1. PDU Generation from MOA bj ects

When a cache receives MOA objects fromthe RPKI repository, it MJST
parse each MOA to extract the | Pv6 mapping prefix and the associ ated
set of I1Pv4 prefixes. The cache then constructs one or nore |Pv6
Mappi ng Prefix PDUs:

* For each MOA (which contains one | Pv6 mapping prefix and a set of
| Pv4 prefixes), the cache SHOULD generate a single | Pv6 Mapping
Prefix PDU that includes all 1Pv4 prefixes fromthat MOA, provided
that the total PDU | ength does not exceed the maxi num supported by
the transport (typically limted by TCP nmaxi num segnent size).

* |f the set of IPv4 prefixes is large, the cache MAY split them
across multiple PDUs, each carrying a subset of the prefixes with
the sanme | Pv6 mappi ng prefix.

* The I Pv4 Prefixes field MIUST be presented in the canonical
ordering described in Section 4.2 to facilitate verification.

* The Flags field is set to 1 for announcenent when a new MOA is
di scovered or when an existing MOA is updated. Wen a MOA is
withdrawn (e.g., due to expiration or revocation), the cache MJST
send an | Pv6 Mapping Prefix PDUw th the Flags field set to 0 for
the same tuple.
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5.2. Router Processing

Upon receiving an | Pv6 Mapping Prefix PDU with Fl ags=1, the router
SHOULD install the mapping authorization into its |ocal MOV database.
For each mappi ng announcenent received via 4nap6 MP-BGP, the router
can then validate whether the announcing | Pv6 mapping prefix is

aut hori zed for the announced | Pv4 prefix by checking agai nst the MOA
data conveyed via this PDU.

When the router receives an | Pv6 Mapping Prefix PDU with Flags=0, it
SHOULD renove the correspondi ng mappi ng authorization fromits |ocal
MOV dat abase.

6. | ANA Consi derati ons

I ANA is requested to assign a new PDU Type code for the "I Pv6 Mappi ng
Prefix" PDU in the "RPKI-Router Protocol PDU Types" registry.

R R o +
| Value | Narme | Descri ption |
T o e e e e e e e e e e e e e e me oo +
| TBD |I1Pv6 Mapping | MOA: set of |IPv4 prefixes authorized |
| | Prefix | by an 1 Pv6 napping prefix |
T S o m m e e e e e e e e e e e e eaao o +

7. Security Considerations

The security considerations for the RPKI to Router Protocol described
in [RFC8210] Section 13 apply equally to this extension. In
particul ar:

* Data integrity: The |IPv6 Mapping Prefix PDU inherits the integrity
protection provided by the underlying transport (TCP) and the
aut henti cati on mechani sm between cache and router. However, the
aut horization information itself is derived fromcryptographically
si gned MOA objects; the cache MJUST validate each MOA before
generating PDUs fromit.

* Cache trust: As noted in [RFC8210], the router MJUST have a trust
relationship with the cache. The cache is responsible for
correctly aggregating and validating MOA data fromthe d obal
RPKI .

* Denial of service: An attacker that conpronises a cache could
inject fal se mappi ng aut horizations or withdraw | egiti nate ones.
Qperators SHOULD depl oy caches in a secure environnent and use
aut henticated transport (e.g., SSH or TLS) for the RPKI-Router
protocol session as described in [ RFC8210] Section 10.
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8.

9.
9.

9.

Repl ay attacks: The protocol’s Serial Nunber mechani sm ensures
that routers can detect stale or replayed PDUs. This mechani sm
applies equally to the 1 Pv6 Mapping Prefix PDU.

| Pv6 ROA dependency: As noted in [I-D.ietf-sidrops-noa-profile],
the operation of MOA depends on the authenticity of address

aut horization in the underlying | Pv6 network. Therefore, it is
RECOMVENDED to al so deploy | Pv6 ROA validation where MOA is

depl oyed.
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