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Abst ract

Thi s docunent defines a new Donmain Nane System (DNS) resource record
type called the Address Mapping Record (AMR). The AMR record enabl es
querying of |1Pv6 mapping prefixes associated with the destination
address of an | Pv4 packet in |IPv6-only networks. This nmechani sm
facilities the transm ssion of |Pv4 service data across multi-domain
in | Pv6-only environment, supporting |Pv4-as-a-Service (|Pv4aaS)

i mpl emrent ati ons.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 8 January 2026.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/

license-info) in effect on the date of publication of this docunent.

Pl ease revi ew these docunents carefully, as they describe your rights

and restrictions with respect to this docunent. Code Conponents

extracted fromthis docunent nust include Revised BSD License text as

described in Section 4.e of the Trust Legal Provisions and are
provi ded without warranty as described in the Revised BSD License.
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1. Introduction
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[1-D.ietf-v6ops-framework-nd-ipvéonly-underlay] describes a franmework

for deploying IPv6-only underlay in multi-domain networks, |Pv4d

packets are statelessly translated or encapsulated into | Pv6 packets
for transm ssion. This framework requires |Pv4/ | Pv6 address nmapping

rule to support statel ess packet conversion at Provider Edge (PE)
routers.

Thi s docunent defines a new Donmain Nane System (DNS) resource record

type, called the Address Mapping Record (AMR). AM record
stores the mappi ngs between | Pv4 address bl ocks and their

corresponding | Pv6 prefixes, enabling PE to query these mappings via

standard DNS protocols. AMR is applicable in IPv6-only networks
[1-D.ietf-v6ops-framework-nd-ipvéonly-underl ay].
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2. Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119]
3. Termi nol ogy
The following terns are defined in this draft:
* DNS: Donmmin Nane System defined in [ RFC1034] [ RFC1035]
* PE: Provider Edge, defined in [ RFC4026]
* Pref6: 1Pv6 Mapping Prefix, indicating edge devices for
translating | Pvd packets in an | Pv6-only network
4. AMR Record Format
4.1. Record Name Construction
AMR records use a special dommin name space under “in-addr-m arpa” .
For an | Pv4 address block 192.0.2.0/24, the correspondi ng AMR record
nane is constructed by reversing the | Pv4d prefix and appending ".in-
addr-m arpa". Exanple:
| Pv4 bl ock: 192.0.2.0/24
| Pv6 mappi ng prefix: 2001:db8::/64
The AMR record: 0.2.0.192.in-addr-marpa. |IN AVR 2001: db8::/64
4.2. AMR Encoding

The encoding of the type is shown bel ow:
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Fom o e oo oiaoo-o- +
| Nanme (vari abl e) |
oo e m e e e e e e e e e e e e e e e e e ma o - +
| Type (2 octets) |
o m o oo +
| Class (2 octets) |
Fomm e e e e e oo +
| TTL (4 octets) |
oo e m e e e e e e e e e e e e e e e e e ma o - +
| Data Length (2 octets) |
o m o e oo +
| vdprefix-length (1 octet) |
Fomm e e e e oo +
| veprefix-length (1 octet) |
oo e m e e e e e e e e e e e e e e e e e ma o - +
| veprefix (0...16 octets) |
o m o o oo +

Figure 1: Format of AMR Record

Name— the reverse |Pv4 address, its format is | Pv4 address

bl ock. i n-addr-m ar pa;

Type— the type of the record, AWVR

Class— indicating that the record is for the Internet environnent;

TTL—time-to-live in cache;

Data | ength— length of the data section;

vdprefix-length— length of the |IPv4 address bl ock;

veprefix-length— length of the I Pv6 napping prefix;

veprefix— | Pv6 mapping prefix.

Operation

In a nmulti-domain | Pv6-only network architecture, PElL and PE2 are
net wor k edge devices with rul e-based | Pv4-1Pv6 conversion
capabilities, and their address mappi ng prefixes are denoted as
Pref6. Each edge device al so needs to be associated with one or nore
| Pv4 address bl ocks, which are extracted fromthe local |Pv4 routing
tabl e or address pool. 1Pv4 packets enter the multi-donmain | Pv6-only

network via an ingress PE and exit via an egress PE. The mapping
rel ationship between an | Pv4 address block and its corresponding | Pv6
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prefix is referred ro as a mapping rule, which will have at |east the
followi ng data structure.

| Pv4 address bl ock: Pref6(PE)
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Figure 2: The Option B cross-donmain scenario

The AMR nechani sm enabl es the distribution and retrieval of these
mappi ngs via DNS, as detail ed bel ow.
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5.1. Mapping Rel ationship Registration

PE1 router generate mappi ngs between | ocal |Pv4 address bl ocks
(served by their connected | Pv4 networks) and their own | Pv6 mappi ng
prefixes (Pref6). Then, PEl send these mappings to an authoritative
DNS server, which stores themas AMR records in its database. The
authoritative server validates the format of the nmappings (e.qg.,
correct prefix lengths, valid I Pv6 prefixes) before adding themto
the appropriate zone file under in-addr-m arpa.

5.2. AMR Record Publication in G obal DNS
Aut horitative DNS servers publish AVMR records within their managed
DNS zones, making them avail able for query by |ocal DNS servers. AM
records are assigned a TTL value (e.g., 3600 seconds) to contro
cache freshness. Local DNS servers cache AMR records and refresh
them by querying the authoritative server once the TTL expires,
ensuring up-to-date mappi ngs.

5.3. Procedure for Ingress PE to Query |Pv6 Mapping Prefix for a
Specific | Pv4 Address via DNS

When I ngress PE receives an | Pv4d packet, it queries the DNS to
retrieve the corresponding | Pv6 mappi ng prefix. The procedure is as
fol | ows:
1. Extracts destination |IPv4 address (e.g., 192.0.2.1).
2. Query Construction
I ngress PE constructs a DNS query using the reversed destination
| Pv4 address appended with .in-addr-m arpa and specifies
the AMR record type. For exanple, a destination |IPv4 address of
192.0.2.1 (within 192.0.2.0/24) results in the query nane
1.2.0.192.in-addr-marpa. |IN AMR
3. Query Resolution
a. Checks local DNS cache for existing AVR record:
i. If valid cached record exists with unexpired TTL:
— Uses the cached I Pv6 prefix for packet conversion;

— Skips further DNS queri es.

ii. If novalid cache entry exists:
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— Proceeds to step 3b
b. Queries configured |ocal recursive resolver (if any):
i. Local resolver checks its cache and zone dat a;
ii. If record exists in local authoritative zones:
— Returns AMR record with TTL;
— PE updates | ocal cache;
— Proceeds to packet conversion
iii. If no |ocal record exists:
— Proceeds to step 3c
c. Initiates standard DNS resol ution via recursive | ookup
i. Follows normal DNS resol ution chain;
ii. Queries authoritative servers for in-addr-m arpa;
iii. Validates DNSSEC signatures if present.
4. Cache Refresh
When the TTL of a cached AMR record expires, the |local server re-
queries the authoritative server to fetch the latest record,
updating its cache accordingly.
6. Security Considerations
The AMR nmechani smintroduces several security considerations:

* Attackers could provide fal se mapping i nformati on. DNSSEC
[ RFC4033] MUST be used to authenticate AMR record.

* Rate limting SHOULD be inplenented for AVR queri es.
7. 1 ANA Consi derations
Thi s docunent defines a new Domain Nane System (DNS) resource record

type - Address Mapping Record (AVR) fromthe "DNS PARAMETERS"
registry
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