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Abst ract

ChainSync is a |ightweight application-layer protocol that runs over
reliable TCP connections to synchronize a fixed linear chain of

di stributed processes such that they execute their local tasks in
strict sequential order and only after every process in the chain has
confirnmed it is ready. The protocol has four phases: 1) a forward
"readi ness" wave, 2) a backward "start" wave, 3) a forward
"execution" wave, and 4) a backward exit wave

The design guarantees strict ordering even when nodes becone ready at
very different tinmes and requires only point-to-point TCP connections
al ong the chain, thus no central coordinator is needed.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 24 July 2026

Copyri ght Notice
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

Many di stributed workflows (pipeline parallelismin nmachine-Iearning
training, staged data processing, nulti-organization business
processes, ordered multi-phase conputation, etc.) require that tasks
execute in a fixed order across different nachines, yet nust not
begin until every participant is ready.

Standard barriers do not enforce execution order. Token-passing or
| eader - based schenes introduce conplexity and single points of
failure.

Chai nSync solves this with a sinple, fully decentralized four-wave
algorithmon a |Iine topol ogy that guarantees:

1. No process starts until the entire chain is ready.
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2. Execution order is strictly A->B->... -> N
3. O ean backward-propagating exit after N finishes.
The protocol requires exactly 4(n-1) nessages per synchronization
round for an n-node chain (one READY and one START per directed |ink;
and one COVPLETE in each direction).

2. Requirenents Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

3. Topol ogy and Configuration
The processes forma static |ogical chain:
(Head) A<->B <->C<->... <> N (Tail)
Each process knows:
* The | P address and port of its predecessor (Head has none)

* The I P address and port of its successor (Tail has none)

* \Whether it is Head, Tail, or internediate (inferable fromthe
presence/ absence of a predecessor/successor)

Each adj acent pair mmintains a single persistent bidirectional TCP
connecti on.

4. States
| State | Meani ng |
[ ool oo s e oo ool
| SYNC | Initial state; waiting for READY from |
| | the predecessor (Head starts here but |
| | noves to READY when | ocally ready) |
S o m e e e e e e e e e e e e e e e ao oo +
| READY | Chain segnment to the left is ready; |
| | has sent READY to the successor (if |
| | not Tail) |
S e +
| WATCH | Has propagated START | eftward; |
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5.

6.

6.

.1

2.

| | waiting for COVPLETE fromthe |
| | predecessor (if not Head) |

| START | Currently executing its |ocal task |

| COWPLETE | Local task finished; has sent |
| | COWPLETE to its successor (if any) |

Message Types

Messages are sinple ASCI1 text lines termnated by LF. Reconmended
format:

<COVMAND>[ : <ROUND- | D>] \ n
Defi ned conmmands:
*  READY[ : <ROUND- | D>]
*  START[ : <ROUND- | D>]
*  COVPLETE[ : <ROUND- | D>]
<ROUND- I D> is optional but RECOMMVENDED (e.g., UUI D) to support
mul tiple concurrent rounds on the sane connection. |nplenentations
running only one round at a tine MAY omit it.
Prot ocol Operation

Phase 1 -- Readiness Collection (Forward Wave)

* Head (A), when locally ready, noves from SYNC to READY and sends
READY to its successor.

* Every other node starts in SYNC. Wen it receives READY from
predecessor *and* becones locally ready, it nmoves from SYNC to
READY and sends READY to successor.

* \When Tail (N) enters READY, Phase 2 begins autonatically.

Phase 2 -- Start Trigger Propagation (Backward \Wave)

* Tail, upon entering READY, sends START to its predecessor and
nmoves to WATCH.
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* An internediate node, upon receiving START fromits successor
1. Sends START to its predecessor
2. Mves to WATCH and waits for COVPLETE fromits predecessor

* Head, upon receiving START, has no predecessor and therefore noves
directly to START and begi ns execution

Thi s phase conpletes in Q(n) nmessages and guarantees every node knows
the entire chain is ready before any node starts.

Phase 3 -- Execution Trigger Propagation (Forward \Wave)

* A node in WATCH that receives COVPLETE fromits predecessor noves
to START and begi ns executi on.

* \When a node finishes its task, it noves from START to COVPLETE and
sends COWPLETE to its successor (triggers successor to start)

Execution order is therefore strictly A->B->C->... ->N.
Phase 4 -- Backward Propagating Exit (Backward Wave)

* Tail, upon entering COVMPLETE has no successor and therefore
i medi atel y sends COVPLETE to its predecessor and MAY terninate.

* An internediate node in COWLETE that receives COWLETE fromits
successor sends COVWLETE to its predecessor and MAY term nate.

* Head, upon receiving COWLETE fromits successor MAY termni nate.

The conpl etion of this phase guarantees the Head node knows all nodes
have conpl eted executi on.

Waiting in WATCH State

The RECOMMENDED approach is *push-based*: the node sinply bl ocks on
read() fromthe predecessor’s TCP socket. When the predecessor
finishes, it pushes COWLETE. An alternative approach is to poll the
predecessor’s TCP socket.

Bot h approaches are conpliant.
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8. Exampl e Message Flow (A-B-C-D)

RD: READY
ST: START
CM COWPLETE
AL B..... C.... D
|-RD->|..... [ ... |
[..... |-RD->|..... |
[..... [..... | - RD->|
..... |.....]<-ST-|
[..... | <-ST-|..... |
| <-ST-]..... [ ...
[..... [..... [..... |
[-CM>| ... .. [ ... |
[..... [-CM>| ... .. |
[..... [..... | - CMt >|
[..... [..... [..... |
..... |.....]<-CM|
[..... | <-CM]..... X
| <-CMH] ... .. X
[..... X
X

9. FError Handling

This protocol intentionally does not prescribe error
are nany potential applications of the protocol,

Phase 1

Phase 2

Phase 3

A starts imediately

A finishes and B starts
B finishes and C starts
C finishes and D starts
Phase 4

D fini shes

Cexits
B exits
A exits

applications have nutually excl usive error
potential applications nmay vary on both how faults are detected and
how to handl e a detected fault.

January 2026

handl i ng. There

handl i ng scenarios. The

To make the potential scenarios salient, the follow ng exanples are

provi ded:
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1. Suppose we have a switch stack of four switches (1, 2, 3, 4)
where the switches are configured such that the stack can
tolerate the | oss of any one switch but not any two swi tches.
Furt her suppose that ChainSync is inplenented so that the
switches are restarted in a particular order after applying
updates say: 1, 2, 3, then 4. Further suppose that during the
upgrade, switch 2 experiences a hardware failure and never cones
back online. The preference in this situation is likely that the
upgrade halts so that no nore switches are lost. |In such a
situation, the successor switch of 2 (i.e. switch 3) could be
configured with a timeout waiting for switch 2 to cone back
online. Moreover, once the fault is detected, the successor
switch could send an SNMP trap notifying a network engi neer that
its predecessor has not come back online.

2. Suppose we have four nodes where ChainSync is inplenented to
orchestrate the processing of data. Further suppose the
processing times of these data are highly variable and the nodes
are not expected to restart during processing. In this case, it
m ght be the preference to inplenment a heartbeat with a timeout
shifting the responsibility of the health check to the
inmplementation. If a node in the chain hangs during processing,
its successor should not detect a heartbeat and thus know there
is afault in the chain. Mreover, because nodes are not
expected to restart, a failed TCP connection would be sufficient
to detect a fault in the chain. Even though a fault is detected,
it could be handled in two ways. One, the whole chain could
term nate and start all over after correcting the faulty node.
Two, the progress in processing could be preserved and only the
faulty node needs to be reset for the processing to continue.

3. Suppose we have a nulti-organi zati onal busi ness process between
four conpanies C, D, E, and F. Further suppose that this nulti-
organi zati onal busi ness process by design has no error handling
i npl emented but the preference is to engage people to handl e
faults. Each organization could be responsible for both
detecting its faults and notifying the other organizations in the
chain. Perhaps by phone.

Thus we have three exanpl es where both detection is handl ed
differently and the handling of faults is different. 1t should also
be clear that the three exanpl es have both failure scenarios where
the error detection fromone application would not be appropriate for
the other and error handling scenarios appropriate for one but not
for the other. The ChainSync protocol neither detects faults nor
handl es errors because the inplenmentati on SHOULD both detect faults
specific to its problem donmain and handle errors specific to its

pr obl em donai n.
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10. | ANA Consi derations
This meno i ncludes no request to | ANA
11. Security Considerations

Connections SHOULD use TLS 1.3. Production depl oyments SHOULD use
mutual TLS with certificate pinning or pre-shared keys to prevent
node i npersonation. This protocol inplicitly trusts every node in
the chain. Mitual TLS does not defend agai nst conprom sed nodes. It
only prevents untrusted nodes fromjoining the chain.
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