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Abst ract

Thi s docunent specifies the Null Schene for use in Signed Objects in
the Resource Public Key Infrastructure (RPKI). The Null Scheme is a
ni che signature schene that can replace the redundant and costly use
of actual digital signatures fromso-called "one-tine-use" key pairs
in Signed Objects. The Null Schene has as public key the digest of
the message to be signed, and the signature is always enpty. Wen a
Nul I Scherme public key is the subject of a Signed Object’s one-tine-
use End-Entity (EE) certificate, it establishes a secure binding
between the issuer of the EE certificate and the nessage to be
signed. This is cheaper in terns of size and verification tine than
using a real signature schene, while providing the sane security
guar ant ees.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docunment rmay be found at
https://datatracker.ietf.org/doc/draft-doesburg-sidrops-nullschene/.

Di scussion of this docunent takes place on the SIDR Operations
Working Goup mailing list (mailto:sidrops@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/sidrops/.
Subscribe at https://ww.ietf.org/mailman/listinfo/sidrops/.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

I nt roducti on

Thi s docunent specifies the Null Schene for use in Signed Objects in
the Resource Public Key Infrastructure (RPKI) [RFC6480]. The Nul
Schene is a niche signature schene that can repl ace the redundant and
costly use of actual digital signatures fromso-called "one-tine-use"
key pairs in RPKI Signed Objects [ RFC6488].

Signed Obj ects contain an End-Entity (EE) certificate issued by a
Certificate Authority (CA). This EE certificate usually contains a
public key corresponding to a one-tine-use key pair, which is used to
sign a single CMS signed-data object [RFC5652]. The practice of
usi ng each key pair for only one Signed Object enables the use of a
CRL [ RFC5280] to revoke individual objects. However, it neans that
each Signed Object consists of two signatures and a public key,
whereas, intuitively, only one signature should be needed to bind the
object to its issuer

The Null Scherme is _not_ an actual digital signature algorithm or
even a One-Tinme Signature [OTS]: it requires the (single) message to
be signed to be known before the public key can be generat ed.

Essentially, the Null Schene works as foll ows:

* the public key is the digest of the single nmessage to be signed,
* there is no private key, and

* the signature is always enpty.

Si gnature generation has to happen together with generation of the
public key, taking the nessage to be signed as input. A public key
cannot be generated w thout the nessage bei ng known in advance.
Verification is done by sinply conparing the nessage digest with the
public key.

As the input to a signing algorithmwhen signing a CM5 signed-data
object is the output of the Message Digest Cal cul ati on Process
defined in Section 5.4 of [RFC5652], the Null Schenme’s public key is
technically directly the input of the signing algorithm rather than
a digest of that input. This avoids an unnecessary extra hashing

st ep.
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1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

1.2. Rel ated Wrk

The Null Schene is inspired by the idea that the one-tine-use key
pairs in RPKI Signhed hjects could be replaced using One-Tine
Signature (OTS) algorithms, such as hash-based Lanport or Wnternitz
signatures as used in XMSS [ RFC8391] and LMS [ RFC8554]. While this
could be a suitable post-quantum alternative to current signature
schenes, these hash-based OIS al gorithns have | arge signatures. It
was then observed that the requirenents for the one-tine-use key
pairs in Signed Objects are even weaker than those offered by OTS
algorithnms: it is possible to know the message to be signed before
generating the key pair.

The Null Schene takes advantage of this to achieve optinmal size and
verification tinme while preserving the structure and validation
process of Signed Objects. This nakes it possible to introduce the
Nul I Scherme in the RPKI without requiring any changes to its

speci fications such as [ RFC6480] and [ RFC6488]: only the algorithns
speci fication [ RFC7935] needs to be updated.

1.2.1. Attribute Certificates

Several other niche signature schemes exi st that have sone
simlarities to the Null Scheme, but serve a different purpose.

[ RFC5755] describes the use of "Attribute Certificates’ that can
al | ow sonmething other than a public key to be the subject of an X509
certificate. Through using the 'ObjectDigestinfo holder type (see
Section 7.3 of [RFC5755]) sonething equivalent to the Null Schene can
be achieved: the 'holder’ of an Attribute Certificate is the digest
of an RPKI Signed hject’s payl oad. However, conpared to the Nul
Schene, using Attribute Certificates in place of plain X 509 EE
certificates would require nmuch nore extensive changes to the RPKI
specifications, making it operationally |ess practical to introduce.
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1.2.2. No-Signature

Appendi x C. 1 of [RFC5272] and [I-D.ietf-Ianps-x509-al g- none- 00]
define a No-Signature algorithmfor signatures in X 509 certificates
and CMS signed-data objects. These specifications are intended for
use-cases where a signature is not needed at all. However, in RPKI
Signed bjects, _something_ is needed to bind the Signed Object to an
EE certificate. This can be achieved by renoving the signature from
the CMB signed-data (as in the No-Signhature schene) only if the
signed-data is linked to the EE certificate in sone other way. That
binding is provided by the Null Schene through the EE certificate’'s
public key. Many alternative ways to provide such a binding exist
(such as using Attribute Certificates as nentioned above), but
require nmore extensive changes to the structure of Signed Objects.

1.2.3. Relying on digest in Manifests

Anot her nore radical way of reducing the cryptographic overhead in
the RPKI is to remove the CVS signed-data w apper and EE certificate
from Signed hjects (other than Manifests [ RFC6486]) entirely, and
instead rely on the digest of the Signed Object being listed in a
valid Manifest. This is a major change to the workings of the RPKI
It woul d reduce the cryptographic overhead much nore (renoving a
public key and not one but two signatures per object), but would be
very hard to introduce in practice

2. Definition

The Null Scherme MUST only be used to sign and verify the CM5 signed-
dat a object contained in an RPKI Signed Object [RFC6488].
Consequently, when it is used, a Null Scheme public key appears as
the subject of a one-time-use EE certificate attached in the
certificates field of the Signed Object’s CM5 signed-data object.
The Null Schene signature appears in the single Signerlnfo object
included in the signed-data object’s signerinfos field.

As the Null Schene requires the nessage to be signed to be known
before the public key can be generated, it consists of two

al gorithms: SignOnce and Verify, rather than the usual KeyGen, Sign,
and Verify algorithns.
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2.1. Public Key and Signature Generation

The SignOnce al gorithmtakes as input the message to be signed m It
produces as output a public key pk and a signature sig. As the Nul
Schene nust only be used to sign CMS signed-data objects, the input
message mis the output of the Message Digest Cal cul ati on Process
defined in Section 5.4 of [RFC5652]. Therefore, although the Nul
Schene’s public key is always a digest of the nessage, the SignOnce
algorithmactually returns its input mdirectly. The digest
algorithmused is indicated by the Signerinfo object’s

di gest Al gorithmfi el d.

1. pk =m # The output of the message digest cal cul ati on process
2. sig="" # Enpty octet string
3. return (pk, sig)

Figure 1. Al gorithm SignOnce(m
2.2. Signature Verification
The Verify algorithmtakes as input a nessage m a public key pk, and
a signature sig. Like SignOnce, the input mis the output of the
Message Digest Cal cul ation Process defined in Section 5.4 of
[ RFC5652]. It produces as output either "valid" or "invalid".

1. if sig =="" and pk == mthen return "valid"
2. return "invalid"

Figure 2: Algorithm Verify(m pk, sig)

3. ASN. 1 Modul e
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RPKI Nul | Schene2025
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) smime(16) nodul es(0) null-schene-2025(TBD) }

-- TODO nodule ID to be replaced by | ANA

DEFINITIONS | MPLICI T TAGS ::= BEG N
EXPORTS ALL;

| MPORTS
PUBLI C- KEY, S| GNATURE- ALGORI THM
FROM Al gorithm nformati on-2009 -- RFC 5912
{ iso(1l) i id-nmod(0)
i d- nod- al gorithm nfornmation-02(58) }

’

-- TODO O Ds to be replaced by | ANA

i d- RPKI - NULL- SCHEME OBJECT | DENTI FIER :: = {
i dentified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) alg(6) TBD

}
pk- RPKI - NULL- SCHEME PUBLI C-KEY :: = {
| DENTI FI ER i d- RPKI - NULL- SCHEME
-- The digest algorithmused to determine the input to the signing / verification
-- algorithms is determined by the Signerinfo’s digestAlgorithmfield. The signing
-- and verification algorithnms thensel ves are not dependent on the digest algorith
m
-- so we don’t need PARAMS or distinct O Ds for pairing different digest algorithm
S.
PARAMS ARE absent
-- A Null Schene public key should only be certified by EE certificates.
-- So, in accordance with RFC6487, only the digital Signature bit is valid.
CERT- KEY- USAGE {di gital Si gnature}
}

sa- RPKI - NULL- SCHEME SI GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- RPKI - NULL- SCHEME
PARAMS ARE absent
PUBLI C- KEYS { pk- RPKI - NULL- SCHENME}

}
END

4. Security Considerations
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4.

6

6

1. Security Reduction to Second-Preimage Resistance

1.

Al t hough the Null Scheme cannot be used as a general -purpose digita
signature algorithm it does provably provide the sane security
properties that are expected fromnornal digital signatures.

G ven a public key pk and correspondi ng nmessage-signature pair (m
sig), finding another valid nmessage-signature pair (m, sig') is
clearly inpossible: a pair (m, sig’) is only valid under public key
pk if m == pk and sig” == "", and therefore mi == m

As the Null Schene is used to sign CM5 signed-data objects, it is, as
with any other signature schene, possible for two distinct nessages
to lead to the same nessage digest. Finding such a second nmessage m
given a nmessage mthat is valid under public key pk is breaking the
second- prei mage resistance of H  This would not only allow forging
(or reusing) a Null Schene signature on m, but also reusing the
signature of any other signature scheme. This nakes the Null Schene
strictly no | ess secure than any ot her signature schene paired with
the sanme di gest algorithmH.

| ANA Consi der ati ons

IANA is requested to allocate a value fromthe "SM Security for S/
M ME Modul e lIdentifier" registry [RFC7299] for the ASN. 1 nodul e

RPKI Nul | Scherme2025 defined in this docunent, and a value for id-RPKI-
NULL- SCHEME- SHA256 fromthe "SM Security for PKI X Al gorithnms”
registry [ RFC7299].

Editorial note: the assigned OD values will need to be added in the
ASN. 1 nodul e, and test vectors regenerated using the definitive val ue
for id-RPKI-NULL- SCHEME- SHA256.

Ref er ences
Nor mat i ve Ref erences

[ FI PS. 180- 4]
"Secure hash standard”, National Institute of Standards
and Technol ogy (U.S.), DA 10.6028/nist.fips.180-4, 2015,
<https://doi.org/10. 6028/ nist.fips.180-4>

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://ww.rfc-editor.org/rfc/rfc2119>

Doesbur g Expires 10 March 2026 [ Page 8]



I nternet-Draft Nul I Schene for the RPKI Sept enber 2025

[ RFC5280] Cooper, D., Santesson, S., Farrell, S., Boeyen, S.,
Housley, R, and W Polk, "Internet X 509 Public Key
Infrastructure Certificate and Certificate Revocation List
(CRL) Profile", RFC 5280, DA 10.17487/RFC5280, May 2008,
<https://www. rfc-editor.org/rfc/rfc5280>.

[ RFC5652] Housley, R, "Cryptographic Message Syntax (CM5)", STD 70,
RFC 5652, DO 10. 17487/ RFC5652, Septenber 2009,
<https://www. rfc-editor.org/rfc/rfc5652>.

[ RFC6480] Lepinski, M and S. Kent, "An Infrastructure to Support
Secure Internet Routing", RFC 6480, DO 10.17487/ RFC6480,
February 2012, <https://ww. rfc-editor.org/rfc/rfc6480>.

[ RFC6487] Huston, G, Mchaelson, G, and R Loomans, "A Profile for
X. 509 PKI X Resource Certificates", RFC 6487,
DA 10.17487/ RFC6487, February 2012,
<https://www. rfc-editor.org/rfc/rfc6487>.

[ RFC6488] Lepinski, M, Chi, A, and S. Kent, "Signed Object
Templ ate for the Resource Public Key Infrastructure
(RPKI)", RFC 6488, DO 10.17487/ RFC6488, February 2012,
<https://www. rfc-editor.org/rfc/rfc6488>.

[ RFC7299] Housley, R, "Object ldentifier Registry for the PKIX
Wor ki ng Group", RFC 7299, DA 10.17487/ RFC7299, July 2014,
<https://www. rfc-editor.org/rfc/rfc7299>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Wirds", BCP 14, RFC 8174, DA 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/rfc/rfc8174>.

6. 2. I nformati ve References

[1-D.ietf-lanps-x509-al g- none-00]
Benjam n, D., "Unsigned X 509 Certificates", Wrk in
Progress, Internet-Draft, draft-ietf-Ianps-x509-al g-none-
00, 20 March 2025, <https://datatracker.ietf.org/doc/htm/
draft-ietf-|anps-x509-al g- none-00>.

[ OTS] Lanport, L., "Constructing Digital Signatures froma One
Way Function", SRl International, CSL-98, 18 Cctober 1979.

[ PQC-for-the-RPKI ]

Doesburg, D., "Post-Quantum Cryptography for the RPKI",
MSc Thesis, Radboud University, 27 June 2025.

Doesbur g Expires 10 March 2026 [ Page 9]



I nternet-Draft Nul I Schene for the RPKI Sept enber 2025

[ RFC5272] Schaad, J. and M Mers, "Certificate Managenent over CMS
(eMO) ", RFC 5272, DO 10.17487/ RFC5272, June 2008,
<https://www. rfc-editor.org/rfc/rfc5272>.

[ RFC5755] Farrell, S., Housley, R, and S. Turner, "An Internet
Attribute Certificate Profile for Authorization",
RFC 5755, DO 10. 17487/ RFC5755, January 2010,
<https://www. rfc-editor.org/rfc/rfc5755>.

[ RFC6486] Austein, R, Huston, G, Kent, S., and M Lepinski,
"Mani fests for the Resource Public Key Infrastructure
(RPKI)", RFC 6486, DO 10.17487/ RFC6486, February 2012,
<https://www. rfc-editor.org/rfc/rfc6486>.

[ RFC7935] Huston, G and G M chael son, Ed., "The Profile for
Al gorithns and Key Sizes for Use in the Resource Public
Key Infrastructure", RFC 7935, DO 10.17487/ RFC7935,
August 2016, <https://ww. rfc-editor.org/rfc/rfc7935>.

[ RFC8391] Huelsing, A, Butin, D., Gazdag, S., R jneveld, J., and A
Mohai sen, "XMSS: eXtended Merkle Signature Schene”,
RFC 8391, DA 10.17487/ RFC8391, May 2018,
<https://www. rfc-editor.org/rfc/rfc8391>.
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Appendi x A.  Test Vectors

The followi ng test vector is a base-64 encoded RPKI Signed Object
containing an EE certificate with as subject a Null Schene public key
mat chi ng the signed content. The EE certificate is issued by an RSA
key pair, whose public key is also added bel ow.

Editorial note: the test vectors bel ow are generated using

pl acehol der O D value 1.3.6.1.4.1.64241.1.1 for id-RPKI-NULL- SCHEME-
SHA256. Once | ANA has assigned a value, the test vectors will need
to be regenerated using that definitive O D val ue.
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M | ExwYJKoZl hvcNAQc Col | EuDCCBL QCAQVK DTALBgl ghk gBZQVEAgEWKAYLKoZI

hvcNAQK QAR g GQOXMBUCAQUWEDACBAI AATAI MAYDBAB7DCKgggPLM | Dxz CCAg+g
Awl BAgl Uf sj uEOQuYMPFgVb8W260a9upWi3owDQYJKoZl hvc NAQEL BQAWMVE EXMCBG
ALUEAXMORTU4AQz Az Rj | GQUNDMDI 5QUI x MEY3COEJEQTZDODZDNK QLNOI y NTBGVE Ae
FwOy NTASMTk x ODQB Mz NaFwOy Nj A5 MT gx ODUO Mz NaVDIvik MTAv BgNVBAMTKDNGQ JE
Nk YOM kzNTNCVENBRTQOMDVBN] RDOUI 3VDk 3NOI 5MD RDVDAWMT AMBgor BgEEAYP1
cQEBAYEAs4AnZPXRBJAr ehzl Bi | r CTWPW2 HW2w+nbL+uO+7aWr Fnj ggHEM | BWwDAd
BgNVHQAAEFgQU) 7LV Ck 10y uRAON It W 3uT3AAWHWYDVRO] BBgwWFoAUS YWD+ r M
0bgxD3i 9pshsbVey UPMaDg YDVROPAQH BAQDAge AMFWGAL Ud HWRVMF-MMUaBPoOE2 G
S3JzeWsj O 8vb@j YWkob3NOL3JI cEBvY2hpbGQv MCOFNThDIVDNGOUZBQOMzQ | B
Q EwRj c4QkRBNKMANKMZRDU3Q | 1MEYZ LNy bDBoBggr BgEFBQe BAQRC MFOWMAYI

KwYBBQUHMAKGTHIzeWbj O 8vb@j YWkob3NOL3Jl cBvb25saWsl LzAVRTUAQz Az
Rj | GQUNDMDI 5QUI x MEY3OEJEQTZDODZDNK QLNOI y NTBGW 5j ZXI wawYl KwYBBQUH
AQs EXz BdMFs GCCs GAQUFBz ALhk9yc 3l uYzovL2xvY2Fsa@zdCOy ZXBvL2NoaWkk
LzAvMzEzM Mz MrJz MTMy Mz Mz MOMUJz VDI miviz | zNDJKk Mz | z NDE wivR Qz ZT1 wiviz Uu
cnBhMBgGA1UdI AEB/ wQOVAWWCY Y1 KwYBBQUHDg | wHwY! KwYBBQUHAQC BAf 8EEDAO
MAWEAgABVAYDBAB7 DCl wDQYJKoZI hve NAQELBQADgQEBAI / 6f 6Qvt | CDdeUt SaDY
+hcl 3MQy81 6803u7dBK492bz hEHX94EbXF8v JCqqck BCHUUIWOb2M Ui Ug0Zj Uy G
baBksk+4k55CaFTi 0QAgbnCYZ+08bTCd61yc7bYi yPpHONMAK9ev Ti r +h2uFJy T
ETW kb7APGIgTA9Kt | X 2r NveKv+gnti / m 3FMELLNn/ yOQAexBW/PI yUl42KUr M
X5SeHvHYz9Qz Xwpy hKVey qD3wMTe+l 70mEMhC) MZTHGSYsf y k Xb XKmAmk 76 SB7n
C1MCy8BhCUBLBAN+QK4aTpqVi 3i / 2V2a3EZm+nf cNB/ kb/ wMCCYawr S6Xj FpW.8
LoYxgaYwgaMCAQOAFI +y1vQNTsM kQDl kybcJd7k 9wANMAs GCWCGSAFI AwQCAaBr

MBoGCSqGS| h3DQEJAz ENBgs ghki GOwWOBCRABGDAC Bgkghki GOWOBCQUXDxcNM Uw
OTE5SMIg1NDMVe W AvBgkghki GOWOBCQQX 1 gQgaoUbRc3K10OCI GMGhz9H aFxJhrc
dEXSKTTashDv SvOwWDAYKKwYBBAGDI XEBAQQA

Figure 3: RPKI Signed Object with Null Scherme EE Certificate

The EE certificate in the Signed Object is issued with the foll ow ng
RSA public key:

----- BEG N PUBLI C KEY--- - -

M | Bl j ANBgkghki GCOWOBAQEFAAOCABAM | BCgKCAQEA2Nny Ebc U+KLPQYF V+NYVD
2GVy06s XSoWEMoH 4BNgpkyaVT+wniXf i Bq5RT33Nb5bnBmNs X6r Zz RBmBBT6p5wh
y+eMpVHgbr Lb4Jf BXSQng+7132i Tkf gBbl t 5v5Z2Ly6Uf i Bb/ Ft pz/ 5NeYpDpd65
AOgngooYj YéLoyj vf oa53Rc40/ bf WekVal seqgr wwot 3zt ej pWJI Y8p5FzNdj eV
Xf kB1DgM | LAUcRb+y C8440EGNIyZL 1St spo9+HVLUOUUXpoy! Xj d7r OSt ug8Y1
JGa6VWH6q0hwd670Ec ZRWGTEXJKhvuRPy +Udk 1a2S3X60s9pgMad4Soo5cKt ul 4

ZQ DAQAB

Figure 4: RSA Public Key of EE Certificate |Issuer
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