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Abst r act

Thi s docunent establishes registries that |list known security-
sensitive labels in the DNS and in e-mail contexts.

It provides references and brief explanations about the risks
associ ated with each known | abel .

The registries established here offer guidance to the security-m nded
system admi ni strator, who may not want to permt registration of
these | abel s by untrusted users.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://dkg.gitl ab.i o/ dangerous-1abels/. Status information for this
docunent nay be found at https://datatracker.ietf.org/doc/draft-dkg-

i nt ar ea- danger ous-| abel s/ .

Di scussion of this document takes place on the Internet Area Wrking
Goup mailing list (mailto:intarea@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/intarea/. Subscribe at
https://ww.ietf.org/mailman/listinfo/intareal.

Source for this draft and an issue tracker can be found at
https://gitlab. com dkg/ danger ous-1 abel s.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

The Internet has a few places where seemingly arbitrary | abels can
show up and be used i nterchangeably.

Some choi ces for those | abels have surprising or tricky consequences.
Reasonabl e admi nistrators nay want to be aware of those labels to
avoi d an accidental allocation that has security inplications.

Thi s docunent registers a list of labels in DNS and e-mmil systens
that are known to have a security inpact. It is not recomended to
create nore security-sensitive |abels.

Ofering a stable registry of these dangerous |abels is not an
endorsement of the practice of using arbitrary labels in this way. A
new protocol that proposes adding a label to this list is encouraged
to find a different solution if at all possible.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

2. DNS Label s

Not e that [ RFC8552] defines the use of "underscored" |abels which are
treated differently than normal DNS | abels, and often have security

i mplications. That docunment al so established the I ANA registry for
"Underscored and d obally Scoped DNS Node Names". That registry
takes precedence to the |list enunerated here, and any | abel in that
list or with a | eading underscore ("_") MJST NOT be included in this
list.

Note al so that Section 2.2 of [RFC8820] nmkes it clear that depending
on specific forms of DNS labels in a given URI schene in a protoco
is strongly discouraged.

Bel ow are sore nornal -1 ooking DNS | abels that may grant some form of
admi nistrative control over the domain that they are attached to.
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They are nostly "leftnost” or |east-significant |labels (in the sense
used in Section 8 of [RFC8499]), in that if foo were listed here, it
woul d be because granting control over the foo.exanple.net |abel (or
control over the host pointed to by foo.exanple.net) to an untrusted
party might offer that party some formof adm nistrative control over
ot her parts of exanple.org.

Not e: where "<key-tag>" occurs in Table 1, it indicates any sequence
of five or nore decimal digits, as described in [ RFC8509].

[ ety sy et o}
| DNS Label | Rational e | Reference |
| autoconfig |Hijack mail user | [AUTOCONF], [ THUNDERBI RD| |
| | agent | |
| | aut oconfi guration | |
S TR O +
| aut odi scover| Hi jack M crosoft | [AUTODI SCOVER] |
| | Exchange cli ent | |
| | configuration | |
R o e e e e oo oo o e e e e e e e e e e e e e o m o +
| i map | Hjack mail user | [AUTOCONF], [ THUNDERBI RD| |
I | agent I I
| | aut oconfiguration | |
S ISRy I T T T r ey +
| i maps | H jack mail user | [AUTOCONF] |
| | agent | |
| | aut oconfi guration | |
S TR O +
| mai l | Hijack mail user | [AUTOCONF], [ THUNDERBI RD| |
I | agent I I
| | aut oconfiguration | |
R o e e e e oo oo o e e e e e e e e e e e e e o m o +
| nta-sts | Set SMIP | [RFC8461] |
| | transport | |
| | security policy | |
S ISRy IR T T T r ey +
| openpgpkey | Domai n- based | [I-D. koch-openpgp-webkey-service] |
| | OoenPGP | |
| |certificate | |
| | I ookup and | |
| | verification | |
S ISRy IR T T T r ey +
| pop3 | H jack mail user | [AUTOCONF] |
| | agent | |
| | aut oconfi guration | |
S TR O +
| pop3s | H jack mail user | [AUTOCONF] |
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I | agent I I
| | aut oconfiguration | |
R o e e e e oo oo o e e e e e e e e e e e e e o m o +
| root - key- | I ndi cat es whi ch | [ RFC8509] |
| sentinel -is-| DNSSEC root key | |
| ta- <key-tag>|is trusted | |
T Fom e e e oo o m m e e e e e e e e e e e eo oo s +
| root - key- | I ndi cat es whi ch | [ RFC8509] |
| senti nel - | DNSSEC r oot key | |
| not-ta-<key-|is not trusted | |
| tag> I I I
Fom e e o - o e e oo S +
| sntp | Hijack mail user | [AUTOCONF], [ THUNDERBI RD| |
I | agent I I
| | aut oconfiguration | |
R o e e e e oo oo o e e e e e e e e e e e e oo oo +
| snt ps | H jack mail user | [AUTOCONF] |
I | agent I I
| | aut oconfiguration | |
Fomm e oo - Fom e e e oo o e e e e e e e e e e mmmemao - +
| subm ssion |H jack mail user | [AUTOCONF] |
I | agent I
| | aut oconfiguration | |
Fom e e o - o e e oo S +
| ua- aut o- | Hjack mail user | [I-D.ietf-nailmaint-pacc] |
| config | agent | |
| | aut oconfiguration | |
R o e e e e oo oo o e e e e e e e e e e e e oo oo +
| wpad | Aut omati c proxy | [I-D.ietf-wec-wpad-01] |
| | di scovery |
T Fom e e e oo o m m e e e e e e e e e e e eo oo s +
| Wy | Popul ar web | FIXME: find a reference |
| | browsers guess | |
| | this | abel | |
Fom ek o e e e oo o m e e e e e e e e mee oo s +
Tabl e 1: Dangerous DNS | abel s
E-mail Local Parts

Section 3.4.1 of [RFC5322] defines the local-part of an e-nmil
address (the part before the "@ sign) as "donai n-dependent".

However, allocating some specifi

c local-parts to an untrusted party

can have significant security consequences for the domain or other

associ at ed resources.
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Note that all these |labels are expected to be case-insensitive. That
is, an adm nistrator restricting registration of a |ocal-part naned
"adm n" MJST al so apply the sane constraint to "Admn" or "ADM N' or
“abm n".

[ RFC2142] offers some w despread historical practice for comon

| ocal -parts. The CA/Browser Forumi s Baseline Requirenents

([ CABForum BR] ) constrain how any popul ar Public Key Infrastructure
(PKlI') Certification Authority (CA) should confirm domain ownership

when verifying by e-nmail. The public CAs used by popul ar web
browsers ("web PKI") will adhere to these guidelines, but anyone
relying on unusual CAs may still be subject to risk additional |abels

descri bed here.

[} e ——————— e —_—————————————————_—_ Ll —p—p—p—_—_———————
| E-mail |ocal- | Rationale | References |
| part I I I
| abuse | Receive reports of | Section 2 of |
| | abusive public behavior | [RFC2142] |
o e e e e oo oo o e e e e e e oo o e e e +
| adm nistrator | PKI Cert I|Issuance | Section 3.2.2.4.4 |
| | | of [ CABForum BR] |
o e e oo o m e e e e i oo o e e oo +
| admin | PKI Cert I|Issuance | Section 3.2.2.4.4 |
| | | of [ CABForum BR] |
o e e e e oo oo o e e e e e e oo o e e e +
| hostmaster | PKI Cert Issuance, DNS | Section 3.2.2.4.4 |
| | zone control | of [CABForumBR], |
| | | Section 7 of |
I I | [RFC2142] I
Fom e e e oo St Fom e e e e oo o +
| info | PKI Cert |ssuance | [VU591120] |
| | (historical) | |
o e e e oo o m e e e e e e aao o o e e e e o s +
| is | PKI Cert I|ssuance | [VU591120] |
| | (historical) | |
Fom e e e oo St Fom e e e e oo o +
| it | PKI Cert Issuance | [VU591120] |
| | (historical) | |
o e e e oo o m e e e e e e aao o o e e e e o s +
| noc | Receive reports of | Section 4 of |
| | network problens | [RFC2142] |
Fom e e e oo St Fom e e e e oo o +
openpgp- ca Make authoritative- [ OPENPGP- CA]

certifications for in-

| |
| seem ng OpenPGP |
I I
| dormain e-mmil addresses |
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. T R +
| postmaster | Receive reports related | Section 5 of |
| | to SMIP service, PKI | [ RFC2142], |
| | Cert Issuance | Section 3.2.2.4.4 |
| | | of [ CABForum BR] |
e T - +
| root | Receive systemsoftware | [VU591120], FIXME: |
| | notifications, PKI Cert | find a reference |
| | I'ssuance (historic) | for root (software

| | | config docs?) |
e O +
| security | Receive reports of | Section 4 of |
| | technical | [RFC2142] |
| | vulnerabilities | |
o e e e e oo oo o e e e e e e oo o e e e +
| ssh-openpgp-auth | Trust anchor for SSH | [ SSH OPENPGP- AUTH] |
| | host keys | |
e T - +
| ssladministrator | PKI Cert |ssuance | [VU591120] |
| | (historical) | |
o e e e e oo oo o e e e e e e oo o e e e +
| ssladnin | PKI Cert Issuance | [VU591120] |
| | (historical) | |
e e mmemeeeeeeeaaaaas - +
| sslwebmast er | PKI Cert |ssuance | [VU591120] |
| | (historical) | |
o e e e e oo oo o e e e e e e oo o e e e +
| sysadnin | PKI Cert Issuance | [VU591120] |
| | (historical) | |
e e mmemeeeeeeeaaaaas - +
| webmast er | PKI Cert Issuance, | Section 3.2.2.4.4 |
| | Receive reports related | of [CABForumBR], |
| | to HTTP service | Section 5 of

I I | [RFC2142] I
e +
| waww | Common alias for | Section 5 of

| | webraster | [RFC2142] |
Fom e e e oo St Fom e e e e oo o +

Tabl e 2: Dangerous E-mmil |ocal -parts

4. Security Considerations
Al'lowing untrusted parties to allocate names with the | abels

associated in this document may grant access to adm nistrative
capabilities.
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The admi nistrator of a DNS or E-mail service that permits any

untrusted party to register an arbitrary DNS | abel or e-mail |ocal-
part for their own use SHOULD reject attenpts to register the | abels
listed here.

4.1. Additional Risks Qut of Scope

The lists of security concerns in this docunent cover security risks
and concerns associated with interoperable use of specific |abels.
They do not cover every possible security concern associated with any
DNS | abel or e-nmmil |ocal part.

For exanple, DNS | abels with an existing underscore are likely by
construction to be sensitive, and are registered separately in the
registry defined by [ RFC8552].

Simlarly, where humans or other systens capable of transcription
error are in the loop, subtle variations of the |abels |listed here
may al so have security inplications, due to honongraphic confusion
([ Honograph] ), but this docunent does not attenpt to enunerate all
phi shi ng, typosquatting, or simlar risks of visual confusion, nor
does it exhaustively list all other potential risks associated with
vari ant encodings. See [UTR36] for a deeper understanding of these
categories of security concerns

Additionally, sone |abels may be associated with security concerns

that happen to al so commonly show up as DNS | abels or e-mail |oca
parts, but their risk is not associated with their use in
interoperable public forns of DNS or e-mail. For exanple, on sone

systens, a |local user account naned backup has full read access to
the local filesystemso that it can transfer data to the l[ocal backup
system And in some cases, the list of |local user accounts is also

aliased into e-mail | ocal parts. However, permtting the
regi stration of backup@xanple.net as an e-mail address is not itself
an interoperable security risk -- no external third party will treat

any part of the exanple.net domain differently because of the
registration. This docunment does not cover any risk entirely rel ated
to internal configuration choices.

5. | ANA Consi derations

Thi s docunent asks | ANA to establish two registries, fromTable 1 and
Tabl e 2.

5.1. Dangerous DNS Labels Registry

The tabl e of Dangerous DNS Labels (in Table 1) has three col ums:
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* DNS Label (text string)
* Rational e (human-readabl e short expl anati on)
* References (pointer or pointers to nore detail ed docunentation)

Note that this table does not include anything that should be handl ed
by the pre-existing "Underscored and G obally Scoped DNS Node Nanes"
registry defined by [ RFC8552].

Fol | owi ng the guidance in [BCP26], any new entry to this registry
wi Il be assigned using Specification Required. The IESG will assign
one or nore designated experts for this purpose, who will consult
with the | ETF DNSOP working group mailing list or its designated
successor. The Designated Expert will support IANA by clearly

i ndi cating when a new DNS | abel should be added to this table,
offering the label itself, a brief rationale, and a pointer to the
per manent and readily avail abl e docunentati on of the security
consequences of the label. Updates or deletions of DNS Labels will
foll ow t he sane process.

5.2. Dangerous E-mail Local Parts Registry

The tabl e of Dangerous E-mail Local Parts (in Table 2 also has three
col umms:

* E-mail local part (text string)
* Rational e (human-readabl e short expl anati on)
* References (pointer or ponters to nore detail ed docunentation)

Fol | owi ng the guidance in [BCP26], any new entry to this registry
wi || be assigned using Specification Required. The IESG wi Il assign
one or nore designated experts for this purpose, who will consult
with the | ETF EMAI LCORE working group mailing list or its designated
successor. The Designated Expert will support 1ANA by clearly

i ndi cati ng when a new e-mail |ocal part should be added to this
table, offering the local part itself, a brief rationale, and a

poi nter to the permanent and readily avail abl e docunentati on of the
security consequences of the local part. Updates or del etions of of
E-mai|l Local Parts will follow the sanme process.
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5.3. Shared Consi derations

6.

6.

Having to add a new security-sensitive entry to either of these
tables is likely to be a bad idea, because existing DNS zones and
e-mail installations may have already nade an allocation of the nove
| abel , and cannot avoid the security inplications. For a new
protocol that wants to include a label in either registry, there is
al most al ways a better protocol design choice.

Yet, if sonme common practice permts any formof admnistrative
control over a separate resource based on control over an arbitrary
| abel, administrators need a central place to keep track of which

| abel s are danger ous.

If such a practice cannot be avoided, it is better to ensure that the
risk is docunented clearly and referenced in the appropriate
registry, rather than leaving it up to each admnistrator to re-

di scover the problem
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Rasmus Dahl berg, yuki, and Carsten Bormann reviewed this draft and
gave feedback.

Tim Wci nski pointed out wpad.

Appendi x B. Document Consi derations
This section is to be renoved before publishing as an RFC

B.1. Oher types of |abels?
This docunent is limted to | eftnost DNS | abel s and e-mail | ocal -
parts because those are the arbitrary |labels that the author is
famliar with. There may be other types of arbitrary |labels on the
Internet with special values that have security inplications that the
author is not aware of. If you are aware of some other systemw th a
simlar pattern, please send feedback

B.2. Docunent History

B.2.1. Substantive Changes from-04 to -05
* Add ua-auto-config DNS | abe

B.2.2. Substantive Changes from-03 to -04

* Add ssh-openpgp-auth e-mail |ocal part
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B.2.3. Substantive Changes from-02 to -03
* Add mail DNS | abel (MJA autoconfiguration)
* Reference Thunderbird gui dance about MJA aut oconfiguration
* Add openpgp-ca e-mail |ocal part

B.2.4. Substantive Changes from-01 to -02

* New dangerous DNS | abel s: WPAD, Ms Exchange Aut odi scover, conmmpbn
MUA aut oconfig (originally from Mdzilla Thunderbird)

B.2.5. Substantive Changes from-00 to -01
* explicitly define | ANA tables
* indicate that the tables use Specification Required
* clarify scope
Aut hor’ s Address
Dani el Kahn G || nor
Anerican G vil Liberties Union

United States of Anerica
Emai | : dkg@i ft hhor senman. net
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