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Abst r act

Thi s docunent describes a nmechani smthat an organi zation can use to
enabl e automati c di scovery of docunments associated with regul atory
compliance. It is notivated by regulations that require, for
exanpl e, publicly accessible audits of autonmated decisi on-maki ng
processes in hiring.

About Thi's Documnent
This note is to be renmoved before publishing as an RFC

The latest revision of this draft can be found at
https://dkg.github.io/audits.json/. Status information for this
docunent nmay be found at https://datatracker.ietf.org/doc/draft-dkg-
audi ts-j son/.

Source for this draft and an issue tracker can be found at
https://github. com dkg/ audits.json/.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 7 June 2026
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

An increasing nunber of regulatory regines require organi zati ons
involved in certain business practices to provide a degree of
transparency in their business operations by posting reports of
audits in an accessible location. For exanple, New York City’'s 2021
Local Law 144 ([ NYC-LL144]) established auditing requirements for
enpl oyers who use aut onated deci si on-nmaking tools in the enpl oynent
process, but it has proved challenging to even find these audits
effectively (see [Auditing-the-Audits]).
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For a business that has a website, the natural place to provide
access to the audit is on that website. This docunent describes a
standard nechani smthat can be used to point to any audit posted
associated with regul atory conpli ance.

The nechanismis an audits.json sumary docunent, found at a well -
known URL, which allows the hosting domain to refer to specific
busi ness operations, relevant regul atory reginmes, and their

associ ated audit reports.

Adoption of this mechani smshould nake it easier for businesses to
comply with these requirenents, while also naking it easier for
researchers, analysts, and regulators to assess conpliance and
eval uate the overall effectiveness of the regul ations.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

1.2. Term nol ogy

* An "audit report" is a document produced by an organi zati on or an
i ndependent entity comm ssioned by the organization to describe --
according to sonme kind of regulatory conpliance -- a part of the
organi zation's busi ness operati ons.

1.3. Goals

* Provide a standardi zed way for an organi zation to publicize audit
reports associated with given regul atory requirenents.

* Provide a standardized way for a reviewer of audit reports
associated with a regulatory requirenment to find those audit
reports.

1.4. Non-CGoal s
Di scovering an audit report is nerely the first step in a process of
havi ng an effective regulatory regi me based on audits. This

specification is focused nerely on this satisfying this necessary but
insufficient stage of |arger work.
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* This specification nmakes no attenpt to describe the syntax or
semantics of any particular audit report. The underlying
assunption is that the audit reports for different regul ations or
conpliance neasures will have different requirenents for content,
structure, syntax, and so on

* This specification also does not associate a real-world
organi zation with a particular domain nane. |If a researcher wants
to find the audits associated with Exanple Corp, they need to
associ ate Exanple Corp with the exanpl e. com donai n nane
i ndependently in order to use this specification. Likew se, any
regul ati on maki ng use of this mechani smneeds to explicitly
describe the link between the regulated entity and the domai n nane
or domai n nanes on which it is expected to publish this summary.

* This specification does not describe a way for a casual visitor to
a given website to find these audit reports. A regulation that
requires easy public accessibility of a report may need to offer
addi tional user interface or user experience guidance in addition
to requiring the use of this nechani sm

Locating The audits.json Summary

Thi s specification uses the .well-known URL space defined by
[ RFC8615] .

A given domain hosts the audits.json sumary in /.well-known/
audits.json within the website operated by the organizati on.

I f Exanpl e Corporation operats https://exanple.com, then the sumary
report would be found at https://exanpl e.com .well-known/audits.json

audits.json Structure

The obj ect served fromthe URL described in Section 2 will have
Cont ent - Type: application/json, and will consist of a single
dictionary object with at |least two top-level keys: operations and
audi t s.

The overall object relationship |ooks |ike this:

Fom e e o - + T +
| operations | -->| audits
S + | B +
| urls | | title |
| regs | | urls |
| audits +- L +
Fom e e o - +
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1.

Figure 1: Data Structure For ‘audits.json

audi ts Cont ent

The audits nenber is an object where each nenber is an object wth:

*

2

title, sinple textual string describing the audit, and

date, date object describing the cal endar date (year, nonth, and
day) of the audit’s publication, and

urls, an array of URLs that point to the relevant naterials for
the audit

oper ati ons Content

The operations nenber is a |ist of objects, each of which describes
sone set of business operations, via the follow ng nmenbers:

*

urls, an array of URLs, each of which describes a business
operation covered by this object (for example, a job listing),

regs, an array of URLs, each of which refers to a piece of
regul atory gui dance, and

audits, an array of keys which can be used to point to specific
audits

| ANA Consi der ati ons

I ANA should register audits.json in the "Well-Known URIs" registry,
with the foll owi ng val ues:

*

URI suffix: audits.json
Change controller: IETF (is this the right choice, if this is an
informational draft? is there a better group to control updates
to this specification?)

Speci fication docunment(s): This docunent

Status: provisional (unless we see wi der adoption, in which case
we shoul d ask for pernmanent)

Rel ated i nformation: Any other exanples we want to point to?

Ref er ences
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Appendi x A.  Test Vectors
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A.1l. Exanple audits.json

{
"operations": |
{

"urls":

"https://exanpl e. conljobs/sysadm n",
"https://exanpl e. coml jobs/cl erk"

]1

"regs": |
"https://codelibrary.am egal . conf codes/ newyor kcity/| atest/NYCrul es/ 0-0-0-13839

1"
1. _
"audits": [ "fizz", "sparkle" ]
}1
{

"urls": [

"https://exanpl e. conljobs/cfo",
"https://exanpl e. conljobs/cto"

]1

"regs": |
"https://codelibrary. am egal . conf codes/ newyor kci ty/| at est/NYCrul es/ 0-0-0-13839

1"
I .
"audits": [ "fizz" ]
}
1,
"audits": {
"fizz": {

"title": "Fizz Resune Prioritization Service",

"urls": [
"https://fizz.exanpl e/ bi as_audi t s/ aedt _audit_2024. pdf ",
"https://fizz. exanpl e/ bi as_audi t s/ aedt 2024 _data.tgz"

]1

"date": "2024-12-13"

}1
"sparkle": {

"title": "Sparkle Video Anal ytics Assessnent”,

"urls": [
"https://sparkl e.exanpl e/ vi deo_anal ytics_2023_audi t. pdf"

]1

"date": "2024-01-15"

}
}
}

Appendi x B. JSON Schema For audits.json

The foll owi ng JSON Schema (see [I|-D.bhutton-json-schema-01]) can be
used to validate an audits.json summary file.
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"$schema": "https://json-schema. org/draft/2020-12/schema",
"$id": "http://ietf.org/json_schenas/audit_schena.json",
"title": "Audit Report Sunmary",
"description": "Automated Di scovery of Audit Reports",
"type": "object",
"properties": {
"operations": {
"type": "array",
"itens": {
"type": "object",
"properties": {

"urls": {
"type": "array",
"itenms": {
"type": "string",
"format": "uri"
}

"uni queltens": true,
"mnltenms": 1

}
"regs": {
"type": "array",
"itens": {
"type": "string",
"format": "uri"
}
"uni queltens": true,
"mnltems": 1
},
"audits": {
"type": "array",
"itenms": {
"type": "string"
"description": "property of top-level 'audits’' object",
"uni queltens": true,
"mnltenms": 1
}
1
"required": [
"urls",
"regs",
"audits"
]
}
},
"audits": {
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"type": "object",

"addi tional Properties": {
"type": "object”,
"properties": {

"date": {
"type": "string",
"format": "date"
b,
"title": {
"type": "string"
b
"urls": {
"type": "array",
"itenms": {
"type": "string",
"format": "uri"
b
"uni queltens": true,
"mnltenms": 1
}
b,
"required": [
"date",
"title",
"urls"
]

}
}

equired": [
"operations",
"audits"

}

]
}

audits.json

For exanpl e, you can validate this using with [JV]:

jv audits-schema.json audits.json

Not e that JSON Scherma cannot
the fact that each /operations/*/audits nust

of /audits needs to be enforced separately.

Appendi x C. Exanpl es of Regul atory Regi nes

Pl ease propose nore pointers for this subsection!

Gllnmr & Gerchick
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ref erence a naned nenber
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C 1

[ NYC-LL144] established requirenents for enployers in New York
City to publish audits of automated deci sion-making tools used for
hiring

Col orado’ s SB 205 [ CO- SB205] requires devel opers of sone
artificial intelligence systems to publish reports about the
desi gn and depl oynent of such systens on their websites

Exanmpl e Regul atory Text

A regulation or law that relies on this nechanismto point toward
rel evant audits can cite it using text sinmlar to the follow ng:

Any Covered Organi zation that has a public-facing website shal
publicly point to the Required Audits associated with each
position using a wi dely understood nechani sm such as the
audits.json specification. The Required Audits associated with
this act shall refer to the act as
https://springfield. exanpl e/ citycouncil/acts/ 2025/ 114

(note that this text presumes that the regul ation has defined the
terns "Covered Organi zation" and "Required Audits")
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