| DR Wor ki ng Group X. Ding

I nternet-Draft Z. Tan
I ntended status: Informational L. Vang
Expires: 26 June 2026 Huawei Technol ogi es

23 Decenber 2025

Rout e Target Constraint for BGP Fl ow Spec(BGP Fl ow) and BGP Segnent
Rout i ng Pol i ci es(BG SR-Policy)
draft-ding-idr-rtc-for-bgp-fl ow sr-01

Abst ract

Thi s docunent specifies an extension to the application scenarios of
Rout e Target Constraints (RTC). By using the G obal Adm nistrator
field of the | Pv4 Address Specific Extended Community to identify a
net wor k node and exchangi ng BGP Rout e- Target routes, a BGP speaker
can generate an egress policy for filtering routing updates
associated with specific network nodes, which could inplenent precise
control and distribution of services such as BGP Fl ow Specification
and BGP Segnment Routing Policies.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 26 June 2026.
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

BGP [ RFC4271] has been used to distribute different types of routing
and policy information. |In sone scenarios, the distributed routing
information is specific for certain services, such as BGP/ MPLS | P
VPNs.

Rout e Target Constraints (RTC) [ RFC4684], extends Qutbound Route
Filtering (ORF), describes how route targets are exchanged t hrough
the BGP RTC address famly on a BGP/MPLS | P VPN network to generate
egress policies. This feature enables the BGP/MPLS | P VPN network to
control the advertisement of VPN routing information in a nore
refined manner.
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Thi s docunent introduces an extension to the application scenarios of
Rout e Target Constraints (RTC) [ RFC4684] to control the distribution
of routing information to one or a group of network nodes, which
could i npl enent precise control of services such as BGP Fl ow Spec

[ RFC8955] and BGP Segnent Routing Policies
[I-D.ietf-idr-segnment-routing-te-policy].

1.1. Term nol ogy

Thi s docunent introduces the follow ng terns:

RTC Route Target Constraints [RFC 4684]

ORF OQutbound Route Filtering

Fl owspec BGP Fl ow Specification

SR-Policy BGP Segnent Routing Policy

NLRI  Network Layer Reachability Informtion
2. Route Target Menbership NLRI Advertisenents

The encapsul ati on of Route Target menbership NLRI is defined in Route
Target Constraints (RTC) [RFC4684], the NLRI is advertised in BGP
UPDATE nessages using the MP_REACH NLRI and MP_UNREACH NLRI
attributes. The (AFI, SAFl) value pair used to identify this NLRl is
(AFI =1, SAFI =132).

The route-target field in the NLRI indicates a network node and is
encoded as a | Pv4 Address Specific Extended Community [ RFC4360], as
shown bl ow.

0 1 2 3
01234567890123456789012345678901
R i T I e T S S e S TR S T e i I S e S e e e e o o
| origin as |
i T s i o S i i S R I S I S S S M
| O0x01 or 0x41 | Sub- Type |

B T S i T s i i e e SEI S
| A obal Admi ni strator

R i T I e T S S e S TR S T e i I S e S e e e e o o
| Local Adm nistrator |

il s ST I S S I S T T S

Figure 1: Route Target nenbership NLRI Format

Whi | e encodi ng these fields:
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d obal Administrator: 4 octets, indicates the router identifier of
t he node. If the Aobal Admnistrator is set to 0.0.0.0, it neans
that the peer node accepts all policy rules fromthe RR

Local Admi nistrator: 2 octets, reserved for future use, MJST be
set to O upon the sender and MJST be ignored upon the receiver

3. Use case

This section describes a few use-case scenari 0s.

3. 1.

BGP Fl ow Spec ORF

ot o e e e e e e e e e e e e e e e e e e e mm— oo oo +
I Foooooooo-- + I
| | Controller| |
I toooooooo-- + I
I I I
| | |
I Foooooo-- + I
I I I I
I | RR I
I I I I
I to--oo-o-- + I
| / \ |
I / \ I
| R + R + |
| | PE1 | | PE2 | |
| - + - + |
| Fl ow speaker 1 Fl ow speaker 2 |
| rt-id 1.1.1.1 rt-id 2.2.2.2 |
| AS 100 |
e e T +

Fi gure 2: BGP Fl ow Spec ORF

In the topol ogy above, the Controller, PEl, and PE2 establish |IBGP
peer relationships with the RR respectively. PEl1 and PE2 are clients
of the RR The Controller distributes Flowspec rules through the RR
and the RRreflects the Flowspec rules to PE1 and PE2.

PE1 sends route target nenmbership NLRI {100, 1.1.1.1:0} to the RR and
PE2 sends route target nenbership NLRI {100, 2.2.2.2:0} to the RR
After receiveing the UPDATE nessages with Route Target Menbership
NLRI, the RRwill trigger the RIB-QUTS of the Flowspec route to match
the egress policies and update the route to PEs.
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If hierarchical RRs are deployed, the RRs need to advertise all
received route target nmenbership NLRI routes to the upper-layer RRs.

3.2. BGP Segnent Routing Policies ORF

L +
I Hoeo-eo--- + I
| | Controller| |
| Ho-eoeo-e- + |
I I I
I I I
I AR + I
I I I I
I I RR I I
| | | |
I too--oo-- + I
I / \ I
I / \ I
| - + - + |
|1 PEL | oPE2 ||
| TS + TS + |
| Policy 1 Policy 2 |
| rt-id 1.1.1.1 rt-id 2.2.2.2 |
| AS 100 I
L +

Figure 3: BGP Segnment Routing Policies ORF

It is described in BGP Segnent Routing Policies
[I-Dietf-idr-segnment-routing-te-policy] that one or nore route
targets SHOULD be attached to the advertisement, where each route
target identifies one or nore intended headends for the advertised SR
Policy update. 1In the topol ogy above, when the controller needs to
deliver SR policies to PEL and PE2, it will advertises SR policies
with route target extended communities, SR Policyl with {1.1.1.1:0}
and SR Policy2 with {2.2.2.2:0}, to RR  The RRwll reflect SR
Policies to both PE1 and PE2. PEs need to do an ingress filtering,
by matching route target extended conmunity with its own router-id.
In this case, PEl will keep SR Policyl and drop SR Policy2, as well
as PE2 will keep SR Policy2 and drop SR Policyl. During this
process, even though SR policies are correctly provisioned, the RR
advertises all routes to all peers, which may cause network
congesti on.

The ORF operations described in this document work as an egress

filter on RR PEl sends route target nmenbership NLRI {100, 1.1.1.1:0}
to the RR, and PE2 sends route target nmenbership NLRI {100, 2.2.2.2:0}
to the RR  After receiving the Route Target Menbership NLRI fromthe
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6.

6.

PE, the RR generates a PE-specific egress filter. Before advertising
routes to PEs, the RR matches routes with egress policies, and wll
only deliver SR policyl to PE1 and SR policyl to PE2 respectively.

In this way, services could be correctly deployed and network

bandwi dt h coul d be saved.

I ANA Consi derations
TBD
Security Considerations
TBD
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