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Abst ract

International |aw defines a nunber of enblens, such as the blue

hel mets of United Nations peacekeeping forces, the blue and white
shield of UNESCO and the Red Cross of the International Conmmittee of
the Red Cross, as indicative of special protections under the Ceneva
Conventions. Similar protections attach to journalists who wear
"Press" protective enblenms on the battlefield, under Article 79 of
Protocol | of the Geneva Conventions and Resol ution 2222 of the
United Nations Security Council. The enblens of national governnents
and i nter-governnmental organi zations protect diplomatic pouches,
couriers, and envoys under the Vienna Convention on Diplonmatic

Rel ati ons. Oher nmarks enjoy protections agai nst m s-use under the
Pari s Convention, the Madrid Protocol, and the Trade-Rel ated Aspects
of Intellectual Property Rights.

Thi s docunent provides an initial summary of probl ens placing enbl ens
into digital use cases and docunents identified requirenents froma
number of stakeholders with active or potential interests in digita
enbl ens. TODO align abstract and docunent with the WG charter

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at
https://rahel Fai n. gi t hub.i o/ di em uses-and-requirenents/draft-diem
fai nchtein-use-cases.htm . Status information for this document may

be found at https://datatracker.ietf.org/doc/draft-di emfainchtein-
use-cases/.
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Source for this draft and an issue tracker can be found at
https://github. com rahel Fai n/ di em uses- and-requi renents.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six mnonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 5 January 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

International |aw defines a nunber of enblenms, such as the blue

hel mets of United Nations (UN) peacekeepi ng forces [ BLUEHELMET], the
bl ue and white shield of UNESCO [ BLUESH ELD], and the Red Cross of
the International Commttee of the Red Cross (1 CRC) [ REDCRCSS], as

i ndi cative of special protections under international law. Simlar
protections attach to journalists who wear "Press" protective enbl ens
on the battlefield [ PRESS]. The enbl ens of national governments and
i nter-governnental organizations protect diplonmatic pouches,

couriers, and envoys [DH PLOVAT], and international |aw protects
certain marks agai nst counterfeiting.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here
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3. Notional Requirenments for Digital Enblens

Physi cal enbl ems have served a nunber of key functions over hundreds
of years and continue to do so to this day. Traditional uses of

physi cal enbl ens include processes and conventional use to nitigate
potential msuse. The contextual protections of physical enblens
largely do not apply in the digital world. The follow ng describes a
nunber of characteristics that are either required or desirable for
digital enblens. |In some cases, a digital enblem could acconpany a
physical enblemto provide these additional properties.

Because there are nultiple use cases for digital enblens, sone of

whi ch are fundanmentally different fromone another, it is not
presunmed that any one use of a digital enblemwould necessarily have
all or nmost of these requirements for a given inplenentation. In
this vein, the working group will identify a core set of baseline
requirenents for digital enblens. Additional use cases will require
further extensions. TODO nove potential requirenents which are
outside the initial scope of the WG to a separate section

3.1. Potential ldentification Requirenents
A digital enblem capable of acting as an official marking of |ega
significance needs to be identifiable by its intended purpose and
what assets it applies to. To do this, digital enblens may have
these requirenents (identified in relation to diverse use cases).
Requi rements of particular use cases will vary.

* Provide a clearly detectabl e and unanbi guous marki ng mappable to
enabl e verification,

* Be nmchi ne-readabl e to enabl e automated verification,

* Be capable of carrying a visual representation of the physica
enblemit represents,

* Carry an unanbi guous indication of the international |aw, |aws or
agreenment pertaining to the entity narked with the enbl em

* Be possible to associate with a range or specific quantity of
persons or itemns,

* Be possible to associate with online services (e.g., websites,
emai | servers, databases),

* Be possible to associate with data in transit or at rest,
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* Be possible to associate with network-addressabl e equi prent (e.g.,
routers, servers, |aptops, |oT devices),

* Be possible to associate with a physical object (e.g., building,
vehi cl e, container),

* Be possible to associate with a person or group of people
Potential Distribution Requirements

A digital enblemapplicable to a variety of physical and digita
assets will need to support discovery nechani sns to ensure enbl em
verification is a practical process. Practicality can nean multiple
things, including minimzing the risk that verifying enblens wll

di scl ose verifier presence or behavior, mnimzing the cost of
verifying digital enblens, and ensuring universal access to enblem
bearing for legally entitled assets.

To acconplish practical enblemdistribution, digital enblens can have
requirenents to...

*  Not inmpose an undue cost to verify,
*  Not inmpose an undue cost to apply to or renove froman asset,
* Not inpose an undue cost to acquire authority to depl oy,

* Not require verifiers of the enhlemto reveal to the enbl em bearer
that exi stence checking is occurring,

* Make it possible to view an enblem via a comuni cati ons network,

* Make it possible to view an enblemoptically (e.g. QR code), or
wirelessly (e.g. RFID) ToDo: this is an exanple of a potentia
requirenent that will be outside the initial scope of the working

group.
Potential Trust nodel requirenents

A digital enblemneeds to be trustworthy in order to provide any
value. This neans that parties verifying the presence of enblens
need to know that the asset bearing an enblemis entitled to do so
for the declared asset, tinme frane, and other scopes.

* Be authorized by a party that has the legal authority to issue it,

* |dentify the authorizing party that issued it to ensure
accountability of enblem use,

Fai nchtein, et al. Expires 5 January 2026 [ Page 5]



I nternet-Draft DI EM Use Cases July 2025

* Carry an unanbi guous indication of the international |aw or |aws
conferring protection upon the entity nmarked with the enbl em

* Be capable of providing a reference to additional relevant
information (e.g., photographs, unique identifiers) which can be
used to corroborate the association of the digital enblemwth the
entity bearing it,

* Be revocabl e when they are no | onger valid,

* Be restrictable by tenporal scope,

* Be restrictabl e by geographi c scope,

* Be robust against being replayed by invalid bearers,

* Be robust against forgery of its various properties.
4. Use Cases for Digital Enblens

Digital enblens are verifiable | abels that can be associated with an
entity so that a verifier can prove that the entity (person, place,

or thing) has sone property the digital enblemrepresents. This is a
collection of brief use cases that necessitate the creation of one or
nmore standards for digital enblens to be used to express sone status
of the entity bearing them Each use case contains a |list of
potential attributes to associate with the entity as a part of the
emblem It is assumed that each use case would contain a link or
reference to the law, regulation, or policy that governs the
protections granted under the enbl em

These use cases conme from di scussions with the organizations
identified. This is a representative (not exhaustive) list of use
cases for digital enblens.

4.1. International Conmittee of the Red Cross (I CRQC

The I1CRC is responsible for the visual Red Cross, Red Crescent, and
Red Crystal enblens used to | abel physical assets such as buil dings
and vehicles so that wartinme conbatants know that |nternationa
Humani tarian Law (I HL) forbids attacking that asset. The |ICRC has
been chal l enging private industry and academ ¢ researchers to create
a digital equivalent to these visual enblens that can be used to

| abel digital assets as protected under IHL the same way they can

| abel physical assets today.

* | ndication of |ocation
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*  Textual description

The |1 CRC has shared the follow ng concrete use cases as part of their
i ndustry and academ c research engagenent.

4.1.1. Labeling web servers

Ensuring that attackers targeting a server hosting websites the
attacker wi shes to conpronise know that the server hosting those
sites is IHL protected.

4.1.2. Labeling personal -use devices

Doctors use laptops to process IHL protected data both on hospita
prem ses and on the nove

4.1.3. Labeling power-constrained devices

| oT devices are used to manage various equi pnent within hospitals,
and their power constraints may pose unique limtations on digita
enbl em sol uti ons.

4.1.4. Labeling networks fromwthin

A device on a network that was conproni sed by a non-network path
(such as malware | oaded froma USB device) needs to discover that it
comprom sed a network that is IHL protected (distinct from

di scovering the conpromnm sed device is protected).

4.1.5. Labeling networks from w thout

Attackers trying to conprom se a network through a network path can
di scover an enblemfor an | P address for a NAT or gateway behind
which are IHL protected assets.

4.1.6. M scell aneous

O her val uabl e use cases nmay exist across the follow ng areas:
protections of buildings (e.g., hospitals), people (e.g., aid

wor kers), vehicles (e.g., anbul ances), objects (e.g., nedica
devices), digital services (e.g., famly reunification services), and
data at-rest & in-transit. Permission to use an enblemis del egated
to each UN nmenber nati on.

4. 2. Uni ted Nations

UN Peacekeepers may require protective narkings in theater as well as
facilities associated with the m ssion
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4. 3.

4. 4.

United Nations Educational, Scientific, and Cultural Organization
( UNESCO)

Requires protections for itens of cultural heritage, both physica
and digital. Priority is on buildings and physical artworks. These
can be denoted with location information, descriptions, and |inked

i mges. There is a special concern with repatriating stolen works,
whi ch woul d benefit froma provenance trail via an enblem Their is
al so an interest in ensuring that a physical instantiation of an
enbl em acconpany each artwork and | everage the digital enblemto
track the current location and any special handling needed.

* | ndication of |ocation

* 1 mage(s)

* Textual description

* Chai n-of -custody / provenance

Organi zation for the Prohibition of Chem cal Wapons (OPCW
Requires protection of Schedule 1 chemicals in transit between
signatory countries for research, nedical, pharnaceutical, or
protective purposes. Enblemwould identify place, date, and vol unme
of production. Also a need to encrypt the description/
characteristics of the itens for access only by the receiving custons
agencies and material handlers. This encryption precludes other
actors fromdeternining the contents being transported.

* Indication of |ocation (dynamic as materials are noved)

* Indication of quantity

* Textual description

4.5. International Atom c Energy Agency (| AEA)

| AEA admi ni sters several treaties, especially related to the
controll ed shipment of atomc fuels and wastes across borders.
Simlar use case as OPCW

4. 6. Basel Conventi on

Fai

Regul ates the trans-boundary novenent of hazardous wastes. Use cases
are functionally identical to OPCWand | AEA.
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4.7. Press

Journalists in conflict zones require protective markings that
indicate their status as a non-conbatant.

4.8. Ramsar Convention on the Wetlands ( UNESCO

The Convention on Wetlands of International |nportance especially as
Waterfow Habitat "providees the single nost global franmework for

i ntergovernnental cooperation on wetland issues"” and it features a
list of geographic areas designated by Menber States. A digita
enbl em for the geographic areas potentially requires * Indication of
| ocation * Access to presence or absence of Ransar designation of a
specified |l ocation * Textual description * Ability to validate the
presence or absence of Ransar designation

4.9. World Intellectual Property Organization (WPO
W PO admini sters 26+ treaties with different protections for
different things. Brands that are protected under international |aw
(e.g., Madrid Protocol) can mark their shipnents with an enbl em
all owi ng custons agents to positively identify legitinmate products.
*  Copyright/Brand i mage
* Textual description
* Chain-of -custody / provenance
4.10. International Civil Aviation Oganization (ICAO
Requires protection of civil aviation flights and the ability to
assert that they are not dual -use (i.e., not carrying mlitary
cargo). Digital enblemwould carry a geographic description of the
flight plan, its current |ocation, and an indicator of its identity
(i.e., tail nunber). Potential need for the enblemto reference a
flight manifest.
* Indication of |ocation
- Flight plan is static
- Current location is dynanic

* Textual description (i.e., manifest, identifying characteristics
such as tail nunber)
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4.11. World Health Organization (WHO
Sim|ar use case as the | CRC
4.12. United Nations Food and Agriculture O ganization (FAO

Anmong other things is responsible for the International Plant
Protecti on Convention (IPPC) and International Standards for

Phyt osani tary Measures standards including | SPM 15 [| SPML5] t hat
requi res wood packaging materials (pallets, crates, dunnages) to be
debar ked, heat-treated or fumigated with nethyl-brom de, and stanped
or branded with a conpliance nark known as a "wheat stanp."

4.13. United Nations Econom c and Social Council (ECOSCC)

UN Model Regul ations [ UNMODELREGS] i ncl udes "Recomrendations on the
Transport of Dangerous Goods." This includes |abeling of itens with
a four digit "UN Nunber" that indicates the conmounds contai ned

wi thin, such as chenicals, explosives, flammble liquids, etc. For
exanple, itens containing lithiumbased batteries are |abeled with
3480 or 3481 and acconpanied by a specific "battery mark" enbl em

4.14. World Custons Organi zation (WO

Speci fies "Harnoni zed Systens" codes [HARMONI ZED] that classify itens
such as livestock, arms and amunition, chem cals, plastics,

machi nery, foodstuffs, etc. They also provide a systemfor |abeling
origin of itens and valuation of itens, all enforced by nunerous

i nternational trade agreenents between individual nations and groups
of nations.

5. Security Considerations
Technical inplenmentations of digital enblens will undoubtedly incur
their own security considerations. However, this docunent does not
propose technical solutions; it enunerates use cases that justify
creating technical solutions and potential requirenents. Mny of the
potential requirenents pertain to possible security and privacy
directions.

6. | ANA Consi derations
Thi s document has no | ANA acti ons.
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