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Abst ract

Distributed Multi-Agent Systens consist of Agents and MCP Servers
operating across nultiple adm nistrative domains, each with its own
Identity Providers (IdPs) and Authorization Servers (AS).

Thi s docunent di scusses the chall enges and sol uti on approaches for
sharing authorization information securely and fl exibly across

domai ns, including the use of dynamic identity, interoperable clains,
and verifiable credentials.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 10 August 2026.
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1.

I nt roducti on

Distributed Multi-Agent Systens, consisting of Agents and Mode

Cont ext Protocol (MCP) Servers, are increasingly depl oyed across

mul tiple administrative domains. Each donain typically operates its
own ldentity Providers (IdPs) and Authorization Servers (AS),
creating a fundanental challenge: how can an agent from Organization
A securely prove its identity and authorization to resources in
Organi zati on B?

Wiile QAuth 2.0 and rel ated specifications provide robust

aut hori zation franmeworks for human users and pre-registered clients,
the energence of autononous agent systens operating across

organi zati onal boundaries presents new chal |l enges that existing
mechani sms do not fully address.

This challenge is distinct fromtraditional cross-donmain identity
federation for human users. Humans rarely delegate authority through
mul ti pl e organi zati onal boundaries. Agents routinely do so--an
orchestrator agent in Domain X may invoke a tool agent in Domain Y,
whi ch accesses an MCP server in Domain Z. Existing authorization
mechani sns such as QAuth 2.0 Dynamic Cient Registration [ RFC7591]
and Token Exchange [ RFC8693] assune singl e-domai n operation or pre-
establ i shed rel ati onshi ps, and do not address the dynam c, nulti-hop
del egation patterns that characterize nodern agentic systens.

Thi s docunent anal yzes the cross-donmain agent authorization probl em
and eval uates sol ution approaches. The proposed sol uti on extends
QAuth 2.0 dient-1D Metadata
[1-D.ietf-oauth-client-id-netadata-docunent] with WBC Verifiable
Credentials [ WBC. VCDM2. 0] to enable dynamic identity establishnent

wi t hout pre-registration across domains, cryptographically verifiable
aut horization clains that travel with the agent, multi-hop del egation
wi th nmonotoni ¢ scope narrowi ng and accountability chains, and

sel ective disclosure of sensitive authorization attributes.

The docunent is structured as follows: Section 3 defines key
term nol ogy. Section 4 presents use cases denonstrating cross-donmain
scenarios. Section 8.1.1 identifies threats specific to cross-domain
aut hori zation sharing. Section 5 establishes requirenents and

eval uates sol uti on approaches. Section 8.1 covers security

consi derati ons.
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2

Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ RFC2119] and [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Abbrevi ations / Definitions

Agent An autononobus entity that perforns tasks on behal f of a user
or another programwi thin a multi-agent system

MCP Server A programthat exposes specific capabilities, |ike data
access or tools, to Al nodels through the Mdel Context Protoco
(MCP).

AS (Aut hori zation Server) A server that issues authorization tokens
to clients after successfully authenticating them

IdP (ldentity Provider) A service that creates, manages, and
verifies digital identities for users and service users, often for
accessing nultiple applications and services.

Subj ect The principal (user or service).

Claim Essentially a piece of informati on asserted about a subject.

Domain  Scope over which a specific, uniformset of security policies
and user nanagenent rules are enforced

VCDM 2.0 Verifiable Credentials Data Mddel 2.0, a WBC standard for
expressing verifiable credentials on the web.

VC Verifiable Credential, a digital credential that is
cryptographically secure and can be verified i ndependently.

SD-JW Sel ective Disclosure JSON Wb Token, a JWI that allows the
hol der to disclose only specific parts of the token

DID Decentralized Identifier, a new type of identifier that enables
verifiable, self-sovereign digital identities

Use Cases
The foll owi ng use cases denonstrate scenari os where cross-donain

agent authorization presents chall enges not addressed by existing
si ngl e-donai n nechani sns.
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4.1. Cross-Domain Tool |nvocation

A codi ng assi stant agent operated by Devel oper Tools Inc. needs to
i nvoke a code review tool provided by Code Analysis Corp. The too
i s exposed as an MCP Server protected by Code Analysis Corp’'s

Aut hori zation Server.

Cross-Domai n Chal | enge Devel oper Tools Inc.’s agent must present
credentials that Code Analysis Corp’s AS can verify, despite
havi ng no pre-existing trust relationship. The AS nust determ ne
what operations the agent may perform based on clains issued by a
forei gn domai n.

Requirements Verifiable agent and MCP server identity across domain
boundari es, authorization clains that are interpretable by the
recei ving domai n.

4.2. Enterprise Partnership Integration

Conpany A partners with Company B to provide integrated customer
support services. Conpany A deploys a support agent that needs to
access Conpany B's custoner ticketing systemand know edge base to
resol ve custoner issues.

Cross-Domai n Chal |l enge Conpany A’ s agent authenticates using Conpany
A's 1dP and holds a Verifiable Credential issued by Conmpany A
Conpany B's Authorization Server has no trust relationship with
Conpany A's IdP--it cannot verify Conpany A's tokens. Conpany B
needs a nechanismto verify the agent’s identity and authorization
clains without requiring bilateral federation setup for every
part ner.

Requirenments Dynamic identity verification across domai ns,
verifiable conpliance attestations, and scope restrictions that

Conpany B's AS can enforce based on Conpany A s authorization
grants.

4.3. Milti-Vendor Workflow O chestration
A security operations workflow involves agents fromnultiple vendors:
an orchestrator agent from Security Vendor X coordi nates a threat
intelligence agent from Vendor Y and a renedi ati on agent from Vendor
Z. The orchestrator rnust del egate appropriate perm ssions to each
speci al i zed agent.

Cross-Donmmi n Chall enge The orchestrator in Domain X nust del egate
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authority to agents in Domains Y and Z. Each receiving donmain
must verify the del egation chain, ensure the del egated scope does
not exceed what the originating principal authorized, and maintain
an auditable record of the delegation chain. Receiving domains
must ensure that the authorization decisions do not rely on
revoked, suspended, or superseded del egati ons by performng
runti me del egation chain verification according to the |oca

policy.

Requirements Milti-hop del egation with scope narrow ng, cross-donmain
accountability chains, privacy-preserving identity clainms, and
domai n-speci fic policy enforcenent at each trust boundary
crossi ng.

4.4. Supply Chain Data Exchange

A manufacturer’s inventory nmanagenent agent needs to query suppliers
availability systenms. Miltiple suppliers operate their own

aut hori zation infrastructure. The agent must access each supplier’s
MCP servers with appropriate credential s.

Cross-Donmmi n Chal l enge Each supplier’s AS nust verify the
manuf acturer’s agent w thout requiring manual pre-registration
Dynamic Client Registration [RFC7591] would require the agent to
regi ster separately with each supplier’'s AS, creating operationa
over head and not providing cryptographic verification of the
agent’s authorization clains fromits hone domain. The agent may
need different perm ssion |levels at different suppliers based on
partnershi p agreenents. Suppliers nust be able to audit which
manuf act urer agents accessed their data.

Requi rements Dynam c agent provisioning across multiple foreign
domai ns, verifiable identity wi thout pre-registration, and domai n-
speci fic scope mappi ngs.

4.5. Regul atory Conpliance Across Jurisdictions

A financial services agent operating in the EU needs to access data
froma partner institution in the US. Both jurisdictions have
different regul atory requirenents.

Cross-Domai n Chal |l enge The receiving domain’s AS nust verify that
the requesting agent’s conpliance attestations neet |ocal policy
requirenents. The VC issued by the originating domain asserts
compliance with GDPR, the receiving domain nust determ ne whet her
this satisfies its own data handling requirenments w thout assum ng
equi val ence of conpliance frameworks.
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5.

6

6

Requirements Verifiable conpliance attestations that receiving

domai ns can eval uate against local policies, and data sensitivity
cl earance, verification across regul atory boundari es.

Requi renents Sunmary

A system for cross-donmain sharing of authorization information of
agents needs to neet the following set of requirements:

*

1.

*Dynami c ldentity for Agents and MCP Servers:* The Agents and MCP
Servers can onboard dynanmically and get an assigned identity in
the IdP

*Interoperability Across Domains:* The system nmust enabl e seanl ess
i nteracti on between Agents across different domains.

*Fl exi ble Definition of dains:* Cains should be adaptabl e as
they may vary from organi zation to organi zation. They may include
information related to authorization, conpliance requirenents,
chai ns of del egation, and other domai n-specific concerns.

*Dynam ¢ Managenment of Authorization Information:* The system nust
all ow creation, renoval, updating, and del etion of authorization
informati on for agents, as agents can be highly dynanic.

*Security and Privacy:* Ensuring secure and private sharing of
aut hori zation information across domai ns.

*Conpl i ance and Auditability:* Support for conpliance with
regul atory standards and auditability of authorization exchanges.

Sol uti on Approaches

Sol uti on Approach 1: Dynamic Cient Registration (RFC 7591)

*Description:* Dynamic Client Registration as outlined in [ RFC7591]
allows clients to register with an AS dynanmically, facilitating the
managenent of client credentials and mnet adat a.

*Di scussi on: *
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| Requirenent

[§ e
| Dynamic ldentity
| for Agents and

| MCP Servers

Interoperability
Acr oss Donai ns

| Flexible
| Definition of
| dains

Dynami c
Managenent of

I nf ormati on

I

| ment.

| Authorization
I

Security and

I
| Privacy
I
I

Conpl i ance and

|
| Auditability
I
I

Aut hZ Sharing for Agents

Met or Partially Met

Partially Met (G anted by
the Dynam c Registration,
however no conmon ground
bet ween AS)

Partially Met (Clains are

shared, APls are auditable,
but no regul atory standards
are defined for the schenm)

Table 1

6.2. Solution Approach 2: SCl M extensions

February 2026

f oo e el
| Not Met |
[ gl gt
I I
I I
I I
S +
I I
| |
I I
I I
S +
| Not Met |
| (QAuth2 clains |
| only) |
S +
| Not Met |
| (Delete or |
| Update not |
| support ed) |
o e +
| Not Met |
| (Clains are |
| shared but no |
| comon schenma) |
oo o - +
| |
I I
I I
I I
S +

[1-D. abbey-sci m agent - ext ensi on] proposes extending the SCIM (System

for Cross-Domain ldentity Managenent) protocol

provi si oni ng, managenent, and governance of Al agents and ot her

digital workers.

[1-D. wahl -sci magent - scheng]

abbey-sci magent-extension. |Its purpose is to defi
SCI M schema and attributes required to represent Al
wor kers) and agentic applications within the SCIM franeworKk.

to standardi ze the

is a conpani on docunent to the draft-

ne the specific
agents (digital

*Description:* Provision Agents / MCP Servers through a SCIM
ext ensi on.

Di aconu,

et al.
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*Di scussi on: *

[} e ——————— = —p—p——_———————————————(————————————— Lp—p—p—_—r
| Requirement | Met or Partially Met | Not |
I I | Met |
| Dynanmic ldentity | Partially Met (SCI M support is | |
| for Agents and | limted and with constraints, | |
| MCP Servers | example for Azure: “Subsequent syncs | |
| | are triggered every 20-40 nminutes” .) | |
o e e e oo T +--m o= +
| Interoperability | Partially Met (SCIMis supported and | |
| Across Domai ns | schema is well defined) | |
Fom e e e oo o m e e e e e e e e e e e e e e e e e e o Fomm - - +
| Flexible | Met (Defined by the schenmm) | |
| Definition of | | |
| O ains I I I
o e e oo o m m e e e e e e e e e e e e eaao o +o-m o - +
| Dynanmic | Partially Met (SCIMsupport is | |
| Managenent of | limted and with constraints, | |
| Authorization | example for Azure: “Subsequent syncs | |
| I'nformation | are triggered every 20-40 nminutes” .) | |
o e e e oo T +--m o= +
| Security and | Partially Met (A schema is defined | |
| Privacy | but Selective Disclosure not | |
I | supported) I I
o e e e e oo oo o e e e e e e e e e e e e e e me oo +--m - - +
| Conpliance and | Partially Met (Clains are shared, | |
| Auditability | APlI's are auditable, but no | |
| | regulatory standards are defined for | |
| | the schens) | |
Fom e e e oo o m e e e e e e e e e e e e e e e e e e o Fomm - - +

Table 2
Sol ution Approach 3: Cient-1D Metadata

*Description:* Client | D Metadata
[I-D.ietf-oauth-client-id-netadata-docunent] is a nmethod for QAuth
clients to identify thensel ves using a URL, which points to a JSON
file containing their QAuth netadata. |Instead of requiring pre-
registration, an authorization server can fetch this JSON docunent at
the client’s provided URL to provision the identity.

*Di scussion: *
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[ oo b oo e +

| Requirenent | Met or Partially Met |

[ oo by s s oo ool s s s st o}
| Dynamic ldentity | |

| for Agents and | |

| MCP Servers | |

| Interoperability | Met | |
| Across Domai ns | | |

o a e oo o m e e e eioo— - Fom e e e ea oo +
Fl exi bl e Not Met*
Definition of (client_idis

I I I I
I I I I
| Cains | | conmon, all the |
| | | rest islimted |
| | | to QAut h2 cl ai ns) |
| Dynanmic |
| Managenent of |
| Authorization |
| I'nformation |

| Security and | Partially Met** (A | |
| Privacy | schema is defined but | |
| | Selective Disclosure not | |
| | supported) | |

Conpl i ance and
Auditability

| Partially Met** (Clains | |
| are shared, APls are | |
| auditable, but no | |
| regulatory standards are | |
| defined for the schema) | |

Table 3

**Fl exible Definition of Claims:* The OQAuth clains in the draft
follow the clains exposed and defined by | ANA QAut h Paraneters.
Hence, the metadata fields are limted to a fixed set of clains.
This makes it difficult to convey richer features about the client,

i ncludi ng provenance details, conpliance attestations, or contextual
trust scores without introducing vendor-specific extensions, thereby
reduci ng portability and interoperability.
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***Security and Privacy, Conpliance and Auditability:* Al metadata
is published to a publicly accessible endpoint. There is no native
ability to keep certain attributes private, apply selective

di sclosure, or restrict visibility based on trust relationships.
Sensitive operational data or conpliance-related data nust be handl ed
outside the nmetadata franework, |eading to fragmented trust nodels.
There is no nmechani smfor revocation and expiration.

6.4. Solution Approach 4: Cdient-1D Metadata + WBC Verifiable
Credential s Extension

Agent (dient) Aut hZ Server (AS) Met adat a Endpoi nt
I I
| 1. Authorization Request |
| (client_id = URL) |

|- >

I
I

3. Returns Mt adat a
(JVKS + "vc+w")

I
I
I
I
|
I
I
I I

| 4. Validate Metadata |

| & Verify VC Signature (JVKS)
| |

Figure 1. Cdient-1D Metadata with VC Verification Flow

*Description:* The proposed solution is based on Solution 3, but
enhances the supported clains with a newclaim "vc+w", based on
the Verifiable Credentials Data Mbdel 2.0 from WBC.

vc+jw A standard nethod used in decentralized identity to package
and secure a digital credential. The Verifiable Credentia
(VC) —the actual data proving a fact (e.g., identity or degree)—is
encapsul ated within a JSON Wb Token (JWI), which provides a
cryptographic signature fromthe issuer. This signature allows
any third party (the Verifier) to instantly confirmthe
credential’s authenticity and integrity. Modern formats |ike SD
JWI VC further enhance this by enabling the holder to share only
specific parts of the credential (Selective Disclosure) to protect
privacy.

*Di scussi on: *
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| Requirenent | Met or Partially Met | Not Met |
[} e ———————————————_—_ Ll ———_—_——————————_ L —p—(———— L
| Dynamic ldentity for | Met | |
| Agents and MCP Servers | | |
e e S TR +
| I'nteroperability Across | Met (1) | |
| Domai ns | | |
o e e e e e T S R +
| Flexible Definition of | Met (2) | |
| Cains | | |
Fome e e eeeaeceieeaaaaaa. e S TR +
| Dynam c Managenent of | Met | |
| Authorization Information | | |
o e e e e e T S R +
| Security and Privacy | Met (3) | |
e R S TRy +
| Conpliance and | Met (4) | |
| Auditability | | |
Tt o e e e e e e oo B +
Table 4

*Det ai | ed expl anati ons: *

The WBC Verifiable Credentials Data Mddel 2.0 addresses the
shortcom ngs of the previous Solution 3, by introducing a
cryptographically verifiable and standards-based way to assert
identities, capabilities, and conpliance attestations. It supports
sel ective disclosure to protect sensitive information, enables tine-
bound and revocabl e aut horizations, and ensures provenance tracking
for audit and regul atory conpliance. They are part of a broader
decentralized identity (DI D) specification.

Using the WBC Verifiable Credentials Data Mddel 2.0 for Agents, MCP
Clients, and MCP Servers provides a standardi zed, cryptographically
secure way to establish trust, delegate authority, and ensure
interoperability across different systens.

It enables Agents, MCP Cients, and MCP Servers to prove, anpng ot her
things, their identities, identity issuers and provenance, supported
skills and permtted actions through verifiable proofs, including
support for fine-grained and time-bound access control, while

mai nt ai ni ng transparency enabling audit trails for conpliance.

Additionally, it enhances privacy through sel ective disclosure and

privacy-preserving proofs (e.g., allow ng Agents to prove skills and
aut hori zed actions w thout exposing unnecessary details).
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The Verifiable Credentials Data Model 2.0 is a WBC standard that fits
the needs expressed above:

*(1) Enhanced Interoperability:* VCDM 2.0 provides a standardi zed,
extensible way to express identities, capabilities, and conpliance
data across different systems. |Its use of DI Ds and schena-governed
clainms ensures that Agents, MCP Cients, and MCP Servers can verify
and exchange trust information, enabling consistent interoperability
across domai ns and pl atforns.

*(2) Flexible Definition of Clains:* VCDM 2.0 allows arbitrary,
schenma-governed clains that can represent conpl ex concepts such as
provenance, software supply-chain attestations (e.g., SLSA), security
posture, audit certifications (SOC2, |SO 27001), or dynam c trust
signals. These clains can be extended w thout breaking
interoperability, thanks to wi dely adopted JSON-LD and schema
registries.

*(3) Security and Privacy:* Credentials are signed using verifiable
crypt ographic proofs (e.g., JSON Wb Signhatures, Data Integrity
proofs). This ensures that Agents, MCP clients, and MCP servers can
verify the authenticity of clains without relying solely on HTTPS
endpoints or centralized registries. Through techniques |ike BBS+
signatures, holders can disclose only the subset of clains required
for a given authorization flow This is essential for scenarios
where Agents nust prove capabilities (e.g., "I'mallowed to execute
this skill") without revealing unnecessary or sensitive identity
attributes

*(4) Conpliance and Auditability:* VCDM 2.0 enabl es cryptographically
verifiable audit trails by binding each credential to an issuer,

ti mestanp, and revocation status. Conpliance attestations can be
enbedded directly in credentials, and real-time revocati on checks
ensure they remain valid. This provides trustworthy provenance,

regul atory-grade accountability, and reliable |lifecycle tracking
across distributed systens.

6.4.1. Delegation Semantics for Cross-Domain Milti-Agent Workfl ows

Mul ti-agent systens frequently involve chains of del egation where
Agent A invokes Agent B, which may i nvoke Agent C—potentially
spanning nultiple adm nistrative donmains. This section defines
aut hori zation semantics for such del egati on chai ns, addressing the
novel challenges of cross-donain del egation
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Humans rarely del egate authority through nultiple | evels across
organi zati onal boundaries. Agents routinely do so. Existing

del egati on nmechani sns ([ RFC8693] Token Exchange ’act’ clainms) assune
si ngl e-donai n operation and do not address cross-donmai n VC based

del egation with verifiable accountability chains.

6.4.1.1. Del egation Mdels
Thi s specification supports two del egati on nodel s:

Direct Invocation Agent A directly invokes MCP Server Musing A's
own credentials. No del egation occurs; authorization is based
solely on A's VC

Del egat ed I nvocation (Cross-Dormain) Agent A in Domain X invokes
Agent B in Domain Y to performa task. B acts on A's behalf (and
transitively, on behalf of A's originating principal) when
accessing resources. The authorization decision considers both
A's delegation grant and B's own credentials, applying Domain Y's

polici es.
Dormai n X | Domain Y
I
. + S - + | S - + e +
| Principal | | Agent A | | | Agent B | | MCP Server M|
P I I I I I
S + TS + | TS + R +
I
| 1. Task | |
I
I

3. Request

+ VC( B)
+ Del eg(A)

]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
:
- =

5. Apply local policy

I
I
I
I
I
I
I
I
| 6. Authorize

|
| 4. Verify chain
I
I

Figure 2: Cross-Donmain Del egation Fl ow
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6.4.1.2. Scope Derivation Rules

When Agent A delegates to Agent B (potentially across domains), B's
ef fective scope MIST be conputed as the intersection of:

1. A s del egatable scope: The subset of A's permissions that Ais
aut hori zed to del egate

2. Bs intrinsic scope: The perm ssions B holds in its own VC

3. Explicit delegation grant: Wiat A actually delegated to B for
this invocation

4. Receiving domain policy: The maxi mum scope the receiving domain
permits for this cross-donmain del egation

Ef fecti ve_Scope(B) A. del egat abl e_scope

| NTERSECT B.intrinsic_scope
| NTERSECT Del egati on. grant ed_scope
| NTERSECT Recei vi ng_Domai n_Pol i cy
Figure 3: Scope Derivation Fornul a
Thi s ensures:
* B cannot exceed A's authority (no privilege anplification)
* B cannot exceed its own authority (intrinsic limts apply)

* A can further restrict B for specific tasks (explicit grant)

* The receiving domain retains sovereignty over its resources (loca
policy)

| mpl enent ati ons MJUST enforce nonotonic scope narrow ng: at each
del egation step, effective scope can only decrease or renain the
same, never increase.

This intersection semantics aligns with capability-based security
principles (see: Mark Mller's Principle of Least Authority, Google
Macar oons, Biscuit authorization tokens) and extends [ RFC8693] Token
Exchange del egati on semantics to cross-donmain VC- based scenari os.
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6.4.1.3. Accountability Chain Construction

Each del egation step MJST produce a verifiable record enabling cross-
domai n forensic reconstruction. To support revocati on and scope-change
handl i ng, del egation records SHOULD enabl e downstream verifiers to
identify and validate upstream del egation el ements so that

aut hori zati on deci sions do not depend on revoked or superseded

del egation claims. The del egation record MJST incl ude:

[ s ey s sl ey o}
| Field | Description | Cross-Donmain Rel evance |
| delegator_id | Agent A's id | Enables tracing to |
| | fromits VC | originating domain |
o e e e e oo oo o e e e oo o e e e e e +
| del egat or_donmain | Domain that | ldentifies trust |
| | issued A's VC | relationship to verify |
o e e oo o e e oo o e e e e e e eie oo n +
| delegatee_id | Agent B's id | Identifies receiving |
| | fromits VC | agent |
o e e e e oo oo o e e e oo o e e e e e +
| del egat ee_donmain | Domain that | ldentifies receiving |
| | issued B's VC | donmin |
o e e oo o e e oo o e e e e e e eie oo n +
| tinmestamp | Tinme of | Tenporal ordering for |
| | del egation | forensics |
o e e e e oo oo o e e e oo o e e e e e +
| granted_scope | Scopes | Audit of intended |
| | del egated | authorization |
o e e oo o e e oo o e e e e e e eie oo n +
| expiration | Del egation | MUST NOT exceed |
| | validity period | delegator’s VC expiration |
o e e e e oo oo o e e e oo o e e e e e +
| chai n_hash | Cryptographic | Ensures chain integrity

| | binding to | across donmmi ns

| | prior chain | |
Fom e e e oo o o e e e e e e e e e e oo - +

Tabl e 5: Del egati on Record Fields
The conpl ete accountability chain enabl es:

1. Cross-domain attribution: Determining which principal originated
a request that traversed nultiple domains

2. Forensic reconstruction: Rebuilding the sequence of del egations
across donmi n boundari es
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3. Coordinated revocation: ldentifying downstream del egations in
ot her domains that nust be invalidated

6.4.1.4. Delegation Depth Limts

| mpl enent ati ons SHOULD enf or ce nmaxi mum del egati on depth. Cross-
domai n del egati ons SHOULD count toward depth limits regardl ess of
whet her they’re sanme-domain or cross-donain.

Recei vi ng domai ns MAY inpose stricter depth limts than the
originating domain. Wen a del egation woul d exceed the receiving
domain’s depth linmt, the AS MIST reject the request with an error
i ndicating the depth violation.

6.4.1.5. Delegation Clains in VCs

To express delegation authority in VCs, the following clains are
defined for credential Subj ect:

{
"credential Subject": {
"id": "https://exanpl e.conl agents/agent-a",
"del egation": {
"pernmitted": true,
"maxDept h": 2,
"crossDomai nDel egati on": {
"permtted": true,
"al | onedDonmi ns": ["partner.exanple.org"],
"deni edDonai ns": ["conpetitor.exanple.coni]
"al | onedDel egat eeTypes": ["tool -agent”, "workfl ow agent"],
"scopeRestrictions": {
"nonDel egatabl e”: ["admin:*", "pii:wite"],
"crossDomai nNonDel egatabl e": ["internal:*"]
}
}
}
}

Figure 4: Delegation Cainms Exanple

del egation.permtted Boolean indicating whether this agent may
del egate. Default: false.

del egati on. maxDept h Maxi num addi ti onal del egati on hops this agent
may initiate. Default: O.

del egati on. crossDonai nDel egation. pernmitted Wether cross-donain
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del egation is allowed at all

del egati on. cr ossDomai nDel egati on. al | owedDormai ns  Donmai ns to whi ch
del egation is pernmitted (wldcards all owed).

del egati on. scopeRestrictions. crossDonmai nNonDel egat abl e Scopes t hat
may be del egated within the same domain but MJUST NOT be del egated
across donmai n boundari es.
6.4.2. Agent Authorization Verifiable Credential Profile
This section defines a Verifiable Credential profile that enables
i nt eroperabl e cross-domai n agent authorization. The profile
specifies clains that Authorization Servers in different domains can
reliably interpret.
WBC VCDM 2.0 is intentionally flexible. For cross-donain
i nteroperability, domains nust agree on claimsemantics. This
profile provides that comon | anguage.
6.4.2.1. Profile Objectives
The Agent Authorization VC Profile (AAVC) enabl es:

* Cross-donain interoperability: ASs in different domains can parse
and eval uate the same VC

* Semantic clarity: Caimneanings are defined, reducing policy skew
risk

* Extensibility: O ganizations can add custom cl ai ns w t hout
breaki ng base interoperability

* Selective disclosure conpatibility: Cains are structured to
support SD-JWI VC presentation

6.4.2.2. Required Cains for Cross-Donain Interoperability

The credenti al Subject MJST include these clains for a VC to be
recogni zed across donai ns:

id (required) dobally unique identifier for the agent. SHOULD be a
dereferenceable URI pointing to client-id metadata.

agent Type (required) dCassification of the agent. Receiving domains

use this to apply type-specific policies. |Inplenentations MJST
support:
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* tool-agent: Provides specific tool/skill capabilities
* orchestrator-agent: Coordi nates ot her agents
* workfl ow agent: Executes multi-step workfl ows
* systemagent: Long-running infrastructure agent
* epheneral -agent: Short-lived, single-task

aut hori zedScopes (required) Authorization scopes this agent may
request. Receiving domains nap these to | ocal authorization
polici es.

i ssuerDomain (required) Administrative domain of the credentia
i ssuer. Receiving ASs use this to |look up trust rel ationships and
pol i cy mappi ngs.

6.4.2.3. Recommended dains for Production Depl oynments

dat aSensitivityC earance (reconmended) Maxi mum data sensitivity
| evel this agent may access. Standard val ues:

* public - Publicly available information

* internal - Organi zation-internal, non-sensitive

* confidential - Business-sensitive information

* restricted - Hghly sensitive, need-to-know basis

* regulated - Subject to regulatory controls (PIl, PH, PCl)
conpl i anceAttestations (recomrended) Conpliance certifications

rel evant to cross-domain trust decisions. Should include

standard, scope, validuntil, and optionally certificationBody.
operational Constraints (recomrended) Runtine constraints that

recei ving domai ns MAY enforce, including nmaxConcurrent Sessi ons,

maxRequest sPer M nut e, al | owedTi mreW ndows, and geof ence

restrictions.

del egati on (recomended) Del egation perm ssions as defined in
Section 6.4.1.5.
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6.4.2.4. Extension Mechani sm
Organi zations MAY extend the profile with additional clains by:
1. Defining a JSON-LD context docunent for the extension
2. Including the extension context URl in the VCs @ontext array
3. Adding extension clains under a nanespace prefix
| mpl enent ati ons receiving VCs with unrecogni zed cl ai n8 SHOULD:
* lgnore unknown clains (do not reject the VO
* Log unrecognized clains for operational visibility

* NOT make authorization decisions based on clains they cannot
i nterpret

6.4.2.5. Interoperability Requirements
For cross-domain interoperability, inplenentations:
MUST:

* Support required clains (id, agentType, authorizedScopes,
i ssuer Domai n)

* Recogni ze the Agent Aut hori zati onCredential type

* Verify the credential proof before processing clains

* Reject VCs missing required clains

SHOULD:

* Support recomended cl ai ns

* I mpl enent selective disclosure for cross-domai n presentations
* Mintain |ogs of cross-domain VC presentations

MAY:

* Define and process organi zati on-specific extensions

* | nplenment additional validation beyond profile requirenents
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7. Exanple

This section provides illustrative exanples of how Client-ID Mt adata
can be extended with Verifiable Credentials for agent identity.

These exanpl es denonstrate the recomended Approach 4 and show how
the concepts apply to scenarios simlar to the travel booking use
case described earlier. These exanples are non-normative and

i ntended to denonstrate the concepts discussed in this docunent.

7.1. dient-1D Metadata Exanple

The foll owi ng exanpl e shows QAuth client netadata that includes a
Verifiable Credential in the "vc+jw" field:

{
"client _id": "https://agents. exanpl e.conf agent - 001/ net adat a. j son",
"client_nane": "Customer Service Agent 001",
"fwks_uri": "https://agents.exanpl e.conifagent-001/jwks.json",
"t oken_endpoi nt _auth_method": "private_key jw",
"grant _types": ["client_credentials"],
"scope": "read:orders wite:tickets",
"ve+jw " "eyJhbGei O JFZERTQSI sl nR5cCl 61 kpXVCJ9. eyJAY29udGv4dCl 6W . . "
}
The "vc+jwt" field contains a JW-encoded Verifiable Credential. The

actual JW woul d be significantly |onger and contain the conplete
credential structure shown in the next subsection

7.2. Verifiable Credential Exanple

The foll owi ng exanpl e shows the decoded structure of a Verifiable
Credential for an agent (before JW encoding):

{
"@ontext": [

"https://ww.w3. org/ 2018/ credential s/vl",
"https://exanpl e. org/ agent -credential s/v1"
1,
"type": ["VerifiableCredential", "AgentldentityCredential"],
"issuer": "did:web:issuer.exanple.cont,
"issuancebDate": "2025-01-15T10: 30: 002",
"expirationbDate": "2026-01-15T10: 30: 002",
"credential Subject": {
"id": "https://agents. exanpl e. com agent - 001/ et adat a. j son",
"agent Nanme": "Custoner Service Agent 001",

"agent Version": "2.1.0",
"agent Type": "custoner-service",
"owner": "did:web: exanpl e. cont',
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"aut hori zedCapabilities": [
"order-1 ookup",
"ticket-creation",
"custoner-notification”

"del egat edCredential s": [
{
"id": "https://agents. partner.com agent-111/met adata.json",
"agent Name": " Sec Agent 111",
"del egat edBy": "https://agents. exanpl e. com agent - 001/ net adat a. j son",
"del egationChain": [
"urn:uui d; FrErkxn
"urn:uui d:FrE"

]

"scope": "read:sec-renedi ate:isol ations”,
"aut hori zedCapabilities": |
"“enrichment",

"isol ati on-request"”
] i)
"constraints": {
"dpopNonceRequi red": true

| }
"1onplianceFranemorks": ["SsOC2- Typel I ™, "1SO 27001"],
"del egati onLevel ": 1,

"maxDel egati onDept h": 2
}

redential Status": {

"id": "https://issuer.exanpl e.com status/ 2024/ 12345",

"type": "StatusList2021Entry"

"st at usPur pose": "revocation",

"statusListlndex": "12345",

"statusListCredential": "https://issuer.exanpl e.con st atus/2024"
}

}

Not e: The actual credential would include a "proof" section with
cryptographi c signatures. The proof section is omtted here for
clarity, as it would add significant length to the exanple. The
proof structure varies depending on the signhature suite used (e.g.,
Ed25519Si gnat ur e2020, JsonWebSi gnat ur e2020) .

8. Security Considerations
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8.1. Security Considerations

This section addresses security considerations specific to cross-
domai n aut horization information sharing. |Inplenentations MJUST al so
foll ow security guidance in [ RFC6819], [WBC. vCDM2. 0], and
[1-D.ietf-oauth-client-id-netadata-docunment].

8.1.1. Threat Model for Cross-Domain Authorization Sharing

This section defines threats specific to sharing authorization

i nformati on across adnini strative domai n boundaries. GCeneral QAuth
and VC security threats are addressed in [RFC6819] and [ WBC. VCDMR. 0] ;
this section focuses on threats that emerge or are anplified when
credentials cross donmi n boundari es.

8.1.1.1. Protected Assets in Cross-Donmmi n Scenari os

Beyond standard authorization assets, cross-domain sharing introduces
addi tional assets requiring protection:

Cross-Domai n Trust Rel ationships The established trust between
dommi ns that enables agents to operate across organi zati ona
boundaries. Conpromise affects all agents relying on that trust
rel ati onshi p.

Shared Aut horization Semantics The agreed-upon meani ng of cl ains,
scopes, and conpliance attestati ons between domains. Senmantic
drift or nmanipul ation can cause authorization decisions that
viol ate one or both domains’ policies.

Del egati on Chai ns Spanni ng Domai ns Wen agent A in Domain X
del egates to agent B in Dormain Y, the chain itself becones an
asset requiring integrity protection across trust boundari es.

8.1.1.2. Cross-Donmmin Specific Threat Actors

Rogue Domain An entire donmain that participates in the trust
federation but issues fraudul ent VCs or makes incorrect
aut hori zati on deci sions—either through conpronise or malicious
operation. Unlike a single rogue IdP, a rogue donmamin may contro
IdP, AS, and netadata endpoi nts coherently.

Cross-Domain Insider An administrator with legitinmte access in
Domai n A who abuses cross-domain trust relationships to gain
unaut hori zed access to Domain B s resources.

8.1.1.3. Cross-Donmain Attack Categories
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8.1.1.3.1. Trust Anchor Attacks

Met adat a Endpoi nt Conproni se An attacker gains control of the URL
hosting an agent’s client-id netadata docunent and substitutes
mal i ci ous netadata or VCs. Because the metadata URL is the trust
anchor for cross-donmain identity, conprom se enabl es conpl ete
identity takeover across all trusting domains.

Cross-domai n anplification: In single-domain scenarios, the AS
typically has out-of-band trust with clients. In cross-domain
scenarios, the netadata endpoint IS the sole trust anchor—there’'s
no fall back.

Met adat a Poi soning Injection of false clainms into legitinmate
met adat a docunents through supply chain attacks, DNS hijacking, or
exploitation of hosting infrastructure.

Cross-donmai n anplification: Poisoned netadata propagates trust
violations to all domains that fetch and cache the netadata.

8.1.1.3.2. Semantic Attacks

Pol i cy Skew Exploitation An agent authorized under Domain A's
policies operates in Domain B where different security policies
apply. The agent perforns actions that are within Domain A's
aut hori zed scope but violate Domain B s policies.

Claim Semantic Drift Domains interpret the sane claimdifferently,
| eading to authorization decisions that neither donain intended.

Conpl i ance Attestation Msmatch Conpliance attestations (SOC2, |SO
27001, GDPR) in VCs are accepted at face value wi thout verifying
that the issuing domain's certification scope covers the receiving
dommi n’ s requirenents.

8.1.1.3.3. Delegation Attacks Across Domains

Cross-Domain Privilege Anplification In nulti-hop delegation (Ato B
to C) where agents belong to different domai ns, downstream agents
in perm ssive donmai ns accunul ate effective pernissions that exceed
what the originating principal intended.

Accountability Chain Breakage Delegation chains that cross domain
boundaries | ose forensic continuity. Wen incidents occur,
attribution cannot be reconstructed because each domain only has
partial visibility.

Confused Deputy Across Trust Boundaries An attacker in Domain A
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tricks a trusted agent in Domain B into performing actions on
their behalf that the attacker couldn’t perform
directly—exploiting the cross-domain trust relationship. See
[ Har dy1988] .

8.1.1.3.4. Cross-Domain Lateral Myvenent
Using legitimte cross-domai n authorization to pivot froma
conmprom sed position in Domain A to resources in Domain B that would
not otherw se be accessible. An attacker conpromi ses a | owprivil ege
agent in Domain A That agent has cross-donain authorization to
Domain B. The attacker uses the agent’s credentials to establish a
foothold in Domain B, then escalates within Domain B

8.1.1.3.5. Correlation and Privacy Attacks
Li nki ng agent activities across donains using stable identifiers in
VCs to build profiles of organizational operations, potentially
reveal ing sensitive business processes or security postures.
Cross-domai n anplification: In single-domain scenarios, the domain
controls what's logged. 1In cross-donmmin scenarios, each domain
receiving the VC can correl ate i ndependently, and the agent’s hone
domai n cannot prevent this.

8.1.1.4. Trust Establishnent Between Domai ns

8.1.1.4.1. Domain Trust Lists
Bef ore accepting VCs from anot her domain, an Authorization Server
MUST verify that the issuing domain is in an explicitly configured
trust list. Inplementations MJUST NOT inplicitly trust domai ns based
sol ely on successful cryptographic verification of the VC
Trust list entries SHOULD i ncl ude:
* Domain identifier (issuerDomain claimvalue)
* Accepted VC types fromthat domain
* Scope of trust (which local resources may be accessed)

* Expiration or review date for the trust rel ationship
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8.1.1.4.2. Cross-Domain Policy Mpping

I mpl enent ati ons MJUST NOT assume semantic equi val ence of clains across
domai ns. Before accepting a VC from anot her donmi n, the AS SHOULD

verify:

1. Explicit mapping exists between the foreign domain's claim
semantics and | ocal policy requirenments

2. Compliance attestations in the VC neet |ocal regulatory
requirenents (not just the issuing domain’s)

3. Scope val ues have been napped to | ocal authorization semantics
8.1.1.4.3. Trust Relationship Lifecycle

Cross-donmmi n trust relationshi ps MUST have defined |ifecycles:

* Periodic review and re-validation

* Docunented procedures for trust relationship term nation

* | nmedi ate revocation capability when a trusted domain is
conprom sed

* Notification nechani sns between domains for security events
8.1.1.5. Metadata Endpoint Security for Cross-Domain Trust
Because the client-id netadata endpoint is the sole trust anchor for
cross-domai n agent identity, it requires enhanced protection beyond
typi cal endpoint security.
8.1.1.5.1. Endpoint Integrity Beyond Transport
Met adat a docunents SHOULD be signed i ndependently of the transport
|l ayer, allowing verification even if TLS is conpromnmised or if the
docunent is cached by internediaries.
8.1.1.5.2. Change Detection for Cached Mt adata
Aut hori zati on Servers SHOULD:

* Cache fetched metadata documents with appropriate TTLs

* Detect and al ert on unexpected changes to critical fields
(jwks_uri, vc+jwt, token_endpoint_aut h_net hod)

D aconu, et al. Expi res 10 August 2026 [ Page 26]



I nternet-Draft Aut hZ Sharing for Agents February 2026
* I nplenent anonaly detection for netadata that changes nore
frequently than expected
8.1.1.5.3. Cross-Domain Availability Dependencies

When net adat a endpoi nts are unavail abl e, cross-donai n aut hori zati on
fails. Inplenentati ons SHOULD

* Cache validated netadata with TTLs appropriate to the sensitivity
of protected resources

* |Inplement circuit breakers to prevent cascading failures
* Define graceful degradation policies
8.1.1.6. Delegation Security Across Donai n Boundari es
8.1.1.6.1. Donain Boundary Checkpoints

When a del egation chain crosses a domai n boundary, the receiving
domain’s AS MJST:

* Fully verify the upstream del egati on chain before accepting
* Apply local policy to the del egation
* Log the domain boundary crossing for audit purposes
Recei vi ng domai ns SHOULD consi der the status of del egated credentials
and, where status information is available, avoid naking
aut hori zati on decisions that rely on revoked, suspended, or suspended
del egati on chain el enments, according to local policy.
Depl oynents concerned with stale del gati ons MAY apply bounded cachi ng
and periodic revalidation of delegation status appropriate to the
sensitivity of protected resources.

8.1.1.6.2. Monotonic Scope Narrow ng Across Domai ns
I mpl enent ati ons MUST enforce that effective scope can only decrease
(or remain the sane) at each del egation step, including when crossing
domai n boundaries. The receiving domain MJST apply its local policy
as an additional constraint on effective scope.

8.1.1.6.3. Accountability Chain Preservation

Del egati on chai ns spanni ng domai ns MJST nmi ntai n cryptographically
verifiable accountability. Each domain SHOULD:
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* Preserve the inconming delegation chain in its audit |ogs
* Add its own del egation record when extendi ng the chain
* Provide APIs for authorized forensic queries from upstream donai ns
8.1.1.7. Privacy Considerations for Cross-Domain Sharing
8.1.1.7.1. Selective Disclosure for Cross-Domain Presentations
Agents presenting VCs across domai n boundari es SHOULD use sel ective
di scl osure mechani sms (SD-JWI VC, BBS+ signhatures) to reveal only
clains necessary for the specific cross-domain authorization request.
8.1.1.7.2. Correlation R sk Assessnent
Organi zati ons SHOULD assess cross-donain correl ation risks before
establishing trust relationships, including whether agent identifiers
enabl e activity tracking by foreign donmains
9. | ANA Consi derations
Thi s docunent introduces a new QAuth client netadata paraneter
"vc+jwm" as described in the Solution Analysis section (Approach 4).
If this approach is standardized, the followi ng registrati on would be
required:
* *Registry:* IANA [ QAuth Dynamic Cient Registration
Met adata‘' ] (https://ww. i ana. or g/ assi gnnment s/ oaut h- par anet er s/
oaut h- paranet ers. xht m #cl i ent - net adata) registry
* *Client Metadata Nanme:* vc+jw
* *Client Metadata Description:* JW-encoded Verifiable Credentia
* *Change Controller:* TBD
* *Reference:* https://ww. w3. org/ TR/ vc-dat a- nodel - 2. 0
This informational docunent does not nmake a formal request for | ANA
registration at this tine. Registration would be appropriate if this
approach is adopted and progresses to a standards track
speci fication.
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CH 1180 ROLLE

Switzerl and

Emai | : mayannuz@i sco. com

Her ve Muyal

Cisco Systems, Inc.

Av. des Utins 5

CH 1180 ROLLE

Swi t zer | and

Emai | : hnuyal @i sco. com

Frank Brockners

Cisco Systens, Inc.
Hansaal | ee 249, 3rd Fl oor
40549 DUESSELDORF

Ger many

Emai |l : fbrockne@i sco. com

N k Kal e

Cisco Systens, Inc.

170 W Tasman Dr

SAN JOSE, CA, 95134
United States of Anerica
Emai | : ni kkal @i sco. com

Ankit Agarwal

Skyfire, Inc.

Kentfield, CA,

United States of America
Emai | : ankit @kyfire.xyz

Jeffrey Hi ckman

Oy Corp, Inc.

15169 N Scottsdale Rd Suite 205
Scottsdal e, AZ, 85254

United States of America

Emai | : jeff.hickman@ry.com
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Antitha Lal

Amazon Web Servi ces
Seattle, WA

United States of Anerica
Emai | : anrithak@mazon. com
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