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I nt roduction

A CBoM or Cryptographic Bill of Materials (CBoM is an extension of
the Software Bill of Materials (SBoM. SBoMare typically used to
descri be various conponents of a software, which hel ps assess

vul nerabilities and provenance of such conmponents. A CBoMis an
added representation on top of SBoMthat further describes

crypt ographi ¢ conponents in the software. For exanple, a CBoM can
descri be the cryptographic al gorithns, key sizes, nodes of operation,
and other relevant details of the cryptographi c conmponents used in
the software. This additional information hel ps organizations better
under st and what cryptographic al gorithns exist, where they are used,
and make inforned decisions about their deploynent (e.g., whether to
deprecate algorithns or not, etc.). For the purpose of this
docunent, we follow IBMs well known CBoM schema [cbon]. As of 2025,
the | atest version of CBoM schema that is part of the well known SBoM
standard CycloneDX v1.7 is the follow ng:
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<CODE BEG NS> file "cbomjson"
conponent:
type: library
name: exanpl e- conponent
version: 1.0.0
crypt ogr aphi cProperti es:
- algorithm
- additional algorithmproperties
- certificate
- additional certificate properties
- protocol
- additional protocol properties
- related cryptomateri al
- additional related cryptonmaterial properties
ot her properties..
<CODE ENDS>

Figure 1. Pseudo representation of CBoM Avail able in CycloneDX v1.7

Such CBoM are currently generated at a software conmponent |evel,
either through static or dynamic analysis. |In practice, this can

|l ook Iike a mx of automated tools and nmanual processes to generate
CBoM for software conponents.

2. Cryptographic Asset Inventory (CAl)

A Cryptographic Asset Inventory (CAl) is an organizational |eve
inventory of all cryptographic assets used within an organi zati on
Thi s includes hardware, software, and services that utilize
cryptographic algorithns for security purposes. The difference
between a CBoM and CAl is that the fornmer is an extension of SBoM
while the latter is centered around cryptographi c assets that goes
beyond software conmponents. The purpose of a CAl is to provide a
conpr ehensi ve view of the cryptographic assets in use, their
configurations, and their conpliance with organizational policies and
i ndustry standards. A CAl hel ps organi zati ons nmanage their
cryptographi c assets effectively, ensuring that they are up-to-date,
secure, and conpliant with relevant regulations. Think of it this
way - CBoMs are part of SBoMs, HBoMs, and other BoMs. CAl would be
one schema that enconpasses all instances of CBoMs in other BoMs
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3. Conponents of a CA

An inmportant feature of CBoMis its ability to provide detail ed
cryptographic properties at the conponent level. this essentially
makes it use case independent. By capturing the naxi mum i nfornation
available, it can be used for a variety of use cases. For CAl
however, we typically scope information that is relevant to

crypt ographi ¢ conpliance. For this docunent, the use case we focus
on is the ability to provide enough information that would hel p an
organi zation be conpliant with existing cryptographic standards and
future PQC standards. Hence, a CAl should fulfil the follow ng
functions:

1. Criteria 1: At sone |level of grouping, provide a |list of
cryptographi c assets that are present in the overall system
Thi s system shoul d enconpass all assets, including software,
hardwar e, and underlying infrastructure. The grouping can be
done at any feasible level, i.e., application, ownership,
remedi ati on team etc.

2. Citeria 2: The inventory shoul d provide conpliance informtion
according to current cryptographic standards. These standards
can be a conbination of organizational encryption policy,

i ndustry standards for secure encryption, and regul atory
requirenents.

3. Criteria 3: The inventory should provide indicators of future
quantumresi stant conpliance. This should include any newy
standardi zed algorithnms that are present in code, network, or
infrastructure

4. Criteria 4: The inventory should contain m ni muminformtion that
woul d enable required parties to assess and manage cryptographic
risks effectively. It should not contain fields unnecessary for
t he purpose of inventorying.

5. Criteria 5: The inventory should to the extent possible, be
aut omated for accurate updates to cryptographic informtion

4. Differences between CBoM and a Cryptographic Asset Inventory (CAl)
We | ooked at the CryptoProperties schema in CycloneDX which is a
representation of the original CBoM format [cyclone-cbhon]. Based on
the necessary properties of an organization level CAl, we identified
the followi ng areas in existing CBoM standards whi ch can be augnented
with additional information for a PQC inventory:

1. CBoMhas a larger set of infomation that is use case independent
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2. Conplex inventories to informPQC are hard to capture in the

current structu

3. Cdarity on mand

re

atory versus optional fields needed

4. Hierarchy and rel ati onshi ps between cryptographi c conponents are

needed for unde

rst andi ng downst ream ef f ect

5. Additional information on criticality scoring would be hel pfu

for asset prior

6. Chance of asset

itization

duplication

7. Need PQC-ready-compliance information in addition to CBoM

information

R ety o
| Enhancenent s |
[ oo e
| Huge armount of |
| i nformation |
| present. |
I I
I I
I I
I I
I I
I I
I +

| Fundanent al |
| structural issues|
| when |
| crypt ographic |
| assets |
| (appli cati on, |
| framework, |
|I'ibrary, |
| cont ai ner, |
| operati ng-system
| devi ce, firmare, |
|or a file) are |
I

| mapped at

| “organization”

| I evel . |
| |
oo e o +

| No hierarchical |
| nature of crypto-|

CBoMs capture the maxi num

set of information that can

be col | ected about

crypt ographi ¢ operati ons.
Thi s approach nakes
automation difficult and
| eaves a | ot of blank
values in the resulting
JSON schena.

Tradi ti onal BoMs desi gned
at an organi zati onal |eve
is alist of information
that is hard to action
unl ess napped to specific
entities. This approach
wor ks well for single
products, but is hard to
scale. It also only works
for code-based inventory
where sone contri butor
informati on m ght be
avai l abl e.

The Cycl oneDX schena can
accept both related and
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| code-based and |
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| system for assets |
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| el enents is

| enforced, so

| al gorithms can

| exist in a CBoM
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| cryptoProperties. asset Types
| can be an algorithm
| wi t hout any | certificate, protocol, or
| source | relatedCryptoMaterial.
|attribution or | However, a certificate can
I
|
I
I
I
I

I
I
I
I
I
al gorithm can be part of a
I
I
I
I

| supporting be part of a protocol, an

| met adat a.

| certificate, and the

| rel atedCryptoMaterial will

| not work when asset Type is

| an al gorithm

o e e e e oo - o e e e e e e e ememao - o e e e e oo oo +

| There is a chance
| of asset
| i nformation

If asset types for both | When assets are
protocol and algorithmare |mapped at
recorded, their information |application |evel,

| dupl i cati on. can duplicate. For e.g., | t he extended
i kev2Transf or nifypes and | format ensures
t1 sC pher Suites can be | uni que
captured under both | identification and
protocol and al gorithm | tracki ng of each

| the chance of

| i nformation

| duplication,

| especi al |y because
| the al gorithm
|information itself
|is not the main

| |
I I
I I
I I
I I
I I
| |
| schema. | asset, reducing |
I I
I I
I I
| |
I I
I I
I I
| | asset but a part |
I I

|of it.

o e e e oo o e e e e e e e e m o o e e e o +
| The utility of | Wthout connection with | I ntroduce fields |
| the produced | internal policies, it will |that can track |
|[information in a | be hard to determ ne the | conpliance with |
| CBoMis quite | relevance of the | current standards |
| br oad. | informati on and nake it | and new quantum

| | actionable. For e.g., | resistant |
| | algorithminformation | st andar ds. |
| | without highlight if they | |
| | are deprecated or not is | |
| | hard to action. | |
o e e e e oo - o e e e e e e e ememao - o e e e e oo oo +
| M ssing | Criticality scoring is |Criticality |
|criticality score| m ssing. | scoring is |
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| migration | can be updated
|priority for | based on ri sk

| appli cati ons. | frameworks i ke

| |
| hi gh-risk | | assessnent |
I I
| | CARAF [caraf]. |

Tabl e 1: Conparison of Existing CBoM and CBoM Ext ensi on Agai nst
CAl Criteria.

5. Data Structure for CAl

The standard CBoM structure as shown in Figure 1 (Section 5) has a
total of 55 fields grouped by conponent type. Each algorithmis a
separ ate conponent "linked" by dependency. The new structure for CAl
as shown in Figure 2 (Section 5) has a total of 28 fields grouped by
application. Each application contains nultiple crypto-elenments with
their respective properties. The new structure is nore conpact and
hi erarchical, making it easier to understand and nanage cryptographic
assets at an application level for PQC needs.

<CODE BEG NS> file "og-str"
Conponent (app/file/library/etc) {
Al go properties
Cert properties
Proto properties
Rel ated cryptomaterial properties

<CODE ENDS>
Figure 2: Oiginal Structure

The new structure Figure 2 (Section 5) also nmakes it easier for
cryptographic assets to inherit the risk properties of its parent
application. The algorithmfield is a sub-conponent w apped inside a
crypto-elenent, which in turn is wapped in an application el enent.

A noticeabl e change between the two is the inclusion of
"Conpliance_info", which specifies if certain algorithns are
compliant or not.

<CODE BEG@ NS> file "newstr"

Application {
Application netadata {
Owner
Criticality

O her net adat a

Crypto-el enents {

Dev Expires 22 COctober 2026 [ Page 7]



I nternet-Draft PQC CBoM Ext ensi on April 2026

Sour ce: code {
Certificates {
Al gorithm and conpliance info
Crypt o- el enent net adat a

}
Crypto Libraries {
Al gorithm and conpliance info
Rel ated Crypto Materials (keys, |IVs, nonces)

}

Cert/library/proto {
Al gorithm and conpliance info
Crypt o- el enent net adat a

Source: network {
Prot ocol s {
Al gorithm and conpliance info
Crypt o- el enent net adat a

Certificates {
Al gorithm and conpliance info
Crypt o- el enent net adat a

}
}
Source: infrastructure {
I nternal {
Infra Type
(Container, OS, Hardware, C oud services, Devices, Files)
Al gorithm and conpliance info
Crypt o- el enent net adat a
}
}
Ext ernal {
Infra Type
(Cont ai ner, Hardware, C oud services, Files)
Al gorithm and conpliance info
Crypt o- el enent net adat a
}
}

<CODE ENDS>

Figure 3: New Structure
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Usi ng the CBoM schema as the standard tenplate and addi ng the
addi tional elenents, we observe the follow ng overall structure.

[} e —_—————————————————_ s
+

| PQC Use Case Schemm | Exi sting CBoM Schema Equi val ent
I

[5 leemesfoms b esoepsesosfsesoe s ese s es s es e es s fes s es e eenl ee s esee s ese s eseses s fes s fes s fes s es s e s se s ese s es e es s esfes e fes e e g
+

| application_ID
I

'Yy TN
+

| appl i cati on_I D. owner | component . aut hor s
|

oo m e e e e e e e e e e ao - o
+

| application_ID.criticality
I

St o m o e e e e e e e e e e e e e e e e e e e e e e e e ememao -
+

| application_ID. asset_|I D | conponent . name
I

'Yy TN
+

| application_ID. asset_ID |
|

| .responsible_entity |
I

'Yy TN
+

| application_ID. asset _ID |
|

| . pur pose |
I

'Yy TN
+

| application_ID. asset _ID |
|

| . conpliance.is_conpliant |
I

'Yy TN
+

| application_ID. asset _ID |
|

| . conpliance.is_PQC vul nerabl e |
I

'Yy TN
+

| application_ID. asset _ID |
|

| . conpli ance. upgr adeabl e |
I

'Yy TN
+

| application_ID. asset _ID |
|

| . conpliance. conpl i ance_nessage |
I

'Yy TN
+

| application_ID. asset _ID | crypt oProperti es. scanner



| . source[y] |
| (O=code. source_nane, |
| 1=net wor k. sour ce_nare, |

| 2=i nfra. sour ce_nane) |

'Yy TN
+

| application_ID. asset _ID |
|

| . source[ 0] . repo_nane |
I

'Yy TN
+

| application_ID. asset _ID |
|

| . source[ x].discovery_date |
I

'Yy TN
+

| application_ID. asset_ID | crypt oProperties. asset Types
|

| . type[x] I

| (O=li brary, 1=protocol, |

| 2=certificate) |
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o m e e e e e e e eee— oo o m m e e e e e e e e e e e e e e e e e e e e mem e
+

| application_ID. asset _ID | cryptoProperties. al gorithmvari ant
I

| .type[x].al gorithmin_use |
I

| T e N N N
+

| | cryptoProperties. protocol.tlsC pherSuites
I

o mm e e e e e e eee oo s e m m e e e e e e e e e e e e e e e e e e e e eeee e
+

| application_ID. asset _ID | cryptoProperties.al gorithminpl enentationPlatform
I

| .type[x].device_info |
I

o mm e e e e e e eee oo s e m m e e e e e e e e e e e e e e e e e e e e eeee e
+

| application_ID. asset _ID | cryptoProperties.certificate.certificateA gorithm
I

| .type[ x].signature_al gorithm name|
I

o mm e e e e e e eee oo s e m m e e e e e e e e e e e e e e e e e e e e eeee e
+

| application_ID. asset _ID | cryptoProperties.rel atedCryptoMaterial . size
I

| .type[ x]. key_si ze |
I

o mm e e e e e e eee oo s e m m e e e e e e e e e e e e e e e e e e e e eeee e
+

| application_ID. asset_|ID | cryptoProperties.oid
I

| .type[x].signature_algorithmoid |
I

o mm e e e e e e eee oo s e m m e e e e e e e e e e e e e e e e e e e e eeee e
+

| application_ID. asset _ID | cryptoProperties. detecti onContext.filepath
I

| .type[ x].asset_path |
I

o mm e e e e e e eee oo s e m m e e e e e e e e e e e e e e e e e e e e eeee e
+

| application_ID. asset _ID |
I

| . type[ x].curve_nane |
I

o mm e e e e e e eee oo s e m m e e e e e e e e e e e e e e e e e e e e eeee e
+

| application_ID. asset _ID | crypt oProperties. detecti onContext.|ineNunbers
I

| .type[O].line |
I

o mm e e e e e e eee oo s e m m e e e e e e e e e e e e e e e e e e e e eeee e
+

| application_ID. asset _ID | crypt oProperties. detecti onCont ext. addi ti onal Cont ext
I

| .type[ 0] . code_bl ock |
I

o mm e e e e e e eee oo s e m m e e e e e e e e e e e e e e e e e e e e eeee e
+

| application_ID. asset _ID | crypt oProperties. confi dencelLevel s. vari ant



| .type[0]. confidence_l| evel

o mm e e e e e e eee oo s e m m e e e e e e e e e e e e e e e e e e e e eeee e
+

| application_ID. asset_ID |
I

| .type[1]. protocol _nane |
I

o mm e e e e e e eee oo s e m m e e e e e e e e e e e e e e e e e e e e eeee e
+

| application_ID. asset _ID | cryptoProperties.certificate.notValidAfter
I

| .type[2].expiry_date |
I

o mm e e e e e e eee oo s e m m e e e e e e e e e e e e e e e e e e e e eeee e
+

| application_ID. asset _ID |
I

| .type[2].parent _cert_references
I

o mm e e e e e e eee oo s e m m e e e e e e e e e e e e e e e e e e e e eeee e
+

| application_ID. asset _ID | cryptoProperties.certificate.issuerNanme
I

| .type[2].issuer |
I

o mm e e e e e e eee oo s e m m e e e e e e e e e e e e e e e e e e e e eeee e
+

| | +39 rows not added
I

o e e e e e e e e e e e e e e S
+
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Table 2: Overall Mapping of Proposed Extended CBoM based on CAI
Scherma to CBoM Schema. The fields on the left is the extended
schema for PQC use case.

The above table maps the proposed CAl scherma fields to their

equi val ent CBoM schema fields. Not all fields have a direct

equi val ent, indicating areas where the CAl schema introduces new
concepts or structures not present in the original CBoM schemna.

Concl usi on

In this docurment, we proposed an extension to the existing CBoM
scherma to better suit the needs of an organizational |evel

Crypt ographi c Asset Inventory (CAl). By identifying gaps in the
current CBoM standards and introducing a nore hierarchical and use-
case focused structure, we aimto provide a nore effective schema for
organi zations to nanage their cryptographic assets, ensuring
conpliance with current and future standards, including post-quantum
cryptography requirenments. Future work includes devel oping tools for
aut omat ed generation and mai ntenance of CAl based on this proposed
schema.

I ANA Consi derations
This meno i ncludes no request to | ANA
Security Considerations
Thi s docunent should not affect the security of the Internet.
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