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Abst r act

Thi s specification defines how multiple Security Event Tokens (SETS)
can be delivered to an intended recipient using HTTP POST over TLS
The SETs are transmitted in the body of an HTTP POST request to an
endpoi nt operated by the recipient, and the recipient indicates
successful or failed transm ssion via the HTTP response.

About Thi's Documnent
This note is to be renmoved before publishing as an RFC

The latest revision of this draft can be found at

https://appsdesh. gi thub. i o/ draft-deshpande-secevent-http-nulti-set-
push/draft-deshpande-secevent-http-multi-set-push.htn. Status
information for this docunent nmay be found at
https://datatracker.ietf.org/doc/draft-deshpande-secevent-http-nulti-
set - push/.

Di scussion of this docunent takes place on the Security Events
Working Group mailing list (mailto:id-event@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/id-event/.
Subscribe at https://ww. ietf.org/mailman/listinfo/id-event/.

Source for this draft and an issue tracker can be found at
https://github. com appsdesh/ draft-deshpande-secevent-http-nulti-set-
push.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 7 Novenber 2026
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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1.

Aut hors’ Addresses . . . . . . . . . . . . . . . . . . . . ... 14
I nt roduction

Thi s specification defines a nechanismby which a Transmitter of a
Security Event Token (SET) [RFC8417] can deliver nultiple SETs to an
i ntended SET Reci pi ent via HTTP POST [ RFC7231] over TLS in a single
POST request. [RFC8935] focuses on the delivery of the single SET to
the Receiver. When sending a | arge nunber of SETs, sending them one
by one is inefficient. This specification defines a way to send

bat ches of SETs in a single POST request for nore efficient

transport.

Push- Based delivery for multiple SETs is intended to help in
foll owi ng scenari os:

* The Transnmitter of the SET has multiple outstanding SETs to be
communi cated to the Receiver

* The Transmitter wants to reduce the nunber of outbound requests to
the sane Receiver to optimze performance, avoid being ratelinted
when nunber of SETs to be comunicated is high

* The Receiver wants to optim ze processing multiple SETs

* The Receiver wants to acknow edge or provide error responses to
previously received SETs, but wants to do so asynchronously,
rather than within the response to the sane HITP POST in which it
received the SET

This specification will handle all the use cases and scenarios for
the [RFC8935] and make it nore extensible to support nultiple SETs
per one out bound POST request.

Simlar to [ RFC8935] this specification makes nechani sm for
exchangi ng configuration netadata such as endpoi nt URLs,

crypt ographi ¢ keys, and possible inplenentation constraints such as
buffer size limtations between the Transmitter and Recipient is out
of scope but is expected to be defined by profiles of this

speci fication.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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3.

4.

Push endpoint to receive nmultiple SETs

Each Receiver that supports this specification MJST support a new
push endpoint that receives nultiple SETs in a single request. This
endpoi nt MUST be capabl e of serving HITP POST [ RFC7231] requests.
Thi s endpoi nt MUST be TLS [ RFC8446] enabl ed and MJUST reject any
conmuni cation not using TLS. The Transnmitter obtains this endpoint
fromthe Receiver is outside the scope of this specification

SET Delivery Senmantics

In this SET delivery using HTTP over TLS, a Transmitter delivers zero
or nmore SETs in a JavaScript Object Notation (JSON) [RFC8259]

docunent to the SET Receiver. The Receiver either acknow edges the
successful receipt of the SETs or indicates failure in processing of
one or nmore SETs in a JSON document to the Transmitter

The Transmitter SHOULD periodically send a request with zero SETs to
all ow the Receiver to respond back with an ack or err for previously
transmtted SETs that have not yet been acknow edged.

After successful (acknow edged) SET delivery, SET Transmitters are
not required to retain or record SETs for retransnission. Once a SET
i s acknow edged, the SET Recipient SHALL be responsible for

retention, if needed. Transnmitters nmay al so discard undelivered SETs
under depl oynent-specific conditions, such as if they have not been
acknow edged (successful or failure) for over too long a period of
time or if an excessive anount of storage is needed to retain them

If a Transmtter receives an acknow edgenent or error for a SET it
has no record of, the Transmitter MJST ignore that acknow edgenent or
error.

Upon receiving a SET, the SET Recipient reads the SET and vali dates
it in the manner described in Section 2 of [RFC8935]. The SET
Reci pi ent MUST acknow edge receipt to the SET Transnmitter, and SHOULD
do so in atinely fashion (e.g., nmliseconds). The SET Reci pi ent
SHALL NOT use the event acknow edgenent mechanismto report event
errors other than those relating to the parsing and validation of the
SET.

1. Acknow edgenent for all SETs

A Receiver MJST ensure that it includes the jti value of each SET it
receives, either in an ack or a setkErrs value, to the Transnmtter
fromwhich it received the SETs. A Transmitter SHOULD retry sendi ng
the sanme SET again if it was never responded to either in an ack
value or in a setErrs value by a Receiver in a reasonable tine
period. A Transmitter MAY limt the nunber of tines it retries
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sending a SET. A Transmitter MAY publish the retry tine period and
maxi mum nunber of retries to its peers, but such publication is
out side the scope of this specification.

4.2. Uniqueness of SETs

A Transmitter MJUST NOT send two SETs with the same jti value if the
SET has been either acknow edged through ack val ue or produced an
error indicated by a setErrs value. |If a Transmitter w shes to re-
send an event after it has received a error response through a
setErrs value, then it MJST generate a new SET that has a new (and
uni que) jti val ue.

4.3. Transmitting SETs

To transmit a SET to a SETs Recipient, the SET Transmitter nmakes an
HTTP PCST request to a TLS-enabl ed HTTP endpoi nt provi ded by the SET
Reci pient. The body of this request is of the content type
"application/json" and the Accept header field MJST be "application/
j son".

A Transmitter may initiate communication with the Receiver in order
to:

* Send SETs to the Receiver
* Receive acknow edgenment of SETs in response
It MJUST contain the follow ng fields:

4.3.1. The sets Field
REQUI RED. A JSON obj ect containing key-value pairs in which the key
of afieldis a string that contains the jti claimof the SET that is
specified in the value of the field. This field MAY be an enpty
object to indicate that no SETs are being delivered by the initiator
in this communi cati on. The nmaxi mum nunber of SETs in a push MAY be
set by the Transmitter for itself and SHOULD be comuni cated offline
to the Receivers.

The following is a non-normative exanple of a request.
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{
"sets": {

" 4d3559ec67504aaba65d40b0363f aad8" :
"eyJhbGci G Jub25I I nO.
eyJqdCki O | OZDMLNTI | YZY3NTAOYWFi YTY1ZDQwY] AzN) NmYWFkCCl sl ml hdC
| 6MTQLODQBEN QMNCwi aXNzl j oi aHROCHMBLY 9z Y2l t LmvVAYWIwbGUUY29t | i wi
YXVKI j pbl thOdHBz QO 8vc2NpbS51 eGFt cGxl Lni\vbS9GZW/kcy 850CGQLM Q2MWV
ZhNWi Yzg3O0TUsM2I 3Nz UOI i wi aHROCHVBLY9zY2] t LmivAYWiwbGUuY29t LOZI
Z\WRz Lz Vk Nz YWNDUXNmM xZDA4N] QxZDc2NzZI ZTci XSwi ZXZI bnRzl j p71 nVybj
ppZXRmOnBhentt czpzY2l t OnV2ZWs 00Ny ZWFOZSI 6eyJyZWYi O JodHRwezov
L3N aWuzXhhbXBsZS5j b20vVXN cnM/NDRmM\j EOMYRMOTZi ZDZhYj YxZTc1M
FkOsI sl nFOdHIpYnVOZXM A si aWQ LCJuYWLI | i wi dXNI ck5hbWUi LCIWYXNz
d29yzC sl nwt YW scyJdf X19. ",
"3d0c3cf 797584bd193bd0f blbd4e7d30" :
"eyJhbGeci G Jub25I | nO.
eyJqdCki O | zZDBj M2NmiNzk3NTgOYmQxOTNi ZDBmYj Fi ZDRI N2QzMCI sl ml hdC
| 6MIQLODQBN AyNSwi aXNzl j oi aHROCHMGLY 9z Y2l t LmivAYWLwWbGUUY29t | i wi
YXVKI j pbl thOdHBzQO 8vamhlYi 51 eGFt cGxl Ln\vbS9GZW/kcy850CGQLM QMW
ZhNWi Yzg3OTU5M21 3NzW0I i wi aHROcHMBLY 9qaHVi LmvVAYWLwbh GUuY29t LOZI
ZWRz Lz Vk Nz YWNDUX NmM xZDA4N) QxZDc2NzZI ZTci XSwi ¢3Vi | j oi aHROCHMbLY
9zY2l t LnVAYWLwoGUUY29t L1VzZXJzLzQ0Zj YXNDIkZj k2YmR YW 2MAUSNTI x
ZDKi LCII dmVudHM Onsi dXJuOm | dGY6cGFy YWLzOnNj aWD6ZXZI bnQcGFzc3
dvcenRSZXN dCl 6eyJpZCl 61 ) Q0Zj YXNDIKZj k2YmR YW 2MAU3NTI xZDKi f Swi
aHROCHMBLY 9l eGFt cGxl Lm\vbS9zY2! t L2V2ZWs0L3Bhc 3N3b3Jk Unvz ZXRFeH
Q Onsi cnVzZXRBAHRI bXBOcyl 6NX19f Q. "

}
}

_Figure 1. Exanple of SET Transm ssion_

In the above exanple, the Transmitter is sending 2 SETs to the

Recei ver.
{
"sets": {},
}

_Figure 2: Exanple of enpty SET transm ssion_

In the above exanple, the Transmitter is sending zero SETs to the
Receiver. This placehol der/enmpty request provides the Receiver to
respond back with ack/err for previously transmtted SETs.

The SET Transmitter MAY include in the request an Accept-Language

header field to indicate to the SET Recipient the preferred
| anguage(s) in which to receive error nessage descriptions.
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4.4. Response Communi cation

A Receiver MJIST repond to the conmunication by sending an HTTP
response. The body of this response is of the content type
"application/json". It contains the follow ng fields:

ack REQU RED. An array of strings, in which each string is the jti
val ue of a previously received SET that is acknow edged in this
object. This array MAY be enpty to indicate that no previously
recei ved SETs are being acknow edged in this comrunication

setErrs OPTIONAL. A JSON object containing key-value pairs in which
the key of a field is a string that contains the jti value of a
previously received SET that the sender of the conmunication object
was unabl e to process. The value of the field is a JSON object that
has the followi ng fields:

err REQUI RED. The short reason why the specified SET failed to be
processed. Error codes are described in Section 2.4 of [RFC8935].

description OPTIONAL. An explanation of why the SET failed to be
processed

If the response contains a description, then the response MJST

i nclude a Content-Language header field whose val ue indicates the

| anguage of the error descriptions included in the response body. |If
the SET Reci pient can provide error descriptions in multiple

| anguages, they SHOULD choose the | anguage to use according to the
val ue of the Accept-Language header field sent by the SET Transmtter
in the transm ssion request, as described in Section 5.3.5 of
[RFC7231]. If the SET Transmitter did not send an Accept-Language
header field, or if the SET Recipient does not support any of the

| anguages included in the header field, the SET Recipient MJST
respond with nmessages that are understandabl e by an Engli sh-speaki ng
person, as described in Section 4.5 of [RFC2277].

4.4.1. Success Response
If the Receiver is successful in processing the request, it MJST

return the HTTP status code 202 (Accepted). The response MJST have
the content-type "application/json"
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HTTP/ 1.1 202 Accepted
Content-type: application/json

"ack":
"3d0c3cf 797584bd193bd0Of blbd4e7d30"
]
}

_Figure 3: Exanple of SET Transm ssion response with ack_

In the above exanpl e, the Receiver acknow edges one of the SETs it
previously received. There are no errors reported by the Receiver

HTTP/ 1.1 202 Accepted
Content-type: application/json

"ack":

"f52901c499611ef 94540242ac12000322",
"0636e274399711ef 9454- 0242ac120002",
"d563c72479a04f f 0bad415657f abe2cb11”

]

"setErrs": {
"4d3559ec67504aaba65d40b0363f aad8" : {
"err": "invalid_key",
"description": "Failed validation"
}
}

}

_Figure 4: Exanple of SET Transm ssion response, ack and errors_
In the above exanpl e, the Receiver acknow edges three of the SETs it
previously received. There are errors reported by the Receiver for
ackl owl edgi ng one SET.

4.4.2. Failure Response
In the event of a general HITP error condition, the SET Recipient

responds with the applicable HTTP Status Code, as defined in
Section 6 of [RFC7231].
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When the SET Recipient detects an error parsing, or authenticating a
SET transmitted in a SET Transm ssi on Request, the SET Reci pi ent
SHALL respond with an HTTP Response Status Code of 400 (Bad Request).
The Content-Type header field of this response MJST be "application/
json", and the body MJUST be a UTF-8 encoded JSON [ RFC8259] obj ect
contai ning the foll ow ng nane/ val ue pairs:

err REQUI RED. The short reason why the APl failed to process the
request. (Not specific to any SETs, but usually indicate service
| evel failure or processing error)

description OPTIONAL. A UTF-8 string containing a human-readabl e
description of the error that nmay provide additional diagnostic
informati on. The exact content of this field is inplenentation
speci fic.

Note that failure responses in this specification are not specific to
any failures related to any specific SET processing. SET specific
errors should be communi cated by a success response payl oad defined
in the Section 4.4.1 Section

Exanpl e error codes that can indicate APl |evel failures MAY include
but not limted to:

* invalid_request (request is nmalforned)

* authentication_failed (authentication token provided by the
Transmitter is expired, revoked or invalid)

* access_denied (The Transmtter does not have adequate perm ssions
to invoke this API).

* too_many_sets (Transmitter included too many SETs in a single
request, this is an indication for the Transmtter to nake a
request with | ower nunber of SETs or to conply with max SETs count
that Recei ver published outside of this spec)

HTTP/ 1.1 400 Bad Request
Cont ent - Language: en-US
Cont ent - Type: application/json

{

"err": "authentication_failed",
"description": "Access token has expired."

}

_Figure 5: Exanple Error Response (authentication_failed)
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Above non-normative exanple error response indicating that the access
token included in the request is expired.

4.4.2.1. Qut of order delivery

A Response nmay contain jti values in its ack or setErrs that do not
correspond to the SETs received in the same Request to which the
Response is being sent. They MAY consist of values received in
previ ous Requests.

4.4.3. Error Response

The Receiver MJST respond with an error response if it is unable to
process the request. The error response MJST include the appropriate
error code as described in Section 2.4 of [RFC8935].

5. Authentication and Authorization

The Transmitter MJST verify the identity of the Receiver by
validating the TLS certificate presented by the Receiver during the
TLS handshake, and verifying that it is the intended recipient of the
request, before sending the SETs.

How the Transnitter and Recei ver agree on authorization of the
request is out of scope of this docunent.

Thi s section describes server-side authentication of the Receiver by
the Transmtter. Authentication of the Transnmitter by the Receiver
(e.g., via QAuth tokens, nutual TLS, or other nechanisns) is out of
scope of this docunent and is expected to be defined by profiles of
this specification.

6. Delivery Reliability

A Transmitter MJST attenpt to deliver any SETs it has previously
attenpted to deliver to a Receiver until:

* It receives an acknow edgenent through the ack value for that SET
in a subsequent conmunication with the Receiver

* |t receives a setErrs object for that SET in a subsequent
conmmuni cation with the Receiver
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* It has attenpted to deliver the SET a maxi num nunber of tines and
has failed to communi cate either due to conmunication errors or
| ack of inclusion in ack or setErrs in subsequent communications
that were conducted for the maxi num nunber of times. The naximum
nunber of attenpts MAY be set by the Transmitter for itself and
SHOULD be communi cated offline to the Receivers

Additionally consider Delivery Reliability aspects discussed in
Section 4 of [RFC8935].

7. Security Considerations

The Security Considerations of [RFC8935], [RFC8446], and Section 17
of [RFC9110] apply to this specification

7.1. Too many SETs in the request

This mechanismallows a Transmitter to send a | arge nunber of SETs in
a single request. A malicious or msconfigured Transmitter could
send an extrenely | arge payl oad, attenpting to exhaust nmenmory or CPU
resources on the Receiver during JSON parsing or SET validation

Recei vers MUST protect thenselves against such attacks. It is
RECOMMVENDED t hat Recei vers establish and docunent a reasonabl e upper
limt on the nunber of SETs they will process in a single request.
Transmitter MJST obey the maxi num nunber of SETs to be comuni cat ed
to the Receiver. This will avoid any potential truncations/loss of
informati on at the Receiver

If a Receiver receives a batch exceeding this limt, it SHOULD reject
the entire request with a 413 Payl oad Too Large HITP status code.

How t he Receiver conveys this upper limt to Transmtters is outside
the scope of this specification (see Section 4.3.1 for the sets field
definition).

7.2. Authentication and Authorization

Transmitter MJUST foll ow the procedures described in section Section 5
in order to securely authenticate and authorize Receiver

7.3. HITP and TLS
Transmitter MJST use TLS [ RFC8446] to conmunicate with Receiver and

is subject to the security considerations of HITP Section 17 of
[ RFC9110] .
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Failure to properly validate the Receiver’'s TLS certificate could
allow a Transmitter to send SETs to an inpersonating endpoint,
resulting in the disclosure of sensitive security event information
to an unaut hori zed party.

7.4. Event Delivery Latency

The primary purpose of security event tokens is the tinely

communi cati on of security-sensitive information. While this
specification enables batching for efficiency, Transmtters MJST NOT
unduly delay the transm ssion of events in an attenpt to create

| arger batches

Del ayi ng the transm ssion of a tine-sensitive event, such as a
credential conpronise or session revocation, defeats the purpose of
the protocol and provides an adversary with a |arger w ndow of
opportunity to act.

It is RECOWENDED that Transmitters inplement a batching policy that
sends a pendi ng batch of SETs when either of the follow ng conditions
is net:

* The nunber of SETs in the batch reaches a configured size limt.

* A configured amount of tinme (e.g., 1-2 seconds) has el apsed since
the ol dest SET in the batch was generat ed.

Thi s ensures a bal ance between network efficiency and the real -tine
nature of the communi cation

7.5. Information Disclosure in Error Responses

The setErrs is designed for debuggi ng and provi des val uabl e feedback
However, if inplenented incorrectly, it can becone a souce of

i nformati on | eakage, disclosing internal details or enable
enuneration type attacks.

It is RECOWENDED that setErrs information be designed to be hel pfu
wi t hout revealing sensitive information about internal architecture.

7.6. Event Ordering and Processing Guarantees

This specification is a transport efficiency nechanismand it does
not address transactional aspects of the request. Every SET is an

i ndependent event in the request to the Receiver. The event ordering
in the request does not inply any chronol ogi cal dependence. For
chronol ogi cal dependence the Receiver should | ook at the time related
event cl ai ns.

Deshpande & Par ecki Expires 7 Novenber 2026 [ Page 12]



I nternet-Draft Push-mul ti - SET May 2026

10.

A Transmitter should not assune the ordered processing of the SETs by
the Recei ver sub-systems. This specification does not add any
transacti onal requirenents on the Receiver.

Addi tional security consideration in Section 5 of [ RFC8935].
Privacy Considerations
Privacy Considerations from Section 6 of [RFC8935] apply.
I ANA Consi derati ons
Thi s docurment has no | ANA acti ons.
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