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Abstract

| ETF RATS Architecture, defines the key role of a Verifier. 1In a
conpl ex system this role needs to be perforned by nultiple Verfiers
coordi nating together to assess the full trustworthiness of an
Attester. This docunment focuses on various topol ogical patterns for
a multiple Verifier system It only covers the architectural aspects
i ntroduced by the Multi Verifier concept, which is neutral with
regard to specific wire formats, encoding, transport nechani sns, or
processi ng details.
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This note is to be renoved before publishing as an RFC

Source for this draft and an issue tracker can be found at
https://github.comietf-rats/draft-deshpande-multi-verifier.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 23 April 2026.
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1. Introduction

A Verifier plays a central role in any Renpte Attestation System A
Verifier appraises the Attester and produces Attestation Results,
which are essentially a verdict of attestation. The results are
consuned by the Relying Party to conclude the trustworthiness of the
Attester, before making any critical decisions about the Attester,
such as admtting it to the network or releasing confidential
resources to it. Attesters can conme in wide varieties of shape and
form For exanple Attesters can be endpoints (edge or |oT devices)
or conplex machines in the cloud. Conposite Attester Section 4.1,
generate Evidence that consists of nultiple parts. For exanple, in
data center servers, it is not unconmon for separate attesting
environments (AE) to serve a subsection of the entire nmachine. One
AE night neasure and attest to what was booted on the main CPU, while
anot her AE mi ght neasure and attest to what was booted machine’s GPU
Thr oughout this docunment we use the term Conponent Attester

Section 4.1 to address the sub-entity or an individual |ayer which
produces its own Evidence in a Conposite Attester system

In a Conposite Attester system it may not be possible for a single
Verifier to possess all the capabilities or information required to
conduct a conpl ete appraisal of the Attester. Please refer to
Section 2 for notivation of this docunent. Miltiple Verifiers need
to collaborate to reach a conclusion on the appraisal and produce the
Attestation Results.

Thi s docunent describes various topol ogical patterns of nultiple

Verifiers that work in a coordi nated nanner to conduct appraisal of a

Conposite Attester to produce an Attestation Results.

2. Need for Multiple Verifiers

To conduct the task of Evidence appraisal, a Verifier requires:

1. Reference Values fromtrusted supply chain actors producing,
aggregating, or administering Attesters (Reference Val ue
Provi der s)

2. Endorsenents fromtrusted supply chain actors producing,
certifying, or conpliance checking Attesters (Endorsers)

3. Appraisal Policy for Evidence, which is under the control of the
Verifier Oaner

Deshpande, et al. Expires 23 April 2026 [ Page 3]



I nternet-Draft RATS Many-Verifiers Cct ober 2025

The Verifier inputs listed above are linked to the shape of the
Attesters. Typically, Composite Attesters cone with a varying degree
of heterogeneity of Evidence formats, depending on the type of
Attesting Environnents that conme with each Conponent Attester, for
exanpl e, CPU variants or GPU FPGA variants. Wen conducting Evi dence
apprai sal for a Conposite Attester, the followi ng chall enges renain:

1. An Attester’s conposition can change over time based on nmarket
requirenents and availability (e.g., a set of racks in a data
center gets thousands of new FPGAs). It is highly unlikely that
there is always one appropriate Verifier that satisfies all the
requirenents that a conplex and changi ng Conposite Attesters
i mposes. It may not be economically viable to build and naintain
such a degree of conplexity in a single Verifier.

2. A Verifier Owmer may have an Appraisal Policy for Evidence of a
Conponent Attester that is internal to themand which they nmay
choose not to reveal to a “nonolithic" Verifier

3. A Reference Values Provider may not wish to reveal its Reference
Val ues or their lifecycle to a nonolithic Verifier

4. There may not be a single actor in the ecosystemthat can stand
up and take ownership of verifying every Conponent Attester due
to a lack of know edge, conplexity, regul ations or associated
cost.

5. The mix today is a conbination of Verifier services provided by
conponent manufacturers, Verifiers provided by integrators, and
Verifiers under local authority (i.e., close to the attester).
Rarely is it just one of these.

3. Ref erence Use Cases

Thi s section covers generic use cases that denonstrate the
applicability of Multi Verifier, regardl ess of specific solutions.
Its purpose is to notivate various aspects of the architecture
presented in this docunent. There are many ot her use cases; this
docunent does not contain a conplete |ist.

3.1. Verification of Devices containing heterogenous conponents
A device may contain a central processing unit (CPU), as well as

het er ogeneous accel erati on conponents (such as GPUs, NPUs and TPUs)
fromdifferent suppliers
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These conmponents can be used to speed up processing or assist with Al
i nference. Trustworthiness assessment of the device requires trust
in all of these components. However, due to business concerns such
as scalability, conplexity and cost of infrastructure, the Verifier
for each type of conponent nmay be depl oyed separately by each vendor

When these Verifiers operate together, they nmust interact with each
ot her, understand the topol ogy and interoperate using standardised
protocols. For instance, they may need to exchange partial Evidence
relating to the rel evant conponent or partial Attestation Results for
it.

Attester: A Device having nmultiple conponents

Relying Party: An entity which is making trust decisions for such an
Attester

3.2. Verification of Wrkloads operating in Confidential Conputing
envi r onment

As organi sati ons nmove nore workl oads into untrusted or shared
environments, Confidential Conputing is becomng increasingly
important. In such a system an application or workload (which could
be an Al nodel, database process or financial service, for exanple)
is executed inside a TEE-protected virtual nachine (VM. \Wen the
wor kl oad starts, the TEE can generate a cryptographic attestation
report providing:

1. The workload is running on a platformw th a known state.

2. The workload is running the correct application

The platformis often built by an i ndependent TEE vendor, while the
wor kl oads are depl oyed by workl oad owners fromdifferent parts of the
supply chain.

Verification of Attestation for such a systemrequires independent,
yet mutually coordinated, verification of: Platformclains appraised
by a Platform Verifier and Wrkl oad cl ai ns apprai sed by a Wrkl oad
Verifier.

Attester: A layered Attester containing a platformand a workl oad
running in a CC environnent

Relying Party: An entity which is nmaking trust decisions, such as a
key rel ease to a workl oad
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4. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Thi s docunent uses terns and concepts defined by the RATS
architecture. For a conplete glossary, see Section 4 of [RFC9334].

Specifically this docunent heavily uses the terns Layered Attester
Section 3.2 of [RFC9334] and Conposite Device Section 3.3 of
[ RFC9334]

4.1. dossary
Thi s docunent uses the follow ng terns:

Conposite Attester: A Conposite Attester is either a Conposite
Device or a Layered Attester or any conposition involving a
conbi nation of one or nore Conposite Devices or Layered Attesters.

Conponent Attester: A Conponent Attester is a single Attester of a
Conposite Attester. For this docunment, a Conponent Attester is an
entity which produces a single Evidence which can be apprai sed by
a Conponent Verifier.

Conposite Evidence: Evidence produced by a Conposite Attester. Also
referred to as CE in the docunent.

Lead Verifier: A Verifier which acts as a main Verifier to receive
Conposite Evidence froma Conposite Attester in a Hi erarchical
pattern Section 5.1. Also referred to as LV in the docunent.

Conmponent Verifier: A Verifier which is responsible for the
Verification of one single conponent or a layer. Also referred to
as CV in the docunent.

Partial Attestation Results: Attestation Results produced by a
Conponent Verifier, which contains partial results from atl east
one or nore Conponent Attesters.

Aggregated Attestation Results: An Aggregated Attestation Results

(AAR) refers to a collection of Attestation Results produced upon
conpl etion of appraisal of a Conposite Attester.
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5. Milti Verifier topological patterns
A Composite Attester has multiple Conponent Attesters. Each Attester
requires a different set of Verifiers. Hence nultiple Verifiers
col l aborate to appraise a Conposite Attester

5.1. Hierarchical Pattern

Fi gure bel ow shows the bl ock diagram of a Hierarchical Pattern

S +
| | Fommm e e e - +
I I I I
| | Evidence 1 |
| R >+ Verifier 1
I I I I
| e + |
| | AR 1 e +
I I
A + Conposite Evidence | |
| T >| | Evidence 2 +----------- +
| Attester | | Lead A >+ |
| or | Aggregated | Verifier | | |
| RP IR + | | Verifier 2
R + Attestation Result | F<o e + |
(AAR) I | AR 2 I I
| | +- - - - - +- - - - - +
I I I
I I I
I I :
I I I
I I I
| | |
| | Evidence N +----- oo +
| R >+ |
I I I
| FLa - + Verifier N
I | ARN I I
| | | |
| | R +
S +

Figure 1: Hierarchical Pattern

The foll owi ng sub-sections describe the various roles that exist in
this pattern.
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5.1.1. Lead Verifier

In this topol ogical pattern, there is an Entity known as Lead
Verifier.

Lead Verifier is the central entity in comruni cation with the
Attester (directly in passport nodel or indirectly via the Relying
Party in background-check nodel). It receives Attestation Evidence
froma Composite Attester. |If the Conposite Attestation Evidence is
signed, then it validates the integrity of the Evidence by validating
the signature. |If signature verification fails, the Verification is
termnated. Oherwise it performs the foll owing steps

* Lead Verifier has the required know edge to break down the
Conposite Evidence into individual Conponent Evidence. It decodes
the Conposite Evidence to extract the Conponent Attester Evidence.
This may lead to "N' Evidence, one for each Conponent Attester

* Lead Verifier del egates each Conponent Attester Evidence to its
own Conponent Verifier (CV) and receives Conponent Attester
Attestation Results also known as Partial Attestation Results
after successful Appraisal of Evidence. There are nany protocols
to determ ne how a Lead Verifier can sel ect the Conponent
Verifiers. This docunent does not nandate any specific protoco
for determ ning the Component Verifiers

* Once the Lead Verifier receives Partial Attestation Results from
all the Verifiers, it conbines the results fromeach Verifier to
construct a Aggregated Attestation Results (AAR). The Lead
verifier may apply its own policies and al so add extra clainms as
part of its apprai sal

* Lead Verifier conveys the AARto the Attester (in Passport nodel)
or to the Relying Party (in background check nodel).

The overall verdict may be dependent on the Appraisal Policy of the
Lead Verifier.

In certain topologies, it is possible that only the Conposite

Evi dence is signed to provide the overall integrity, while the
i ndi vi dual Conponent Attester Evidence (exanple Evidence 1) is not
protected. In such cases, the Lead Verifer upon processing of

Conposite Evidence may wrap the Conmponent Attester Evidence (exanple
Evi dence 1) in a signed Conceptual Message Wapper (CMA, and send it
to each Verifier (exanple Verifier 1).
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5.1.2. Conponent Verifier

The rol e of a Conponent Verifier is to receive Component Evidence
fromthe Lead Verifier and produce Partial Attestation Results to the
Lead Verifier.

5.1.3. Trust Relationships
In this topology the Lead Verifier is fully trusted by Conponent
Verifiers (exanple Verifier 1). Each Conponent Verifiers are
provisioned with the Trust Anchors (see [RFC6024]) for the Lead
Verifier.
Al so, each of the Conponent Verifier is fully trusted by the Lead
Verifier. Lead Verifier is provisioned with the Trust Anchors (see
[ RFC6024]) for Verifier 1..N.

5.2. Cascaded Pattern

Fi gure bel ow shows the bl ock di agram of a Cascaded Pattern.

Fom e e + Fom e e + S
T
ARECEREE + | | | | |
| | | Conposite Evidence | |  (CB | | (CB |
| | o e e e e oo >+ R >+ R >+
| | | (CB) | | Partial AR | Partial AR |
|A;t\|![ester| | Verifier 1] | Verifier 2] | Verifie
Ir lor | Aggregat ed I I I I I
| RL - + e e a + B +
+--|- ----- + Attestation Results | |  (AAR) | |  (AAR) |

| (AAR) I I I I I

| S + S + S
-t

Figure 2: Cascaded Pattern

In this topological pattern, the Attestation Verification happens in
sequence. Verifiers are cascaded to performthe Attestation

Apprai sal. Each Verifier in the chain has the know edge to derive or
extract the Conponent Evidence, which it can appraise, fromthe
Conposi te Evidence.
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Attester may send the Conposite Evidence(CE) to any of the Verifier
(directly in the passport mnmodel, or indirectly via the Relying Party
in the background-check nodel). The Verifier which processes the
Conposite Evidence, Verifies the signature on the Evidence, if
present. It extracts the Conponent Evidence fromthe Conposite

Evi dence, perforns Appraisal of the Conponent Attester whose

Ref erence Val ues and Endorsenents are in its database. Once the
appraisal is complete, it forwards the Conposite Evidence and Parti al
Attestation Results to the subsequent Verifier

The process is repeated, until the entire appraisal is conplete. The
last Verifier, i.e. Verifier-N, conpletes its Appraisal of the
Conponent Evidence, that it can appraise. It has now all the Partial
Attestation Results and creates the Aggregated Attestation
Results(AAR). It returns the AARto the N1 Verifier (fromwhere it
recei ved the Conposite Evidence and Partial AR). The process is
repeated, i.e. AARis returned in the chain until the Verifier, which
recieved the initial Conposite Evidence is reached. At this point in
time the Aggregated Attestation Results are signed and the AAR i s
sent to the Attester (in Passport Mdel) or Relying Party (in
background check nodel).

As shown in the picture, the Partial Attestation Results and
Conposite Evidence is transmitted to a chain of Verifier, till the
Apprai sal is conplete. Upon conpletion, the last Verifier in the
chain conmbines the incomng Partial Attestation Results, combines the
results fromit own Evidence Appraisal and passes the Aggregated
Attestation Results to the Verifier fromwhich it receives Conposite
Evi dence

There are nmany protocols to deternmine how a Verifier can select the
next Verifier to route the CEE This docunent does not mandate any
specific protocol for determning the Verifiers in cascade.

5.2.1. Trust Relationships
5.2.2. Verifiers

In the cascaded pattern, the conmmunicating Verifiers fully trust each
other. Each Verifier has the trust anchor for the Verifier it is
conmuni cating to (i.e. either sending information or receiving
information). This prevents man in the nmiddle attack for the partial
Attestation Results received by a Verifier or a Aggregated
Attestation Results (AAR) which it receives in the return path.
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5.2.3. Relying Party and Verifiers

In the cascaded pattern, the RP may comunicate with any Verifier and
thus receive its Attestation Results. Hence RP fully trusts all the
Verifiers.

5.3. Hybrid Pattern

In a particular deploynment, there is a possibility that the two
nodel s presented above can be conbined to produce a hybrid pattern
For exanple Verifier 2 in the Cascaded Pattern becones the Lead
Verifier for the remaining Verifers from3, to N

6. Fr eshness

The Verifier needs to ensure that the clains included in the Evidence
reflect the |atest state of the Attester. As per RATS Architecture,
the recomended freshness is ascertai ned using either Synchronised

Cl ocks, Epoch IDs, or nonce, enbedded in the Evidence. |In the case
of H erarchical Pattern, the Verification of Freshness should be
checked by the Lead Verifier

In the Cascaded Pattern, the freshness is always checked by the first
Verifier in conmmunication with either the Attester (Passport Mdel)
or Relying Party (Background Check Mdel).

7. Security Considerations

The Verifier is effectively part of the Attesters’ and Relying
Parties’ trusted conputing base (TCB). Wen nultiple Verifiers
coordi nate to conduct appraisal, it leads to |arger TCB and hence
more attack surface. Any mistake in the appraisal procedure
conducted by one or nore Verifiers could | ead to severe security

i mplications, such as incorrect Attestation Result of a component or
a conposition to the Relying party. This section details the
security threats and mitigation strategies specific to the nulti-
verifier topologies described in this docunent. |In addition to the
consi derations herein, Verifiers MJST foll ow the guidance detailed in
the Security and Privacy considerations of a RATS Verifier as
detailed in Section 11 of [I-D.draft-ietf-rats-corin] and the RATS
Architecture Section 11 and Section 12 of [ RFC9334].

7.1. Adversarial Mdel
The security analysis in this section assunmes that attackers may:

1. Eavesdrop on any conmuni cation channel between Verifiers.
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2. Inject, nodify, replay, or delay nessages traversing the network.

3. Conprom se one or nore Verifiers in the ecosystem attenpting to
| eak sensitive information (e.g., Evidence, Reference Val ues) or
mani pul ate Attestation Results.

4. Perform Man-in-the-Mddle (MtM attacks between any two
communi cating entities.

The systemis designed to be resilient under the assunption that the
crypt ographi ¢ keys used for signing Evidence and Attestation Results
(by authentic entities) are not conprom sed.

7.2. Ceneral Considerations

Al'l conmuni cati ons between entities (Attester-Verifier, Verifier-
Verifier, Verifier-RP) MJST be secured using nutually authenticated,
confidential, and integrity-protected channels (e.g., TLS)

It is recomrended that any two verifiers establishing a comrunication
channel perform nutual attestation before exchanging any attestation
nessages.

7.3. Security for Topol ogi cal Patterns

7.3.1. Herarchical Pattern
The hierarchical pattern introduces a central trust entity, the Lead
Verifier (LV). The security of the entire systemrelies on the
integrity and correct operation of the LV.

7.3.1.1. Threats and Mtigations

7.3.1.1.1. LV Conprom se
*Threat:* A conpromised LV can orchestrate attacks, such as approving
mal i ci ous attestations, wongly aggregating attestation results or
| eaki ng sensitive evidence. This is a single point of failure froma
trust perspective.
*Mtigation:* The LV MJST be hardened and operate and store its Keys
in a secure environment. |Its operation SHOULD be auditabl e.

Conponent Verifiers should be nmade avail abl e suitable trust anchors
so that they can establish required trust in the authority of the LV.
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7.3.1.1.2. Comuni cation Security (LV <-> CV)

*Threat:* Eavesdroppi ng or mani pul ation of evidence/results in
transit.

*Mtigation:* Al communicati ons between the LV and CVs MJST be
mutual |y aut henticated and confidential (e.g., using TLS with client
aut hentication). This ensures integrity, confidentiality, and
authenticity of the messages exchanged between the Verifiers.

7.3.1.1.3. Evidence Integrity and Origin Authentication (LV -> CV)

*Threat:* The LV could forward mani pul ated evidence to a CV, or an
attacker could inject fake evidence.

*Mtigation:* The conceptual nessage containing the Conponent

Evi dence MJUST be integrity-protected and authenticated. |If the
Conponent Evidence is natively signed by the Conponent Attester at
origin, the CV can verify it directly. |If the Conponent Evi dence

| acks inherent signatures (e.g., in UCCS), the LV MJST sign the
Conponent Evi dence using a key that the CV trusts. This prevents any
on-path attacker fromaltering the Conponent Evidence.

7.3.1.1.4. Results Integrity and Origin Authentication (CV -> LV)

*Threat:* Partial Attestation Results could be manipulated in transit
or forged by a malicious CV

*Mtigation:* Each Partial Attestation Result MJST be digitally
signed by the CV. LV should maintain a list of trust anchors for the
CV's it comunicates with. The LV MJST validate the signature using
the required trust anchor for the CV, before adding the Partia
Attestation Results to the Aggregated Attestati on Results.

7.3.1.1.5. Replay Attacks

*Threat:* An adversary Conponent Verifier replays old Evidence or
Attestation Results.

*Mtigation:* The LV is responsible for enforcing freshness (via
nonces, epochs, or tinmestanps). This freshness val ue MJST be
propagated to CVs and back to the LV, to ensure final AR can be
val i dat ed agai nst the original challenge.
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7.3.2. Cascaded Pattern

The cascaded pattern distributes trust but requires each Verifier in
the chain to be trusted to correctly handle and forward Attestation
messages. The chain’s security is only as strong as its weakest

I'i nk.

7.3.2.1. Threats and Mtigations
7.3.2.1.1. Verifier Conprom se

*Threat:* Any conpronised Verifier in the chain can bl ock, delay, or
mani pul ate the attestation process. It can inject false partial
results, drop evidence, or leak sensitive information

*Mtigation:* Relying Parties and Verifiers MJST be configured with
strict trust policies defining the allowed paths and trusted
Verifiers. Operations should be logged for auditability.

7.3.2.1.2. Comuni cation Security

*Threat:* Eavesdroppi ng or manipul ati on of evidence and results
bet ween Verifiers.

*Mtigation:* Each hop between Verifiers MJST be secured with
mut ual |y aut henticated and confidential channels (e.g., TLS with
client authentication).

7.3.2.1.3. Evidence and Results Protection

*Threat:* Lack of end-to-end security allows internediate Verifiers
to mani pul ate evidence or results that are not intended for themto
appr ai se.

*Mtigation:* End-to-end integrity protection is RECOWENDED. The
Conposite Evidence should be signed by the Attester. Partial and
Aggregated Attestation Results SHOULD be signed by the Verifier that
generated them This allows subsequent Verifiers and the Relying
Party to verify that results have not been tampered wi th by

i nter medi at e nodes.

7.3.2.1.4. Replay Attacks
*Threat:* An adversary replays old Evidence or Attestation Results.
*Mtigation:* The first Verifier in the chain (the one receiving

evidence fromthe Attester/RP) is responsible for enforcing freshness
(via nonces, epochs, or tinmestanps) for the entire cascade. This
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freshness val ue MUST be propagated with the Evi dence and Results
through the chain so the final AR can be validated agai nst the
ori gi nal challenge

7.3.3. Security of the Hybrid Pattern

As the hybrid pattern is the conposition of hierarchical pattern and
cascade pattern, all the threats and mitigations that are applicable
for these two patterns are also applicable for the general hybrid
pattern.

8. Privacy Considerations

The appraisal of a Conposite Attester requires exchange of
attestation rel ated nmessages, for exanple, partial Evidence and
partial Attestation Results, anong multiple Verifiers. This can
potentially | eak sensitive information about the Attester’s
configuration , identities and the nature of conposition

* Mnimzation: Attesters should only generate Evidence that is
strictly necessary for the appraisal policy. Verifiers should
only request necessary clains.

* Confidentiality: Encryption should be used to prevent unauthorized
parties (including other Verifiers in the hierarchy or cascade)
from accessing sensitive Evidence. This is crucial in nmulti-
tenant environments.

* Policy Handling: Verifiers should be careful not to leak their
internal appraisal policies (e.g., through error nessages or
tim ng side channel s) when conmunicating with other Verifiers or
Attesters, as this information could be exploited by an attacker
to mani pul at e appr ai sal
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