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Abst ract

Thi s docunent introduces RSVP-TE signaling procedures that enable the
head- end Label Switched Router (LSR) of a |ocal-protection-desiring
Label Switched Path (LSP) to influence the optim zation objective and
bounded netric constraints used for the path conputation of a backup
LSP tunnel at a Point of Local Repair (PLR).
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[ RFC4090] defines RSVP-TE signaling procedures to establish backup

| abel

It

-switched path (LSP) tunnels for |ocal
i ntroduces the FAST_RERQUTE obj ect,

repair of LSP tunnels.
whi ch all ows the head-end

Label Switched Router (LSR) of a local-protection-desiring LSP to

si gnal
tunnel at each point of local repair (PLR).
in the FAST _RERQUTE object are limted to priorities,
limt, and bandwi dth. Inplenentations rely on the |ocal

the constraints used for the path conputation of a backup LSP
The constraints carried
affinities, hop

policy at

the PLR to determ ne the optim zation objective and ot her rel evant

constraints for conputing the backup path.
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Thi s docunent enhances the options available at the head-end LSR of a
| ocal -protection-desiring LSP to influence the path conputation of
the backup LSP tunnel at the PLR It introduces an extensible TLV-
based RSVP object, FAST _REROUTE EXT, for signaling the optimzation
obj ective and bounded netric constraints to be inposed on the backup
LSP tunnel path conputation. The signaling procedures defined in the
docunent are backward-conpatible with inplenentations that only
under st and t he FAST_REROUTE obj ect .

The criteria for determi ning the appropriate optim zation objective
and bounded netrics for the backup LSP tunnel paths are outside the
scope of this docunent.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

1.2. Term nol ogy

The reader is expected to be famliar with the term nology used in
[ RFC3209] and [ RFC4090] .

1.2.1. Local-Protection-Desiring LSP
In this docunent, a local-protection-desiring LSP refers to an MPLS
RSVP- TE LSP for which local protection is requested by signaling the
FAST_REROUTE obj ect in the PATH nessage as specified in RFC4090.
1.2.2. Optimzation Objective
An optim zation objective is typically represented as a quantifiable
metric that an algorithmainms to optinize (mnimze or nmaxi m ze,
depending on the netric type) when selecting a TE path. For exanple,
the optim zation objective used in the backup path conputation could
be (but not limted to) any of the foll ow ng:
* Mnimze the cunulative "I GP Metric" along the traversed path.
* Mnimze the cunulative "TE Metric" along the traversed path.
* Mnimze the cunul ative "Del ay- Average"” along the traversed path.

* Mnimze the cunmul ative "Unreserved Bandw dth" al ong the traversed
pat h.
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In certain scenarios where the path conputation is deened a nulti-
paraneter optim zation problemand multiple optimzation objectives
are considered, a normalization weight may be required for each

obj ecti ve.

1.2.3. Bounded Metric

A bounded nmetric is a constraint paraneter that is used to define a
bound that a conputed TE path nust satisfy. The bounded netric can
be of path-scope or |ink-scope. A path-scoped bounded netric is used
when the bound is to be inposed on the cunul ative netric associ ated
with a path, while a |ink-scoped bounded netric is used when the
bound is to be inposed on the netric associated with a link. An
exanpl e of a path-scoped bounded netric specification is to ensure
that the cunulative "TE Metric" along the traversed path does not
exceed 1000. An example of a |ink-scoped bounded netric
specification is to ensure that the "Delay Variation Threshol d" on a
traversed |ink does not exceed 15ns.

2. Procedure at the Ingress

The optim zation objective and/or the bounded netrics for the backup
LSP MAY be specified at the ingress of the primary LSP via explicit
configuration. The user may explicitly specify whether the
optinization objective and/ or bounded netrics of the |ocal -
protection-desiring LSP are to be inherited by the backup LSP at the
PLR, or whether different values are to be used. If there is no such
explicit configuration, the local PLR policy will dictate the
optinization objective and the bounded netrics used for the backup
LSP.

If such explicit configuration is present, then the ingress of the
primary LSP MUST signal an RSVP PATH nmessage with the

FAST REROQUTE EXT object. The presence of the FAST _REROUTE EXT obj ect
in the PATH nessage is to be deened as a conpani on object to the
FAST_REROUTE object. It is deemed a request to the PLR to establish
t he backup path using the optimnization objective and/or the specified
bounded metrics. The ingress MJUST NOT include the FAST _REROUTE EXT
object in the PATH nessage unless it also includes the FAST_REROUTE
obj ect. Wen the ingress receives the correspondi ng RESV nessage, it
can determ ne whet her each PLR was able to cater to the signal ed
request by checki ng whether the "FRR EXT protection” flag in the RESV
RRO sub-obj ect for that PLRis set.
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3.

4.

4.

Procedure at the PLR

A PLR that does not understand the FAST_REROUTE_EXT object MJST
ignore the object in the PATH nessage but forward it unexam ned and
unnodi fied. The class nunber used for the object will ensure this
behavior. |In such a scenario, the local policy on PLRwill dictate
the optim zation objective and bounded netrics for the backup path
comput at i on.

A PLR that understands the FAST REROUTE EXT object but does not find
t he conpani on FAST _REROUTE object in the PATH nessage MJST reject the
PATH with the following error - {Policy Control Failure (2), Mssing
FAST_REROUTE obj ect (TBA3)}. A PLR that understands the
FAST_REROQUTE_EXT obj ect but cannot cater to the requested

optim zation objective and bounded netrics MAY fall back onto the
optim zation objective and bounded netrics dictated by |ocal policy.
In such a scenario, the PLR MJUST NOT set the "FRR EXT protection"
flag in the correspondi ng RESV RRO sub-object. A PLR that

under st ands the FAST_REROUTE_EXT obj ect and caters to the requested
optimnm zation objective and bounded netrics successfully MJST set the
"FRR_EXT protection” flag in the correspondi ng RESV RRO sub- obj ect.

Pr ot ocol Extensions
1. FAST_REROUTE_EXT nj ect

The FAST_REROUTE EXT (bject carries a set of TLVs. It MAY be carried
in an RSVP PATH nessage. It MJST carry at |east one TLV when
present. It MJST al ways be acconpanied with a FAST _REROUTE object in
the RSVP PATH nessage.

Cl ass-Num = TBAl (Format - 11bbbbbb) C Type =1

0 1 2 3

01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

I I
/1 (TLVs) /1

B T S i T s i i e e SEI S
*  TLVs
- Series of TLVs.

Each TLV has the form
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0 1

0123456789012345

R it S TR R i it S S TR R e s sl I +
| Type | Length | (TLV contents) |
R o o i i S o e +

* The Length field in the TLV contains the total |ength of the TLV
in bytes, including the Type and Length fields. The Length MJST
be at least 4 and MJUST be a nultiple of 4.
4.1.1. Optimzation Metric TLV

Optimzation Metric TLV carries the Metric-Type to be used in the
optim zation objective.

0 1 2 3
01234567890123456789012345678901
i I s I i i S SR S S S
| Type | Length | Metric Type | Wei ght |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
* Type = 1 - Optimzation Metric TLV
* Length = 4
* Metric Type:

- 11IGP

- 2 TE

- 3 Unreserved-Bandw dt h

- 4 Delay-M ni mum

- 5 Del ay- Aver age

- 6 Del ay- Maxi mum
* Weight: Metric Nornalization Wi ght
In sone scenarios where multiple optimzation objectives are desired,
multiple Optimzation Metric TLVs (each with a unique "Metric Type")
MAY be packed into the FAST _REROUTE EXT object. In such scenari os,
the weight field is used for normalizing different metrics. Wen

only one optimzation objective is specified, the weight field is set
to zero and is ignored.
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4.

1.

2. Bounded Metric TLV

Bounded Metric TLV is used to carry the bound value for the specified
Metric- Type.

0 1 2

01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
| Type | Length | Metric Type | | L]
el i I e i it T e e e e i i T o S e e S e T R R
| Metric Bound |
R o o e e el i S S S S i S i ol S S e e e s

* Type = 2 Bounded Metric TLV
* Length = 8
* Metric Type:

- 1 1GP

- 2 TE

- 3 Unreserved- Bandwi dt h

- 4 Delay-M ni mum

- 5 Del ay- Average

- 6 Del ay- Maxi mum

- 7 Delay-Variation-Threshol d
* L Flag: Link-Scope

*  Metric Bound: Bounded netric value. The units used and whet her
the bound is upper or |ower depends on the netric-type.

There can be nore than one Bounded Metric TLV (each with a unique
"Metric Type") packed into the FAST _REROUTE EXT object. The Bounded
Metric TLV, if present, MJST include a non-zero "Metric Bound" val ue.
If there is a desire to specify a netric-bound for the sane netric
that is being optimized for, then the expectation is that both

Optim zation Metric TLV and Bounded Metric TLV for the same metric
type are included in the FAST_REROUTE_EXT object. There MJST be at
nost one instance of the Bounded Metric TLV for each nmetric type with
the sane L flag (Link Scope) value. |If two or nore instances of a
Bounded Metric TLV with the sanme L flag value are present for a
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metric type, only the first instance MJST be considered, and other
i nstances MJST be ignhored. The presence of two Bounded Metric TLV of
the sane type with a different value of the L flag is all owed.

4.2. RRO | Pv4/1Pv6 Sub- Object Flag
FRR_EXT protection: TBA2

The PLR MUST set this bit in the RESV RRO | Pv4/ 1 Pv6 sub-object when
it has successfully catered to the optim zation objective and/ or
bounded netrics specified in the FAST REROUTE EXT object received in
the correspondi ng PATH nessage. The PLR MJUST NOT set this bit if the
request was not catered to.

5. Security Considerations

The security considerations pertaining to the original RSVP protoco
([ RFC2205], [ RFC3209], and [RFC5920]) remain relevant. Wen using

RSVP crypt ographi ¢ aut hentication [ RFC2747], nore robust al gorithns
such as HVAC- SHA256, HMVAC- SHA384, or HVAC- SHA512 [ RFC2104]

[ FI PS-180-4] SHOULD be used when conputing the keyed message di gest
wher e possi bl e.

6. | ANA Consi derati ons
6.1. FAST_REROUTE EXT Obj ect

I ANA mai ntains the Cl ass Nanmes, Cl ass Nunbers, and O ass Types
registries in the "RSVP paraneters” registry group (see

http://ww. i ana. or g/ assi gnnent s/ r svp- par anet er s/ r svp- par anet er s. xni
(http://ww.iana. org/assi gnment s/ rsvp-paraneters/rsvp-
paraneters.xm )). [1ANA is requested to extend these registries by
addi ng a new C ass Nunmber (in the 11bbbbbb range) and assign a new
C-Type under this C ass Nunber, as described bel ow

Cl ass Nunber Cl ass Nane Ref erence
TBA1l FAST_REROUTE_EXT Thi s docunent

Cl ass Type of Ctypes - TBA1 FAST_RERCOUTE_EXT

Val ue Description Ref erence
1 FAST_REROUTE_EXT Thi s docunent

I ANA is requested to add a new sub-registry for "FAST_REROUTE EXT

TLVs" as shown bel ow. New registrations can be added via "I ETF
Revi ew' [ RFC8126] .
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6.

6.

1.

2.

Type Descri ption Ref erence
1 Optim zation Metric Thi s docunent
2 Bounded Metric Thi s docunent
1. Metrics

| ANA nanages several registries as part of the 'Resource Reservation
Protocol - Traffic Engi neering (RSVP-TE) Paraneters’ registry |ocated
at http://ww.iana. org/assi gnments/rsvp-te-paraneters
(http://ww.iana. org/assi gnments/rsvp-te-paraneters). |ANA s
requested to extend this list of registries by adding two new
registries - "FAST_REROUTE _EXT - Optinization Metric Types" and
"FAST_REROQUTE_EXT - Bounded Metric Types" as shown bel ow. New

regi strations can be added via "I ETF Review' [RFC8126].

FAST REROQUTE EXT - Optim zation Metric Types

Val ue Metric Type
1 | GP
2 TE
3 Unr eser ved- Bandwi dt h
4 Del ay- M ni mum
5 Del ay- Aver age
6 Del ay- Maxi mum

FAST_REROQUTE _EXT - Bounded Metric Types

Value Metric Type Pat h Li nk
Scope Scope
1 | GP Y Y
2 TE Y Y
3 Unr eser ved- Bandwi dt h Y Y
4 Del ay- M ni num Y Y
5 Del ay- Aver age Y Y
6 Del ay- Maxi mum Y Y
7 Del ay- Vari ation-Threshold N Y

Record Route Object Sub-object Flags: FRR EXT Protection

I ANA nmanages the 'Record Route Object Sub-object Flags' registry as
part of the 'Resource Reservation Protocol -Traffic Engineering (RSVP-
TE) Paraneters’ registry located at http://ww. iana. org/assi gnments/
rsvp-te-paraneters (http://ww.iana.org/assi gnnents/rsvp-te-
paraneters). |ANA is requested to extend this registry by adding a
new Fl ag as descri bed bel ow

Fl ag Description Ref erence
TBA2 FRR_EXT protection Thi s docunent
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6.3. FError Codes and Error Val ues

I ANA maintains a registry called "Resource Reservation Protocol

(RSVP) Paraneters" with a subregistry called "Error Codes and

A obal | y-Defined Error Val ue Sub-Codes". Wthin this subregistry
there is a definition of the "Policy Control Failure" error code with
error code value 2. The definition lists a nunber of error val ues
that may be used with this error code. 1ANA is requested to allocate
a new value for use with this error code as described in this
docunent. The resulting entry in the registry should | ook as

fol |l ows:

Sub- Codes - 2 Policy Control Failure

This Error Code has the follow ng gl obally-defined Error Val ue sub-

codes:
Val ue Descri ption Ref er ence
TBA3 M ssi ng FAST_REROUTE obj ect Thi s docunent

7. Ref er ences
7.1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/rfc/rfc2119>.

[ RFC2205] Braden, R, Ed., Zhang, L., Berson, S., Herzog, S., and S.
Jamn, "Resource ReSerVation Protocol (RSVP) -- Version 1
Functional Specification", RFC 2205, DO 10.17487/ RFC2205,
Sept enber 1997, <https://www. rfc-editor.org/rfc/rfc2205>.

[ RFC3209] Awduche, D., Berger, L., Gan, D., Li, T., Srinivasan, V.,
and G Swal |l ow, "RSVP-TE: Extensions to RSVP for LSP
Tunnel s", RFC 3209, DA 10.17487/ RFC3209, Decenber 2001,
<https://www. rfc-editor.org/rfc/rfc3209>.

[ RFC4090] Pan, P., Ed., Swallow, G, Ed., and A Atlas, Ed., "Fast
Rerout e Extensions to RSVP-TE for LSP Tunnel s", RFC 4090,
DA 10.17487/ RFC4090, May 2005,
<https://www. rfc-editor.org/rfc/rfc4090>.

[ RFC8126] Cotton, M, Leiba, B., and T. Narten, "QGuidelines for
Witing an | ANA Consi derations Section in RFCs", BCP 26,
RFC 8126, DO 10.17487/ RFC8126, June 2017,
<https://ww. rfc-editor.org/rfc/rfc8126>.

Deshrmukh & Beeram Expires 1 Septenber 2026 [ Page 10]



I nternet-Draft MPLS FRR EXT February 2026

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/rfc/rfc8174>.

7.2. Informative References

[ FI PS-180- 4]
National Institute of Standards and Technol ogy, "Secure
Hash Standard", <https://nvl pubs. nist. gov/nistpubs/FlIPS/
NI ST. FI PS. 180- 4. pdf > , August 2015.

[ RFC2104] Krawczyk, H., Bellare, M, and R Canetti, "HVAC. Keyed-
Hashi ng for Message Authentication", RFC 2104,

DA 10.17487/ RFC2104, February 1997,
<https://www. rfc-editor.org/rfc/rfc2104>.

[ RFC2747] Baker, F., Lindell, B., and M Talwar, "RSVP Cryptographic
Aut hentication", RFC 2747, DO 10.17487/ RFC2747, January
2000, <https://www. rfc-editor.org/rfc/rfc2747>.

[ RFC5920] Fang, L., Ed., "Security Framework for MPLS and GWPLS
Net wor ks", RFC 5920, DO 10. 17487/ RFC5920, July 2010,
<https://www. rfc-editor.org/rfc/rfc5920>.

Acknowl edgrent s

The authors would like to thank Mnjie Dai for his input from
di scussi ons.

Thi s docunent was prepared using krandown.
Contributors

Chandr asekar Ramachandr an

HPE

Emai | : chandrasekar. ramachandran@pe. com
Col by Barth

HPE

Enmai | : j onat han. bart h@pe. com

Aut hors’ Addr esses
Abhi shek Deshmrukh

HPE
Emai | : abhi shek. deshmukh@pe. com

Deshrmukh & Beeram Expires 1 Septenber 2026 [ Page 11]



I nternet-Draft MPLS FRR EXT February 2026

Vi shnu Pavan Beeram
HPE
Emai | : vi shnupavan.ietf@nmail.com

Deshrmukh & Beeram Expires 1 Septenber 2026 [ Page 12]



