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Abst r act
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encrypts URI paths while preserving their hierarchical structure,
enabling systens that rely on URI prefix relationships to continue
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encryption for each URI path conponent, preventing tanpering,
reordering, or mxing of encrypted segnments.
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1. Introduction

Thi s docunent specifies URI Crypt, a method for encrypting Uniform
Resource ldentifiers (URIs) while preserving their hierarchica
structure. The primary notivation is to enable systens that rely on
URI prefix relationships for routing, filtering, or access control to
continue functioning with encrypted URIs.

URI Crypt achi eves prefix preservation through a chai ned encryption
nmodel where the encryption of each URI conponent depends
cryptographically on all precedi ng conponents. This ensures that
URI's sharing comon prefixes produce ciphertexts that also share
common encrypted prefixes.

The schenme uses an extendabl e-out put function (XOF) as its
cryptographic prinmtive and provi des authenticated encryption for
each conponent, preventing tanpering, reordering, or mxing of
encrypted segnents. URICrypt is a reversible encryption schene:
encrypted URIs can be fully decrypted to recover the original URSs,
but only with possession of the secret key.

1.1. Use Cases and Mtivations
The main notivations include:

* Access Control in CDNs: Content Delivery Networks often use UR
prefixes for routing and access control. URI Crypt allows
encryption of resource paths while preserving the prefix structure
needed for CDN operations.

* Privacy-Preserving Logging: Systens can |og encrypted URIs wi t hout
exposing sensitive path information, while still enabling analysis
based on URI structure.

* Confidential Data Sharing: Wen sharing links to sensitive

resources, URICrypt prevents the path structure itself from
reveal ing confidential infornmation.
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* Token-Based Access Systens: Systens that issue tine-limted access
tokens can use URI Crypt to obfuscate the underlying resource
| ocation while maintaining routability.

* Milti-tenant Systenms: In systens where nmultiple tenants share
infrastructure, URI Crypt can isolate tenant data while allow ng
shared conponents to be processed efficiently.

* Privacy-preserving Analytics: URI Crypt can conpl ement | PCrypt
[1-D.draft-denis-ipcrypt]. Together, they enable systens to
perform anal ytics on encrypted network flows and resource access
patterns wi thout exposing sensitive infornmation about either the
net wor k endpoi nts or the specific resources being accessed.

2. Term nol ogy

The key words “MJUST” , “MJUST NOT” , “REQU RED” , “SHALL” , “SHALL NOT”
“SHOULD” , “SHOULD NOT” , “RECOMMENDED” , “NOT RECOMMENDED” , “MAY” , and
“OPTIONAL” in this docunent are to be interpreted as described in BCP

14 [ RFC2119] [ RFC8174] when, and only when, they appear in al

capital s, as shown here

Thr oughout this docunment, the followi ng terns and conventions apply:

* URI: Uniform Resource ldentifier as defined in [ RFC3986].

* URlI Conponent: A segment of a URI path, terminated by ‘/’ , ‘?° |, or
‘# characters. For encryption purposes, conponents include the

trailing termi nator except for the final conponent.

* Scheme: The URI schene (e.g., “https://” ) which is preserved in
pl ai nt ext.

*  XOF: Extendabl e-Qutput Function, a cryptographic function that can
produce out put of arbitrary |ength.

* SIV: Synthetic Initialization Vector, a value derived fromthe
accunul ated state of all previous components, used for
aut hentication and as input to keystream generati on.

* SIVLEN:. The length of the Synthetic Initialization Vector in
bytes, defined as 16 bytes (128 bits) for this specification

* PADBS: Paddi ng Bl ock Size, the number of bytes to which ciphertext

components are aligned. Defined as 3 bytes for this specification
to ensure efficient Base64url encodi ng wi thout paddi ng characters.
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Domai n Separation: The practice of using distinct inputs to
cryptographic functions to ensure outputs for different purposes
are not compati bl e.

Prefix-preserving Encryption: An encryption schene where, if two
pl ai ntexts share a common prefix, their correspondi ng ci phertexts
al so share a common (encrypted) prefix.

Chai ned Encryption: A node where encryption of each conponent
depends cryptographically on all precedi ng conponents.

3. URI Processing

This section describes how URIs are processed for encryption and
decrypti on.

The overall encryption flow transforns a plaintext URI into an
encrypted URI while preserving its hierarchical structure:

Deni s
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e T e +
| I nput URI |
| "https://exanpl e. coml pat h/to/resource” |
o o o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e oo oo +

I

v
e T e +
| URI Deconposition |
o m m e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e a— oo +

| Schene: "https://" |
| Conponents: ["exanple.com ", "path/", "to/", "resource"] |

e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e emee— oo +
v
T +
| Chai ned Encryption Process |
e m m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeee oo +

For each component in sequence: |
Update state w th plaintext |

2. CGenerate SIV fromaccunul ated state |
3. Derive keystreamusing SIV |
4. Encrypt conponent with keystream |
5. Qutput: SIV || encrypted_conponent |

e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e emee— oo +
I
%
T +
| Encodi ng & Assenbly |
e m m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeee oo +
| 1. Concatenate all (SIV || encrypted _conponent) pairs |

| 2. Apply base64url encoding |
| 3. Prepend original scheme |

| Encrypted UR |
| "https://HOGo9vauzZ3b3xsPNPOng5apsS. . . " |

3.1. URI Conponent Extraction

Before encryption, a URI nust be split into its schene and path
components. The path is further divided into individual conponents
for chained encryption. Conponents are termnated by ‘/’ , ‘?° , or
‘# characters, which allows proper handling of query strings and
fragnments.
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3.1.1. Full UR's
For a full UR including a schene:
Input: "https://exanple.conlalb/c"
Conponent s:
- Schene: "https://"
- Conponent 1: "exanple.con"
- Conponent 2: "al"
- Conponent 3: "b/"
- Conponent 4: "c"
For a URI with query paraneters:
I nput: "https://exanple.conl pat h?f oo=bar &az=qux"
Conponent s:
- Schene: "https://"
- Conponent 1: "exanple.con"
- Conponent 2: "path?"
- Conponent 3: "foo=bar &az=qux"
For a URl with a fragnent:
Input: "https://exanple.cont pat h#section”
Component s:
- Schene: "https://"
- Conponent 1: "exanple.com™
- Conponent 2: "path#"
- Conponent 3: "section"
Note that all conponents except the last include their trailing
term nator character ( /7, ‘?° , or ‘# ). This ensures proper
reconstruction during decryption

3.1.2. Path-Only URI's

For absolute paths (URIs starting with ‘/’ but without a schene), the
leading ‘/’ is treated as the first conponent:
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Input: "/alb/c"
Conponent s:

- Schene: "" (enpty)
- Conponent 1. "/"

- Conponent 2: "al"
- Conponent 3: "b/"
- Conponent 4: "c

For a path with query paraneters

Input: "/path/to/file?paranrval ue"
Conponent s:

- Schene: "" (enpty)

- Conponent 1. "/"

- Conponent 2: "path/"

- Conponent 3: "to/"

- Conponent 4: "file?"

- Conponent 5: "parameval ue"

The leading ‘/’ is explicitly encrypted as a conponent to mmintain
consi stency and enabl e proper prefix preservation for absol ute paths.

This character receives its own SIV and is encrypted, ensuring that
the root path is authenticated |like any other path conponent and that
di fferent keys and contexts produce different ciphertexts for that
pat h, consistently with other paths.

In applications where all paths are guaranteed to be absolute and the
"/’ path can be considered a special case, ciphertext expansion can
be reduced by renoving the leading '/’ character fromthe URl prior
to encryption, treating the path as relative with '/’ as inplicit.

3.2. Conponent Reconstruction

During decryption, conponents are joined to reconstruct the origina
pat h:

Conponents: ["exanple.com", "a/", "b/", "
Reconstructed Pat h: "exanpl e.com a/ b/ c"

¢"]

VWhen conbined with the scheme: "https://exanple.confal/b/c"

For absol ute paths without a schene:
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@rrponents: [II/II, Ila/ II, n b/ II, IICII]
Reconstructed Path: "/al/b/c"

4. Cryptographi c Operations

The chai ned encryption nodel creates cryptographic dependencies
bet ween conponents, ensuring prefix preservation.

URI: "https://exanpl e.conl path/to/resource"

| Conponent 1: |
| "exanple.com" |

%
o +
| SIV1 generation |------ > Sl V1 (SIVLEN bytes)
oo + |
|
%
Encrypt ("exanpl e.com ")
I
v
Qutputl = SIV1 || Cphertextl
|
| State carries forward
%
o +
[ Conponent 2: |
| "path/" |
o e e e o +
I
| Plaintext absorbed (includes Conmponent 1 state)
v
o +
| SI'V2 generation |------ > Sl V2 (depends on 1)
o e e e e oo oo - + |
I
%
Encrypt ("path/™")
I
v
Qutput2 = SIV2 || G phertext2
| State carries forward
v
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| "tol" |

v
o e e e e oo oo +
| SI'V3 generation |------ > Sl V3 (depends on 1, 2)
o e e e e oo + |
I
v
Encrypt("to/")
I
%
Qutput3 = SIV3 || G phertext3
I
| State carries forward
v
o e e e e oo oo +
| Conponent 4: |
| "resource" |
o e e o s +
I .
| Plaintext absorbed (includes 1 + 2 + 3 state)
v
o e e e o +
| SIv4 generation | ------ > SlV4 (depends on 1, 2, 3)
S + |

%
Encrypt ("resource"

v
Qutputd4 = SIV4 || Cphertext4d

Final Qutput: Qutputl || Qutput2 || Qutput3 || OQutput4d

If URIs share a conmmon prefix exanple.com path/, their Qutputl and
Qutput2 will be identical

4.1. XOF Initialization

The base XOF is initialized with the secret key and cont ext
paraneters using | ength-prefixed encoding to prevent anbiguities.

Two XOF instances are derived fromthe base XOF
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1. Conponents XOF: Updated with each conponent’ s plaintext to
generate SlVs

2. Base Keystream XOF: Used as the starting point for generating
keystream for each conponent

Input: len(key) || key || len(context) || context

| base_xof = TurboSHAKE128( domai n_sep=0x1F) |
| base_xof.update(l en(secret_key)) |
| base_ xof.update(secret key) |
| base_xof.update(len(context)) |
| base_xof. updat e(context) |

T +
I
%
e e e e e oo +
| Cl one Base State
o m e e e e e e e aao o +
I
oo - - oo - - +
% %
o e e oo + o e e oo +
| Conponents XOF | | Base Keystream XOF
o e e e e e i e o + o e e e e e i e o +
| update("1V") | | updat e( " KS") |
o e e e o - + o e e e o - +
I I
I I
v v
For SIV Generation For Keystream Base
(Updated with each (d oned for each
conponent pl ai ntext) conponent’s keystrean

The initialization process is:

base_xof = Tur boSHAKE128()
base_xof . updat e(l en(secret_key))
base_ xof . updat e(secret _key)
base_xof . updat e(l en(context))
base_ xof . updat e( cont ext)

component s_xof = base_xof. cl one()
component s_xof . update("1 V")

base_keystream xof = base_xof. cl one()
base keystream xof . updat e(" KS")
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Note on XOF cloning: The .clone() operation creates a new XOF
instance with an identical internal state, preserving all previously
absorbed data. After cloning, the original and cl oned XOFs can be
updated and read fromindependently. This allows the conponents_xof
to maintain a running state across all conponents while
base_keystream xof remmi ns unchanged for creating per-conponent
keystreans.

4.2. Conponent Encryption

For each component, the encryption process follows a precise sequence
that ensures both confidentiality and authenticity:

1. Update conponents_xof wi th the conponent plaintext

2. Squeeze the SIV from conmponents_xof (SIVLEN bytes). This
requires cloning conponents_xof before reading, as readi ng may
finalize the XOF.

3. Create keystream xof by cl oning base_keystream xof and updati ng
it wwth SIV

4. Cal cul ate paddi ng needed for base64 encoding

5. Generate a keystream of |length (conponent_I|ength + paddi ng)

6. XOR the padded component with the keystream

7. CQutput SIV concatenated with encrypted conmponent

The paddi ng ensures cl ean base64url encodi ng wi thout padding
characters. Since base64 encodi ng works with groups of 3 bytes
(producing 4 characters), we pad each (SIV || encrypted_conponent)

pair to have a length that’ s a nultiple of PADBS

total bytes
paddi ng_| en

SI VLEN (SIV) + conponent _|en
(PADBS - total _bytes % PADBS) % PADBS

This formul a cal cul at es:
*  How many bytes are needed to reach the next multiple of PADBS

* The outer nodul o handl es the case where total _bytes is already a
mul ti pl e of PADBS
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The conponents_xof maintains state across all conmponents. After
generating the SIV for conponent N, the XOF can be updated with
conponent N+1' s plaintext. This chaining ensures that each
conmponent’ s encryption depends on all previous conponents, thus
enabling the prefix-preserving property.

4. 3.

Conponent Decryption

For each encrypted conponent, the decryption process is:

1.

2.

4.3. 1.

Read SIV frominput (SIVLEN bytes)

Create keystream xof by cl oning base_keystream xof and updati ng
it with SIV

Decrypt bytes incrementally to determ ne conponent boundari es:
* Cenerate keystream bytes one at a tinme fromthe XOF
*  XOR each encrypted byte with its correspondi ng keystream byte

* Check each decrypted byte for conponent termnators ('/', '?",
l#l)

* \Wen a termnator is found, the conponent is conplete.
* Skip any padding bytes (null bytes) after the component

Updat e conponents_xof with the conplete plaintext conponent
(including term nator)

Generate the expected SIV from conponent s_xof
Conpare the expected SIV with the received SIV (constant-tine)
If mismatch, return error

Conponent Boundary Detection

During decryption, conponent boundaries are discovered dynam cally by
exam ning the decrypted pl ai ntext:

*

Deni s

Each conponent (except possibly the last) ends with a term nator
character (*/', *?", or '#)

When a terminator is encountered, we know the conponent is
compl ete
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* After finding the terminator, we skip padding bytes to align to
the next PADBS-byte boundary.

* The padding | ength can be cal cul ated: padding = (PADBS - ((SIVLEN
+ bytes_read) % PADBS)) % PADBS

Thi s approach elininates the need for explicit length encoding, as
the conponent structure itself provides the necessary boundary
i nformation.

Any tanpering with the encrypted data will cause the SIV conparison
to fail.

4. 4. Paddi ng and Encodi ng

To enabl e cl ean base64ur! encodi ng without padding characters ( ‘= ),
each encrypted conponent pair (SIV || ciphertext) is padded to be a
mul tiple of PADBS bytes. This is necessary because base64 encodi ng
processes 3 bytes at a tine to produce 4 characters of output.

The paddi ng cal cul ati on (PADBS - (SIVLEN + conponent | en) % PADBS) %
PADBS ensures the follow ng:

* |f (SIVLEN + conponent_| en) % PADBS = 0: no paddi ng needed
(al ready aligned)

* |f (SIVLEN + conponent _| en) % PADBS = 1: add 2 bytes of padding
* |f (SIVLEN + conponent |en) % PADBS = 2: add 1 byte of padding

Wth the default val ue of PADBS=3, this paddi ng schene provides

partial |ength-hiding. For exanple, with SIVLEN=16, components

“abc” , “abcd” , and “abcde” all produce 21-byte outputs after padding.
Wthout the secret key, a passive adversary cannot determnine the

exact original conponent size.

The final output is encoded using URL-safe base64 [ RFC4648], with ‘- °

replacing ‘+ and ‘_’ replacing ‘/° for URl conpatibility.
5. Al gorithm Specification

This section provides the conplete algorithns for encryption and

decryption. The followi ng functions and operations are used
t hroughout the al gorithns:
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Deni s

Tur boSHAKE128(): Creates a new Tur boSHAKE128 XOF i nstance with
domai n separation paraneter Ox1F. This function produces an
ext ensi bl e output function (XOF) that can generate arbitrary-

| engt h out puts.

.update(data): Absorbs the provided data into the XOF state. Data
is processed sequentially and updates the internal state of the
XOF.

.read(l ength): Squeezes the specified nunber of bytes fromthe
XOF s output. Each call continues fromwhere the previous read
|l eft off, producing a continuous stream of pseudorandom byt es.

.clone(): Creates a new XOF instance with an identical interna
state to the original. This enables multiple independent
conputation paths fromthe sane initial state

XOR operation: The bitw se exclusive OR operation between two byte
sequences of equal length. This operation is used to conbine

pl ai ntext with keystream for encryption, and ciphertext with
keystream for decryption

base64url _encode(data): Converts binary data to a base64 string

usi ng URL-safe encoding (replacing ‘+ wth ‘- and /7 with
and omitting padding characters.

base64ur| _decode(string): Converts a URL-safe base64 string back
to binary data, automatically handling the absence of padding
characters.

Stream(data): Creates a sequential reader for binary data,
enabl i ng byte-by-byte or bl ock-based access to the contents.

constant _tine_conpare(a, b): Conpares two byte sequences in
constant tine, regardless of their contents. This prevents timng
attacks by ensuring the conparison duration does not depend on

whi ch bytes differ.

Il en(data): Returns the length of the provided data in bytes.

Concat enati on: The operation of joining two byte sequences end-to-
end to forma single sequence.

zeros(count): GCenerates a sequence of zero-valued bytes of the
specified |l ength, used for padding.

renove_paddi ng(data): Renoves trailing zero bytes froma byte
sequence to recover the original data |ength.
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* join(components): Conbines multiple path conmponents into a single
path string, preserving the term nator characters ('/', '?°, "#)
that are included in each conponent.

5.1. Encryption Al gorithm

I nput: secret_key, context, uri_string

Qut put: encrypted_uri

St eps:

1. Split UR into scheme and conponents

2. Initialize XOF instances as described in Section 4.1

3. encrypted output = enpty byte array

4. For each component:

* Update components_xof w th conponent

* SIV = conponents_xof.clone().read(Sl VLEN)
* keystream xof = base_keystream xof. cl one()
* keystream xof . updat e( SI V)

* padding len = (PADBS - (SIVLEN + | en(conmponent)) % PADBS) %
PADBS

* keystream = keystream xof.read(l en(conponent) + paddi ng_| en)

* padded_conponent = conponent concatenated with
zer os( paddi ng_| en)

* encrypted_part = padded_conponent XOR keystream

* encrypted_output = encrypted_output concatenated with SIV
concatenated with encrypted part

5. base64 output = base64url _encode(encrypted out put)
6. |If scheme is not enpty: Return schenme + base64_out put
7. Else if original URl started with ‘/’ : Return '/’ + base64_out put

8. Else: Return base64_ out put

Deni s Expires 20 April 2026 [ Page 16]



I nternet-Draft URI Cr ypt Cct ober 2025

5.2

Decryption Al gorithm

I nput: secret_key, context, encrypted_uri

Qut put: decrypted uri or error

Note: For path-only URI's (those starting with ‘/’ ), the output fornat

is:

- ‘17 followed by the base64url-encoded encrypted conponents -

This preserves the absolute path indicator in the encrypted form

St eps:
1. Split encrypted URI into scheme and base64 part
2. decoded = baseb64url _decode(base64 part) If decoding fails, return
error
3. Initialize XOF instances as described in Section 4.1
4. decrypted_conmponents = enpty |ist
5. position =0
6. Wile position < | en(decoded):
* SIV = decoded[ position:position+SIVLEN] |If not enough bytes,
return error
* keystream xof = base_keystream xof. cl one()
* keystream xof . updat e( SI V)
* conponent _start = position + SIVLEN
* conponent = enpty byte array
* position = position + SIVLEN
* VWile position < | en(decoded):
- decrypted _byte = decoded[ position] XOR
keystream xof . read(1)
- position = position + 1
- |If decrypted byte == 0x00: continue (skip paddi ng)
- conponent . append(decrypt ed_byte)
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- |If decrypted_byte is /', *?, or '#
o total _len = position - component_start

0 position = position + ((PADBS - ((SIVLEN + total _len) %
PADBS)) % PADBS)

0 Break inner |oop
* Update conponents_xof wi th conponent
* expected_SIV = conponents_xof.clone().read(Sl VLEN)

* |f constant _time_conpare(SlV, expected_SIV) == false, return
error

* decrypted_conponents. append( conponent)
7. decrypted_path = join(decrypted_conponents)
8. Return scheme + decrypted_path
6. Inplenentation Details
6.1. TurboSHAKE128 Usage
| mpl enent ati ons MUST use Tur boSHAKE128 with a dommi n separation
Egigneter of Ox1F for all operations. The TurboSHAKE128 XOF is used
* Generating SIVs fromthe conmponents XOF
* Generating keystream for encryption/decryption

* Al XOF operations in the initialization

Tur boSHAKE128 is specified in [ RFC9861] and provides the security
properties needed for this construction.

6.2. Key and Context Handling
The secret key MJST be at |east SIVLEN bytes |long. Keys shorter than
SI VLEN bytes MJST be rejected. |Inplenentations SHOULD validate that

the key does not consist of repeated patterns (e.g., identical first
and second hal ves) as a best practice.
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6

7

7

The context parameter is a string that provides domai n separation
Different applications SHOULD use different context strings to
prevent cross-application attacks. The context string MAY be enpty.

Both key and context are |ength-prefixed when absorbed into the base
XOF:

base_xof . updat e(l en(secret _key) as uint8)
base_xof . updat e(secret _key)

base_ xof . updat e(l en(context) as uint8)
base_xof . updat e( cont ext)

The length is encoded as a single byte, limting keys and contexts to
255 bytes. This is sufficient for all practical use cases.

3. Error Handling
| mpl enent ati ons MJUST NOT reveal the cause of decryption failures.
Al error conditions (invalid base64, incorrect padding, SIV
m smat ch, insufficient data) MJST result in identical, generic error
messages.

SI'V conpari son MIUST be perforned in constant-tinme to prevent timng
att acks.

Security Cuarantees

URI Crypt provides the follow ng cryptographic security guarantees:
1. Confidentiality

URI Crypt achi eves semantic security for URI path components through
its use of TurboSHAKE128 as a pseudorandom function. Each conponent
is encrypted using a unique keystream derived fromthe foll ow ng:

*  The secret key

* The application context

* A synthetic initialization vector (SIV) that depends on all
precedi ng conponents

Thi s construction ensures that:

* An attacker without the secret key cannot recover plaintext
conponents from ci phertexts.
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7

7

7

2

The keystream generation is conputationally indistinguishable from
random for each uni que (key, context, path-prefix) tuple.

Conponents are protected by at |east 128 bits of security against
brute-force attacks.

Authenticity and Integrity

Each URI component is authenticated through the SIV nechani sm

*

3.

UR

4.

The SIV acts as a Message Authentication Code (MAC) conputed over
the component and all precedi ng components.

Any nodification to a conponent will cause the SIV verification to
fail during decryption.

The chai ned construction ensures that reordering, insertion, or
del etion of conponents is detected.

Aut henti cation provides 128-bit security against forgery attenpts.
Prefi x-Preserving Property
Crypt maintains a controlled information | eakage pattern

URI's sharing a common prefix will produce ciphertexts with the
same encrypted prefix.

This property is determnistic and intentional, enabling systens
to perform prefix-based operations.

The | eakage is linmted to prefix structure only—no information
about non-mat ching suffixes is reveal ed.

Donmai n Separation

The context paranmeter provides cryptographi c domai n separation

*

Deni s

Different contexts with the sanme key produce conpletely
i ndependent ci phertexts.

This prevents cross-context attacks where ciphertexts fromone
application could be used in another

Context binding is cryptographically enforced through the XOF
initialization.
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7.5.

7

7

7

6

7

8.

Key Conmit nment

URI Crypt provides full key-commtment security.

The schene is fully key-commtting, meaning that a ciphertext can
only be decrypted with the exact key that was used to encrypt it. It
is computationally infeasible to find two different keys that
successfully decrypt the sane ciphertext to valid plaintexts.

Resi stance to Common Attacks

URI Crypt resists several categories of attacks:

Chosen-pl ai ntext Attacks (CPA): While determnistic, URI Crypt is CPA-
secure for unique inputs. The determinismis a design requirenent
for prefix preservation.

Tanpering Detection: Any bit flip, truncation, or nodification in the
ci phertext will be detected with overwhel ming probability (1 - 2~-
128).

Lengt h-extensi on Attacks: The use of |ength-prefixed encodi ng and
domai n separation prevents | ength-extension attacks.

Replay Attacks: Wthin a single (key, context) pair, replay is
possible due to determinism Applications requiring replay
protection should incorporate tinmestanps or nonces into the context.

Key Recovery: TurboSHAKE128' s security properties ensure that
observing ci phertexts does not |eak information about the secret key.

Security Bounds

The security of URICrypt is bounded by the foll ow ng:

* Key strength: Mninmum 128-bit security with SIVLEN byte keys

* Collision resistance: 2764 birthday bound for SIV collisions

* Authentication security: 27-128 probability of successful forgery

* Conputational security: Based on TurboSHAKE128 s proven security
as an XOF

Limtati ons and Trade-offs

URI Crypt nekes specific security trade-offs for functionality,
i ncluding the follow ng:
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* Determnistic encryption: Same inputs produce same outputs,
enabling certain traffic analysis

* Partial length obfuscation: Wth PADBS=3, exact conponent | engths
are partially hidden

* Prefix structure |eakage: The hierarchical structure of URIs is
preserved by design

* SIV length configuration: |Inplenentations MAY adjust SIVLEN for
di fferent usage bounds. Larger values (24 or 32 bytes) increase
bi rt hday bound resistance at the cost of ciphertext expansion.
However, 16 bytes is generally recommended as it provides
practical collision resistance with acceptabl e overhead

* Paddi ng bl ock size configuration: The default PADBS=3 al ready
provides partial |ength-hiding. |Inplenentations MAY adjust PADBS
to increase size obfuscation. Larger values create |arger size
buckets but increase ciphertext expansion. The value MJST renain
a multiple of 3 to ensure efficient Base64url encodi ng wthout
paddi ng characters

These trade-offs are intentional and necessary for the prefix-
preserving functionality. Applications requiring stronger privacy
guar ant ees shoul d eval uate whether URI Crypt’ s properties align with
their threat nodel

8. Security Considerations

URI Crypt provides confidentiality and integrity for URI paths while
preserving prefix relationships. The encryption is fully reversible:
encrypted URIs can be decrypted to recover the original plaintext
URI's, but only with know edge of the secret key. The security
properties depend on:

* Key Secrecy: The security of URICrypt depends entirely on the
secrecy of the secret key. Keys MJST be generated using a
crypt ographi cally secure random nunber generator [RFC4086] and
stored securely.

* Deterministic Encryption: URICrypt is determnistic - identica
i nputs produce identical outputs. This allows observers to detect
when the sane URI is encrypted multiple tines. Applications
requiring unlinkability SHOULD i ncorporate additional entropy
(e.g., via the context paraneter).
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Prefix Preservation: Wile essential for functionality, prefix
preservation | eaks information about URI structure. Systens where
this information is sensitive SHOULD consider alternative

appr oaches.

Cont ext Separation: The context parameter prevents cross-context
attacks. Applications MJST use distinct contexts for different
pur poses, even when sharing keys.

Conponent Aut hentication: Each conponent is authenticated via the
SI'V nechanism Any nodification, reordering, or truncation of
conponents will be detected during decryption

Length Cbfuscation: The default PADBS=3 configuration provides
partial length-hiding. Applications requiring stronger |ength-
hi di ng SHOULD consi der using | arger PADBS val ues or paddi ng
conponents to fixed | engths.

Key Reuse: Using the sane key with different contexts is safe, but
usi ng the sane (key, context) pair for different applications is
NOT RECOMVENDED.

| ANA Consi der ati ons

Thi s docunent has no actions for | ANA
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Appendi x A, Pseudocode

A 1. UR Conponent Extraction
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function extract_conponents(uri_string):
if uri_string contains "://":
schenme = substring up to and including "://
path = substring after "://"
el se:
schenme =
path = uri_string

components = []
/1 For absolute paths, treat |leading "/"
if path starts with "/":
component s. append("/")
path = substring after first "/"

as first conponent

while path is not enpty:

term nator_pos = find_next_termn nator(path)

if term nator_pos found:
conmponent = substring(path, 0, term nator_pos + 1)
path = substring(path, term nator_pos + 1)
component s. append( conmponent )

el se:
conponent s. append( pat h)
path = ""

return (schene, conponents)
function find_next _term nator(path):
for i fromO to |length(path) - 1:
if path[i] =="/" or path[i] == "7 or path[i] == "#":
return i
return not_ found

A 2. XOF Initialization
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function initialize_xofs(secret_key, context):
/1 Initialize base XOF
base_xof = Tur boSHAKE128( 0x1F)

/1 Absorb key and context with length prefixes
base_ xof . updat e(uint8(l en(secret_key)))
base_xof . updat e(secret _key)

base_xof . updat e(ui nt 8(l en(context)))
base_xof . updat e( cont ext)

/1 Create conponents XOF
conmponent s_xof = base_ xof. cl one()
conponent s_xof . update("1V")

/'l Create base keystream XOF
base_ keystream xof = base_xof. cl one()
base_keystream xof . updat e(" KS")

return (conponents_xof, base_keystream xof)
A.3. Encryption Al gorithm

function uricrypt _encrypt(secret_key, context, uri_string):
/1 Extract conponents
(scheme, conponents) = extract_conponents(uri_string)

/1 Initialize XOF instances with secret key and cont ext
(conponents_xof, base_keystream xof) =

initialize xofs(secret_key, context)
if error: return error

encrypted_out put = byte_array()

/1l Process each conponent

for conponent in conponents:
/1 Update conponents XOF for SIV conputation
component s_xof . updat e( component)

/1 Generate SIVLEN-byte Synthetic Initialization Vector (SIV)
siv = conponents_xof.clone().squeeze( Sl VLEN)

/] Create keystream XOF for this conponent
keystream xof = base_keystream xof . cl one()
keystream xof . updat e(si v)

/1 Cal cul ate paddi ng for base64 encoding alignnent

/1l The total bytes (SIV + conponent) nust be a nultiple of PADBS
/1 to produce clean base64 output wi thout padding characters
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conponent _| en = | en(conponent)
paddi ng_l en = (PADBS - (SIVLEN + conponent | en) % PADBS) % PADBS

/1l Generate keystream
keystream = keystream xof . squeeze(conponent | en + padding_| en)

/1 Pad conponent to align with base64 encoding requirements
padded_conponent = component + byte_ array(paddi ng_| en)

/1 Encrypt using XOR with keystream
encrypted_part = xor_bytes(padded conponent, keystrean)

/1 Append to out put
encrypt ed_out put . ext end(si v)
encrypt ed_out put . ext end(encrypted_part)

/1 Base64 encode with URL-safe characters and no paddi ng
base64 output = base64 url safe no_pad _encode(encrypted_out put)

/1 Return with appropriate prefix
if schene = "":
return schene + base64 out put
else if uri_string starts with "/":
return "/" + base64 out put
el se:
return base64_out put

A. 4. Decryption A gorithm

function uricrypt _decrypt (secret_key, context, encrypted uri):

/1 Split schene and base64

if encrypted_uri contains "://":
schenme = substring up to and including "://
base64 part = substring after "://"

else if encrypted uri starts with "/":
/1 Path-only URI: strip leading "/" before decoding
schemre = ""
base64 _part = substring after first "/"

el se:
schenme =
base64 part = encrypted_uri

/| Decode base64
try:

decoded = base64_url safe_no_pad_decode(base64 part)
cat ch:

return error("Decryption failed")
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/1 Initialize XOF instances with secret key and context

(component s_xof , base_keystream xof) =
initialize_xofs(secret_key, context)

if error: return error

decrypt ed_conponents = []
i nput_stream = Byt eStrean(decoded)

/1l Process each conponent
whil e not input_stream enpty()
/'l Read SIV
siv = input_streamread(Sl VLEN)
if len(siv) !'= SIVLEN
return error("Decryption failed")

/1 Create keystream XOF
keystream xof = base_keystream xof . cl one()
keyst r eam xof . updat e(si v)

/1 Decrypt byte-by-byte to find conponent boundary
component = byte_ array()
conponent _start = input_stream position()

while not input_streamenpty():
/1 Decrypt one byte
encrypted_byte = input_streamread(1l)
if len(encrypted_byte) != 1:
return error("Decryption failed")

keystream byte
decrypted_byte

= keystream xof . squeeze(1)
= xor _bytes(encrypted_byte, keystream byte)][ 0]
[l Skip padding (null bytes)
i f decrypted _byte == 0x00:
conti nue

/1 Add to component
component . append( decrypt ed_byte)

/!l Check for term nator

if decrypted byte == "'/' or decrypted byte == '?" or decrypted_byte == "#":
/| Conponent conplete - skip remaining paddi ng
total _len = input_streamposition() - conponent_start

paddi ng_l en = (PADBS - ((SIVLEN + total |en) % PADBS)) % PADBS
i nput _stream ski p(paddi ng_I en)
br eak

/1 Update XOF with plaintext
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component s_xof . updat e( comrponent)

/'l Generate expected SIV
expected_siv = conponents_xof.clone().squeeze(SI VLEN)

/1 Authenticate using constant-time conparison to prevent timng attacks
if not constant_time_equal (siv, expected_siv):
return error("Decryption failed")

decrypt ed_conponent s. append( conponent)

/'l Reconstruct UR
path = "".join(decrypted_conmponents)
return scheme + path

A.5. Paddi ng and Encodi ng

function cal cul at e_paddi ng(conponent | en):
/] Cal cul ate paddi ng needed for base64 encodi ng alignnent
/1 The combined SIV (SIVLEN bytes) + conponent nust be divisible by PADBS
/1 for clean base64 encoding without "= padding characters
total _len = SIVLEN + conponent | en
return (PADBS - total |en % PADBS) % PADBS

function base64_url saf e_no_pad_encode(dat a) :
/1 Use standard base64 encodi ng
encoded = standard_base64_encode(dat a)
/1 Make URL-safe and renpve padding for URl conpatibility

encoded = encoded.replace(’+, '-")
.replace(’'/’, ')
.rstrip(’=")

return encoded

function base64 _url safe _no_pad_decode(encoded):
/1 Add padding if needed for standard decoder
padding = (4 - len(encoded) %4) %4
i f padding > O:

encoded = encoded + (’'=" * paddi ng)
/1l Make standard base64
encoded = encoded.replace(’-", '+)
.replace(’ ', /")
/| Decode

return standard_base64_decode(encoded)
Appendi x B. Test Vectors

These test vectors were generated using the reference Rust
i mpl ementation of URICrypt with Tur boSHAKE128.
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Test Configuration:
secret _key (hex): 0102030405060708090a0b0c0d0e0f 10
context: "test-context"

B.1. Test Vector 1: Full URI

I nput: "https://exanple.conlal/b/c"
Qut put: "https://HOG9vauz3b3xsPNPhg5apSzL5V7 QN84 C7USgN8nHZJ 337 AKSWOU
cUnMUD- uUf F95Ss SHCNgBk XUnH1ud | _Yt Bl t XSqKEHNc YJJwbdFdhf W 19"

B.2. Test Vector 2: Path-Only UR

Input: "/alb/c"
Qut put: "/ b9bCOhgZsvUIXxCOWK6d8QFONTI dl _xYKpds2l WKpZCrs5- az9wt f Uf t 3rec
3d9YKUoON7Vex 05 MXf x ESUobvgTIX8UpRANN"

B.3. Test Vector 3: Milti-Conponent Path

I nput: "https://cdn. exanpl e. com vi deos/ 2025/ 03/ fil e. np4"

Qut put: "https://hxUV2N3t xwYj &xj vCpWh30Sznx ROvOf Dbk SQCTXCUU7Rq8i Sh\Wp4
00vYxKs9z C3kwlINz Ac4Wij 7RZvRdOVUpr JIW.s5KIPNWs A9Kguxa_J7Xvi TS3G
Tqf - XZdPxYyq1lY1MXVE9 40j Hwnbj BDUkVE hAkuNe5Cgk_h6d"

B.4. Test Vector 4: Root with Schene

Input: "https://exanmple.con"
Qut put: "https://HOGo9vauz3b3xsPNPQng5apSzL5V7QM@4C7USgNS™

B.5. Test Vector 5: Sinple Path

I nput: "/path/tol/resource"”
Qut put: "/ b9bCChgZsvUIXxCOVK6d8QFQPTUM s(KDBhAbc77JvsdRj Okxi Fi punATQrm
CkNhAeOBPP2EqQoxOREl Y_ukf UYSrr9m M i C9) 0a3Kn5RS7eSKr "

B.6. Test Vector 6: URI with Query Paraneters

Input: "https://exanpl e.conf search?q=test& imt=10"

Qut put: "https://HOG9vauz3b3xsPNPNg5apSzL5V7 QN84 C7USgN8cl 2BBt uWrk TSl
| j 59ka3KeDsagXFGnKgWpaLLR36'YvUf 9ORKM1VESPTR _3Di O43hL9W dSu7L9
FN*

B.7. Test Vector 7: URI with Fragnent
Input: "https://docs. exanpl e. coml gui de#i nstal | ati on"
Qutput: "https://ypHTi wOJUMcr 4bUj QHIDXx 08WGWHy f FI Lg8Vr OE- zX61 bgLFxYX_Jm

2hzi vywr pl BWA- 9J1 6nSZLg2pd35QunkDscl- Kao2BvyBB19ndulPpwQv 1wy
UuA"
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B.8. Test Vector 8 UR with Query and Fragnent

I nput: "/api/v2/users?i d=123#profile”

Qut put: "/ b9bCOhgZsvUIXxGOVK6d8QFQAc P2C3bJIVNVZDge7zf ub_ai 4x6LaUl Xp- Xj Z
XOgZl LI ol basK- JKI beKeKV2r ct q5bX9zh1KogN2zaggTMzZi oUb4kwd Kp8Z
y744xQvGEDGEE4N6GhNS6 XEMBLY Bf JUEj 6Zgsj eLbTPI MoCnC0pJhzVSh"

Aut hor’ s Addr ess
Frank Deni s

Fastly Inc.
Enmai | : fde@Of . net
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