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Abst r act

The DNSCrypt protocol is designed to encrypt and aut henticate DNS
traffic between clients and resolvers. This docunent specifies the
protocol and its inplenentation, providing a standardi zed approach to
securing DNS communi cati ons. DNSCrypt inproves confidentiality,
integrity, and resistance to attacks affecting the original DNS
protocol while naintaining conpatibility with existing DNS

i nfrastructure.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://dnscrypt.github.io/dnscrypt-protocol/. Status information
for this docunent may be found at https://datatracker.ietf.org/doc/
draft-denis-dprive-dnscrypt/.

Source for this draft and an issue tracker can be found at
https://github. com DNSCrypt/ dnscrypt - protocol .

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 8 April 2026.
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1. Introduction

The Domai n Nanme System (DNS) [RFCL035] is a critical conmponent of
Internet infrastructure, but its original design did not include

security features to protect the confidentiality and integrity of
queries and responses. This fundanmental security gap exposes DNS
traffic to eavesdropping, tanpering, and various attacks that can
conprom se user privacy and network security.

To address these vulnerabilities, this docunent defines the DNSCrypt
protocol, which encrypts and aut henticates DNS queries and responses,
providing strong confidentiality, integrity, and resistance to
attacks affecting the original DNS protocol. The protocol is
designed to be |Iightweight, extensible, and sinple to inplenent
securely on top of existing DNS infrastructure, offering a practica
solution for securing DNS comruni cati ons without requiring
significant changes to current systens.

The foll owing sections detail the protocol’s design, starting with an
overview of its operation and then progressing through the technica
speci fications needed for inplenmentation

2. Conventions And Definitions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Protocol Flow
The DNSCrypt protocol consists of two distinct phases:
1. *Initial Setup Phase* (one-tine):

* The client requests the server’'s certificate

* The server responds with its certificate containing public
keys

2. *Ongoi ng Conmuni cati on Phase* (repeated as needed):

* The client sends encrypted DNS queries
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* The server responds with encrypted DNS responses

The following diagramillustrates the conplete protocol flow

R R T TREEE >
| o |
| 2. Certificate Response |
| < |
I I
| 3. Encrypted Query |
R RAEEEEREEE >
I I
| 4. Encrypted Query |
| o >
I I
| 5. Encrypted Response |
| < |
I I
| 6. Encrypted Response |
| <o |
I I
| 7. Encrypted Query |
R RREEREREEE >

The initial setup phase (steps 1-2) occurs only when:
* Aclient first starts using a DNSCrypt server
* The client’s cached certificate expires

* The client detects a certificate with a higher serial nunber
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After the initial setup, the client and server engage in the ongoing
communi cati on phase (steps 3-8), where encrypted queries and
responses are exchanged as needed. This phase can be repeated
indefinitely until the certificate expires or a new certificate is
avai | abl e.

The ongoi ng communi cati on phase operates with several inportant
characteristics that distinguish it fromtraditional DNS

1. *Stateless Operation*: Each query and response is independent.
The server does not mmintain state between queri es.

2. *Qut-of-Order Responses*: Responses may arrive in a different
order than the queries were sent. Each response is self-
contai ned and can be processed i ndependently.

3. *Miltiple Responses*: A single query may result in multiple
responses, and responses can be received w thout sending new
queries. For exanple, a server mght send additional responses
for a query that has nultiple answers or requires additiona
processi ng.

4. *Asynchronous Comruni cati on*: The protocol does not require
strict request-response pairing. A client can send nultiple
queries before receiving responses, and responses can be
processed as they arrive.

Wth this understanding of the protocol flow, we can now exam ne the
speci fic conponents that nake up DNSCrypt packets and their
structure.

4. Protocol Components
The DNSCrypt protocol defines specific packet structures for both
client queries and server responses. These conponents work together
to provide the security properties described in the previous section

Definitions for client queries:

* <dnscrypt-query>: <client-magic> <client-pk> <client-nonce>
<encrypt ed- query>

* <client-nmagic> an 8 byte identifier for the resolver certificate
chosen by the client.

* <client-pk>: the client’s public key, whose | ength depends on the
encryption algorithmdefined in the chosen certificate.
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<client-sk> the client’s secret key.
<resol ver-pk>: the resolver’s public key.

<client-nonce>: a unique query identifier for a given (<client-
sk>, <resolver-pk>) tuple. The sanme query sent twice for the sane
(<client-sk> <resolver-pk>) tuple MJST use two distinct <client-
nonce> val ues. The length of <client-nonce> is determned by the
chosen encryption al gorithm

AE: the authenticated encryption function.

<encrypt ed- query>: AE(<shared-key> <client-nonce> <client-nonce-
pad>, <client-query> <client-query-pad>)

<shar ed-key>: the shared key derived from <resol ver-pk> and
<client-sk> wusing the key exchange al gorithmdefined in the
chosen certificate.

<client-query>: the unencrypted client query. The query is not
modi fied; in particular, the query flags are not altered and the
query length MJUST be kept in queries prepared to be sent over TCP
[ RFC7766] .

<client-nonce-pad>: <client-nonce> length is half the nonce |length
required by the encryption algorithm 1In client queries, the
other half, <client-nonce-pad> is filled with NUL bytes.

<client-query-pad>: the variabl e-l ength paddi ng.

Definitions for server responses:

*

Deni s

<dnscrypt-response>: <resol ver-magi c> <nonce> <encrypted-response>

<resol ver-nmagi c>: the 0x72 0x36 0x66 Ox6e 0x76 0x57 Ox6a 0x38 byte
sequence

<nonce>: <client-nonce> <resol ver-nonce>

<client-nonce>: the nonce sent by the client in the related query.
<client-pk>: the client’s public key.

<resol ver-sk>: the resolver’s secret key.

<resol ver-nonce>: a uni que response identifier for a given

(<client-pk> <resolver-sk>) tuple. The length of <resolver-
nonce> depends on the chosen encryption algorithm

Expires 8 April 2026 [ Page 6]
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DE: the authenticated decryption function.

<encrypt ed-response>: DE(<shared-key>, <nonce>, <resolver-
response> <resol ver-response- pad>)

<shar ed-key>: the shared key derived from <resol ver-sk> and
<client-pk>, using the key exchange al gorithm defined in the
chosen certificate.

<resol ver-response>: the unencrypted resol ver response. The

2025

response is not nodified; in particular, the query flags are not
altered and the response | ength MJUST be kept in responses prepared

to be sent over TCP [ RFC7766] .

<resol ver-response-pad>: the variabl e-|1 ength paddi ng.

The foll owi ng di agram shows the structure of a DNSCrypt query packet:

0

01234567890123456789012345678901

1 2 3

i S S T i S S e e i S S S S

Client Magic

T T S T S S U SEp S SR S o ok

I
+
I
+
I
+
I
+
I
+
I
+

I+ Client Public Key
II-— s o S i i oI R R S S S S e s S T S S S S S e o
I+ Client Nonce
I+- s T o T e e i T S S S e S e T S TR S e S R
I+ Encrypted Query
II-— R i T T e e T T i ST S R S
The foll owi ng di agram shows the structure of a DNSCrypt response
packet :
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5.

5
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These packet structures formthe foundation for the protoco
operations described in the next section, which details how clients
and servers use these conponents to establish secure comunicati ons.

Prot ocol Description
1. Overview

Bui I ding on the protocol flow and conponents described earlier, this
section provides a detailed exam nation of how the DNSCrypt protoco
operates. The protocol follows a well-defined sequence of steps:

1. The DNSCrypt client sends a DNS query to a DNSCrypt server to
retrieve the server’s public keys.

2. The client generates its own key pair.

3. The client encrypts unnodified DNS queries using a server’s
public key, padding them as necessary, and concatenates themto a
nonce and a copy of the client’s public key. The resulting
output is transmtted to the server via standard DNS transport
mechani sms [ RFC1035] .

4. Encrypted queries are decrypted by the server using the attached
client public key and the server’s own secret key. The output is
a regul ar DNS packet that doesn't require any special processing.

5. To send an encrypted response, the server adds padding to the
unnodi fi ed response, encrypts the result using the client’s
public key and the client’s nonce, and truncates the response if
necessary. The resulting packet, truncated or not, is sent to
the client using standard DNS mechani sns.
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6. The client authenticates and decrypts the response using its
secret key, the server’s public key, the client’s nonce included

in the response, and the client’s original nonce. |If the
response was truncated, the client MAY adjust internal paraneters
and retry over TCP [RFC7766]. |If not, the output is a regular

DNS response that can be directly forwarded to applications and
stub resol vers.

Key features of the DNSCrypt protocol include:

* Statel ess operation: Every query can be processed i ndependently
fromother queries, with no session identifiers required.

* Flexi bl e key managenent: Cients can replace their keys whenever
they want, without extra interactions with servers.

* Proxy support: DNSCrypt packets can securely be proxied wthout
having to be decrypted, allowi ng client |IP addresses to be hidden
fromresolvers ("Anonyn zed DNSCrypt").

* Shared infrastructure: Recursive DNS servers can accept DNSCrypt
queries on the sane | P address and port used for regular DNS
traffic.

* Attack mitigation: DNSCrypt mitigates two comon security
vul nerabilities in regular DNS over UDP: anplification [ RFC5358]
and fragnmentation attacks.

These key features enabl e DNSCrypt to provide robust security while
mai ntai ni ng practical deployability. The protocol’s transport
characteristics further support these goals.

5.2. Transport

The DNSCrypt protocol can use the UDP and TCP transport protocols.
DNSCrypt clients and resol vers SHOULD support the protocol via UDP,
and MUST support it over TCP.

Both TCP and UDP connections using DNSCrypt SHOULD enpl oy port 443 by
defaul t.

The choi ce of port 443 hel ps DNSCrypt traffic blend with HTTPS
traffic, providing sone protection against traffic analysis. Once
transport is established, the next step is session establishnent
through certificate exchange.
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5.3. Session Establishnent

Fromthe client’s perspective, a DNSCrypt session is initiated when
the client sends an unauthenticated DNS query to a DNSCrypt-capable
resolver. This DNS query contains encoded information about the
certificate versions supported by the client and a public identifier
of the desired provider

The resol ver sends back a collection of signed certificates that the
client MJUST verify using the pre-distributed provider public key.
Each certificate includes a validity period, a serial nunber, a
versi on that defines a key exchange nmechani sm an authenticated
encryption algorithmand its paraneters, as well as a short-term
public key, known as the resolver public key.

Resol vers have the ability to support various algorithns and can
concurrently advertise nultiple short-term public keys (resolver
public keys). The client picks the one with the hi ghest seri al
nunber among the currently valid ones that match a supported protoco
versi on.

Every certificate contains a unique magi c nunber that the client MJST
include at the beginning of their queries. This allows the resol ver
to identify which certificate the client selected for crafting a
particul ar query.

The encryption algorithm resolver public key, and client magic
nunber fromthe chosen certificate are then used by the client to
send encrypted queries. These queries include the client public key.

Wth the know edge of the chosen certificate and correspondi hg secret
key, along with the client’s public key, the resolver is able to
verify, decrypt the query, and then encrypt the response utilizing

i dentical paraneters.

Once the session is established through certificate exchange, the
ongoi ng query processing follows specific rules for different
transport protocols and paddi ng requirenents.

5.4. Query Processing

5.4.1. Padding For Client Queries Over UDP
Bef ore encryption takes place, queries are padded according to the

I SO'| EC 7816-4 standard. Padding begins with a single byte hol ding
the val ue 0x80, followed by any nunber of NUL bytes.
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<client-query> <client-query-pad> MJST be at |east <m n-query-I|en>
bytes. In this context, <client-query> represents the origina
client query, while <client-query-pad> denotes the added paddi ng.

Shoul d the client query’'s length fall short of <m n-query-Ilen> bytes,
the padding |l ength MJUST be adjusted in order to satisfy the length
requi renent.

<m n-query-len>is a variable length, initially set to 256 bytes, and
MUST be a nmultiple of 64 bytes. It represents the mninumpernmtted
length for a client query, inclusive of padding.

5.4.2. dient Queries Over UDP

UDP- based client queries need to follow the paddi ng gui delines
outlined in the previous section

Each UDP packet MJST hol d one query, with the conplete content
conprising the <dnscrypt-query> structure specified in the Protoco
Conponents secti on.

UDP packets enpl oying the DNSCrypt protocol have the capability to be
split into distinct |IP packets sharing the sane source port.

Upon receiving a query, the resolver may choose to either disregard
it or send back a response encrypted usi ng DNSCrypt.

The client MJST authenticate and, if authentication succeeds, decrypt
the response with the help of the resolver’'s public key, the shared
secret, and the obtained nonce. |In case the response fails
verification, it MJST be disregarded by the client.

If the response has the TC flag set, the client MJST:

1. send the query again using TCP [ RFC7766]

2. set the new mininum query |ength as:

<m n-query-len> ::= mn(<m n-query-len> + 64, <max-query-I|en>)

<m n-query-len> denotes the mnimumpernitted | ength for a client
query, including padding. That value MJST be capped so that the ful
I ength of a DNSCrypt packet doesn’t exceed the maxi num size required
by the transport |ayer.

The client MAY decrease <nmi n-query-len> but the length MUST remain a
mul tiple of 64 bytes.
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Whi l e UDP queries require careful |ength nanagenent due to truncation
concerns, TCP queries follow different padding rules due to the
reliable nature of the transport.

5.4.3. Padding For Client Queries Over TCP
Queries MJST undergo padding using the 1SO I EC 7816-4 format before
bei ng encrypted. The padding starts with a byte valued 0x80 foll owed
by a variable nunber of NUL bytes.
The I ength of <client-query-pad> is selected randomy, ranging from1l
to 256 bytes, including the initial byte valued at 0x80. The total
I ength of <client-query> <client-query-pad> MJST be a nultiple of 64
byt es.

For exanple, an originally unpadded 56-bytes DNS query can be padded
as:

<56- byt es- query> 0x80 0x00 O0x00 0x00 0x00 0x00 0x00 0x00
or
<56- byt es- query> 0x80 (0x00 * 71)
or
<56- byt es- query> 0x80 (0x00 * 135)
or
<56- byt es- query> 0x80 (0x00 * 199)
5.4.4. dient Queries Over TCP
The sol e differences between encrypted client queries transnitted via
TCP and those sent using UDP lie in the padding | ength cal cul ation
and the inclusion of a length prefix, represented as two big-endi an

byt es.

In contrast, cleartext DNS query payloads do not necessitate a length
prefix, regardl ess of whether they are transnitted via TCP

Unli ke UDP queries, a query sent over TCP can be shorter than the
response.

Deni s Expires 8 April 2026 [ Page 12]



I nternet-Draft DNSCr ypt Cct ober 2025

After having received a response fromthe resolver, the client and
the resol ver MIST close the TCP connection to ensure security and
comply with this revision of the protocol, which prohibits nultiple
transacti ons over the same TCP connecti on.

The query processing rules described above depend on the certificate
i nformati on obtained during session establishment. The certificate
format and nmanagement procedures are critical to the protocol’s
security.

5.5. Certificates
The foll owi ng di agram shows the structure of a DNSCrypt certificate:
0 1 2 3

01234567890123456789012345678901
T I T S S i T T S AR

| Cert Magic |
i e e R e s o e b i o I R S T
ES Version | Protocol M nor Version | Reserved |

i T o T i e S S S i S e S
Si gnature
s T o T e e i T S S S e S e T S TR S e S R

Resol ver Public Key

-+ +— +—

+-

+

+-

+

e L o i e S  th o i R S
| Client Mgic |
i e e R e s o e e L b i o I N S T
| Seri al |
B i s T T i i o S o T Ji I
| TS Start |
e L o i e S  th o i R S
| TS End |
i e e R e o o e i ol S N B S
+
+-

I
Ext ensi ons +
I
i S i R R T it S SR S SRR S
To initiate a DNSCrypt session, a client transmts an ordinary
unencrypted TXT DNS query to the resolver’s | P address and DNSCrypt
port. The attenpt is first nade using UDP; if unsuccessful due to
failure, tineout, or truncation, the client then proceeds with TCP.

Resol vers are not required to serve certificates both on UDP and TCP.
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The nane in the question (<provider nane>) MJST follow this schene:
<protocol - maj or-version> . dnscrypt-cert . <zone>
A maj or protocol version has only one certificate format.

A DNSCrypt client inplenmenting the second version of the protoco
MJST send a query with the TXT type and a nane of the form

2.dnscrypt-cert. exanpl e.com

The zone MJUST be a valid DNS name, but MAY not be registered in the
DNS hi erar chy.

A single provider name can be shared by nultiple resolvers operated
by the sane entity, and a resol ver can respond to nultiple provider
nanes, especially to support nultiple protocol versions

si mul t aneousl y.

In order to use a DNSCrypt-enabl ed resolver, a client nust know the
foll owi ng information:

* The resolver |P address and port
* The provider nane
* The provider public key

The provider public key is a |long-termkey whose sole purpose is to
verify the certificates. It is never used to encrypt or verify DNS
queries. A single provider public key can be enployed to sign
multiple certificates.

For exanple, an organization operating nultiple resolvers can use a
uni que provider name and provider public key across all resolvers,
and just provide a list of |IP addresses and ports. Each resolver NMAY
have its unique set of certificates that can be signed with the sane
key.

It is RECOVWENDED that certificates are signed using specialized
hardware rather than directly on the resolvers thenselves. Once
signed, resolvers SHOULD make these certificates available to
clients. Signing certificates on dedicated hardware hel ps ensure
security and integrity, as it isolates the process from potentia
vul nerabilities present in the resolver’s system

A successful response to a certificate request contains one or nore
TXT records, each record containing a certificate encoded as foll ows:
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* <cert>: <cert-nmmgi c> <es-version> <protocol -m nor-version>
<si gnhat ure> <resol ver-pk> <client-magi c> <serial > <ts-start> <ts-
end> <extensi ons>

* <cert-nagi c>: 0x44 Ox4e 0x53 0x43

* <es-version>: the cryptographic construction to use with this
certificate. For Box-XChaChaPoly, <es-version> MJST be 0x00 0x02

* <protocol -mnor-versi on> 0x00 0x00

* <signature>. a 64-byte signature of (<resolver-pk> <client-magic>
<serial > <ts-start> <ts-end> <extensions>) using the Ed25519
al gorithm and the provider secret key. Ed25519 MUST be used in
this version of the protocol

* <resol ver-pk>: the resolver short-termpublic key, which is 32
byt es when using X25519.

* <client-magic> The first 8 bytes of a client query that was built
using the information fromthis certificate. 1t MAY be a
truncated public key. Two valid certificates cannot share the
sanme <client-magic> <client-magic> MJST NOT start with 0x00 0x00
0x00 0x00 0x00 O0x00 Ox00 (seven all-zero bytes) in order to avoid
confusion with the QUI C protocol [RFCI000].

* <serial> a 4-byte serial nunber in big-endian format. |If nore
than one certificate is valid, the client MJUST prefer the
certificate with a higher serial nunber.

* <ts-start>: the date the certificate is valid from as a big-
endi an 4-byte unsigned Unix tinestanp.

* <ts-end> the date the certificate is valid until (inclusive), as
a bi g-endi an 4-byte unsigned Unix tinmestanp.

* <extensions>: enpty in the current protocol version, but nmay
contain additional data in future revisions, including mnor
versions. The computation and verification of the signature MJST
i nclude the extensions. An inplenentation not supporting these
ext ensi ons MJST ignore them

Certificates made of this infornation, w thout extensions, are 116

bytes long. Wth the addition of <cert-mmgic> <es-version> and
<protocol -nm nor-version>, the record is 124 bytes |ong.
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After receiving a set of certificates, the client checks their
validity based on the current date, filters out the ones designed for
encryption systens that are not supported by the client, and chooses
the certificate with the higher serial nunber.

DNSCrypt queries sent by the client MJST use the <client-nagic>
header of the chosen certificate, as well as the specified encryption
system and public key.

The client MJST check for new certificates every hour and switch to a
new certificate if:

* The current certificate is not present or not valid anynore,
or

* Acertificate with a higher serial nunber than the current one is
avai | abl e.

The certificate managenent system ensures that cryptographic keys
remain fresh and that clients can snmoothly transition to updated
certificates. Wth the core protocol nechani cs now established, we
can exam ne i npl enentati on consi derati ons.

6. Inplenentation Status
_Note: This section is to be renoved before publishing as an RFC. _
Multiple inplenentations of the protocol described in this docunent
have been devel oped and verified for interoperability. A
conpr ehensi ve |ist of known inplenentations can be found at
https://dnscrypt.info/inplenmentations.
The successful deployment of nmultiple interoperable inplenentations
denonstrates the protocol’s maturity. However, proper inplenentation
requires careful attention to security considerations.

7. Security Considerations

Thi s section discusses security considerations for the DNSCrypt
pr ot ocol

7.1. Protocol Security

The DNSCrypt protocol provides several security benefits:
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*Confidentiality*: DNS queries and responses are encrypted using
XChaCha20- Pol y1305 [ RFC8439], preventing eavesdroppi ng of DNS
traffic. For exanmple, a query for "exanple.com would be
encrypted and appear as random data to an observer.

*Integrity*: Message authentication using Polyl305 [ RFC8439]
ensures that responses cannot be tanpered with in transit. Any
modi fication to the encrypted response woul d be detected and
rejected by the client.

*Aut hentication*: The use of X25519 [RFC7748] for key exchange
and Ed25519 for certificate signatures provides strong

aut hentication of resolvers. Cients can verify they are
comruni cating with the intended resol ver and not an inpostor.

*Forward Secrecy*: Short-termkey pairs are used for each
session, providing forward secrecy. Even if a long-termkey is
conprom sed, past comruni cati ons renain secure.

These fundanental security properties depend on correct
i npl ementation practices. Several inplenmentation-specific security
aspects require particular attention.

7.2.

I mpl ement ati on Security

I mpl enent ati ons shoul d consider the foll owi ng security aspects:

1.

Deni s

*Key Managenent *:

* Resolvers MJST rotate their short-termkey pairs at |east
every 24 hours

* Previous secret keys MIST be securely erased after rotation

* Provider secret keys used for certificate signing SHOULD be
stored in hardware security nodul es (HSMs)

* Exanple: A resolver mght generate new key pairs daily at
m dni ght UTC

*Nonce Managenent *:
*  Nonces MJST NOT be reused for a given shared secret

* dients SHOULD include timestanps in their nonces to prevent
replay attacks

Expires 8 April 2026 [ Page 17]



I nternet-Draft DNSCr ypt Cct ober 2025

3.

4.

* Resolvers SHOULD verify that nonces are within a reasonabl e
time window (e.g., 5 mnutes)

* Exanpl e: A nonce might be constructed as: tinmestanp ||
random byt es

*Paddi ng*:

* I nplenentati ons MIUST use the specified padding schene to
prevent traffic analysis

* The minimum query | ength SHOULD be adjusted based on network
condi tions

* Exanple: A 50-byte query mght be padded to 256 bytes to
prevent size-based fingerprinting

*Certificate Validation*:

* Cients MIST verify certificate signatures using the
provider’s public key

* Certificates MJST be checked for validity periods
* Clients MIST prefer certificates with higher serial nunbers

* Exanple: A client mght cache valid certificates and check for
updat es hourly

Proper inplenmentation of these security measures provides the
foundation for the protocol’s attack mtigation capabilities.

7.3.

Attack Mtigation

DNSCrypt provides protection agai nst several types of attacks:

1.

Deni s

*DNS Spoofing*: The use of authenticated encryption prevents
spoof ed responses. An attacker cannot forge responses without
the server’s secret key.

*Anmplification Attacks*: The paddi ng requirenents and mi ni mum
query length help prevent anplification attacks [ RFC5358]. For
exanpl e, a 256-byte mninmumquery size limts the anplification
factor.

*Fragnentation Attacks*: The protocol handles fragnmentation in a

way that prevents certain types of attacks. Large responses are
properly fragmented and reassenbl ed.
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4. *Replay Attacks*: The use of nonces and tinmestanps hel ps prevent
replay attacks. A replayed query woul d be detected due to nonce
reuse.

Wil e DNSCrypt effectively mitigates these attacks, inplenenters

shoul d al so be aware of privacy considerations that extend beyond

basi ¢ protocol security.
7.4. Privacy Considerations

Wil e DNSCrypt encrypts DNS traffic, there are sone privacy
consi derati ons:

1. *Resolver Know edge*: Resolvers can still see the client’s IP
address unl ess Anonym zed DNSCrypt is used. This can reveal the
client’s |l ocation and network.

2. *Query Patterns*: Even with encryption, the size and tim ng of
queries may reveal information. Padding helps mitigate this but
doesn’'t elimnate it completely.

3. *Certificate Requests*: Initial certificate requests are
unencrypted and nmay reveal client capabilities. This is a one-
ti me exposure per session.

These privacy considerations conpl enent the security neasures and
shoul d i nform operational practices for DNSCrypt depl oynents.

7.5. Qperational Security
Operators shoul d consi der:

1. *Key Distribution*: Provider public keys should be distributed
securely to clients. This mght involve:

* Publishing keys on secure websites
* Usi ng DNSSEC-si gned records
* Including keys in software distributions

2. *Certificate Managenent*: Certificates should be signed on
dedi cat ed hardware, not on resolvers. This provides

* Better key protection

* Centralized certificate nanagenent
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* Reduced attack surface

3. *Access Control *: Resolvers may inplement access control based on
client public keys. This can

*  Prevent abuse
* Enable service differentiation
* Support business nodel s

4. *Monitoring*: Operators should monitor for unusual patterns that
may indicate attacks:

* H gh query rates fromsingle clients
* Unusual query patterns
* Certificate request anomalies

These operational security practices work together with the technica
security neasures to provide conprehensive protection. Additiona
operational considerations extend beyond security to include
practical depl oynment aspects.

8. (Operational Considerations

Speci al attention should be paid to the uni queness of the generated
secret keys.

Client public keys can be used by resolvers to authenticate clients,
link queries to customer accounts, and unl ock business-specific
features such as redirecting specific domain nanes to a sinkhol e.

Resol vers accessible fromany client I P address can also opt for only
responding to a set of whitelisted public keys.

Resol vers accepting queries fromany client MIST accept any client
public key. In particular, an anonynous client can generate a new
key pair for every session, or even for every query. This mtigates
the ability for a resolver to group queries by client public keys and
di scover the set of |P addresses a user mnight have been operating.

Resol vers MUST rotate the short-termkey pair every 24 hours at nost,
and MJST throw away the previous secret key. After a key rotation, a
resol ver MJUST still accept all the previous keys that haven't

expired.
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9.1

[a
ke

Provi der public keys MAY be published as DNSSEC-si gned TXT records

[ RFC1035], in the same zone as the provider name. For example, a
query for the TXT type on the nane "2.pubkey. exanpl e.com may return
a signed record containing a hexadeci mal -encoded provider public key
for the provider nane "2.dnscrypt-cert.exanple.coni.

As a client is likely to reuse the sane key pair many tinmes, servers
are encouraged to cache shared keys instead of perform ng the X25519
operation for each query. This nakes the conputational overhead of
DNSCrypt negligible conpared to plain DNS
Whi | e DNSCrypt provides strong encryption and authentication, sone
use cases require additional privacy protection. The Anonym zed
DNSCr ypt ext ensi on addresses scenari os where hiding client IP
addresses fromresol vers i s necessary.

Anonym zed DNSCrypt

VWil e DNSCrypt encrypts DNS traffic, DNS server operators can stil
observe client I P addresses. Anonym zed DNSCrypt is an extension to
the DNSCrypt protocol that allows queries and responses to be rel ayed
by an internedi ate server, hiding the client’s I P address fromthe
resol ver.

This extension maintains all the security properties of standard
DNSCrypt whil e adding an additional |ayer of privacy protection

Prot ocol Overview

Anonym zed DNSCrypt works by having the client send encrypted queries
to a relay server, which then forwards themto the actual DNSCrypt
resolver. The relay server cannot decrypt the queries or responses,
and the resolver only sees the relay’s | P address.

ient]----(encrypted query)--->[Relay]----(encrypted query)--->[Server]
ient]<--(encrypted response)--[Rel ay]<--(encrypted response)--[ Server]
Key properties of Anonym zed DNSCrypt:

* The relay cannot decrypt or nodify queries and responses

* The resolver only sees the relay’s I P address, not the client’s

* A DNSCrypt server can sinultaneously act as a rel ay

* The protocol works over both UDP and TCP
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9.2. dient Queries

The foll owi ng di agram shows the structure of an Anonym zed DNSCrypt
query packet:

0 1 2 3

01234567890123456789012345678901
i T s i o S i i S R I S I S S S M
| Anon Magi ¢ |
B T S i T s i i e e SEI S

Server | P (1Pv6)
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I
+
I
+

DNSCrypt Query

i St St Sy

T S S i Sl S S S T sl o oI S S S S S s S

An Anonym zed DNSCrypt query is a standard DNSCrypt query prefixed
with information about the target server:

<anondnscrypt-query> ::= <anon-magi c> <server-i p> <server-port> <dnscrypt-query>
VWher e:
* <anon-nmagi c>: Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Ox00 Ox00

* <server-ip> 16 bytes encoded | Pv6 address (I Pv4 addresses are
mapped to I Pv6 using ::ffff:<ipv4d address> [ RFC4291])

* <server-port>: 2 bytes in big-endian format
* <dnscrypt-query>: standard DNSCrypt query

For exanple, a query for a server at 192.0.2.1:443 woul d be prefixed
wit h:

Oxff Oxff Oxff Oxff Oxff Oxff Oxff Oxff Ox00 OxO00
0x00 0x00 0x00 0x00 0x00 Ox00 0Ox00 0x00 0x00 0x00
Oxff Oxff OxcO O0x00 0x02 Ox01 0x01 Oxbb

9.3. Relay Behavior

Rel ays MJST:
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Accept queries over both TCP and UDP

Conmuni cate wi th upstream servers over UDP, even if client
queries were sent over TCP

Val i dat e i ncom ng packets:

* Check that the target IP is not in a private range [ RFC1918]
* Verify the port nunber is in an allowed range

* Ensure the DNSCrypt query doesn’'t start with <anon-magi c>

* Verify the query doesn’'t start with 7 zero bytes (to avoid
confusion with QU C [ RFC9000])

Forward valid queries unnodified to the server
Verify server responses:
* Check that the response is smaller than the query

* Validate the response format (either starts with resol ver
magic or is a certificate response)

* Forward valid responses unnodified to the client

These relay requirenents ensure that anonym zati on does not
conprom se the security properties of the underlyi ng DNSCrypt
protocol. Proper depl oynent requires additional operationa
consi derati ons.

9. 4.

Oper ational Considerations

When usi ng Anonym zed DNSCrypt:

1.

Deni s

Clients should choose relays and servers operated by different
entities

Havi ng rel ays and servers on different networks is reconmended
Rel ay operators shoul d:
* Refuse forwarding to reserved | P ranges [ RFC1918]

* Restrict allowed server ports (typically only allow ng port
443)
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10.

11.

11.

11.

* Monitor for abuse

These operational guidelines help ensure that Anonym zed DNSCrypt
depl oynents provide the intended privacy benefits while maintaining
security and preventing abuse.

I ANA Consi derations
Thi s docunent has no | ANA acti ons.

Appendi x 1: The Box- XChaChaPoly Al gorithm
The Box- XChaChaPoly al gorithm conbi nes the X25519 [ RFC7748] key
exchange nechanismwi th a variant of the ChaCha20-Pol y1305
construction specified in [ RFC3439].

1. Conventions and Definitions

* x[a..]: the subarray of x starting at index a, and extending to
the last index of x

* X[a..b]: the subarray of x starting at index a and endi ng at index
* LOAD32_LE(p): returns a 32-bit unsigned integer fromthe 4-byte
array p

* STORE32_LE(p, x): stores the 32-bit unsigned integer x into the
4-byte array p

2. HChaCha20

HChaCha20 i s based on the construction and security proof used to
create XSal sa20, an extended-nonce variant of Sal sa20.

The HChaCha20 function takes the foll ow ng input paranters:
* <k>: secret key

* <in> a 128-bit input

and returns a 256-bit keyed hash.

The function can be inplenented using an existing | ETF-conpli ant
ChaCha20 i npl ementation as foll ows:
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bl ock_bytes = ChaCha20(nsg={0}**64, nonce=in[4..16],
count er=LOAD32_LE(in[0..4]), key=k)

bl ock_out[0] = LOAD32_LE(bl ock_bytes[ 0..][0..4]) - 0x61707865
bl ock_out[1] = LOAD32 LE(bl ock _bytes[ 4..][0..4]) - 0x3320646e¢
bl ock_out[2] = LOAD32_LE(bl ock_bytes[ 8..][0..4]) - 0x79622d32
bl ock_out[3] = LOAD32_LE(bl ock_bytes[12..][0..4]) - 0x6b206574

bl ock_out [ 4]

LOAD32_LE(bl ock_bytes[48..]1[0..4]) - LOAD32_LE(in[ 0..][0..4])
bl ock_out[5] =

LOAD32_LE( bl ock_bytes[52..][0..4]) - LOAD32_LE(in[ 4..][0..4])
bl ock_out[6] =

LOAD32_LE(bl ock_bytes[56..][0..4]) - LOAD32_LE(in[ 8..][0..4])
bl ock_out[7] =

LOAD32_LE( bl ock_bytes[60..][0..4]) - LOAD32_LE(in[12..][0..4])

for i in 0..8:
STORE32 LE(out[i * 4..][0..4], blocks out[i])

return out
11.3. Test Vector For The HChaCha20 Bl ock Function
k: 000102030405060708090a0b0c0d0e0f 101112131415161718191alblcldlelf
in: 000102030405060708090a0b0c0d0eOf
out: 51e3ff45a895675c4b33b46c64f 4a9acell0d34df 6a2ceab486372bachd3eff6
11. 4. ChaCha20_DJB

As opposed to the version standardi zed for |ETF protocols, ChaCha20
was originally designed to have a 8 byte nonce.

For the needs of TLS, [RFC8439] changed this by setting N.MN and
N_MAX to 12, at the expense of a smaller internal counter.

DNSCrypt uses ChaCha20 as originally specified, with NMN = N MAX =
8. W refer to this variant as ChaCha20_DJB.

The internal counter in ChaCha20 DJB is 4 bytes |arger than ChaCha20.
There are no other differences between ChaCha20 _DJB and ChaCha20.

11.5. XChaCha20_DJB

XChaCha20_DJB can be constructed from an existing ChaCha20
i npl ementati on and the HChaCha20 functi on.
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11.

11.

12.

Al that needs to be done is:

1. Pass the key and the first 16 bytes of the 24-byte nonce to
HChaCha20 to obtain the subkey.

2. Use the subkey and renaining 8 byte nonce with ChaCha20_ DJB.
6. XChaCha20_DJB- Pol y1305

XChaCha20 is a stream ci pher and offers no integrity guarantees
wi t hout being conbined with a MAC algorithm (e.g. Pol y1305).

XChaCha20_DJB- Pol y1305 adds an authentication tag to the ciphertext
encrypted w th XChaCha20_DJB.

The Pol y1305 key is conputed as in [ RFC8439], by encrypting an enpty
bl ock.

Finally, the output of the Polyl1305 function is prepended to the
ci phertext:

* <k>: encryption key

*  <mp: nmessage to encrypt

* <ct> XChaCha20_DJB(<k>, <np)

*  XChaCha20_DJB- Pol y1305(<k>, <np): Pol y1305(<ct>) || <ct>

7. The Box- XChaChaPoly Al gorithm

The Box- XChaChaPol y al gorithm conbi nes the key exchange nechani sm
X25519 defined [RFC7748] with the XChaCha20_DJB- Pol y1305

aut henticated encryption al gorithm

* <k>: encryption key

*  <mp: nessage to encrypt

* <pk>: recipent’s public key

* <sk>: sender’s secret key

* <sk’>: HChaCha20( X25519( <pk>, <sk>))

*  Box- XChaChaPol y(pk, sk, m): XChaCha20_DJB- Pol y1305(<sk’ >, <np)
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