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Abst r act

Thi s docunent specifies DNS Stanps, a conpact format that encodes the
i nformati on needed to connect to DNS resol vers. DNS Stanps encode
all necessary paraneters including addresses, hostnanes,

crypt ographi ¢ keys, and protocol -specific configuration into a single
string using a standard URI format. The specification supports

mul tiple secure DNS protocols including DNSCrypt, DNS-over-HTTPS
(DoH), DNS-over-TLS (DoT), DNS-over-QU C (DoQ, and Oolivi ous DoH.

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussion of this docunent takes place on the Domai n Nane System
Working Group mailing list (namedroppers@ic.ddn.ml), which is

archived at nicfs.nic.ddn. ml:~/ namedroppers/*. Z.

Source for this draft and an issue tracker can be found at
https://github. coml DNSCrypt/draft-deni s-dns-stanps.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 January 2026.
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1. Introduction

The Domai n Name System (DNS) has evol ved significantly fromits
original design as specified in [ RFC1035]. While traditional DNS
operates over unencrypted UDP and TCP connections on port 53, nodern
DNS depl oynents increasingly use encrypted transports to provide
confidentiality and integrity. These secure protocols include
DNSCrypt [I-D.draft-denis-dprive-dnscrypt], DNS-over-TLS (DoT)

[ RFC7858], DNS-over-HTTPS (DoH) [ RFC8484], DNS-over-QUI C (DoQ

[ RFC9250], and Oblivi ous DNS-over-HITPS [ ODCOH] .

Each secure DNS protocol requires different configuration paraneters
DNSCrypt needs a provider public key and provider nane in addition to
server addresses. DoH requires HTTPS endpoints and paths. DoT and
DoQ need TLS configuration including certificate validation
paraneters. This diversity in configuration requirements creates
significant challenges for both users and applications attenpting to
configure secure DNS resol vers

Current approaches to DNS configuration suffer fromsevera
limtations. Operating systeminterfaces typically support only IP
addresses for DNS servers, providing no nechanismto specify
encryption protocols or authentication paraneters. Application-
specific configuration files |ack standardi zation, making it
difficult to share configurations across different DNS client

i mpl erent ati ons. Manual configuration is error-prone, particularly
when dealing with cryptographic paranmeters |ike public keys or
certificate hashes. There is no standard way to distribute conplete
resol ver configurations that would enable users to easily switch
bet ween di fferent secure DNS providers.

DNS St anps address these chal |l enges by encoding all paraneters
required to connect to a DNS resolver into a single, conpact string
using a URI format. This approach enabl es sinple sharing of resolver
configurations through copy-paste, QR codes, or URLs. It provides a
consistent format across different client inplenentations, reduces
configuration errors through format validation, and supports multiple
protocol s through a unified specification. DNS Stanps have been

i mpl emented in nunerous DNS client applications and are used by
several public DNS resolver operators to publish their server
configurations.
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The remai nder of this docunment is organized as follows. Section 2
est abl i shes conventions and defines the encoding primtives used

t hroughout the specification. Section 3 provides a high-Ieve
overview of the DNS Stanps format. Section 4 details the specific
format for each supported protocol. Section 5 covers operationa
aspects including generation, parsing, and validation. Section 6
anal yzes security considerations. Section 7 discusses inplenentation
consi derations. Section 8 specifies | ANA registrations. The

appendi ces provi de test vectors and exanpl es.

2. Conventions and Definitions

The key words “MJST” , “MJUST NOT” , “REQURED’ , “SHALL” , “SHALL NOT”
“SHOULD” , “SHOULD NOT” , “RECOMMENDED” , “NOT RECOMMENDED” , “MAY” , and
“OPTIONAL” in this docunent are to be interpreted as described in

BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

2.1. Termi nol ogy
Thi s docunent uses the follow ng term nol ogy:

DNS Stanp A URI-formatted string that encodes all paraneters needed
to connect to a DNS resol ver.

Protocol ldentifier A single byte value that identifies the DNS
protocol type encoded in the stanp.

Properties A 64-bit little-endian integer encodi ng infornal
properties about the DNS resol ver.

2.2. Encoding Primtives

The foll owi ng encoding primtives are used throughout this
speci fication:

| Denotes concatenation of byte sequences.

| Denotes the bitwi se OR operation

len(x) A single byte (unsigned 8-bit integer) representing the
length of x in bytes, where x is a byte sequence of maxi mum | ength
255.

vlen(x) Variable length encoding. Equal to len(x) if x is the |ast

el ement of a set. Qherwi se equal to (0x80 | len(x)), indicating
nmore el ements foll ow
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LP(x) Length-prefixed encoding, defined as len(x) | x.

VLP(x1, x2, ...xn) Variable-length-prefixed set encodi ng, defined as
vien(x1) | x1 | vlien(x2) | x2 ... | vien(xn) | xn. For a single-
el ement set, VLP(x) == LP(Xx).

[x] Denotes that x is optional and nmay be onitted.

base64url (x) The URL-safe base64 encoding of x as specified in
Section 5 of [RFC4648], w thout paddi ng characters.

3. DNS Stanps Format Overview

This section provides a high-1evel overview of the DNS Stanps format
before detailing specific protocol encodings.

3.1. URl Structure
A DNS Stamp is a URI [ RFC3986] with the foll owing format:
sdns: // base64ur| ( payl oad)
The stanp begins with the schene sdns:// foll owed by a base64url -
encoded payl oad. The payload is a byte sequence that encodes all
paraneters needed to connect to the DNS resol ver.

3.2. Payload Structure
The general structure of the payload is:
protocol _identifier | protocol_specific_data
The payl oad al ways begins with a single-byte protocol identifier that
determnes howto interpret the renmining bytes. The base64url
encoding is applied to the entire payload as a single operation after
concatenating all conponents.

3. 3. Protocol ldentifiers

The following protocol identifiers are defined:
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| Value | Protocol | Description |
[} gty e ——————(—————(—_— s p—p—r
| 0x00 | Plain DNS | Traditional unencrypted DNS |
S D R . +
| Ox01 | DNSCrypt | DNSCrypt protocol |
Fommma - TR T T +
| Ox02 | DNS-over-HITPS | DNS queries over HITPS |
R, T o e e e e e e e e e e e e e e +
| 0x03 | DNS-over-TLS | DNS queries over TLS |
S D R . +
| Ox04 | DNS-over-QUI C | DNS queries over QU C |
Fommma - o mmememeemeaaeaaas T T +
| Ox05 | Oblivious DoH Target | Target server for Oblivious DoH

R, T o e e e e e e e e e e e e e e +
| 0x81 | Anonymized DNSCrypt | Relay for DNSCrypt |
| | Relay | anonymi zation |
dememaas e I II'rreee +
| Ox85 | Oblivious DoH Relay | Relay for Oblivious DoH |
N o e e e e e e oo St +

Table 1

Protocol identifiers in the range 0x80-0xFF are reserved for relay/
proxy protocols that forward queries to other servers.

3.4. Properties Field
Several stanp types include a properties field, which is a 64-bit

little-endian integer. Each bit in this field represents a property
of the resol ver:

[ ety gy sl —p—_—_—————————————————————————————r L
| Bit | Property | Description |
[ el ooty e st Y
| O | DNSSEC | The server validates DNSSEC si gnatures |
oo S IR T T +
| 1 | No Logs | The server does not keep query | ogs |
R R oo e m e e e e e e e e e e e e e e e e e e e e e e e +
| 2 | No Filter | The server does not filter or bl ock domains

S S . +
| 3-63 | Reserved | Must be set to zero |
oo S IR T T T +

Tabl e 2
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When encodi ng, undefined property bits MIST be set to zero. Wen
decodi ng, undefined property bits MJST be ignored to allow future
ext ensi ons.

Pr ot ocol - Specific Stanp Fornats
This section specifies the exact format for each supported protoco
type. Each format is presented with its structure, field
descriptions, and encodi ng requirenents.
.1. Plain DNS Stanps

Pl ai n DNS stanps encode paraneters for traditional unencrypted DNS
resol vers.

.1.1.  Format

payl oad = 0x00 | props [ LP(addr)

.1.2. Fields

0x00 Protocol identifier for plain DNS

props Properties field (8 bytes, little-endian).

addr | P address and optional port as a string. |Pv6 addresses MJST
be enclosed in square brackets. Default port is 53.

.1.3. Address Fornmat

* |Pv4: 192.0.2.1 or 192.0.2.1:5353

* | Pv6: [2001:db8::1] or [2001:db8::1]:5353

. 2. DNSCrypt Stanps

DNSCrypt stanmps encode parameters for DNSCrypt servers.

.2.1.  Format

payl oad = 0x01 | props | LP(addr) | LP(pk) Il LP(provider_name)
.2.2. Fields

0x01 Protocol identifier for DNSCrypt.

props Properties field (8 bytes, little-endian).
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addr | P address and optional port. |Pv6 addresses MJST be encl osed
in square brackets. Default port is 443.

pk Provider’ s Ed25519 public key (exactly 32 bytes, raw binary
format).

provi der _name DNSCrypt provider name (e.g., 2.dnscrypt-
cert.exanpl e.con.

4.2.3. Requirenents

* The public key MJST be exactly 32 bytes.

* The provider name MJST be a valid DNS nane.

* The provider nane MJST NOT include a term nating peri od.
4.3. DNS-over-HTTPS St anps

DoH st anps encode paraneters for DNS-over-HITPS servers.
4.3.1. Fornmat

payl oad = 0x02 | props || LP(addr) | VLP(hashl, ..., hashn) |
LP(hostname) | LP(path) [ | VLP(bootstrapl, ..., bootstrapn) ]

4.3.2. Fields
0x02 Protocol identifier for DNS-over-HTTPS.
props Properties field (8 bytes, little-endian).

addr | P address of the server. May be enmpty string if hostname
resolution is required.

hashi  SHA256 digests of certificates in the validation chain (each
exactly 32 bytes).

host name Server hostnane with optional port. Default port is 443.
path Absolute URI path (e.g., /dns-query).
bootstrapi Optional |P addresses for resol ving host nane.

4.3.3. Requirements

* Certificate hashes MUST be exactly 32 bytes each.
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* The hostnane MJST NOT be percent-encoded or punycode-encoded.
* The path MUST start with “/7 .
* Bootstrap addresses follow the sane format as addr.
4.4. DNS-over-TLS Stanps
DoT stanps encode paraneters for DNS-over-TLS servers.
4.4.1. Fornmat

payl oad = 0x03 | props || LP(addr) | VLP(hashl, ..., hashn) |
LP(hostname) [ | VLP(bootstrapl, ..., bootstrapn) ]

4.4.2. Fields
0x03 Protocol identifier for DNS-over-TLS.
O her fields have the same meani ng as DoH stanps, except:
* Default port is 853.
* No path field is included.
4.5. DNS-over-QU C St anps
DoQ st anps encode paraneters for DNS-over-QU C servers.
4.5.1. Format

payl oad = 0x04 | props | LP(addr) | VLP(hashl, ..., hashn) |
LP(hostname) [ | VLP(bootstrapl, ..., bootstrapn) ]

4.5.2. Fields

0x04 Protocol identifier for DNS-over-QU C.

O her fields have the sanme nmeani ng as DoT stanps.
4.6. Oblivious DoH Target Stanps

ODoH target stanps encode paraneters for Oblivious DoH target
servers.
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4.6.1. Fornmat
payl oad = 0x05 | props | LP(hostname) | LP(path)
4.6.2. Fields
0x05 Protocol identifier for Oblivious DoH targets.
props Properties field (8 bytes, little-endian).
host name Server hostnane with optional port. Default port is 443.
path Absolute URI path.
4.7. Anonym zed DNSCrypt Relay Stanps
DNSCrypt rel ay stanps encode paraneters for anonym zation rel ays.
4.7.1. Format
payl oad = 0x81 | LP(addr)
4.7.2. Fields
0x81 Protocol identifier for DNSCrypt relays.
addr | P address and port. Port specification is nmandatory.
4.8. blivious DoH Rel ay Stanps
ODoH rel ay stanps encode paraneters for Cblivious DoH rel ays.
4.8.1. Format

payl oad = 0x85 | props | LP(addr) | VLP(hashil, ..., hashn) |
LP(hostname) | LP(path) [ | VLP(bootstrapl, ..., bootstrapn) ]

4.8.2. Fields

0x85 Protocol identifier for ODoH rel ays.

O her fields have the sanme nmeani ng as DoH st anps.
5. Usage and Operations

This section describes how to generate, parse, and validate DNS
stanps in practice.
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5.1

Generating DNS St anps

To generate a DNS stanp:

1.

2.

5.1. 1.

Sel ect the appropriate protocol identifier.

Encode the properties field as 8 bytes in little-endian fornmat.
Encode each paranmeter using the specified | ength-prefixing.
Concatenate all conponents in the specified order.

Apply base64url encoding to the conpl ete payl oad.

Prepend "sdns://" to create the final stanp.

I mpl enent ati on Requi renents

| mpl enent ati ons generating DNS stanps MJST:

*

5.2

To

1.

2.

5.2. 1.

Validate that all parameters neet format requirenents.
Ensure strings are valid UTF-8.

Set undefined property bits to zero.

Include all mandatory fields for the protocol type.
Generate stanps that can be parsed by conpliant inplenentations.
Par si ng DNS St anps

parse a DNS st anp:

Verify the stanp begins with "sdns://".

Extract and base64url - decode t he payl oad.

Read the first byte as the protocol identifier.

Parse renmaining fields according to the protocol fornat.
Validate all fields neet requirenents.

Error Handl i ng

| mpl enent ati ons MUST detect and handl e these error conditions:

Deni s
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I nvalid base64url encoding
Unknown protocol identifier
Truncat ed payl oad

Invalid [ ength prefixes

Mal fornmed fiel ds

July 2025

| mpl enent ati ons SHOULD provi de descriptive error nessages indicating
the specific validation failure.

5. 3.

5.3. 1.

5.3. 2.

Deni s

Val i dati on Requirenments

Length Validation

Length prefixes MJUST NOT exceed renai ni ng payl oad size.

Certificate hashes MJUST be exactly 32 bytes.
Ed25519 public keys MJUST be exactly 32 bytes.
Properties field MJST be exactly 8 bytes.

Format Validation
| P addresses MJST be valid I Pv4 or | Pv6 addresses.
Host names MUST be valid DNS nanes.
Ports MJST be in the range 1-65535.
Pat hs MUST begin with /.

Semantic Validation

Certificate hashes SHOULD be val i dated agai nst actua
certificates.

Provi der names SHOULD be verified to exist in DNS.

Boot strap resol vers SHOULD be reachabl e.

Expires 22 January 2026
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5.4. Internationalization
Host names in DNS stanps MJST be represented in their Unicode form
within the stanp payload. |Inplenentati ons MJST NOT apply punycode
encodi ng before storing hostnanes in stanps. Wen using the hostnane
for actual DNS queries or TLS connections, inplenmentations MJST apply
the appropriate encoding for the protocol being used.
Thi s approach
* Preserves readability when stanps are decoded for display
* Avoi ds doubl e-encodi ng i ssues
* Allows inplenmentations to apply protocol -specific encoding rules
6. Security Considerations
6.1. Stanp Integrity
DNS stanps contain security-critical configuration including server
addresses, cryptographic keys, and certificate hashes. The integrity
of stanps is essential - a nodified stanp could redirect users to
mal i ci ous resol vers
6.1.1. Threats
* *Substitution*: Replacing legitinate stanps with malicious ones
* *Modification*: Altering addresses, keys, or certificate hashes
* *Downgrade*: Replacing secure protocol stanps with insecure ones
6.1.2. Mtigations
| mpl enent ati ons SHOULD:

* (Obtain stanps over authenticated channels (HTTPS with certificate
val i dati on)

* Verify stanps agai nst known-good val ues when avail abl e
* WArn users when inporting stanps from untrusted sources

* Validate all cryptographic paraneters before use
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6.2. Certificate Validation
For protocols using TLS (DoH, DoT, DoQ, stanps may include SHA256
hashes of certificates in the validation chain. These provide
certificate pinning but require careful nanagenent.

6.2.1. Security Requirements
I mpl enent ati ons MUST:

* Verify at least one certificate in the chain matches a provided
hash

* Foll ow standard certificate validation per [RFC5280]
* Check certificate validity periods and signatures
* Verify the certificate matches the specified hostnane
6.2.2. Qperational Considerations
| mpl enent ati ons SHOULD:
* Support nultiple certificate hashes to enable rotation
* Provide clear errors for validation failures
* Allow optional fallback to standard WbPKI validation
* Cache certificate validation results appropriately
6.3. Privacy Considerations
DNS stanps may reveal information about resolver configuration:
* *Server Locations*: |P addresses indicate geographic regions
* *logging Policies*: Properties flags indicate data retention
* *Query Privacy*: Bootstrap resolvers nmay see sone queries

Users shoul d understand the privacy inplications of their chosen
resol vers. Applications SHOULD di splay rel evant properties clearly.

6.4. Inplenmentation Security
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6.4.1. Parsing Safety
Mal f ormed stanps could trigger inplenentation vulnerabilities:
* *Buffer Overflows*: Validate all lengths before allocation
* *Integer Overflows*: Check | ength calcul ations
* *Resource Exhaustion*: Limt maxi mum stanmp size
6.4.2. Cryptographic Safety
* Validate Ed25519 public keys are valid points
* Ensure certificate hashes are compared in constant time
* Use cryptographically secure random nunbers where needed
6.5. Downgrade Prevention

Applications supporting nultiple protocols MJST NOT automatically
downgrade from secure to | ess secure protocols. For exanpl e:

*  Never downgrade from DoH to plain DNS
* Never ignore certificate validation failures
* Never bypass authentication requirenents

If a secure connection fails, the inplementati on SHOULD report the
error rather than attenpting insecure alternatives

7. Inplenentation Considerations
7.1. PlatformlIntegration

DNS stanp support can be integrated at various |evels:
7.1.1. Operating System Level

* Systemresol ver configuration

*  Network configuration tools

* VPN client integration
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7.1.2.

*

*

*

7.1.3.

*

*

*

7.2.

7.2.1.

Application Leve
VWb browsers
DNS proxy software
Net wor k di agnostic tools
Li brary Level
DNS client libraries
HTTP client libraries
Security franmeworks
Per f ormance Optim zation

Cachi ng

July 2025

I mpl enent ati ons SHOULD cache: - Decoded stanp data structures -

Certificate validation results -

Connection state for persistent protocols

7.2.2.

7.3.

Connecti on Managenent
Reuse connections for multiple queries
I npl enent appropriate timeout strategies
Handl e connection failures gracefully
Support connection pooling for concurrent queries

User Interface Considerations

Appl i cations SHOULD:

*

Deni s

Di spl ay decoded stanmp contents clearly
Al'l ow copying stanps to clipboard
Support R code generation/scanni ng
Provi de stanmp validation feedback

Show security properties prom nently

Expires 22 January 2026
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7. 4.

Debuggi ng Support

| mpl enent ati ons SHOULD pr ovi de:

*

Detai |l ed | oggi ng of stanp parsing
Connection attenpt diagnostics
Certificate validation details
Performance metrics

Error context for troubl eshooting

8. | ANA Consi der ations

8. 1.

DNS Stanps URI Schene Regi stration

IANA is requested to register the “sdns” URl schenme in the “Uniform
Resource Identifier (URI) Schemes” registry:

*

*

*

*

*Schene name*: sdns
*Status*: Permanent
*Appl i cati ons/ protocol s*: DNS client applications using DNS Stanps

*Ref erences*: This docunment |
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Appendi x A.  Conpl et e Exanpl es

Thi s appendi x provi des conpl ete exanpl es of DNS stanp encoding with
st ep- by-step expl anati ons.

A.1l. Exanple 1: Plain DNS
Confi gurati on:
* Server: 192.0.2.53
* Port: 53 (default)
* Properties: DNSSEC (bit O set)
St ep- by-step encodi ng:
1. Protocol identifier: 0x00

2. Properties: 0x01 0x00 0x00 0x00 0Ox00 0x00 0Ox00 0x00 (bit O set,
little-endian)

3. LP( “192.0.2.53” ): OxO0A | “192.0.2.53” = OxO0A 0x31 0x39 0x32 Ox2E
0x30 OX2E 0x32 Ox2E 0x35 0x33

4. Concatenate: 0x00 0x01l 0x00 Ox00 0x00 O0x00 O0x00 Ox00 0x00 OxOA
0x31 0x39 0x32 0x2E 0x30 O0x2E 0x32 0x2E 0x35 0x33

5. Base64ur| encode: AAEAAAAAAAAAC) ESM 4wLj | uNTM
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6

A 2.

Fi nal stanp: sdns:// AAEAAAAAAAAAC ESM 4wlj | uNTM

Exampl e 2: DNSCrypt

Configurati on:

*

Server: 198.51.100.1

Port: 5553

Provi der public key: e801...bf82 (32 bytes)
Provi der name: 2.dnscrypt-cert. exanpl e. com

Properties: DNSSEC, No |ogs, No filter (bits 0, 1, 2 set)

St ep- by-step encodi ng:

1.

2

A 3.

Protocol identifier: 0xO1

Properties: 0x07 0x00 0x00 O0x00 O0x00 0x00 0x00 0x00

LP( “198.51.100.1:5553” ): 0x11 | address

LP(public key): 0x20 | 32 bytes of key

LP( “2.dnscrypt-cert.exanple.coni’ ): O0x1B | provider name
Concatenate all conponents

Base64ur| encode

Fi nal stanmp: sdns:// AQcAAAAAAAAAETESOCA1MS4x MDAUMIOINTUzI OgBsd. .

Exanpl e 3: DNS- over-HTTPS

Confi gurati on:

*

Deni s

Host name: dns. exanpl e. com

Pat h: /dns-query

No specific | P address

Certificate hash: 3b7f...b663 (32 bytes)

Properties: No logs (bit 1 set)
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St ep- by-step encodi ng:

1. Protocol identifier: 0x02

2. Properties: 0x02 0x00 0x00 0x00 0x00 0x00 0x00 0x00
3. LP( “” ): 0x00 (enpty address)

4. VLP(cert hash): Since it’ s the only hash, same as LP: 0x20 | 32
byt es

5. LP( “dns.exanple.comi’ ): OxOF | hostnane
6. LP( “/dns-query” ): OxOA | path

7. No bootstrap IPs

8. Concatenate, base64url encode

9. Final stamp:
sdns: /[ Agl AAAAAAAAAAAAAD2Rucy 51 eGRt cGxl LmNvbQovZGhzLXF1ZXJ5

Appendi x B. Test Vectors

Thi s appendi x provides test vectors for validating DNS stanp
i mpl enent ati ons.

B.1. Test Vector 1: Plain DNS with | Pv6

I nput :
Protocol : Plain DNS
Address: [2001:db8::1]:53
Properties: DNSSEC

Encoded st anp:
sdns: / [ AAEAAAAAAAAADI sy MDAXOrRi ODo6MO

Decoded:
Protocol |ID: 0x00
Properties: 0x0100000000000000
Address: "[2001:db8::1]"

B.2. Test Vector 2: DoHwith Miltiple Certificate Hashes
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I nput :
Prot ocol : DNS-over - HTTPS
Host name: dns. exanpl e. com
Pat h: /dns-query
Cert Hash 1: 1111121112111221112211122111221112211122111221112211122111221112111121111111
Cert Hash 2: 2222222222222222222222222222222222222222222222222222222222222222
Properties: None

Encoded st anp:
sdns: / | AQAAAAAAAAAAACCRERERERERERERERERERERERERERERERERERERERERESAI i lilililililililili
FitititititititilililiD2Rucy5l eGFt cGxl Lm\vbQovZG5zLXF1ZXI5

Decoded:
Prot ocol ID: 0x02
Properties: 0x0000000000000000
Address: ""
Hash count: 2
Hash 1: 11111111111211121121121121121121121121121121121121121112111211111111
Hash 2: 2222222222222222222222222222222222222222222222222222222222222222
Host name: "dns. exanpl e. cont
Pat h: "/dns-query"

B.3. Test Vector 3: DoT with Bootstrap

I nput :
Prot ocol : DNS-over-TLS
Host name: dot . exanpl e. com 853
Address: 192.0.2.1
Boot strap: 198.51.100.1, 203.0.113.1
Properties: No logs, No filter

Encoded st anp:
sdns: / | AWYAAAAAAAAACTESM 4wLj | uMQAPZ&0LmMv4AYWLwb GUUY29t Omnx OTQUNTEUMTAWLj) ELM AzLj AUMTEz
Lj E

Decoded:
Protocol |ID: 0x03
Properties: 0x0600000000000000
Address: "192.0.2.1"
No certificate hashes
Host nanme: "dot. exanpl e. com 853"
Boot strap count: 2
Bootstrap 1: "198.51.100. 1"
Bootstrap 2: "203.0.113.1"
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