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Abst r act

SRv6 TE achi eves precise traffic engineering by strictly defining the
traffic path (e.g., specifying particular nodes or |inks) through a
predefined SIDIlist. To address the failure of TI-LFA FRR protection
in SRv6 TE Policy scenarios due to strict node constraints, this
paper proposes an SRv6 desi gnated M dpoint protection
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1. Introduction

In SRv6 Best Effort (BE) forwarding, all nodes in the network rely on
the sane Link-State Database (LSDB) and use the Shortest Path First
(SPF) algorithmto conpute optimal routes, adhering to | GP shortest-
path forwarding. Wen a link or node fails, traffic is switched to a
backup path based on the I GP topol ogy convergence. However, there
may be prol onged packet |oss and degraded service quality when | GP
route convergence typically takes a long tinme in |arge-scale

topol ogies. To achieve fast reroute (FRR) for SRv6 BE, a |oop-free
backup path nust be pre-established in the forwardi ng plane.

The specific inplementation for SRv6 BE |ink/node failure protection
i nvol ves depl oyi ng TI-LFA (Topol ogy- 1 ndependent Loop-Free Alternate),
whi ch enabl es the source node to specify an explicit path that
bypasses the failed |ink and provide a | ocal repair mechani smfor

| GP-based shortest paths. This ensures end-to-end traffic recovery
in the event of direct Iink or neighbor failures. TI-LFA does not
depend on network topol ogy and provides a | oop-free backup path. It
cal cul ates the FRR backup path based on the post-failure converged

t opol ogy, ensuring alignnent between the FRR backup path and the
final post-convergence reroute path. This avoids secondary path
switching. Specifically, TI-LFA excludes the failed node or |ink
when conputing the FRR path and then derives the backup path.

The current |ocal repair mechanism e.g., TI-LFA allows the upstream
nei ghbor of the failed node or Iink to fast re-route traffic around
the failure. This nechani sm does not work properly for SRv6 TE path
after the failure happens in an endpoi nt node and | GP converges on
the failure. This docunent defines mdpoint protection for SRv6 TE
pat h, whi ch enabl es the upstream endpoi nt node of the failed node to
performthe endpoint behavior for the faulty node and fast re-route
traffic around the failure after 1 GP converges on the failure.
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2. Conventions used in this document

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119]

3. Mechani sm

M dpoi nt protection (Endpoint node) refers to the node where the SID
specified in the Segment List. SRv6 Policy explicitly steers packets
al ong a predeterm ned path by encapsul ating a sequence of SRv6 Sl Ds
in the Segnent Routing Header (SRH). SRv6 Policy does not
necessarily foll ow SPF shortest-path forwardi ng, and the |IPv6
destination address is not the final packet destination. Therefore,
the conventional SRv6 BE FRR whi ch conputes backup next hops based on
destination addresses and SPF pat hs—cannot be applied in SRv6 Policy.
When a |ink/node specified in the SRv6 Policy fails, traffic nust
bypass the faulty Iink/node via a pre-established | oop-free backup
path to ensure failure protection. The designated node failure
protection schene is uniformy applied in such cases.

The upstream node (Point of Local Repair, PLR) of the failed Endpoint
node takes over the forwardi ng process. Normally, an Endpoint node
processes SRv6 packets by: Decrenenting the Segnent Left (SL) and
copying the next-layer SID to the | Pv6 destination address field.
However, if an Endpoint node fails, it cannot execute these SID
processing actions, resulting in packet |oss. Thus, when an Endpoi nt
node fails, packets should bypass it, and the PLR nust forward them
directly to the next Endpoint node. When the PLR egress interface
detects a failure, it executes the follow ng protection process:

a) Wien the PLR s FIB contains a route to the failed Endpoint: If the
PLR is not directly connected to the fail ed Endpoi nt node, standard
TI-LFA is executed. |If the PLRis directly connected, it bypasses

the failed Endpoint node by rewiting the | Pv6 destination address to
the next Endpoint node’ s address in the SRH, preventing traffic from
bei ng forwarded to the faulty node.

b) When the PLR s FIB lacks a route to the failed Endpoint: Bypass
the faulty Endpoint and directly forward the data packet to the next
endpoi nt node. |f PLR detects that the next-hop interface has

failed, when the next hop matches the packet’ s destination address
and SL > 0, the PLR proxies the Endpoint behavior: it decrenents SL
updates the outer |Pv6 header’ s destination address with the next
SID, and forwards the packet according to the new SID s instructions,
t hereby bypassing the fail ed node and achi eving SRv6 Endpoi nt node
protection.
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4. Example

As shown in Figure 1:

a) Node A forwards a packet to destination Node F, specifying
i nternmedi ate Node E in the SRH

b) Wien Node E fails, Node B (PLR) detects the next-hop interface
failure. Since the next hop matches the current destination address
5:: and SL > 0, Node B perforns proxy forwarding: Decrenents SL and
copies the next SID 6:: to the outer |Pv6 destination field. If the
segnment has the Penultimate Segnment Pop (PSP) attribute, node B
renoves the SRH and forwards based on 6::

c) Since the primary next hop for 6:: is still Node E—but Node B is
not the penultinate hop for this destination and SL = 0—Node B no
| onger qualifies for proxy forwarding. Instead, it follows the

standard TI-LFA process, switching to a backup path. The repair
segrment list is encapsulated via "H.Insert" (e.g., adding SID 3::1),
and a new SRH i s appended before forwarding to Node F via the backup
pat h.

d) After Node A detects Node E s failure and | GP convergence
compl etes, Node A renoves the routing entry for 5::. Thus, when Node

A attenpts to forward based on 5::, it msses the route and acts as
the PLR - Decrenents SL. Updates the outer |1Pv6 destination address
to 6::. Forwards to Node B based on 6::

If Node B has converged, it forwards the packet to Node F via the new
shortest path. |If not, Node B follows TI-LFA and forwards via the
backup path. To support SRv6 Endpoint failure protection, the SRv6
SI D forwardi ng pseudocode must include additional logic to guide PLR
actions during Endpoint failures.
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Figure 1: SRv6 Endpoi nt protection

5

Security Considerations

The behavi or described in this docunent is internal functionality to

a router that result in the ability to explicitly steer traffic over

the post convergence path after a renote topol ogy change in a manner

that guarantees | oop freeness. Because the behavior serves to

m nimze the disruption associated with a topol ogy changes, it can be
seen as a nodest security enhancenent.
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