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Abst ract
Aut ononobus Al agents execute actions — file wites, APl calls, shell
conmands — on behal f of human principals. No standard mechani sm

exists for a third party to verify that an agent acted within its
decl ared behavioral rules, that policy enforcenent occurred before
execution (not after), or that the action | og has not been tanpered
with after the fact.

Thi s docunent defines the Proof-of-Behavior (PoB) protocol: a

m ni mal , | anguage-agnostic standard for tamper-evident audit trails
and pre-execution policy enforcenent in Al agent systems. The
protocol specifies a signed receipt format, a hash-chain |inking
schene, a policy gate contract, and a cross-agent reference

mechani sm

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 22 Cctober 2026.

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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I ntroduction
Al agent frameworks (LangChain, AutoCen, CrewAl, and others) expose
i fecycle hooks that allow external code to observe agent actions.
These hooks are sufficient for |ogging but do not provide
cryptographic guarantees. A log witten by the agent process being
audited is not independently verifiable: the same software that
produced the actions al so produces the evidence.
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The Proof - of - Behavi or protocol addresses three distinct problens:

1. *Tanper evidence*: Once an action is recorded, neither the agent
nor its operator can nodify or delete the record without
det ecti on.

2. *Pre-execution enforcement*: Policy decisions nmust be recorded
before the action executes. A DENED record proves the agent was
bl ocked; the absence of such a record proves the policy was not
consul ted

3. *Cross-agent attribution*: In multi-agent systens, an
orchestrator should be able to verify that a downstream agent
compl eted a specific action under a specific policy, wthout
trusting the downstream agent’s in-process state.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFCB174].

2. Term nol ogy

Receipt: A signed JSON object recording a single agent action.
| mut abl e once finalized.

Chain: An ordered, append-only sequence of receipts, each
cryptographically linked to its predecessor

Policy Gate: A pre-execution evaluation step that produces either an
ALLOW or DENY verdict before any action is forwarded to the agent.

DENI ED Receipt: A receipt with status "denied", witten to the chain
before the action is attenpted. Proves the policy gate ran and
rejected the action

agent _id: The raw bytes of the agent’s Ed25519 public key, encoded
as | owercase hexadecimal. Serves as both identity and
verification key.

principal _id: An opaque string identifying the human or
organi zational principal that authorized this agent’s keypair.
Format is binding-specific.

policy hash: SHA-256 hash of the policy configuration, enbedded in
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the signed receipt payload. Ensures policy cannot be substituted
wi t hout breaki ng signatures.

prev_hash: SHA-256 hash of the preceding receipt’s canonical form
(signature field excluded). Null for the first receipt in a chain
(genesi s receipt).

3. Pr ot ocol Overvi ew

The protocol operates in four phases for each agent action

Pol i cyGat e. eval uat e(action) — ALLOW| DENY \
If DENY: wite DEN ED receipt — raise error
If ALLOW continue to phase 2 \

2. RECElI PT CREATI ON (pre-execution)
Buil d recei pt with status=PEND NG
prev_hash = SHA- 256( previ ous receipt, no sig)
policy hash = SHA-256(policy confiqg)

3. ACTI ON EXECUTI ON
Forward action to agent/too
Capture result or error

4. RECEI PT FI NALI ZATI ON ( post - executi on)
Set status = COWPLETED | FAI LED
result_hash = SHA-256(result)

Sign recei pt with EJd25519 private key
Append to JSONL storage

The critical property of phase 1: the DENIED receipt is witten to
persi stent storage and signed before the error is raised. The agent
process cannot proceed to phase 3 w thout passing phase 1, and cannot
suppress the phase 1 record.

4. Receipt Format

A receipt is a JSON object [RFC8259] with the follow ng top-Ievel
fields.

4.1. Required Fields

receipt_id (string): A UUDv4 string uniquely identifying this
receipt.
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chain_id (string): Equal to agent_id. Ildentifies the chain this
recei pt bel ongs to.

agent _id (string): Lowercase hex encoding of the agent’s Ed25519 raw
public key (64 hex characters, 32 bytes).

principal _id (string): Opaque identifier for the authorizing
principal. Format is defined by the binding in use.

timestanp (string): |1SO 8601 UTC tinmestanp of receipt creation
(e.g., "2026-04-20T10: 00: 00. 000000+00: 00") .

prev_hash (string or null): SHA-256 hex digest of the canonical form
of the preceding receipt (signature excluded). MJST be null for
the first receipt in a chain.

schena_version (string): Protocol version. This docunent defines
version "0.1".

action (object): Describes the agent action. See Section 4.2.

signature (string): Ed25519 signature over the canonical formof the
receipt (signature field excluded), encoded as | owercase hex (128
hex characters, 64 bytes).

4.2. Action bject

type (string): One of: "tool _call”, "Il minvoke", "decision",
"cross_agent".

framework (string): The agent framework in use. RECOMMENDED val ues:
"l angchai n", "autogen", "crewai", "custoni.

tool _nanme (string or null): Nane of the tool invoked. REQU RED when
type is "tool _call".

status (string): One of: "pending", "conpleted', "failed", "denied"

payl oad_hash (string or null): SHA-256 hex digest of the canonica
JSON encodi ng of the action input. MAY be null

result _hash (string or null): SHA-256 hex digest of the canonica
JSON encodi ng of the action result. MJST be null when status is
"pendi ng" or "denied".

error (string or null): Human-readable error message. SHOULD be set
when status is "failed" or "denied".
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policy_hash (string or null): SHA-256 hex digest of the policy
configuration active at the tine of evaluation. MJST be set when
a policy gate is in use. Enbedded in the signed payl oad.

4.3. Exanpl e Recei pt

"action": {
"error”: null,
"framework": "l angchain",
"payl oad_hash": "e3b0c44298f clcl49af bf 4c8996fb924...",
"policy_hash": "3fa7188e44ea5c896b2a5d1068del246...",
"result _hash": "9f86d081884c7d659a2f eaaOc55ad015. .. ",
"status": "conpleted”,
"tool _nane": "web_search",
"type": "tool _call"
},
"agent id": "6c24573e8a4f2b9c...",
"chain_id": "6c24573e8a4f2b9c...",
"cross_agent _ref": null,
"prev_hash": "a3f4b2c1d0e9...",
"principal _id": "agent @xanpl e.cont,
"receipt_id": "550e8400-e29b-41d4-a716-446655440000",
"schenma_version": "0.1",
"signature": "4abb6ec7d...",
"timestanp": "2026-04-20T10: 00: 00. 000000+00: 00"

5. Canonicalization

The canonical formof a receipt is used for both signing and hash
computation. It MJST be produced as foll ows:

1. Serialize the receipt as JSON
2. Exclude the "signature" field entirely.

3. Sort all object keys |exicographically at every nesting |evel
(recursive).

4. Emt with no insignificant whitespace (separators "," and ":").
5. Encode as UTF-8 bytes.

This is equivalent to JCS (JSON Canonicalization Schene) wth
recursive key sorting.
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I mpl ement ati ons MUST use this canonical formconsistently. Any
dgviation produces a different byte sequence and an invalid
si gnat ure.

6. Hash Chain
Each receipt’s prev_hash links it to its predecessor
prev_hash[n] = SHA-256( canonical _form receipt[n-1] ) )
wher e canoni cal _form excludes the signature field.
The genesis receipt (first in chain) MJST have prev_hash = null
Verification of the chain proceeds fromgenesis to tip:

1. Assert receipt[0].prev_hash == null.

2. For i = 1..N assert receipt[i].prev_hash == SHA-
256( canoni cal _form(receipt[i-1])).

3. For each receipt: verify Ed25519 signature over
canoni cal _form(receipt[i]).

A verifier that observes a valid chain at tine T can store the
(receipt_id, hash) pair and | ater detect any rewite of the chain
history, even if the verifier has no access to the signing key.

7. Signing
Each recei pt MJUST be signed using Ed25519 [ RFC8032] as foll ows:

1. Produce the canonical formof the receipt (signature field
excl uded) .

2. Sign the UTF-8 bytes using the agent’s Ed25519 private key.
3. Encode the 64-byte signature as | owercase hexadeci nal
4. Set receipt.signature to this val ue.

The verifying party uses the agent_id field (which encodes the
Ed25519 public key) to verify each signature independently.

Agent identity MJUST be established before any receipt is witten.

The Ed25519 keypair MJST be generated fresh for each agent instance
unl ess a persistence mechanismis in use (see Section 12).
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8. Policy Gate

The policy gate is an external component that eval uates each action
before execution. |t operates as follows:

result = policy.evaluate(action_type, tool nane, payl oad)

if result.verdict == DENY:
wite _denied_receipt(action_type, tool nane, result.reason, policy_hash)
rai se PolicyViolationError

el se:
# proceed to execution

The DENI ED recei pt MIUST be witten to persistent storage before
PolicyViolationError is raised. |Inplenmentations MJUST NOT proceed to
execution if the DENIED receipt wite fails.

The policy hash field in every recei pt (ALLOW and DENY) MJST contain
the SHA-256 hash of the policy configuration. This ensures that an
auditor can verify not only that the policy ran, but that the
specific policy configuration active at the tine matches any
externally stored policy definition

The external observer pattern is RECOWENDED: the policy gate and
recei pt chain SHOULD be constructed outside the agent process and
injected via callback registration. This places the enforcenent
logic in a different trust domain fromthe agent being audited.

9. Cross-Agent References
When agents col | aborate, handoffs SHOULD be recorded as cross-agent
receipts. A cross-agent receipt references a specific receipt in
anot her agent’s chain.
9.1. Cross-Agent Reference Object
"target _agent _id": "273170e7...",

"ref _receipt_id": "550e8400-...",
"status": "pending"

}

target _agent _id: The agent_id (Ed25519 public key hex) of the
ref erenced agent.

ref receipt_id: The receipt_id of the specific receipt being
r ef er enced.
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status: One of: "pending", "confirmed".
9.2. Resolution
To resolve a cross-agent reference, the verifying agent:
1. Locates the referenced agent’s chain (by target_agent _id).
2. Finds the receipt with the matching receipt_id.

3. Verifies the Ed25519 signature on that receipt using
target _agent id as the public key.

4. Confirms the receipt status is "conpl eted”

Signature verification in step 3 is REQURED. A cross-agent
reference that resolves w thout signature verification provides no
t anper - evi dence guarantee for the referenced chain.

10. Checkpoi nt Hashes

For |ong-running chains, inplenentations MAY wite periodic
checkpoint records to enable efficient partial verification

A checkpoint record is NOT a receipt. |t MJST include:

* "checkpoint": true

* "at _receipt_id": receipt_id of the last receipt in the batch
* "receipt_count": nunber of receipts covered

*  "cunul ative_hash": SHA-256 of the concatenated canonical forns of
all receipts fromgenesis through at _receipt_id

* "signature": Ed25519 signature over the checkpoint record
(signature field excluded)

Partial verification froma checkpoint proceeds by:

1. Verifying the checkpoint’s cunul ative_hash agai nst the covered
receipts.

2. Verifying the chain tail (receipts after the checkpoint)
i ndependent | y.
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11.

12.

13.

13.

St or age

I mpl enent ati ons SHOULD store receipts in newine-delimted JSON
(JSONL) format: one JSON object per line, UTF-8 encoded, LF |line
endi ngs.

Checkpoint records are interleaved with receipts in the sane file. A
parser MUST di stinguish receipts from checkpoints by the presence of
"checkpoint": true.

St orage MJST be append-only during normal operation. |Inplenentations
SHOULD use OS-level file locking or equivalent to prevent concurrent
wites.

Key Persi stence

Agent keypairs SHOULD be persisted across restarts to naintain a
continuous chain. |Inplenentations SHOULD

1. Store the Ed25519 private key in a file with perm ssi ons 0400
(owner read-only).

2. Store the public identity (agent _id, principal _id,
bi ndi ng_si gnature) separately with perm ssions 0600.

3. Verify that the | oaded keypair nmatches the chain’s agent_id
bef ore resum ng

A chai n whose agent _id does not natch the | oaded keypair MJST NOT be
ext ended.

Security Considerations
1. Chain Rewite

An attacker with wite access to the JSONL file can rewrite the
entire chain history with freshly conputed hashes and re-signed
recei pts, provided they control the signing key. Mtigations:

* External checkpointing: publish SHA-256(checkpoint) to an append-
only external |og at session boundaries. Any rewite diverges
fromthe published val ue.

* Bilateral co-signing: a separate signing service (in a different
trust domain fromthe agent) co-signs each receipt. Arewite
requires conpronising both keys.
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13.

13.

13.

14.

15.

15.

15.

16.

* (On-chain anchoring: commt checkpoint hashes to a public
bl ockchai n.

2. Key Conprom se

A conprom sed private key allows an attacker to forge receipts that
appear valid. Mtigations include key revocation registries and
hardware security nodul es for key storage. These are out of scope
for this docunent.

3. Sane Trust Donmin

The in-menory verify() operation uses the same keypair that signed
the receipts. This proves internal consistency but does not protect
agai nst an attacker who has already replaced the in-nmenory chain
state. Verifiers MJST use verify fromdisk() with the expected
public key, not in-process verify().

4. Policy Bypass
The policy gate can be bypassed if the agent constructs a
Recei pt Chain instance without a policy, or calls finalize |last()
directly without a preceding append(). |Inplenentations SHOULD
restrict access to the ReceiptChain constructor and enforce that
policy is set at chain construction tine.
I ANA Consi derati ons
Thi s document has no | ANA acti ons.
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Recei pt Schema Sunmary

The following table sunmmarizes all receipt fields.

| Field | Type | Requi r ed | Description |
[ e ————————— Ll ——— e ——_——————— Ll pp———
| receipt_id |string | REQU RED | Unique receipt identifier |
I | (LUD | I I
I IR ommma - S IR Fom e meemeeeeeeeccieeaaaaaa +
| chain_id |string | REQU RED | Equal to agent_id |
| | Chex) | | |
o e e e e oo AR, S o e e e e e e e oo +
| agent _id | string | REQUIRED | Ed25519 public key, 64 |
| | (hex) | | hex chars |
I IR ommma - S IR Fom e meemeeeeeeeccieeaaaaaa +
| principal _id | string | REQUIRED | Authorizing principal |
| | | | identifier |
o e e e e oo AR, S o e e e e e e e oo +
| ti mestanp | string | REQURED | UTC creation tine |
I | (1SO | I I
I | 8601) | I I
o e e e e oo oo N N Tt +
| prev_hash | string | REQUIRED | SHA-256 of previous |
| | Chex) | | receipt |
I | or I I I
I [null | I I
I IR Fommma - S IR Fom e meemeeeeeeeccieeaaaaaa +
| schema_version | string | REQU RED | Protocol version ("0.1") |
o e e e o R, R o e e e e e +
| action.type |string | REQURED | Action type |
I | (enum | I I
RIS S - Fome e e eeeaeceieeaaaaaa. +
| acti on. f ramewor k |string | REQU RED | Agent franework |
o e e e e oo oo N N Tt +
| action.tool _nane | string | CONDI TI ONAL| Required for tool _call |
I | or I I I
I | null | I I
RIS dememaas - Fome e e eeeaeceieeaaaaaa. +
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| action. status | string | REQUIRED | pending/conpl eted/failed/ |
(enum | | denied |

| acti on. payl oad_hash| string | OPTI ONAL

| SHA-256 of input
I | Chex) | I

I

I

I | or I

| action.result_hash |string | OPTI ONAL |
I | Chex) | I
I
I

I | or I

| action. policy hash |string | RECOWENDED| SHA-256 of policy config
I | Chex) |
I | or I

| signature | string | REQURED | Ed25519 signature, 128 |
| | (hex) | | hex chars |
Table 1
Appendi x B. Reference |nplenentation

A reference inplementation in Python (MT licensed) is avail able at:
https://github. com denbovvski / agent | edger

The i npl enentati on covers: Agentldentitylnpl (Ed25519),
Recei pt Chai nl npl (JSONL storage, checkpoint hashes), DenylistPolicy/
Al'lowistPolicy/ ConpositePolicy, integrations for LangChai n/ Aut oGen/
CrewAl, CLI verifier.
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Jakub DembowsKki
Emai | : denbowski @r ot on. nme

Denbowski Expires 22 COctober 2026 [ Page 13]



