Aut omat ed Certificate Managenment Environnent G De Marco

I nternet-Draft i ndependent
I ntended status: Standards Track B. Pitman
Expires: 14 Decenber 2025 12 June 2025

Automatic Certificate Managenent Environnent (ACME) with Openl D
Federation 1.0
dr aft - dermar co- acrre- openi d-f eder ati on- 00

Abst ract

The Automatic Certificate Managenent Environment (ACME) protocol
all ows server operators to obtain TLS certificates for their
websi tes, based on a denonstration of control over the website's
domain via a fully-automated chal |l enge/ response protocol.

Openl D Federation 1.0 defines how to build a trust infrastructure
using a trusted third-party nodel. 1t uses a trust eval uation
mechanismto attest the possession of public keys, protocol specific
met adata and various adnministrative and technical information rel ated
to a specific entity.

Thi s docunent defines how X 509 certificates associated with a given
Qpenl D Federation Entity can be issued by an X. 509 Certification

Aut hority through the ACME protocol to the organi zati ons which are
part of a federation built on top of OpenlD Federation 1.0.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-demarco-acne-openi d-
federation/.

Di scussion of this docunent takes place on the Automated Certificate
Management Environnent Working Goup mailing |ist
(mailto:acne@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/acne/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/acne/.

Source for this draft and an issue tracker can be found at
https://github. com peppel i nux/ draft-demar co- acrre- openi d-f eder ati on.
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I ntroduction

Thi s docunent describes extensions to the ACME protocol that
integrate with Openl D Federation 1.0, allow ng an ACME server to

i ssue X. 509 Certificates associated with a given Openl D Federation
Entity. X. 509 Certificates can be provided to one or nore

organi zations, w thout having pre-established any direct relationship
or any stipulation of a contract.

In annltilateral federation, composed by thousands of entities

bel onging to different organizations, all the participants adhere to
the sanme regulation or trust framework. OpenlD Federation 1.0 all ows
each participant to recognize other participants using a trust

eval uati on nechanism w th RESTful services and cryptographic
materi al s.

Considering that a requestor is an entity requesting the issuance of
an X. 509 Certificate to a server and the issuer is the ACME server
that validates the entitlenents of the requestor before issuing the
X.509 Certificate, this specification defines how ACME and Openl D
Federation 1.0 can be integrated to allow efficient issuance of X 509
Certificates to a requestor via the introduction of a new ACME

chal  enge type. The new chall enge type extends the ACME protocol in
the foll owi ng ways:

* |t associates a cryptographic key with an OpenlD Entity, rather
than a dommin, since the authentication and authorization of the
requestor is asserted with Openl D Federation 1.0.

* |t defines howto use and validate a basic Openl D Federation
conponent, called Entity Configuration, that is a signed JW
published in a well-known resource (/.well-known/ openi d-
federation).
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* It defines how the Openl D Federation Subordi nate Statenents can be
used for the publication of the X. 509 Certificates, by a Superior
Entity, that were previously issued with ACME

* |t extends the ACME newOrder resource, as defined in Section 7.4
of [RFC8555], defining a new payload identifier type called
openi d- f ederati on

Target Audi ence and Use Cases

The audi ence of the docunment are the multilateral federations that
requi re automatic issuance of X 509 Certificates using an
infrastructure of trust based on Openl D Federation 1.0.

Thi s specification can be inplenmented by:

* Federation Entities that join to a federation staging area using
HTTP only transport to attest thenselves as trustworthy, and then
retrieve X. 509 Certificates for their official HITPS Federation
Entity 1D

* Federation Entities that want to ask for and obtain X 509
Certificate for use in other protocols.

Ter mi nol ogy

The terms "Federation Entity", "Trust Anchor", "Entity
Configuration", "Subordinate Statement”, "Superior Entity",

"I medi ate Superior Entity", "Federation Entity Keys", "Trust Mark"
and "Trust Chain" used in this document are defined in Section 1.2 of
[OPENID-FED]. The term"CSR' used in this docunent is defined in

[ RFC2986]. The termCertification Authority used in this docunent is
defined in [RFC5280]. The terns "ACME Client” and "ACME Server" are
defined in [ RFC8555].

The specification also defines the follow ng ternmns:

Requestor: A Federation Entity which wants to request X 509
certificates. It operates a web server for hosting its Entity
Configuration. It also operates an ACME client, extended
according to this docunent.

Certificate Issuer: A Federation Entity which issues X 509
certificates. It operates a web server for hosting its Entity
Configuration. It also operates an ACME server, extended
according to this docunent.
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4.

6

1.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Certificates issued using Openl D Federation
The Certificate |ssuer establishes the authorization of a Federation
Entity to obtain X 509 Certificates for the identifier configured in
the Requestor’s Entity Configuration
The Certificate Issuer establishes if a Federation Entity is eligible
to obtain X. 509 Certificates for the identifier configured in the
Requestor’s Entity Configuration

The cryptographi c keys published within the Requestor’s Entity
Configuration are used to satisfy the Certificate Issuer’s challenge.

The protocol assunes the foll owi ng discovery preconditions are net.
The |ssuer has the guarantee that:

1. The Requestor controls the private key related to the public part
published in its Entity Configuration

2. The Requestor controls its identifier, having published the
Entity Configuration.

Pr ot ocol Fl ow

This section presents the protocol flow. The protocol flowis
subdivided in the foll ow ng phases:

* *Discovery*, the Requestor obtains the available CAs within a
federation, inspecting the ACME issuer entity types.

* *Order request*, the Requestor requests a X.509 Certificate to a
Certificate Issuer using the ACVE protocol

Precondi tions
The protocol requires the follow ng preconditions are net.

1. The Requestor and the Issuer MJIST publish their Entity
Configuration as defined in Section 9 of [OPEN D FED) .
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2. The Requestor and the Issuer MJST be able to establish a Trust
Chain to each other, as defined in Section 4 of [OPEN D FED],
fromtheir respective Trust Anchors.

3. The Issuer MJST inpl enent an ACME server, extended according to
this docunent.

4. The Requestor MJST publish the entity type acme_requestor inits
Entity Configuration, according to Section 6.4.2.

5. The Issuer MJST publish the entity type acnme_issuer inits Entity
Configuration, according to Section 6.4.1

6.2. Discovery

The Requestor’s ACME client may either be configured to use a
particul ar ACME server, or to automatically discover a Certificate

I ssuer through the federation. Requestors that use di scovery MAY
sel ect any entity with an entity type of acne_issuer, or they may
additionally require that such entities have a valid Trust Mark with
a particular Trust Mark Identifier.

6.3. Overview

1. The Requestor checks if its superior Federation Entity supports
the ACME protocol for Qpenl D Federation 1.0. [If not, the
Requestor starts the discovery process to find Issuers within the
federation.

2. The Requestor requests and obtains a new nonce fromthe
Certificate Issuer, by sending a HTTP HEAD request to the
| ssuer’ s newNonce resource, as described in Section 7.2 of
[ RFC8555] .

3. The Requestor creates an ACME Account with the Issuer, as
described in Section 7.3 of [RFC8555].

4. The Requestor begins the X. 509 Certificate issuance process by
sending a HITP POST request to the Certificate |Issuer’s newO der
resource, as described in Section 6.6, and follows the remnainder
of the ACME protocol as specified in [ RFC8555], using the new
chal | enge defined in Section 6.7.

5. The Certificate Issuer evaluates the trust to the Requestor by
checking if it is part of its federation. |If not the CSR request
MUST be rejected, with error type
urn:ietf:parans: acne: error: openl DFederationEntity, and an error
code of invalid_trust_chain (Section 8.9 of [OPEN D-FED]).
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There are two ways the Certificate Issuer is able to check if a
Requestor is part of the federation, these are |listed bel ow

* The Requestor adds the Trust Chain JW header paraneter related to
itself, as described in Section 4.3 of [OPENID-FED]. This option
i s RECOWENDED since it reduces the effort of the Certificate
Issuer in evaluating the trust to the Requestor.

* The Requestor doesn’'t add the Trust Chain in the request. The
Certificate Issuer MJST start Federation Entity Discovery as
described in Section 9 of [OPENID-FED] to obtain the Trust Chain
related to the Requestor.

The followi ng diagramillustrates a successful interaction between

I ssuer and Requestor to retrieve an X. 509 Certificate.

The di agram

assunes the Requestor has al ready discovered the Issuer, and the
Requestor has already created an ACME account with the |ssuer.

| Requestor’s
| Openl D Federati on|

| Request or’ s

| Web Server. | |JACME dient| | X. 509 Certificate |ssuer|
Trust Anchor |
b e e oo B 1 b R, 1 b e e e e oo .
B ’

| | POST /acne/ new order |

| | oo >

I I I

| | Aut hori zati on at |

| | /acre/ aut hz/ [ aut hz-i d] |

| | Finalize at |

| | /acne/order/[order-id]/finalize |

| |<- = = = = = - - - - - - - e e

I I I

| | POST /acne/aut hz/[aut hz-id] |

| | oo >

openi d-federati on-01 Chal | enge |
at /acne/chall/[chall-id] |
| [<- = - = = = - - - e e e e e e
I I I
| |

| | | Sign challenge token |

| Federati on



| | | with private key |

| <-- |

| | POST /acne/chall/[chall-id] |
| | with signed |
| | token and entity ID |

| | set to Requestor’s ID |
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| | | |
| | Chal | enge vali dation |
I
| | begi nni ng |
I
| [<- = - - - - - - oo oo oo
I
| I I I
| GET /.wel | - known/ openi d-f ederati on |
I
I e e
I
| I I I
| Requestor’s Entity Configuration |
I
| - - - - - - - - - - - - e e - - e e e - e - - - >

| | ! OPT / If requestor didn't provide Trust Chain

I I o / I
| !
| | ! | Deternmine Trust Chain
| !
| | ! | fromlssuer’s
| !
| | ! | Trust Anchor to Requestor

| I ! | (Federation Discovery)

| I | | Evaluate Trust Chain

| | | | Check
| | | | Entity Configuration
| | | | sub matches

I | | | Entity identifier



| | | <---" in the order

| I | | Check chall enge

| | | | sig is signed

| | | | with key in
| | | | <---" Entity Configuration
! I I I
I
I
| | ' LOOP [/ Poll until authz status | !
| | ! [ is "valid" or "invalid" | !
| (I / | | !
| | ! | POST- as- GET | !

| ! | [ acne/ aut hz/ [ aut hz-i d] | !
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| ! | Current authz status |

| ' OPT [/ If the authz status is "valid" |
[ / I I
| ! | PCST |

| ! | /acne/orders/[order-id]/finalize|

| | with CSR I
| | [ I e >
: | ! I I
| | | ----
| | ! | | | Check CSR
| | ! | | | validity
| | ! | | | according to
| | ! | | | protocol
| | ! | | <---" and CA policy
: (. I I
| ! I I
| | ! | Order object with certificate |
| [ ! | at /acme/cert/[cert-id] |
| | ! |<- = = = = = - - - - - - - e e
! | ! I I
| | ! | POST /acne/cert/[cert-id] |
| | [ I e >




e .
| Requestor’s | | Requestor’s| | X. 509 Certificate |ssuer
Trust Anchor |

| Openl D Federation| |ACME dient| B T '

6.4. Entity Configuration Metadata

This section describes the netadata a Requestor and |ssuer MJST
publish in their respective Entity Configurations.

6.4.1. |ssuer Metadata
The | ssuer MUST publish its Entity Configuration including the
acme_i ssuer Entity Type netadata within it. The acne_i ssuer netadata

contains one paraneter, directory_url, which is the URL of the ACME
Directory, as defined in Section 7.1.1 of [RFC8555].
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Requestors MJST use the ACME Directory provided in the Issuer’s
Entity Configuration for client configuration of ACME endpoints.

The following is a non-normative exanple of an Entity Configuration
i ncluding the acne_i ssuer netadat a:

{
"iss": "https://issuer.exanple.cont,
"sub": "https://issuer.exanple.cont,
"iat": 1516239022,
"exp": 1516298022,
"jwks": {
"keys": [
{
"kty": "RSA",
"al g": "RS256",
"use": "sig",
"kid": "NzbLsXh8uDCcd- 6 M\WXFAW 7noWKFZAf HkxZsRGCIXs"
"n": "pnXBOusEANuug6ewezb9J_...",
"e": "AQAB'
}
]
}
"met adata": {
"acme_i ssuer": {
"directory_url": "https://issuer.exanple.confacne/directory"
}
}
}

6.4.2. Requestor Metadata

The Requestor MUST publish in its Entity Configuration an
acnme_requestor nmetadata containing a JWK set, according to
Section 5.2.1 of [OPENID-FED]. The keys in the set are used to
respond to ACME chal | enges.

The following is a non-normative exanple of an Entity Configuration

including the acnme_requestor netadata and using the jwks netadata
par amet er .
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{
"iss": "https://requestor.exanple.cont,
"sub": "https://requestor.exanple.cont,
"iat": 1516239022,
"exp": 1516298022,
"jfwks": {
"keys": [
{
"kty": "RSA",
"al g": "RS256",
"use": "sig",
"kid": "NzbLsXh8uDCcd- 6 MNWXFAW 7noWKFZAf HkxZsRGCIXs"
"n": "pnXBOusEANuug6ewezb9J_...",
"e": "AQAB"
}
]
},
"met adata": {
"acme_requestor": {
"jwks": {
"keys": [
{
"kty": "RSA",
"kid": "SUdt UndEW/Y2cUFDeD. .. ",
"n": "y_Zc8rByfeRI COf FZrD...",
"e": "AQAB"
b
{
"kty": "EC',
"kid": "MYycGLlraTl 4SkzvVDBI MFOCNGAM3VEZYUK QLVN2T21nSW kd3",
"crv': "P-256",
"x": " gAOCIPQROKHf ZY1daGof OnSNQW YK8c9G&n2Rbkpbd4c™,
"y": "G_7f F- TBn2vONKML5Mzj 4KR_shvHBxKG MosF6FdoPY"
}
]
}
}
}
}
The Issuer MJUST only use the Requestor’s acne_requestor to validate
an ACME chal | enge. Therefore, after conpleting the challenge, the
Request or MAY renpve the acnme_requestor netadata fromits Entity
Confi gurati on.
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6.5. OpenlD Federation ldentifier

Thi s docunent defines a new ACME identifier type for OpenlD
Federation entities, openid-federation, whose value is the sub
paraneter of the requestor’s Entity Configuration, as defined in
Section 1.2 of [OPEN D-FED].

6.6. newOrder Request

The Requestor begins certificate issuance by sending a HTTP POST
request to the Issuer’s newOrder resource, as specified in
Section 7.4 of [RFC8555].

A non-normative exanpl e of an ACMVE newOrder request:

POST /acne/ new order HTTP/ 1.1
Host: issuer. exanpl e. com
Cont ent - Type: application/jose+json

{
"protected': base64url ({

"al g": "ES256",
"kid": "https://issuer.exanple.conlacne/acct/evO KhNU6OwWg",
"nonce": "5XJ1L3l EKMG/t R6pAQOc! A"
"url™: "https://issuer.exanpl e.com acne/ new order"
1)
"payl oad": base64url ({
"identifiers": [

"type": "openid-federation",

"val ue": "https://requestor.exanple.cont
| }
",otBefore": "2016-01- 01T0O: 04: 00+04: 00",
"not After": "2016-01-08T00: 04: 00+04: 00"

1),
"signature": "H6ZXtG TZyUnPeKn. .. wEA4Tkl Bdh3e454g"
}

6.7. QpenlD Federation Chall enge Type

The Openl D Federation challenge type all ows a Requestor to prove
control of a Federation Entity using the trust eval uation mechani sm
provided by [ OPENI D- FED]. The Requestor denonstrates control of a
crypt ographi c public key published in its OpenlD Federation Entity
Confi gurati on.
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The openi d-federation-01 ACME chal | enge object has the follow ng
format:

type (required, string): The string "openid-federation-01"

token (required, string): A random value that uniquely identifies the
chal  enge. This value MJST have at | east 128 bits of entropy. It
MUST NOT contain any characters outside the base64url al phabet as
described in Section 5 of [RFC4648]. Trailing '= padding characters
MUST be stripped. See [RFC4086] for additional information on
randommess requirenents.

trust Anchors (optional, array of string): An array of strings
containing Entity ldentifiers of the Issuer’s Trust Anchors. Wen

sol ving the chall enge, the Requestor can construct a Trust Chain from
itself to one of these Trust Anchors. It is RECOMWENDED that the

I ssuer includes this field to nake it easier for the Requestor to
construct a Trust Chain.

A non-normative exanple of a challenge with trustAnchors specified:

{
"type": "openid-federation-01",
"url": "https://issuer.exanple.confacne/chall/prV_B7yEyA4",
"status": "pending",
"token": "LogXcYVB8g5ONbJQxbnR7SCTNo3t i AXDf owyj xAj EuX0",
"trust Anchors": |
"https://trust-anchor-1. exanpl e. cont,
"https://trust-anchor-2. exanpl e. cont
]
}

The openi d-federation-01 chall enge MJUST NOT be used to issue X 509
Certificates for any identifiers except openid-federation
identifiers.

The openi d-federation identifier MJUST NOT be validated except by the
openi d- f ederati on-01 chal | enge.

The Requestor responds to the challenge with an object with the
foll owi ng fornat

sig (required, string): the conpact JSON serialization (as described
in Section 7.1 of [RFC7515]) of a JW5, signing the key authorization
encoded in UTF-8. The key authorization is computed fromthe token
in the challenge and the Requestor’s ACME account key, as defined in
Section 8.1 of [RFC8555]. The signature nust be nmade by one of the
keys published in the Requestor’'s acne_requestor netadata in its
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Entity Configuration, as specified in Section 6.4.2. The JW5 MJST
include a kid header paraneter corresponding to the key used to sign
the key authorization and a typ header paranmeter set to "signed-acne-
chal | enge+jwt".

trustChain (optional, array of string): an array of strings
contai ni ng signed JWI's, representing a Trust Chain fromthe Requestor
to one of the Issuer’s Trust Anchors (see Section 4 of [OPEN D-FED]).
The Entity Configuration of the Trust Chain subject MJST contain
acnme_requestor netadata that is valid under the Trust Chain’'s

resol ved netadata policy (Section 6.1 of [OPENI D-FED]) and contains
the key used to conmpute sig. It is RECOMMENDED that the Requestor
includes this field. |If the Requestor cannot construct a Trust Chain
to one of the Trust Anchors indicated by the Issuer, or if no Trust
Anchors were indicated, it MAY use sone other Trust Anchor that it
believes the Issuer trusts. |f the Requestor cannot construct a
Trust Chain to any Trust Anchor, it MAY omt the trustChain field
fromthe chal |l enge response.

A non-normative exanple for an authorization with trustChain
speci fi ed:

PCST /acne/chal | / prV_B7yEyA4
Host: issuer.exanpl e. com
Cont ent - Type: application/jose+json

{
"protected": base64url ({
"al g": "ES256",
"kid": "https://issuer.exanple.conlacne/acct/evO KhNU6OwWg" ,
"nonce": "UQ 1PoRi 5QuXzxuX7V7/wL0",
"url": "https://issuer.exanpl e.con acne/chall/prV_B7yEyA4"
IO
"payl oad": base64url ({
"sig": "wQAVH PV1t VxRWvZUa4BQ. .. ",
"trustChain": ["eyJhbCci G JFU...", "eyJhbCci..."]
IOF
"signature": "QlLbURgJoEsl bD1c5. .. 3pYdSM.i 057 mONN4"
}
On receiving a challenge response, the Certificate Issuer verifies
that the Requestor is trusted. |If the Requestor did not provide a

trust Chain, the Issuer MJST perform Federation Entity Di scovery
(Section 10 of [OPENID-FED]) to obtain a Trust Chain for the
Request or.

Once it has obtained a Trust Chain, the Issuer verifies:
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* That the Requestor’s acne_requestor netadata is valid under the
Trust Chain’s resolved nmetadata policy (Section 6.1 of
[ OPENI D- FED] ) .

* That the requested openid-federation identifier value matches the
sub paraneter of the Requestor’s Entity Configuration

* That the sig field of the payload is the compact JSON
serialization of a JW5 signing the key authorization, signed with
a key fromthe Requestor’s acnme_requestor netadata (Section 6.4.2)
whose kid matches the kid claimin the chall enge response.

If all of the above verifications succeed, then the validation is
successful. Oherwise, it has failed. In either case, the
Certificate Issuer responds according to Section 7.5.1 of [RFC8555].

A non-normative exanple for the challenge object post-validation

{
"type": "openid-federation-01",
"url™: "https://issuer.exanple.confacne/chall/prV_B7yEyA4",
"status": "valid",
"val i dated": "2024-10-01T12:05:13. 722",
"token": "LogXcYV8g50ONbJQxbnmR7SCTNo3t i AXDf owyj xAj EuX0"
}

6.7.1. CSR and Certificate Fields

Depending on the Certificate Issuer’s X. 509 Certificate profile, the
CSR and X. 509 Certificate MAY associate the X 509 Certificate to the
Federation Entity by including the Entity IDin the X 509
Certificate. To do so, the Issuer includes a Subject Alternative
Nane extension containing an otherNane with a type-id of id-on-

Openl dFederati onEntityld. The value of the nane is an Octet String
containing the UTF-8 encoding of the Entity ID (i.e., the URl in the
correspondi ng openi d-federation identifier fromthe newO der

request).
i d- on- Openl dFederationEntityld OBJECT IDENTIFIER ::= { id-on XXX}
Openl dFederationEntityld ::= UTF8String
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10.

De

Publication of the Certificates within the Federation

The X. 509 Certificates issued by federation | medi ate Superi or
Entities pertaining to one or nore Federation Entity Keys in contro
of their Subordinates MAY publish this information by including the
x5¢c nmenber in each JWK contained within the matchi ng Subordinate
Statenment. The contents of the published x5c¢c menber, including
whether it contains a full or partial Trust Chain, and if so, to what
Trust Anchor, are policy decisions out of scope for this docunent.

Certificate Lifecycle and Revocation

The identity of the Requestor is verified through proof of possession
of a private key corresponding to a public key attested within a
Trust Chain. It is up to the Certificate Issuer to decide the
expiration tinme of the X 509 Certificate. In sone cases, and when
required, it MAY be set to match the expiration of the Trust Chain.

A Requestor SHOULD request the revocation of its X 509 Certificate
when the related cryptographic material is revoked. The Requestor
SHOULD publish the revoked or expired cryptographic keys in the
Federation Historical Key Registry.

The X. 509 Certificate revocation request is defined in Section 7.6 of
[ RFC8555] .

Errors

Thi s docunent defines one new error type URI to be used in problem
docunments [ RFC9457], as described in Section 6.7 of [RFC8555].

The error type urn:ietf:paramns:acne: error: openl DFederati onEntity can
be used to encapsul ate any QAuth error code returned while resolving
Qpenl D Federation Entities. The title of this error type is "OpenlD
Federation Error". The detail nenber of the probl em docunent NMAY
include the description of the particular QAuth error code that
caused the error. The probl em docunent for this error type SHOULD

i ncl ude an extension nmenber naned error_code. The error_code nenber
SHOULD be set to the QAuth error code, taken fromthe | ANA "QAuth
Extensi ons Error Registry" [|ANA- QAUTH].

Security Considerations
The openi d-federation-01 challenge defined in Section 6.7 defends
agai nst replay attacks by malici ous ACVE servers because the

signature in challenge responses is over an ACVE key authori zation,
whi ch binds the ACME account key.
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The cryptographi c keys in the acne_requestor netadata SHOULD NOT be
reused for other purposes than signing responses to acne-
federation-01 challenges. For exanple, the same keys SHOULD NOT be
reused in the issued X. 509 Certificate. |If the keys are reused for
ot her purposes, cross-protocol attacks MJST be consi dered.

The cryptographi c keys in the acne_requestor netadata SHOULD be
rotated periodically.

11. | ANA Consi derations
IANA is kindly asked to make the followi ng updates to registries:
11.1. ACME Registry G oup

The foll owi ng updates are all assignnments in the "Automated
Certificate Managenent Environnent (ACME) Protocol" registry group

[ 1 ANA- ACMVE] .
11.1.1. ACME ldentifier Types
IANA is asked to add to the "ACME Identifier Types" registry, defined

in Section 9.7.7 of [ RFC8555], the entry below, as specified here in
Section 6.5:

[ el s
| Label | Reference |
+o-ooooooooooooooooo—4 o=+
| openid-federation | this docunent |
I I IR R I I T +

11.1.2. ACME Validation Mthods

IANA is also asked to add to the "ACME Validation Methods" registry,
defined in Section 9.7.8 of [RFC8555], the entry below, as specified
here in Section 6.7:

[} s s sl e st e pp——r o
| Label | Identifier Type | Reference |
| openid-federation-01 | openid-federation | this docunent |
o e e e e e e oo o e e e e oo oo o m e e e oo - +
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11.1.3. ACME Error Types

11.

12.

De

IANA is also asked to add to the "ACME Error Types" registry, defined
in Section 9.7.4 of [RFC8555], the entry below, as specified here in
Section 9:

| Type | Description | Reference |
[} g —————————————_ Ll —p——_———————————————— Ll ppp—p—p—————r—
| openl DFederationEntity | An error occurred while | this |
| | resolving an Openl D | document |
| | Federation entity | |
o o e e e e a e oo oo R +

Table 3
2. Assign X. 509 PKIX O her Nane

I ANA is asked to add to the "PKI X Ot her Nane Forns" registry
(1.3.6.1.5.5.7.8 (https://ww.iana. org/assi gnments/sm - nunbers/sm -
nunbers. xht m #sm - nunbers-1.3.6.1.5.5.7.8)) the entry bel ow, as
specified here in Section 6.7.1

| Decimal | Description | Reference |
| TBA | id-on-OpenldFederationEntityld | this docunent |
R S —— oo e e e e e e o - R +
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