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Abst r act

Thi s document specifies a Del ete-Cookie HTTP header that instructs
clients to del ete cookies of certain names, w thout requiring the
server to know nmore details about them

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at
https://yoavwei ss. gi t hub. i o/ del et e- cooki e/ dr aft - del et ecooki e-wei ss-
http.html. Status information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-del et ecooki e-wei ss-http/.

Source for this draft and an issue tracker can be found at
https://github. com yoavwei ss/ del et e- cooki e.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 21 Septenber 2025.

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Long-operating web sites can often find thensel ves dealing with
"cookie cruft" - cookies that no | onger have backend | ogic that
corresponds with them

Such cooki es may have been set at sone point in the past with far-
reachi ng expiration dates, and are now causi ng usel ess cooki e bl oat
at best, or using up quotas at the expense of rel evant cookies at
wor st

Del eting cookies is possible today by setting their expiry date to
one in the past, but that requires one to know the "domain" and
"path" paraneters with which the cookies were set. That is not
somet hing that can be passively observed on the server side by
defaul t.

This draft proposes a new Del et e- Cooki e header which will enable

servers to instruct clients to delete cookies of a certain name from
their cookie stores.
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1.1. Notational Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Thi s docunent uses the follow ng term nol ogy from Section 3 of
[ STRUCTURED- FI ELDS] to specify syntax and parsing: Lists, strings.

2. Del et e-Cooki e
The Del et e- Cooki e response header is a Structured Field
[ STRUCTURED- FI ELDS] List of strings. Each string represents a cookie
[ COOKI ES] nane to be del et ed.
A user agent that receives a Del ete-Cooki e response header MJST
process it before any Set-Cookie headers received as part of the sane
response.
_Note: The rel evant processing needs to happen before step 15 of the
network fetch (https://fetch. spec. whatwg. or g/ #htt p- net wor k- f et ch)
al gorithm
When receiving a Del et e- Cooki e response header, the user agent MJST:

1. If the response was not delivered over a "secure" connection (as
defined by the user agent) [COOKIES], return.

2. Let host be the canonicalized response URL's host nane.

3. Let parsed be the result of parsing the header’s value as a List,
as per [ STRUCTURED- FI ELDS], Section 4.2.1.

4. |f parsing fails, return.
5. For each nane in parsed:
1. If name is not a String [ STRUCTURED- FI ELDS], conti nue.

_Note: The above ignhores any paraneters in the header’s
val ue List.

2. Let matching cookies be the set of cookies fromthe user

agent’s cookie store that neet all the follow ng
requirenents:
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1.

1. The cookie' s nane is nane.

_Note: _ This ensures that cookies with an enpty name can be
del eted using the enpty string. It also ensures that

mul tiple cookies with the sane nane (and different paths,
domai ns or other attributes) will all be del eted.

1. Either of the following is true:

1. The cookie's host-only-flag is true, and the cookie’'s
domain is identical to host.

_Note: _ The ensures that a server can’'t delete host-only
cookies that aren’'t destined to its host.

1. The cookie' s host-only-flag is false, and the
cooki e’ s domai n donmi n-mat ches host, as per
[ COOKI ES], Section 5.1.3.

3. For each cookie in matching cookies:
1. Renpbve cookie fromthe user agent’s cookie store.
Exanpl e

MegaCorp servers receive a request froma client with the foll ow ng
header:

Cooki e: foo=bar, fizz=baz

The server operators know that cookies nanmed "foo" and "fizz" are no
| onger neani ngful for their service, and are unaware when and how
those cookies were set. In order to clear that user’s cookie store,
they send the foll owi ng header

Del et e- Cooki e: "foo", "fizz"

That clears the client’s cookie store of "foo" and "fizz" and ensures

that these cookies won't be sent again.
Security Considerations

The Del et e- Cooki e header enabl es servers to del ete cookies from user
agents on their own registrable domains. These servers could have
al ready del eted these sane cookies by setting cookies with identica
nane, path and domain with an expiration date of 0. As such the
header does not provide servers any new capabilities, beyond the
conveni ence of not having to know the path and donain of a cookie in
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order to delete it.
4, | ANA Consi der ations

4.1. Header Field Registration

I ANA is asked to update the "Hypertext Transfer Protocol (HTTP) Field

Nanme Regi stry" registry maintai ned at
<https://wwv. i ana. or g/ assi gnnents/http-fields/http-fields.xhtm >
according to the tabl e bel ow

| Field Nane | Status | Reference |

| Del ete-Cookie | permanent | Section 2 of this docunent |

T o e e e e e e o - +
Table 1
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