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1. Introduction

The RADI US protocol [RFC2865] was first standardized in 1997, though
its roots go back much earlier to 1993. The protocol uses M5

[ RFC1321] to authenticate sone packets, and to obfuscate certain
attributes such as User-Password. As originally designed, Access-
Request packets were entirely unauthenticated, and could be trivially
spoofed ([ RFC2869], Section 7.1 and [RFC3579], Section 4.3.2). As
much of the protocol data is sent in clear-text, packets can |eak

i nformati on about use names, devices, and | ocations.
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Thi s docunent provides a conprehensive review of RADI US security and
privacy. The discussion here notivates the changes to RAD US
security which are nade in [I-D.ietf-radext-deprecating-radius]. 1In
order to sinplify the protocol changes for inplenenters, this
historical is separate fromthe protocol changes. As such, while
thi s docunent contains sone recomendations, it does not change the
RADI US protocol in any way.

1.1. History of RADIUS Security

The insecurity of MD5 has been known for a long tine. It was first
noted in relation to RADIUS in 1996 on the | ETF RADI US wor ki ng group
mai ling list [MD5-1996], which al so discussed using an HVAC construct
to increase security. Wiile it was common know edge at the tinme, the
earliest record of concerns about Access-Request packets spoofing was
on the RADIUS working group mailing list [DATTACK] in 1998. There
was substantial further discussions about the lack of integrity
checks on the list over the next few years. The outconme of that
process was the definition of Message-Authenticator as an optiona
HVAC- based attribute in [RFC2869], Section 5.14.

Unfortunately, the use of Message- Aut henticator was nade optional
This lack of integrity checks for Access-Request packets was deened
acceptable for sone situations in [ RFC2869], Section 7.1

Access- Request packets with a User-Password establish the identity
of both the user and the NAS sending the Access-Request, because
of the way the shared secret between NAS and RADI US server is
used.

That concl usi on now appears to be incorrect. The text continues with
an acknow edgrent that:

Access- Request packets with CHAP-Password or EAP-Message do not
have a User-Password attribute, so the Message- Aut henti cator
attribute should be used in access-request packets that do not
have a User- Password, in order to establish the identity of the
NAS sendi ng the request.

This text was non-normative due to the | owercase "should . It
appears that no inplenentation followed even this |limted suggestion

The packet forgery issue was further discussed in 2004 in [ RFC3579],
Section 4, and again in 2007 in [RFC5080], Section 2.2.2. That
docunent suggested that inplenentations require the use of Message-
Aut henticator in order to prevent forgery:
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However, Access-Request packets not containing a Message-

Aut henticator attribute ... nmay be trivially forged. To avoid
this issue, server inplenentations may be configured to require
the presence of a Message-Authenticator attribute in Access-
Request packets. Requests not containing a Message- Aut henti cator
attribute MAY then be silently di scarded.

It appears that only one RADIUS server inplenented even this linited
suggestion. At the tine of publication of [ RFC5080], there was no
consensus to require the use of Message-Authenticator in all Access-
Request packets. |If this recommendati on had instead been nmade
mandat ory, then the recent Bl ast RADI US attack [BLAST] would | argely
have been prevent ed.

The state of MD5 security was again discussed in [RFC6151], which
states in Section 2:

MD5 is no | onger acceptable where collision resistance is required
such as digital signatures.

That statement | ed to RADI US security being reviewed in [ RFC6421],
Section 3. The outcone of that review was the text in the remnainder
of [RFC6421], which created crypto-agility requirenents for RADI US.
The nmain outcone of those requirenents was not any change to RADI US,
but instead the definition of RADI US/TLS in [RFC6614], and RADI US/
DTLS in [RFC7360]. Another outcome was a consensus that adding
crypto-agility to RADIUS was likely not a good idea, and that
standardi zi ng RADI US over TLS instead was a significantly better path
f orwar d.

RADI US/ TLS has now been standardi zed in
[1-D.ietf-radext-radiusdtls-bis]. That docunent standardizes TLS
transport for RADIUS, and gives inplenentors and operators a way to
securing the RADIUS protocol .

As for RADI US/ UDP and RADI US/ TCP, they still depend on MD5 for all
security. The insecurity of MD5 was noted in [RFC6151], which is
over a decade old as of the tine of publication of this docunent.
The recomendati on to use Message- Aut henticator in [ RFC5080] is

al nrost two decades old. The know edge that Access- Request packets
lack integrity checks is alnobst three decades old. Over that entire
span of tine, there has been no nmandate to increase the security of
Access- Request packets. This docunent explains why that mandate is
now being made in [I-D.ietf-radext-deprecating-radius].

It is no longer acceptable for RADIUS to rely on MD5 for security.

It is no |longer acceptable to send device or location information in
clear text across the wider Internet. This docunent therefore
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expl ai ns why insecure uses of RADIUS need to be deprecated.
[1-D.ietf-radext-deprecating-radius] mandates the use of secure
practices in RAD US, including the use of (D)TLS via
[1-D.ietf-radext-radi usdtls-bis].

1.2. RADIUS/UDP over the Internet is insecure

Since the insecurity of MD5 has been well known for decades, RADI US
traffic over the Internet was historically secured with |IPsec as
described in [ RFC3579], Section 4.2:

To address the security vulnerabilities of RADI US/ EAP,

i mpl ementations of this specification SHOULD support | Psec
(RFC2401) along with I KE (RFC2409) for key managenent. |Psec ESP
(RFC2406) with non-null transform SHOULD be supported, and |Psec
ESP with a non-null encryption transform and aut hentication
support SHOULD be used to provide per-packet confidentiality,
authentication, integrity and replay protection. |KE SHOULD be
used for key managenent.

The use of IPsec allowed RADI US to be sent privately, and securely,
across the Internet. However, experience showed that TLS was sinpler
than I PSec in nmany ways sinpler for inplenentations and depl oynents.
Wil e I Psec required operating systemsupport, TLS was an
application-space library. This difference, coupled with the w de-
spread adoption of TLS for HITPS, ensures that it was often easier
for applications such as RADIUS to use TLS than | Psec.

RADI US/ TLS [ RFC6614] and RADI US/ DTLS [ RFC7360] were then defined in
order to neet the crypto-agility requirenents of [RFC6421]. RADI US/
TLS has been in wide-spread use for about a decade, including eduroam
[ EDUROAM [ RFC7593], and nore recently OpenRoami ng [ OPENROAM NG and
[1-D. tomas-openroam ng]. RADI US/DTLS has seen | ess use across the
public Internet, but it still has nultiple inplenentations.

However, RADIUS/UDP is still w dely used, even though it depends on
MD5 and "ad hoc" constructions for security. The recent

"Bl ast RADI US" attack shows just how i nadequate this dependency is.
The details of the BlastRADIUS attack is discussed in nore detail
bel ow, in Section 4.
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1.3. RADI US/UDP Has Security and Privacy Probl ens

Even if we ignore the Bl ast RADI US attack, problems with MD5 nean that
a hobbyi st attacker who can view RADI US/UDP traffic can brute-force
test all possible RADIUS shared secrets of eight characters in not
much nore than an hour. A nore resourceful attacker (e.g. a nation-
state) can check all much |l onger shared secrets with only nodest
expenditures. See Section 3.6 below for a | onger discussion of this
t opi c.

Determ ning the shared secret will also result in conpronise of all
passwords carried in the User-Password attribute. Even using CHAP-
Password offers mninmal protection, as the cost of cracking the
underlying password is simlar to the cost of cracking the shared
secret. Ms5-CHAP ([ RFC2433] and Ms-CHAPv2 [ RFC2759]) are
significantly worse in security than PAP, as they can be conpletely
broken with mnimal resources, which Section 5.2 describes in nore
detail .

The use of Message- Aut henticator does not change the cost of
attacking the shared secret. The Message-Authenticator attribute is
a later addition to RADI US, and does does not replace the original
MD5- based packet signatures. Wiile that attribute therefore offers a
stronger protection, it does not change the cost of attacking the
shared secret. Mwving to a stronger packet signatures (e.qg.

[ RFC6218]) would still not fully address the issues with RADIUS, as
the protocol still has privacy issues unrelated to the the security
of packet authenticators.

That is, npst attributes in RADIUS are sent in clear-text, and only a
few attributes such as User-Password and Tunnel - Password have their
contents hidden. Even the hidden attributes rely on "ad hoc"
obfuscation nethods using MD5, which have not been successfully
attacked, but are not proven to be secure. Peoples |ocations can
(and has) been accurately determ ned, and peopl e have been tracked
using location data sent insecurely across the Internet

(Section 3.4).

The inplications for security and individual safety are | arge, and
negati ve.
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These issues are only partly mtigated when the data carried within
RADI US use their own nethods for increased security and privacy. For
exanpl e, sone authentication methods such EAP-TLS, EAP-TTLS, etc.
all ow for User-Nane privacy and for nore secure transport of
passwords via the use of TLS. Sone privacy can be gai ned through MAC
address randomi zation, which can also linit device information
identification to a particular manufacturer, instead of to a unique
devi ce.

However, these nethods are not always used, or are not always

avail able. Even if these nmethods were used ubi quitously, they do not
protect all of the information which is publicly avail abl e over

RADI US/ UDP or RADI US/ TCP transports. And even when TLS-based EAP
met hods are used, inplenentations have historically often skipped
certificate validation, |eading to password conprom se ([ SPOCFI NG ).
In many cases, users were not even aware that the server certificate
was incorrect or spoofed, which neant that there was no way for the
user to detect that anything was wong. Their passwords were sinply
handed to a spoofed server, with little possibility for the user to
take any action to stop it.

1.4. Sinply using IPsec or TLS i s not enough

The use of a secure transport such as |IPsec or TLS ensures conplete
privacy and security for all RADIUS traffic. An observer of
encrypted traffic is limted to knowi ng rough activity levels of a
client or server. That is, an observer can tell if there are a few
users on a NAS, or many users on a NAS. All other information is

hi dden fromall observers. Even with those linmitations, it is not
enough to say "use |Psec" and then nmove on to other issues. There
are many i ssues which can only be addressed via an informed approach

For exanple, it is possible for an attacker to record the session
traffic, and later crack the TLS session key or |Psec paraneters.
This attack could comprise all traffic sent over that connection,

i ncludi ng EAP session keys. |f the cryptographi c nethods provide
forward secrecy ([ RFC7525], Section 6.3), then breaking one session
provi des no information about other sessions.

The final attack possible in a AAA systemis where one party in a AAA
conversation is conprom sed or run by a nalicious party. This attack
is made nore likely by the extensive use of RADI US proxy forwarding
chains. In that situation, every RADIUS proxy has full visibility
into, and control over, the traffic it transports. The solution here
is to mninze the nunber of proxies involved, such as by using
Dynam c Peer Discovery, as defined in [ RFC7585].
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There are nany nore security issues in addition to the need for a
secure transport. The rest of this docunent discusses those issues
in detail.

1.5. Overview of this docunent

Thi s docunent begins with a sunmary of issues with RADI US, including
showi ng just how trivial it is to crack RADI US/UDP security. W then
expl ain why mandating a secure transport is necessary, and describe
what that requirement nmeans in practice. W give recommendations on
how current systens can be migrated to using TLS. W give
suggestions for increasing the security of existing RADI US
transports, including a discussion of the authentication protocols
carried within RADIUS. We conclude with security and privacy

consi derati ons.

As | Psec has been discussed previously in the context of RADIUS, we
do not discuss it nore here, except to say it is an acceptable
solution for securing RADIUS traffic. As the bulk of the current
efforts are focused on TLS, this docunent |ikew se focuses on TLS
We note that all of the issues raised here about the RADI US protoco
al so apply to I Psec transport. That is, when the application is not
in charge of protocol security, the application is vulnerable to
transport msconfigurations or attacks.

1.5.1. A Comment on Specifications

Wil e this docunent tries to be conprehensive, it is necessarily

i nperfect. There may be issues which shoul d have been included here,
but which were nissed due to oversight or accident. Any reader
shoul d be aware that there are good practices which are perhaps not
docunented in a specification, and bad behavi ors which are |ikew se
not forbidden. For exanple, docunents such as [RFC5080] were written
to both correct errors in earlier documents, and to address harnfu
behavi ors which had been seen in practice.

These harnful behaviors can have a | arge inpact both on security and
on interoperability, even if they are not expressly forbidden in a
speci fication.

There is a regrettable belief that a particular practice is "all owed"
by a specification, sinply because the specification does not forbid
that practice. This belief is wong. That is, a behavior which is
not even nentioned in the specification cannot honestly be said to be
"permtted” or "allowed" by that specification. The nost charitable
description would be that these behaviors are undefined, or at best,
they are not forbidden
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By their very nature, docunents include a small nunber of permitted,

requi red, and/or forbidden behaviors. There are a nuch |arger set of
behavi ors which are undefined. That is, behaviors which are neither

permtted nor forbidden. Those behaviors nmay be good or bad,

i ndependent of what any specification says.

Qut si de of published specifications, there is also a |large set of
comon practices and behavi ors whi ch have grown organically over
time, but which have not been witten into a specification. These
practi ces have been found to be val uabl e by inplenenters and

adm nistrators. Deviations fromthese practices generally result in
instabilities and inconpatibilities between systens. As a result,

i mpl ementers shoul d exerci se caution when creating new behaviors

whi ch have not previously been seen in the industry. Such behaviors
are likely to cause probl ens, where there would have been no probl ens
i f common practices had instead been foll owed.

It is RECOVMENDED t hat inplenentations and administrators foll ow
wi del y accepted practices which have been proven to work and to be
secure, even if those practices are not witten down in a public
specification. Inplenmenters SHOULD NOT create features which depend
on undefined behavior; such features are very likely to be wong.

2. Term nol ogy
* RADI US

The Renote Authentication Dial-lIn User Service protocol, as
defined in [ RFC2865], [RFC2866], and [ RFC5176] anobng ot hers.

*  RADI US/ UDP
RADI US over the User Datagram Protocol as define above.
*  RADI US/ TCP
RADI US over the Transport Control Protocol [RFC6613]
* RADI US/ TLS
RADI US over the Transport Layer Security protocol [RFC6614]
*  RADI US/ DTLS

RADI US over the Datagram Transport Layer Security protoco
[ RFC7360]

* TLS
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the Transport Layer Security protocol. Generally when we refer to
TLS in this docunment, we are referring to RADI US/ TLS and/ or
RADI US/ DTLS

* NAS

Net wor k Access Server, which is a RAD US client.

In order to continue the term nol ogy of [RFC2865], we describe the
Request Authenticator, Response Authenticator, and Message-

Aut henticator as "signing" the packets. This term nology is not
consistent with nodern cryptographic terns, but using other

term nology is inconsistent with historic RAD US practices. The
reader is assured that no nmodern cryptographic methods are used with
RADI US/ UDP

3. Security |Issues wth RAD US

There are a large nunber of issues with RADIUS. The nost serious is
the Bl ast RADI US vul nerability, which neans that subject to sone
limtations, attackers can | everage MD5 known-prefix collisions to
cause any user to be authenticated, and then be given any

aut horization. Milti-factor Authentication (M-A) systenms can be
bypassed, and in nany cases the RADIUS server will not even be aware
that an unaut horized user is on the network.

Anot her issue is that RAD US sends nost information (but not
passwords) "in the clear", with obvious privacy inplications.
Publicly avail able data includes information such as names, MAC
addresses, |ocations, etc.

As for authenticating the packets thenselves, even if Message-

Aut henticator is used for integrity checks, an average hobbyi st who
observes RADIUS traffic can performbrute-force attacks to crack even
seem ngly conpl ex shared secrets.

There is no way to fix the RADI US protocol to address all of these
i ssues. The short-termfix is in
[1-D.ietf-radext-deprecating-radi us] mwhich requires the use of
Message- Aut henticator to authenticate Access-Request packets, and
responses to them The long-termsolution is in
[1-D.ietf-radext-radi usdtls-bis], which waps the protocol in a
secure transport.

Wth the benefit of experience, [I-D.ietf-radext-deprecating-radius]
errs on the side of security, while still allow ng for backwards

conpatibility. It is not acceptable to pernit insecure practices in
the RADI US protocol sinply because a small nunber of inplenentations
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or organizations find it difficult to upgrade. |Insecure

i mpl ement ations or practices have a concrete cost not only to the

i nsecure organi zati ons, but also to other organizations via secondary
effects. Wen insecure organi zati ons demand that others follow

i nsecure practices continue due to perceived |ocal costs, they are
effectively offloading their costs onto everyone else. This practice
bot h decreases security, and increases costs.

We address these issues in nore detail bel ow
3.1. The BlastRADIUS Vul nerability

The Bl ast RADI US vul nerability was first described in [BLAST]. This
section gives a short summary of why RADIUS is vulnerable to this
attack. Section 4, below, gives a |onger explanation as to how the
attack works, and why the mtigations defined in
[1-D.ietf-radext-deprecating-radius] protect fromthe attack. The
reader is referred to [ BLAST] for a conprehensive description of the

att ack.
The di scussi on bel ow assunes that there exist plain texts "A", "B",
"S". Following the use in [ RFC2865], we use "+" to denote

concatenation. The vulnerability then relies on the follow ng
property of MD5:

If MD5(A) == MD5(B), then MD5(A + S) == MD5(B + S)

This construction nenas that if an attacker is given text "A", and
can find text "B" which has the sane MD5 hash, then the attacker can
performa chosen prefix attack. The attack works even if the
attacker does not know text "S'. That is, given M6o(A + S), then the
attacker can trivially calculate MD5(B + S): it has the sane val ue.

In RADIUS, the Response Authenticator field [ RFC2865], Section 3 is
cal cul ated via precisely this vul nerable construct:

Response Aut henticator = MD5(packet + secret)

The attacker can generally observe or predict an Access-Reject

packet, as they are generally enpty. Each valid Access-Reject is
signed with a shared secret unknown to the attacker. Wth sufficient
work, the attacker can create an Access-Accept which has the sane M5
hash as the Access-Reject. The attacker then replaces the Access-
Reject with this Access-Accept, using the Response Authenticator from
the Access-Reject.
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The client will then receive the packet, cal cul ate MD5(Access-Accept
+ secret), and verify that the Response Authenticator is correct.

The client will then follow the attackers instructions: give the user
access, along with sonme authorization

This chosen prefix attack is root cause behind the Bl ast RADI US
vul nerability.

We note also that this attack does not expose the contents of the
User-Password attribute. Instead, the attack sinply bypasses al
server-side authentication, and sinply fools the client into
accepting a forged response.

VWhile this attack requires that an attacker be "on path" and be able
to intercept and nodify packets, the neaning of "on path" is all too
often "the entire Internet". As such, this attack alone is

sufficient reason to deprecate all uses of RAD US/ UDP and RADI US/ TCP

3.2. Failed Attenpts to Inprove RAD US Security

I ndependent of any cryptographic vulnerability, there are a nunber of
factors which contributed to the ongoing failure to i nprove RADI US
security.

A major factor is the continued use of MD5 for security, instead of
mandati ng the use of an HVAC via Message- Aut henticator. This change
coul d have been made in [ RFC2869] in the year 2000. The stated
reason there for not mandati ng Message- Aut henticator was the issue of
backwards conpatibility. Unfortunately, experience shows that issues
whi ch are not fixed just grow | arger over time. The issue of
backwards conpatibility is significantly worse now than it was in the
year 2000.

The issue of unauthenticated Access-RRequest packets was rai sed again
in [ RFC5080], Section 2.2.2, and again was ignored by all but one
vendor. |If vendors had inplenented this recomendation in 2007, then
the Bl ast RADI US attack woul d have been i npossi bl e.

3. 3. Fai lures of the Protocol State Michi ne

Anot her contributing factor to the Bl ast RADIUS vul nerability is the
principle of "be conservative in what you do, be liberal in what you
accept fromothers", often known as Postel’s |law, after John Post el
This principle means that a client will accept packets that are well -
formed, but which contain invalid signaling. Specifically, the
Proxy-State attribute is intended for proxy to "next hopt" server
signaling, and offers no other value for RADIUS clients. A NAS which
origi nates packets does not send Proxy-State in an Access-Request,
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and shoul d therefore not receive Proxy-State in any response packets.

If a NAS does receive Proxy-State in a response, where the request
did not contain Proxy-State, this is arguably a violation of the
protocol state nachine. Such a packet could either trigger a warning
message, or instead be rejected entirely.

That is, reception of Proxy-State in an Access-Accept response is a
failure of signaling in the RADIUS protocol, and likely indicates
either a serious failure of configuration, inplenentation, or as seen
in this case, an active attack. |If the specifications had instructed
clients to discard responses whi ch contai ned unexpected Proxy-State
attributes, then this attack woul d have been prevented.

3. 4. Most information is sent in Cl ear Text

Even ignoring security issues, the RADI US protocol has fundanental
probl ens with privacy.

Wth the exception of a few attributes such as User-Password, all
RADI US traffic is sent "in the clear” when using UDP or TCP
transports. Even when TLS is used, all RADIUS traffic (including
User-Password) is visible to proxies. The resulting data exposure
has a | arge nunber of privacy issues. W refer to [RFC6973], and
specifically to [RFC6973], Section 5 for detailed discussion, and to
[ RFC6973], Section 6 for reconmendati ons on threat mitigations.

When RADI US/ UDP or RADI US/ TCP i s used across the public Internet,
common configurations allow the |ocation of individuals to be tracked
inreal-time (usually 10 nminute intervals), to within a small

physi cal location. The users devices can be identified, and al so
tracked. Even when the packets do not contain any [ RFC5580] | ocation
information for the user, the packets usually contain the MAC address
of the W-Fi access point. The MAC address and physical |ocation of
the user device and often WFi access points are publicly avail able.
There are nmultiple services selling databases of W-Fi access point

| ocati on.

More di scussion of |ocation privacy is given in [RFC6280], which
defines an "Architecture for Location and Location Privacy in
Internet Applications". However, that work was published too late to
have any practical inmpact on the design of |ocation informtion
attributes, as [RFC5580] had al ready been published.

The effect of these design decisions is that any observer of non-TLS
RADIUS traffic is able to obtain a substantial anount of persona
identifiable information (PlI1) about users. The observer can tel
who is logging in to the network, what devices they are using, where
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they are logging in from and their approximte |ocation (usually
city). Wth location-based attributes as defined in [ RFC5580], a
user’s location may be determined to within 15 or so nmeters outdoors,
and with "neter-level accuracy indoors" [WFILOC]. An observer can
al so use RADI US accounting packets to deternmine how long a user is
online, and to track a sunmary of their total traffic (upload and
downl oad totals).

These issues are not theoretical. Recently, [BRIGGS] noted that:

Overall, | think the above three exanples are just the tip of the
proverbial iceberg of SS7 and Di aneter based | ocation and
nmonitoring exploits that have been used successfully agai nst
targeted people in the USA

[BRIGGS] continues with a statenent that there have been

nunerous ot her exploits based on SS7 and Di aneter that go
beyond | ocation tracking. Sonme of these involve issues |like (1)
the monitoring of voice and text messages, (2) the delivery of
spyware to targeted devices, and (3) the influencing of U S
voters by overseas countries using text nmessages.

Wil e these comments apply to Dianeter [RFC6733], the same | ocation
tracking and nonitoring is also possible with RADIUS. There is every
reason to believe that simlar attacks on RADI US have occurred, but
are sinply less publicized than simlar attacks on D ameter

3.5. ND5 has been broken

Attacks on MD5 are sunmarized in part in [RFC6151]. The Bl ast RADI US
wor k substantially inproved the speed of finding MD5 collisions, and
those inprovenents are publicly avail able at [ HASHCLASH) .

Wil e there have not been many ot her new attacks in the decade since
[ RFC6151] was published, that does not mean that further attacks do
not exist. It is nore likely instead that no one is |ooking for new
att acks.

3.6. Cracking RADI US shared secrets is not hard

The cost of cracking a a shared secret can only go down over tine as
comput ati on becomes cheaper. The issue is nade worse because of the
way MD5 is used to authenticate RADI US packets. The attacker does
not have to cal cul ate the hash over the entire packet, as the hash
prefix can be cal cul ated once, and then cached. The attacker can
then begin the attack with that hash prefix, and brute-force only the
shared secret portion.
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At the tine of witing this docunent, an "off the shelf" comodity
computer can cal cul ate at |east 100M MD5 hashes per second. If we
limt shared secrets to upper/lowercase letters, nunbers, and a few
"special" characters, we have 64 possible characters for shared
secrets. Wich nmeans that for 8-character secrets, there are 2748
possi bl e conbi nations. The result is that using a consuner-grade
machine, it can take about 32 days to brute-force the entire 8 octet
/| 64 character space for shared secrets

The problemis even worse when graphi cal processing units (GPUs) are
used. A high-end GPU is capable of perfornming nore than 64 billion
hashes per second. At that rate, the entire 8 character space

descri bed above can be searched in approximately 90 minutes. This is
an attack which is feasible today for a hobbyist.

I ncreasing the size of the character set raises the cost of cracking,
but not enough to be secure. Increasing the character set to 93
characters neans that the hobbyist using a GPU could search the
entire 8 character space in about a day.

Increasing the length of the shared secret has a | arger inpact on the
cost of cracking. For secrets ten characters long, the search space
is approximately 2760. One GPU can search a 64-character space in
about six nmonths. A 93 character space (2765 conplexity) woul d take
approxi mately 24 years.

This brute-force attack is trivially parallelizable. Nation-states
have sufficient resources to depl oy hundreds to thousands of systens
dedi cated to these attacks. That reality neans that a "tine to
crack" of 24 years neans "24 CPU years", and does not nean "wal
clock” tine. A thousand commodity CPUs are enough to reduce the
crack time from?24 years to a little over a week. This attack is
feasible for any organisation with a nodest anobunt of resources.

Whet her the above nunbers are precise or only approxinmate is
imaterial. These attacks will only get better over tinme. The cost
to crack shared secrets will only go down over time.

If the shared secret is long, then "cracking" the secret is
expensive, and different trade-offs occur. Rather than cracking the
secret, it is cheaper to performthe BlastRADI US attack at a cost of
approxi mately 27253 per packet, and | ess than $100 in purchased CPU
time. Whiile cracking the shared secret would break all RAD US
packets using that secret, forging one packet is |likely enough to
give the attacker admi nistrator access to a NAS, where the shared
secret is visible in the adm nistration interface. The concl usion,
then, is that increasing the security of the shared secret offers

m ni mal protection when the Access- Request packets are unsigned.
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Even if the shared secrets were enough to secure all RAD US packets,
adm ni strators do not always derive shared secrets from secure
sources of random nunmbers. The "tine to crack" nunmbers given above
are the absol ute best case, assumi ng administrators foll ow best
practices for creating secure shared secrets. For shared secrets
created manual ly by a person, the search space is orders of magnitude
smal | er than the best case outlined above. Rather than brute-forcing
all possible shared secrets, an attacker can create a |loca

di ctionary which contains common or expected values for the shared
secret. Wiere the shared secret used by an adnministrator is in the
dictionary, the cost of the attack can drop by multiple orders of
magni t ude

I mpl enenters and admi nistrators should assunme that a hobbyi st
attacker with nodest resource can crack nost shared secrets created
by people in mnutes, if not seconds.

Despite the ease of attacking MD5, it is still a comon practice for
some "cloud" and other RADI US providers to send RADI US/ UDP packets
over the Internet. It is also common practice for adm nistrators to
use "short" shared secrets, and to use shared secrets created by a
person, or to use secrets that are derived froma linmted character
set. Theses practice are sinple to inplenment and to follow, but they
are highly insecure, and do not provi de adequate security. Any
system using these practices is vulnerable to all of the issues which
are outlined in this docunent.

[1-D.ietf-radext-deprecating-radius] - shared-secrets gives further
requirenents on the creation of shared secrets.

3.7. Al short Shared Secrets have been conproni sed

As a result of the above analysis, administrators can assune that any
shared secret of 8 characters or |ess has been conprom sed as soon as
it is used in RADI US/UDP or RADI US/ TCP. Adm nistrators can assune
that any shared secret of 10 characters or |ess ihas been conpronised
by an attacker with significant resources. Adninistrators can also
assune that all private information (such as User-Password) which
depends on such shared secrets have al so been conprom sed

To be perfectly clear: if a User-Password, or CHAP-Password, or Ms-
CHAP data has been sent over the Internet via RAD US/ UDP or RADI US/
TCP in the | ast decade, you should assune that the underlying
password has been conproni sed
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3.8. CoA- Request packets m ght |eak Tunnel -Password contents

There are a nunber of security problens with the use Tunnel - Password
attribute in CoA- Request and Di sconnect - Request packets. A ful
expl anation requires a review of the relevant specifications.

[ RFC5176] Section 2.3 describes how to cal cul ate the Request
Aut henticator field for these packets:

Request Aut henti cator

In Request packets, the Authenticator value is a 16-octet MD5
[ RFC1321] checksum called the Request Authenticator. The
Request Authenticator is calculated the same way as for an
Account i ng- Request, specified in [ RFC2866] .

Where [ RFC2866] Section 3 says:

The NAS and RADI US accounting server share a secret. The Request
Aut henticator field in Accounting-Request packets contains a one-
way MD5 hash cal cul ated over a stream of octets consisting of the
Code + ldentifier + Length + 16 zero octets + request attributes +
shared secret (where + indicates concatenation). The 16 octet M5
hash value is stored in the Authenticator field of the
Account i ng- Request packet.

Taken together, these definitions nmean that for CoA-Request packets,
all attribute obfuscation is calculated with the Reply Authenticator
being all zeroes. |In contrast for Access-Request packets, the
Request Authenticator is mandated to be 16 octets of random dat a.
This difference reduces the security of the obfuscation

For Tunnel - Password, [RFC5176] Section 3.6 allows it to appear in
CoA- Request packets:
Change- of - Aut hori zati on Messages
Request ACK NAK #  Attribute
0+ 0 0 69 Tunnel - Password (Note 5)
(Note 5) When included within a CoA-Request, these attributes
represent an authorization change request. Were tunnel attributes

are included within a successful CoA-Request, all existing tunne
attributes are renoved and replaced by the new attribute(s).
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However, [RFC2868] Section 3.5 says that Tunnel -Password is encrypted
with the Request Authenticator:

Call the shared secret S, the pseudo-random 128-bit Request
Aut henticator (fromthe correspondi ng Access- Request packet) R,

The assunption that the Request Authenticator is randomdata is true
for Access-Request packets. That assunption is not true for CoA-
Request packets.

That is, when the Tunnel -Password attribute is used in CoA-Request
packets, the only source of randommess in the obfuscation is the
salt, as defined in [RFC2868] Section 3.5;

Sal t
The Salt field is two octets in length and is used to ensure the
uni queness of the encryption key used to encrypt each instance of
the Tunnel - Password attribute occurring in a given Access-Accept
packet. The nost significant bit (leftnost) of the Salt field
MJUST be set (1). The contents of each Salt field in a given
Access- Accept packet MUIST be uni que.

This chain of unfortunate definitions neans that there is only 15
bits of entropy in the Tunnel - Password obfuscation (plus the RADI US

shared secret). It is not currently known if this Iimtation makes
it sufficiently easy for an attacker to determne the contents of the
Tunnel - Password, as the obfuscated value still depends on the shared

secret. However, such linmted entropy cannot be a good thing, and it
is one nore reason to deprecate RADI US/ UDP and RADI US/ TCP

Due to the above issues, the use obfuscated attributes in CoA-Request
or Di sconnect - Request packets shoul d be avoi ded.

3.9. Secure Transports Can Still Leak Information

The above analysis as to security and privacy issues focuses on

RADI US/ UDP and RADI US/ TCP. These issues are partly mtigated through
the use secure transports, but it is still possible for information
to "l eak".

When TLS-based EAP net hods such as TTLS or PEAP are used, they stil
transport passwords inside of the TLS tunnel. It is possible for an
aut hentication server to ternminate the TLS tunnel, and then proxy the
i nner data over RADI US/UDP. The design of both TTLS and PEAP nake
this process fairly trivial. The inner data for TTLS is in Di aneter
AVP format, which can be trivially transformed to RADI US attri butes.
The inner data for PEAP is comonly EAP- MSCHAPv2, which can al so be
trivially transformed to bare EAP, or to Ms-CHAPv2.
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Simlar issues apply for proxies even when RADIUS/ TLS and | Psec are

used. A proxy which receives packets over IPsec will term nate the
| PSec tunnel, but it then m ght forward the packets over an insecure
transport protocol. Wile this process could arguably be seen as a

m sconfiguration issue, it is never the |ess possible due to the
design of the RADIUS protocol. As RADIUS security is "hop by hop",
there is no way for one "hop" to know anything about, or to control,
the security of another "hop".

The only solution to either of the above issues would be to create a
new protocol which is secure by design

4. The Bl ast RADI US Att ack

This section gives nore details on the Bl ast RADI US attack, so that
the reader can be infornmed as to why
[1-D.ietf-radext-deprecating-radius] nmakes particul ar

recommendations. In the interest of sinplicity for inplenmenters, {I-
D.ietf-radext-deprecating-radius}} omts all explanation as to the
attack. That docunent al so gives mnimal explanation for each of the
protocol changes. Since the attack and mitigations are conplex, this
docunment reviews the issues in detail.

The attack depends on a fewrelated factors. |If any one of these
factors are not present, the attack is not possible. These factors
are outlined bel ow

* The Access- Request packets are not authenticated, and can
therefore be nodified without detection

* The use of MD5 within RADIUS is subject to known prefix attacks.

* The inprovenents to MD5 collisions in [HASHCLASH nmake the attack
f easi bl e.

* The structure and behavi or of Proxy-State makes it the perfect
vector for an attacker to inject the "MD5 garbage" ([BLAST]) which
is needed to force the MD5 collision

The attack works by having An "on path" attacker who nodifies an
Access- Request packet, and injects one or nore Proxy-State attributes
with special contents. The Proxy-State attribute itself will not

trigger any overflow or “out of bounds” issue with the RADI US client
or server. Instead, the contents of the attributes allows the
attacker to create an MD5 known-prefix collision when the server
cal cul ates the Response Authenticator. |In effect, the attacker uses

the RADI US server, and its know edge of the shared secret, to
unknowi ngly authenticate packets which it has not created.
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The behavior of the Proxy-State attribute is extrenely useful to this
attack. The attribute is defined in [ RFC2865], Section 5.33 as an
opaque token which is sent by a RADI US proxy, and is echoed back by
RADI US servers. That is, the contents of the attribute are never
exam ned or interpreted by the RADIUS server. Even better, testing
shows that all known RADIUS clients will sinply ignore any unexpected
Proxy-State attributes which they receive. Finally, inplenmentations
generally add Proxy-State to the end of response packets, which
simplifies the attack.

This attribute is therefore ideally suited to an attackers purpose of
injecting arbitrary data into packets, w thout that data affecting
client or server behavior. The reasons for this behavior are
outlined belowin Section 5.4. Wile those reasons were transient
and decades in the past, the inpact of those decisions has continued
to inpact RADIUS until the present.

Wiile it is possible to use other attributes to achieve the same
effect, the use of Proxy-State is sinple, and is sufficient to
trigger the issue. For exanple, it is theoretically possible to use
the User-Nane attribute for this attack, so long as it is echoed back
in an Access-Accept, or even as part of the the contents of a Reply-
Message in an Access-Accept. There is no nuch benefit in further
researching that attack, as the mitigations for attacks using Proxy-
State will also protect clients and servers froma simlar attacks
whi ch use other attributes.

The injected data and resulting MD5 collision allows the attacker to
nmodi fy the packet contents alnost at will, and the client will stil
accept the nodified packet as being authentic. The attack all ows
nearly arbitrary attributes to be added to the response. Those
attributes are sinply part of the MD5 collision calculation, and do
not substantially inpact the cost of that cal cul ation.

W reiterate that since the RADIUS server can be convinced to

aut henti cate packets using a prefix chosen by the attacker, there is
no need for the attacker to know the shared secret. This attack
succeeds no matter how secure the shared secret is, the only
mtigation against the attack is to use Message- Aut henticator or TLS

4.1. Detailed Description of the Attack
The specific details of the attack are outlined via the follow ng

steps, which are nunbered the sane as in the original paper
([ BLAST]) .
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1. The attacker requests network access fromthe RAD US client
(NAS). This action triggers the NAS to send an Access- Request
packet to the RADIUS server

2. The Access-Request is observed to obtain its contents, including
the Request Authenticator field. The attacker prevents this
packet fromreaching the server until the MD5 collision data has
been calculated. The NAS will retransmt the packet one or nore
times after a delay, giving the attacker time to calculate the
chosen prefi x.

3. An external resource is used to calculate an MD5 collision using
the Request Authenticator, along with the expected contents of an
Access-Reject. As Access-Reject packets are typically enpty or
can be observed, the expected packet contents are known in their
entirety.

4. Once an MD5 collision is found, the resulting "NMD5 garbage" data
is placed into one or nore Proxy-State attributes in the
previ ously seen Access-Request. The attacker then sends this
nmodi fi ed Access-Request to the RADI US server

5. The RADIUS server responds with an Access-Reject, and includes
the Proxy-State attributes fromthe nodified Access-Request
packets. The packet contains the nalicious Proxy-State(s), along
with a Response Authenticator which depends on both those
mal i cious attributes, and the shared secret.

6. The attacker discards the original Access-Reject, and uses the
chosen prefix data in the Proxy-State(s) to create a different
(i.e. nodified) response, such as an Access-Accept. O her
aut hori zation attributes such as VLAN assi gnment can al so be
added, nodified, or deleted. This nodified packet is sent to the
NAS.

7. The NAS receives the nodified Access-Accept, verifies that the
Response Authenticator is correct, and gives the user access,
along with the attackers desired authorization

The result of this attack is a near-total conprom se of the RADI US

protocol. The attacker can cause any user to be authenticated. The
attacker can give al nost any authorization to any user.
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Wil e the above description | everages Access-Reject responses, we
reiterate that the root cause of the vulnerability is the

unaut henti cate Access-Request packets. The attack will therefore
succeed even if the server responds with Access-Accept, Access-

Chal | enge, or Protocol-Error [RFC7930]. The ability for the attacker
to avoid Access-Challenge allows MFA to be bypassed, as the attacker
sinply replaces the Access-Chall enge with an Access-Accept.

In addition to forging an Access-Accept for a user who has no
credentials, the attacker can control the traffic of known and

aut henticated users. Many nodern Broadband Network Gat eways (BNG s,
Wreless LAN Controllers (WCs), and Broadband Renpte Access Servers
(BRAS) support configuring a dynam ¢ HTTP redirect using Vendor
Specific Attributes (VSA)s. These VSAs are not protected in any way,
and could be injected into an Access-Accept in order to redirect a
users traffic. The attacker could then set up a nalicious website to
| aunch Zero-Day/ Zero-Cdick attacks, driving subscribers to the
website using an HTTP redirect. This issue is conpounded by the fact
that many devi ces perform automatic Hot Spot 1.0 style walled garden
di scovery. The act of sinply connecting to their home WFi connect
coul d be enough to conproni se a subscriber’s equipnent.

[1-D.ietf-radext-deprecating-radius] defines mtigations which wll
protect clients and servers fromthis attack when using RADI US/ UDP or
RADI US/ TCP. However, we reiterate here, and in the rest of this
docunent, that the only long-termsolution is to deprecate insecure
transports entirely. 1In the long term inplenenters need to renove
all uses of RADI US/UDP and RADI US/ TCP from their products.

Adm ni strators need to stop using RADI US/ UDP and RADI US/ TCP.

4.2. Mtigating the Attack

VWhile [I-D.ietf-radext-deprecating-radius] defines the mtigations
that are mandated for clients and servers, we give a summry
description of those mandates here for clarity. These descriptions
are not normative, and readers are instructed to refer to
[1-D.ietf-radext-deprecating-radius] for the full list of normative
changes to RADI US.

Clients

Clients are required to include Message-Aut henticator as the first
attribute in all Access-Request packets.

Clients are required to have a new bool ean configuration flag for
each server, called "require Message-Authenticator". > > Wen this
flag is set to "false", client behavior remai ns unchanged from

| egacy RADIUS. > > Wen this flag is set to "true", clients
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discard all responses to Access-Request packets which do not
contain a Message-Authenticator attribute. > > Clients still need
to validate the contents of Message-Aut henticator, of course.
However, clients need to accept valid and authenticated responses,
no matter where the Message-Authenticator is located in the
response.

Servers

Servers are required to include Message-Authenticor as the first
attribute in all responses to Access-Request packets.

Servers are required to have a new bool ean configuration flag for
each client, called "require Message-Authenticator”. > > Wen this
flag is set to "false", their behavior remai ns unchanged from

| egacy RADI US, except that the "limt Proxy-State" flag belowis
al so checked. > > Wen this flag is set to "true", clients discard
al | Access- Request packets which do not contain a Message-

Aut henticator attribute. > > Servers still need to validate the
contents of Message- Aut henticator, of course. However, server
need to accept valid and authenticated Access-Requests, no nmatter
where the Message-Authenticator is |ocated in the request.

Servers are required to have a new bool ean configuration flag for
each client, called "limt Proxy-State".

When this flag is set to "false", server behavior remains
unchanged from | egacy RADI US.

When this flag is set to "true", servers discard all Access-
Request packets that contain a Proxy-State attribute.

4.3. Wiy the Mtigiations Wrk

This section explains the rationale for the mtigations defined by
[1-D.ietf-radext-deprecating-radius].

Addi ng Message- Aut henticator as the first attribute in packets neans
that for the purposes of MD5 known prefix attacks, the unknown suffix
begins with the Message-Aut henticator, and continues for the

remai nder of the packet. The attacker is therefore unable to

| everage the attack using a known prefix, and the vulnerability is
prevent ed.
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When this change is made on clients, it is necessary to prevent the
attack, but it is not sufficient. Wen a server does not require
that Access- Request packets contai n Message- Aut henticator, an
attacker can sinply renove it fromthe Access-Request. The attack
can then proceed, as the server will receive, process, and respond
to, an unauthenticated Access-Request packet.

In contrast, when both clients and servers requires that packets
contain a valid Message-Aut henticator, the Bl astRADI US attack is

i mpossi ble. Therefore the "require Message-Authenticator" flag is
needed on both clients and servers in order to secure the RAD US
protocol. |In order to enable conpatibility with | egacy systens, this
prot ocol change nust be enabled by a configuration flag.

4.3.1. Protecting dients

Aclient is fully protected fromthe attack if it requires that all
responses to Access- Request contain a Message-Authenticator, and it
val i dates the contents of Message-Authenticator. The client is also
protected when the server sends Message- Authenticator as the first
attribute in all responses to Access-Request packets.

That server behavior secures one client to server connection, even if
the server does not require Message-Authenticator in Access-Request
packets, and even if the client does not exanine or validate the
contents of the Message-Authenticator. As noted above, this |ocation
of the Message-Aut henticator ensures that the unknown suffix is the
entire packet, and the attack is inpossible.

In contrast, when the Message-Authenticator is the last attribute in
a packet (as was historically common in many inpl enentations), the
attacker can treat the Message-Authenticator itself as an unknown
suffix, as it does with the shared secret. The attacker can then
proceed with the attack, with no additional effort.

The analysis is simlar if the Message-Authenticator is in the nmiddle
of the packet, with attributes existing both before an after the
Message- Aut henticator. Attributes before the Message- Aut henti cat or
can be nodified, discarded, or added, while attributes after the
Message- Aut henticator need to remain in the packet. W direct the
reader to [BLAST] Section 7.2 for a nore conplete description of

t hese i ssues.

In short, the only solution which nmtigates the attack is that

servers need to place Message-Authenticator as the first attribute in
all responses to Access- Request packets.
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4.3.2. Protecting Servers and Proxies

Ugrading all client equipnment can be difficult, if only because there
are many nore clients than servers. Sone client products may no

| onger be supported, or the relevant vendor nay have gone out of

busi ness. Even if upgraded software inages are avail able, the
upgrade process may inpact production networks, which has a cost. As
a result, any mtigations nmust work even when clients have not been
updat ed.

A server is vulnerable to the attack when it proxi es packets, even if
it adds Message-Authenticator is added as the first attribute in
responses to all Access-Request packets. Due to the limitations of
RADI US, a proxy has no way of know ng whether or not a "next hop"

RADI US server has been upgraded. It therefore has to protect itself
fromattacks when it is the only upgraded party in a RAD US proxy
chai n.

In this scenario, a legacy client sends Access-Request packets to an
upgraded proxy, which in turn forwards the packets to a | egacy next
hhop server. Responses fromthe next hop server are sent back to the
proxy, and then to the client.

Upgradi ng the proxy will protect only the responses fromthe proxy to
the client. The attacker can still nodify packets fromthe client to
the proxy, or it can nodify all request and response packets that are
sent between the proxy and next hop server. The result is that the
upgraded server is still vulnerable to the attack

The "limt Proxy-State" flag allows servers to detect and prevent
attacks when Access- Request packets do not contain Message-
Aut henticator. This configuration is only necessary when the server

is a proxy. Wen the server enables the "limt Proxy-State" flag,
| egacy clients to be used w thout substantially conpronising
security.

The proxy is likely to still be vulnerable to attacks on the |ink

between itself and the next hop server. However, the proxy can use
the client "require Message-Authenticator" flag defined above to
protect itself. Even when the proxy cannot set that flag, the link
bet ween the proxy and the next hop server is much nore likely to be
protected via TLS or I PSec than the |ink between the client and

pr oxy.
In addition, it is generally easier to upgrade servers than clients.

The focus of the nmitigations, therefore, has been on securing the
link between clients and servers, not between proxy servers.
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4.3.3. Oher Attributes

VWhile it is theoretically possible to performthe Bl ast RADI US attack
via attributes other than Proxy-State, no such exploits are known at
this time. Any such exploit would require that the server receive
fields under the attackers control (e.g. User-Nanme), and echo those
fields back in a response. Such attacks are therefore only possible
when the server is configured to echo back attacker-controlled data,
which is not their default behavior.

As a result, the configuration flags described above in Section 4.2
al l ow t he maxi num anmount of security while adding the m ni num

di sruption to operational networks. For the remaining attack
vectors, is is RECOWENDED t hat servers which echo back user-supplied
data in responses do so only when their "require Message-

Aut henticator" flag is set to "true". |If such user-supplied data is
echoed back in responses when the "require Message- Aut henticator™
flag is set "false", then the BlastRADI US attack is theoretically
still possible, even though no exploit is currently avail abl e.

The server configuration flags will protect it even if clients have
not been upgraded or been configured to be secure. The server
configuration flags will not protect clients (NASes or proxies) from
servers whi ch have not been upgraded or been configured to be secure.

4.3.4. Requirements for Full Mtigation

The attack will only be mitigated in either of the follow ng two
ci rcumst ances:

1. The client inplenments the "require Message- Aut henticator" fl ag,
and has set that flag to "true",

2. The server places Message-Authenticator as the first attribute in
all responses to Access- Request packets.

Since RADIUS has no feature negotiation, the server has no way of
knowi ng whet her or not the client has been configured securely. The
only remaini ng choice then for server behavior then, is the second
item [I-D.ietf-radext-deprecating-radius] therefore nandates that
all RADI US servers send Message-Authenticator as the first attribute
in all responses to Access-Request packets. This change is the
sinpl est possible fix to the RADIUS protocol which will protect
systens fromthe attack.
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4.4. Linmtations of the Mtigations

The above mitigations have sonme limtations. The design of the
mtigations had to all ow for backwards conpatibility with | egacy
RADI US systens, while still allowing for (but not requiring) whole-
sal e network upgrades. There is a trade-off to be nade between
perfectly secure networks which are unusabl e, and networks which are
usabl e but somewhat insecure. The mitigations defined in
[1-D.ietf-radext-deprecating-radius] create as nmuch security as
possi ble, while still not breaking existing networks.

The result is that there are situations where a network is
functional, but insecure. |In addition, there are situations where
existing client inplenmentations are not conpatible with the
mtigations. This section outlines those limtations.

4.4.1. Vul nerable Systens

A RADI US server is vulnerable to the attack if it does not require
that all received Access-RRequest packets contain a Message-

Aut henticator attribute. This vulnerability exists for many conmon
uses of Access-Request, including packets containing PAP, CHAP, M5
CHAP, or packets containing “Service-Type = Authorize-Only” . The
vul nerability is also transitive. |f any one RADI US server in a
proxy chain is vulnerable, then the entire chain is vulnerable. The
attack can proceed on the vul nerable systens, and the attacker can
gai n unaut henti cated and/ or unauthorized access to any systens which
depend on that proxy chain.

Simlarly, sinply having the Message-Aut henticator attribute present
in Access- Request packets is not sufficient. |In order to be
protected, a server nust require that the attribute is present, and
al so to discard packets where it is mssing. Simlarly, the client
must also require that the attribute is present, and discard packets
where it is mssing.

Simlarly, clients are vul nerabl e when they do not require that all
responses to Access- Request packets contain Message- Aut henti cator.
Note that clients are not vul nerable even if Message-Authenticator is
the last attribute in a response. The HVAC construct of Message-

Aut henti cator nmakes the attack inpossible in that situation

The requirenent on servers to place Message-Aut henticator as the
first attribute in all responses to Access-Request is there only to
protect |egacy clients which do not validate Message- Aut henti cator
There is no need for a client to discard responses where the Message-
Aut henticator is valid, but is also not the first attribute. Such
behavior is incorrect, and will cause interoperability problens.

DeKok Expires 10 May 2026 [ Page 28]



I nternet-Draft A Review of RADIUS Security and Privacy Noverber 2025

4.4.2. Unaffected Systens

There are a nunber of systens which are not vulnerable to this
attack. The nost inportant ones are systens which only perform EAP
aut hentication, such as with 802.1X / WPA Enterprise. The EAP over
RADI US protocol is defined in [RFC3579], Section 3.3 which states
explicitly:

If any packet type contains an EAP-Message attribute it MJST al so
contain a Message- Aut henti cat or

This requirenent reiterates that of [RFC2869], Section 5.13, which
defi nes EAP- Message and Message- Aut henticator, but which does not get
into details about EAP

This requirenent is enforced by all known RADIUS servers. As a
result, when roaning federations such as eduroam [ EDUROAM use
RADI US/UDP to transport EAP, it is not possible for the attack to
succeed.

O her roam ng groups such as OQpenRoam ng [ OPENROAM NG require the
use of TLS, and are not vul nerable. Oher roam ng providers
generally use VPNs to connect disparate systens, and are al so not
vul ner abl e.

802. 1X / WPA enterprise systens have an additional |ayer of
protection, due to the use of the master session keys (MSK) which are
derived fromthe EAP authentication nethod. These keys are nornmally
carried in an Access-Accept, in the MsS-MPPE-Recv-Key and Ms- MPPE-
Send- Key attributes, and are used to secure the |link between the NAS
and the supplicant. The contents of the attributes are obfuscated
via the same nethod used for Tunnel - Password, and are not visible to
an "on-path" attacker.

Wil e an attacker could perhaps force an Access-Accept in sone
situations where EAP is used, or strip the Message- Aut henticator from
packets, it is not currently possible for an attacker to see, nodify,
or create the correct MSK for the EAP session. As a result, when
802.1X / WPA enterprise is used, even a successful attack on the
Access- Accept packet would likely not result in the attacker
obt ai ni ng networ k access.
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I mpl ementations with Incorrect Mtigations

This section sumrari zes the various inplementation issues, and the
recommended fixes to them Wile this section does not contain
normative text, it refers to normative requirenents in
[1-D.ietf-radext-deprecating-radius]. This summary is necessary
because multiple inplenentations failed to follow the normative

requi renents of that docunent. |nstead, those systens either

i mpl ement ed behavi or which was forbidden by the normative text, or

el se failed to inplenment behavior which was nmandated by the normative
text.

It is therefore necessary to reiterate to the reader that the
normative text in [I-D.ietf-radext-deprecating-radius] is really is
normative, and that the mandates need to be respected. The reader
shoul d understand that any non-normative text in this specification
does not over-ride the clear mandates of the normative text in
[1-D.ietf-radext-deprecating-radius].

The following list outlines the problens seen, in no particul ar
order.

* Sone inplenentations discard packets which contain Message-
Aut hent i cat or.

* Some inplenentations discard responses where the Message-
Aut henticator is not first, in violation of [ RFC2865], Section 5
It should be reiterated that the requirenent in
[1-D.ietf-radext-deprecating-radius] "Server Responses" to place
Message- Aut henticator first is a requirenment on the server, and is
not a requirement on the client.

* TBD
1. Discarding Packets with Message-Authenticator is Wong
Nearly all clients which do not validate Message- Aut henticator are
known to accept responses which contain it, due to the provisions of
[ RFC2866], Section 5

A RADIUS client MAY ignore Attributes with an unknown Type.
These RADI US clients are conpatible with the protocol change outlined
in this docunent. W note also that Message- Aut henticator has been

defined for alnost twenty-five (25) years, since [RFC2869], so there
are few reasons for equi pment to not support it.
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Since the publication of the original BlastRAD US notification, it
has becone known that sone inplenmentations do not behave as expected.
That is, instead of ignoring an unexpected Message- Aut henti cat or
attribute, they discard all responses with contain Message-

Aut henticator. That behavior is entirely unreasonable, and is not
requi red by any standard.

The unfortunate reality is that the only way that RADI US servers
could be conpatible with such systens is for themto never send
Message- Aut henticator in responses. However, doing so would open up
significantly nore systens to the Blast RADIUS attack. As such, there
is no attenpt made to be conpatible with inplenentations that fail to
i mpl ement RADI US correctly.

The only way to secure those systens is to upgrade them Failing
that, the admnistrators of those systens will need to accept the
fact that their systens are vul nerable.

The solution adopted by [I-D.ietf-radext-deprecating-radius] is to
declare that clients or servers which discard packets contai ning
Message- Aut henti cator are not compliant with the RADI US
specifications. 1t is not acceptable to decrease the security of the
RADI US protocol in order to be conpatible with insecure and non-
conmpliant inplementations. That specification attenpts to prevent
such issues from happening in the future, by mandating behavior for
unknown attributes in [I-D.ietf-radext-deprecating-radius] "Unknown
Attributes". There is no reason for an inplenentation to discard
response a packet sinply because it does not recognize an attribute
in the packet.

4.5.2. Checking the location of Message-Authenticator is Wong
TBD
4.6. Less Effective Mtigations

There was substantial discussion around the design and effectiveness
of the mtigations defined in [I-D.ietf-radext-deprecating-radius].
This section outlines sone obvious nmitigations which were considered
and rejected. As protocol design is subject to a conplex series of
trade-offs, it is useful to explain what those alternative
mtigations are, and why they were rejected.

An alternative configuration flag with a sinmlar effect to the “limt
Proxy-State” flag could be one called “this client is a NAS, and will
never send Proxy-State” . The intention for such a flag would be to

clearly separate RADI US proxies (which always send Proxy-State), from
NASes (which will never send Proxy-State). Wen the flag is set for
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a client, the server could then discard Access- Request packets which
contain Proxy-State. Alternatively, the server could also discard
Proxy-State fromall responses sent to that client.

Such a flag, however, depends on network topology, and fails to
correct the underlying | ack of packet authenticity and integrity.

The flag may al so work for one NAS, but it is likely to be incorrect
if the NAS is replaced by a proxy. Were there are nultiple
different pieces of NAS equi pment behind a NAT gateway, the flag is
also likely to be correct for sone packets, and incorrect for others.

Using configuration flags which control the desired outcome is
preferable to using flags which depend on network topology that is
outside of the control of clients and servers.

4.7. Non-Mtigations

It may be tenpting to cone up with other "ad hoc" solutions to this
vul nerability which are sinpler than the ones outlined in
[1-D.ietf-radext-deprecating-radius]. Such solutions are likely to
ei ther break existing RADI US depl oynents, or else they will not
protect systens fromthe attack. The mtigations described in
[1-D.ietf-radext-deprecating-radius] not only prevent the attack,
they do so without negatively affecting normal RADI US operation
There is therefore no reason to use any other mnethods.

O her attenpted mitigation factors are discussed in the Bl ast RADI US
docunent ([BLAST]). For exanple, [BLAST] Section 7.4 explains why
decreasing tinmeouts sinply increases the cost of the attack without
preventing it. Decreasing tinmeouts also can negatively affect nornal
traffic.

[ BLAST] Section 7.7 explains why clients validating Proxy-State, or
| ooki ng for unexpected Proxy-State does not protect themfromthe
attack. The attacker can just change the formof the attack, and
bypass t hose checks.

There is therefore no reason to inplement “ad hoc” solutions when a
solution exists which has passed reviews by both the Bl ast RADI US
cryptographers, and by the rel evant RADI US experts. There is every
reason to believe that cryptographi c operations designed by experts
and subject to rigorous peer review are better than random guesses
made by programmers | acking relevant cryptographi c and RADI US

experi ence.
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4.7.1. Switch to Oher Protocols is Not Appropriate

Switching away from RADI US to anot her protocol will not protect from
the attack, as there is no other protocol which can replace RADI US.
No other protocol is supported by nediumto | owend networking

devi ces for end-user authentication, authorization, and accounti ng.
Qutsi de of situations where Dianeter is used, the choice for nearly
every use-case which controls network access is limted to one

prot ocol : RADI US.

Despite this reality, some "security" sites have recommended
"securing" the network by switching to "alternative" protocols. Such
recommendati ons are incorrect and i nappropriate.

D ameter [RFC6733] is the closest protocol in functionality to

RADI US, but the Diameter use-case is applicable to |arge-scale

tel econmuni cati ons and internet service providers (I1SPs). Support
for Diameter is not available in equipnment available to consuners or
enterprises. As such, replacing RADIUS with Dianeter is not an

opti on.

O her proposals for protocols to replace RADIUS are even | ess
effective. TACACS+ [ RFC8907] has some overlap with RADI US for

adm nistrator login to network devices, but it cannot be used outside
of that limted scope. TACACS+ does not support 802.1X, end-user

aut henti cation, or end-user accounting. It is therefore inpossible
for an ISP or enterprise to replace RADIUS with TACACS+.

Ker beros [RFC4120] is also not a option. It is nost generally used
to authenticate applications, when the underlying system already has
network access. Kerberos al so does not support 802.1X, and does not
support accounti ng.

The situation is nuch the same with any proposal to replace RADI US
with I Psec. While |IPsec does authenticates devices prior to bringing
up the VPN, those devices nmust already have network access. |Psec

al so requires that the end-user traffic be transported over the |Psec
connecti on, where RADI US does not transport any end-user traffic.

I n concl usion, recommendations to use alternate protocols are, at
best, msguided. W do not recommend follow ng "security" advice
which is based on a fundanental ni sunderstanding of networking

pr ot ocol s.
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4.7. 2.

I ntrusion Detection Rules

Intrusion detection systenms can be updated to detect and/or warn
about the Blast RADIUS attack with the following rules. 1In the
interests of brevity and generality, the rules are witten as plain
t ext.

1.

DeKok

Access- Request does not contain a Message- Aut henti cat or
attribute.

Action: Warn the adnministrator that the systemis vul nerable, and
shoul d be upgraded.

Access- Accept, Access-Reject, or Access-Chall enge does not
contain a Message-Aut henticator attribute.

Action: Warn the adnministrator that the systemis vul nerable, and
shoul d be upgraded.

Access- Accept, Access-Reject, or Access-Chall enge contains a
Message- Aut henticator attribute, but it is not the first
attribute in the packet.

Action: Warn the adninistrator that the system nmay be vul nerabl e,
and shoul d be upgraded.

Access- Request packet received by a RADIUS server contains Proxy-
State, when the RADIUS client is a NAS

Action: Alert that an attack is |ikely taking place.

Note that the check should be for packets received by the RAD US
server, and not for packets sent by the NAS. The attack involves
packets being nodified after they are sent by the NAS, and before
they are received by the RADI US server

Access- Accept, Access-Reject, or Access-Challenge sent by a
RADI US server contain Proxy-State, when the RADIUS client is a
NAS.

Action: Alert that an attack is |ikely taking place.
Note that the check should be for packets sent by the RAD US
server, and not for packets received by the NAS. The attacker

can nodi fy packets to "hide" Proxy-State in another attribute,
such as Vendor - Specific.
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6. Any RADIUS traffic is sent over UDP or TCP transport, without
| Psec or TLS

Action: Warn that the system uses deprecated transport protocols,
and shoul d be upgraded.

7. Any RADIUS traffic is sent external to the organi zati on over UDP
or TCP transport, w thout |Psec or TLS

Action: Warn that this is an insecure configuration, and can
expose users private data, identities, passwords, |ocations, etc.
to unknown attackers.

These rul es should assist adm nistrators with ongoing security and
nmoni t ori ng.

4.8. Sunmmary

The RADI US protocol as defined in [RFC2865] is vulnerable to an
attack due to Access-Request packets being entirely unauthenticated.
Thi s issue has been known and ignored for decades. It was first
raised as a vulnerability in 1998 [DATTACK], and a fix was rejected
in [RFC2869]. A practicl fix was suggested in 2007 in [ RFC5080],
Section 2.2.2, but it took until [I-D.ietf-radext-deprecating-radi us]
before a fix was mandated, That mandate only occurred because an

expl oit was denonstrated in 2024, in [BLAST].

5. Oher RADI US Probl ens

I ndependent of the above security and privacy issues, there are a

| arge number of other problens with the RADIUS protocol, and with the
historic practices around the use of RADIUS. This section discusses
those probl ens.

5.1. (bfuscation of User-Password

Whi l e the obfuscation nmethod used for the User-Password attribute has
not been shown to be insecure, it has not been proven to be secure.
The obfuscation nmethod depends on cal cul ati ng MD5(secret + Request
Aut henticator), which has a few hel pful properties for an attacker
The cost of brute-forcing short secrets is not |large, Section 3.6

di scusses that cost in detail. Even for |onger secrets which are
humanl y generated, the MD5 state for hashing the secret can be pre-
cal cul ated and stored on disk. This process is relatively

i nexpensi ve, even for billions of possible shared secrets. The
Request Authenticator can then be added to each pre-calcul ated state
via brute-force, and conpared to the obfuscated User-Password data.
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The MD5 digest is 16 octets | ong, and many passwords are shorter than
that. This difference means that the final octets of the digest are
pl aced into the User-Password attribute w thout nodification. The
result is that a brute-force attack does not need to decode the User-
Password and see if the decoded password "l ooks reasonabl e".

Instead, the attacker sinply needs to conpare the final octets of the
calculated digest with the final octets of the User-Password
attribute. The result is a signal which indicates wi th high
probability that the guessed secret is correct.

The only protection fromthis particular attack is to ensure that the
secret is long, and derived froma cryptographically strong pseudo-
random nunber gener at or.

5.2. Attacks on Ms- CHAP

Ms- CHAP (vl in [ RFC2433] and v2 in [RFC2759]) have nmjor design
flaws, and are not suitable for use outside of a secure tunnel such
as PEAP or TTLS. As MsS-CHAPvl is less commonly used, the discussion
in this section will focus on Ms-CHAPv2, but the sane anal ysis
applies to Ms-CHAPv1.

M5- CHAP has been broken since 2004, as seen in [ASLEAP]. Wile the
attack there nmentions LEAP, the sane attack applies to M5-CHAP. This
informati on was apparently insufficiently clear in the [ ASLEAP]
attack, as nost inplenmentations still support Ms-CHAP, and no

previ ous standard has deprecated it.

The attack relies on a vulnerability in the protocol design in

[ RFC2759], Section 8.4. In that section, the response to the Ms-CHAP
challenge is calculated via three DES operations, which are based on
the 16-octet NT-Hash form of the password. However, the DES
operation requires 7 octet keys, so the 16-octet NT-Hash cannot be
divided evenly into the 21 octets of keys required for the DES
operati on.

The solution in [RFC2759] Section 8.4 is to use the first 7 octets of
the NT-Hash for the first DES key, the next 7 octets for the second
DES key, leaving only 2 octets for the final DES key. The final DES
key is padded with zeros. This construction neans that an attacker
who can observe the Ms-CHAP2 exchange only needs to perform 2216 DES
operations in order to determine the final 2 octets of the origina
NT- Hash.
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If the attacker has a database which correl ates known passwords to
NT- Hashes, then those two octets can be used as an index into that
dat abase, which returns a subset of candi date hashes. Those hashes
are then checked via brute-force operations to see if they natch the
ori gi nal Ms-CHAPv2 dat a.

This process |lowers the conplexity of cracking Ms-CHAP by nearly five
orders of magnitude as conpared to a brute-force attack. The attack
has been denonstrated using databases which contain tens to hundreds
of millions of passwords. On a consuner-grade machine, the tine
required for such an attack to succeed is on the order of tens of
mlliseconds.

Wil e this attack does require a database of known passwords, such
dat abases are easy to find online, or to create locally from
generator functions. Passwords created nanually by people are
notoriously predictable, and are highly likely to be found in a

dat abase of known passwords. In the extrene case of strong
passwords, they will not be found in the database, and the attacker
is still required to performa brute-force dictionary search

The result is that M5-CHAP has significantly |lower security than PAP
When the MS-CHAP data is not protected by TLS, it is visible to
everyone who can observe the RADIUS traffic. Attackers who can see
the MS-CHAP traffic can therefore obtain the underlying NT-Hash with
essentially zero effort, as conpared to cracking the RADI US shared
secret. In contrast, the User-Password attribute is obfuscated with
data derived fromthe Request Authenticator and the shared secret,
and that nethod has not yet been successfully attacked.

5.3. Password Visibility and Storage

An attacker can ignore the wire protocol entirely, and bypass all of
the issues described earlier in this document. One such attack is to
focus on the database that holds user credentials such as account
names and passwords. At the tine of this witing, databases such as
[ PMNED] claimto have records of over twelve billion user accounts
whi ch have been conprom sed. User databases are therefore highly
sought-after targets.

The attack discussed in this section is dependent on vulnerabilities
with the credential database, and does not assume an attacker can see
or modify RADIUS traffic. As a result, issues raised here apply
equal ly well when TTLS, PEAP, or RADI US/ TLS are used. The success of
the attack depends only on how the credentials are stored in the

dat abase. Since the choice of authentication nmethod affects the way
credentials are stored in the database, the security of that
dependency needs to be discussed and expl ai ned.
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Sone organi zations may desire to increase the security of their
networ k by avoi di ng PAP, and using CHAP or Ms-CHAP, instead. These
attenpts are msguided. If sinple password-based nmethods nust be
used, in alnost all situations, the security of the network as a
whol e is increased by using PAP in preference to CHAP or Ms- CHAP.

The reason is found through a straightforward risk analysis, which we
explain in nore detail bel ow

5.3.1. PAP Security Analysis

When PAP is used, the User-Password is obfuscated "on the wire", but
the RADI US server sees a clear-text password fromthe user. The
server then conpares that password to credentials which have been
stored in a user database, and either accepts or rejects the user.

In many cases, the credentials stored in the database can be salted
and/ or hashed in a formwhich is comonly referred to as being in
"crypt"ed form The RADIUS server can take the users clear-text
password, performs the sane "crypt" transformation, and then conpares
the two "crypt"ed passwords.

Any conprom se of the RADIUS server can result in the conprom se of
cl ear-text passwords for users. However, in nost cases, the clear-
text password is available only in the nenory of the RADI US server
application (i.e. not "on the wire"), and then only for a short
period of tine. An attacker who desires to obtain passwords for al
users would have to wait for all users to log in, which can take a
substantial anmount of tine. During that time, an adm ni strator may
di scover the breach, and resol ve the issue.

When PAP is used, the credentials in the database are stored securely
"at rest", presumng that the adm nistrator only stores "crypt"ed
credentials. Any conprom se of the database results in the

di sclosure of mnimal information to the attacker. That is, an
attacker cannot easily obtain the clear-text passwords fromthe
conprom sed dat abase.

The result is that the user passwords are visible in clear-text only
for a short time, and then only on the RADIUS server. The security
of this systemis not as good as seen with EAP-pwd [ RFC5931] for
exanple, but it is not terrible.

Storing passwords securely "at rest" is significantly nore secure

than storing clear-text passwords in a database, even when PAP
aut hentication is used in RADI US
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5.3.2. CHAP and Ms- CHAP Password Storage

In contrast with PAP, when CHAP or MS-CHAP is used, those methods do
not expose a clear-text password to the RADIUS server, but instead a
hashed transformation of it. That hash output is in theory secure

even if an attacker can observe it. Wiile CHAP is still believed to
be secure, M5-CHAP is not secure, as seen below in Section 5.2. For
the purposes of this section, we will focus on the construct of

"hashed passwords”, and will ignore any attacks specific to Ms-CHAP

W will also note that EAP-NVD5 [ RFC3748], Section 5.4 is essentially
CHAP, and has the sane security anal ysis.

The hash transformati ons for CHAP and Ms-CHAP depend on a random
chall enge. The intent was to increase security, but their
construction nmakes strong requirements on the formin which user
credentials are stored.

The process for performng CHAP and M5-CHAP is inverted fromthe
process for PAP. Using similar term nology as above for illustrative
pur poses, the "hash"ed passwords are carried in the CHAP nethod, and
are sent to the server. The server mnmust obtain the clear-text (or NT
hashed) password fromthe database, and then performthe "hash"
operation on the password fromthe database. The two "hash"ed
passwords are then conpared as was done with PAP. This inverted
process decreases system security substantially.

VWhen CHAP or MsS-CHAP are used, all of credentials are stored as
clear-text (or clear-text equivalent) in the database, all of the
time. Even if the database contents are encrypted, the decryption
keys are necessarily accessible to the application which reads that
dat abase. Any conpromise of the application neans that the entire
dat abase can be inmedi ately read and exfiltrated as a whole. The
attacker then has conplete access to all user identities, and all
associ ated cl ear-text passwords.

It should go without saying that having an attacker obtain all clear-
text passwords is nmore of an issue than having the sane attacker
obtain "crypt"ed passwords. Simlarly, it is nore secure for a

RADI US server to have access to sone clear-text passwords, some of
the tinme, rather than having access to all of the clear-text
passwords, all of the tine.

5.3.3. On-the-wire User-Password versus CHAP-Password
There is one nore security nyth which should be put to rest about PAP
versus CHAP. There is a common belief that CHAP is nore secure,

because passwords are sent "in the clear" via the User-Password
attribute. This belief is false.
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The User-Password attribute is obfuscated when it is sent in an
Access- Request packet, using keyed MD5 and the shared secret, as
defined in [ RFC2865], Section 5.2. At the time of this witing, no
attack better than brute force has been found which allows an
attacker to reverse this obfuscation.

There have been clains that it is preferable to use CHAP-Password as
it does not "send the password in clear-text". This preference is
based on a m sunderstandi ng of how CHAP- Password and User-Password
attri butes are cal cul at ed.

The CHAP- Password attribute depends on the hash of a visible Request
Aut henti cator (or CHAP-Chal l enge) and the users password. The
obfuscat ed User-Password depends on the same Request Authenticator,
and on the RADI US shared secret. For an attacker, the difference
between the two calculations is mnimal. They can both be attacked
with simlar amounts of effort, as they use sinmilar constructs. As a
result, any security analysis which nakes the claimthat "User-
Password i nsecure because it uses MD5" ignores the fact that the
CHAP- Password attribute is constructed through substantially the sane
met hod.

An attacker who can observe the CHAP- Password and CHAP- Chal | enge can
al so performan off-line dictionary attack on the observed val ues.
The conplexity of cracking CHAP-Password is simlar to that noted
above for cracking RADI US packets, which was di scussed above in
Section 3.6. The difference between the two attacks is that the
shared secrets are nore likely to be secure than passwords for an
end- user.

An attacker who can crack one users password can gain network access
as that user, or even admnistrator access to network devices. |In
contrast, an attacker who can crack the shared secret can gain
network access as any user, and perform any authorization. The
result is that it is nore valuable to crack shared secrets, even if
the underlying attack process is essentially the sane.

5. 3. 4. PAP vs CHAP Concl usi ons

A careful security analysis shows that for all of PAP, CHAP, and Ms-
CHAP, the RADI US server nust at sonme point have access to the clear-
text version of the password. As a result, there is mninal
difference in risk exposure between the different authentication

met hods if a RADI US server is conpronised.

However, when PAP is used, the user credentials can be stored

securely "at rest" in a database, while such secure storage is
i mpossible with CHAP and Ms-CHAP. There is therefore a substanti al
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difference in risk exposure between the different authentication
met hods, with PAP offering substantially higher security due to its
ability to secure passwords at rest via the "crypt" construct

nmenti oned above.

In contrast, CHAP is highly insecure, as any database conprom se
results in the i medi ate exposure of the clear-text passwords for al
users. The security of MsS-CHAP is best described as near zero,

i ndependent of any dat abase conprom se. This nakes Ms-CHAP t he wor st
of all possible choices.

This security difference is shown not just in the [ PANED] dat abase,
but also in attacks on RADI US systens [ EXPLO T], where attackers
identified a vul nerabl e RADIUS system and then

utilized SQ conmands to dunp the credentials [T1555], which
contai ned both clear-text and hashed passwords for user and
admi ni strative accounts.

The attack proceeded to | everage those passwords to gain nore
per m ssi ons:

Havi ng gai ned credentials fromthe RADI US server, PRC state-
sponsored cyber actors used those credentials with custom
automated scripts to authenticate to a router via Secure Shel
(SSH), execute router comuands, and save the output.

This attack is only possible when systens store clear-text passwords.

The result is that when the systemas a whole is taken into account,
the risk of password conpronise is substantially less with PAP than
with CHAP or M5-CHAP. Administrators should therefore prefer PAP
over CHAP or MsS-CHAP. Adninistrators should also store passwords
rest" in a secure form(salted, hashed), as with the "crypt" fornmat
di scussed above.

at

That bei ng said, other authentication nethods such as EAP-TLS

[ RFC9190] and EAP-pwd [ RFC5931] do not expose clear-text passwords to
the RADI US server or any intermedi ate proxy. Thor methods therefore
| ower the risk of password exposure even nore than using PAP

Adm ni strators shoul d avoi d password- based aut henti cati on net hods
where at all possible.
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5.3.5. The Wakest Link

RADI US security is done on a “hop by hop” basis, which neans that an
attacker can take advantage of the weakest link in a proxy chain in
order to attack other systens which have fully inplenented the above

mtigations. |f the packets are passed through one or nore proxies,
then any one vul nerable proxy will still allow the attack to take
pl ace.

If proxies are used, then the weakest link in the proxy chain linmts
the security of the entire chain. That is, it does not matter if one
hop i mpl ements RADI US/ TLS, if another hop inplements RADI US/ UDP

wi t hout sending or requiring Message- Aut henti cat or

Even worse, proxies have full control over packet contents. A
mal i ci ous proxy can change a reject into an accept, and can add or
del ete any authorization attributes it desires. Wile proxies are
generally part of a trusted network, there is every benefit in
limting the nunber of participants in the RADIUS conversation

Proxy chai ns SHOULD t herefore be avoi ded where possible, and

[ RFC7585] dynamic di scovery shoul d be used where possible. RAD US
clients and servers SHOULD al so be configured with static IP
addresses, and with static routes. This static configuration also
protects the systens from DHCP rel ated attacks where an attacker
spoofs DHCP to cause clients or servers to route packets through the
a system of the attackers choice.

5.4. Note on Proxy-State
As the Bl ast RADI US paper points out in Appendix A

The presence of this attribute makes the protocol vulnerability
much sinpler to exploit than it would have been ot herw se.

To see why Proxy-State has this particular design, we go back to the
original discussion in May 1995 [ MAY-1995]

The RADI US proxy may place any state information (subject to the
length imtations of a RADIUS attribute) that it will need to
transforma reply fromits server into a reply to its client.
This is typically the original authenticator, identifier, IP
address and UDP port number of the proxy’s RADIUS client.

There appear to be few, if any, RADI US servers which inplenented this
suggestion. |In part because |ater discussions note:
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This works only if the NAS is prepared to accept replies froma
proxy server for a request issued to a different server.

This statel ess proxy design has a nunber of additional issues, nost
notably violating the [ RFC3539] "end-to-end" principle. It therefore
negatively inpacts the stability of a RADI US proxy system

This definition for Proxy-State |ater changed in [ RFC2865],
Section 5.33 to

Usage of the Proxy-State Attribute is inplenentation dependent. A
description of its function is outside the scope of this
speci fication.

In practice, the utility of Proxy-State is limted to detecting proxy
| oops. Proxies can count the nunber of Proxy-State attributes in
recei ved packets, and if the total is nore than sone nunber, then a
proxy loop is likely. W offer no advice on what to do if a proxy

| oop is detected, as RADIUS has no ability to signal protocol-Iayer
errors.

It is likely that a "hop count” attribute would |ikely have been
sinmpler to inplenment, but even in 1996, it was likely difficult to
change the behavior of proxies due to nultiple inplenmentations.

6. Oher Protocol Failures

There are many ot her issues with RADI US which are not directly
related to security or privacy, but still have negative affects on
security, privacy, and on operation of the protocol. At of the tine
of witing, those issues are being collated in [|ISSUES].

Al t hough the focus of this docunment is a review of RAD US security,

it is still inportant to discuss problens with the protocol in
general. For exanple, there is inplicitly a RADI US state nmachi ne
which correlates multiple types of packets, but that state nmachine is
not defined anywhere. There are conmon practices which are secure
but which are operationally expensive. RADIUS accounting is known to
be inaccurate and is often inconsistent, as seen in [WBA- ACCT]

Sone of the issues noted in the above Wki could potentially have
security inmpact. For exanple, if a RADIUS server is not inplenmented
correctly, an attacker can perform a resource exhaustion attack on
it, and effectively take it offline. Proxies are subject to Denial
of Service attacks even fromtrusted clients, because those clients
origi nate packets at the request of untrusted and unknown users.
Rate limting for RADIUS requests is a poorly tested or docunented
process, and largely relies on nmutual trust of admi nistrators.
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6.1. Accounting Is Inmperfect

The use of RADI US/ UDP for accounting neans that accounting is

i nherently unreliable. Unreliable accounting neans that different
entities in the network can have different views of accounting
traffic. These differences can have nultiple inmpacts, including
incorrect views of who is on the network, to disagreenents about
financial obligations. These issues are discussed in substantia
detail in [RFC2975], and we do not repeat those discussions here. W
do, however, sunmarize a few key issues. Sites which use accounting
SHOULD be aware of the issues raised in [RFC2975], and the
limtations of the suggested sol utions.

Using a reliable transport such as RADI US/ TLS makes it nore likely
that accounting packets are delivered, and that acknow edgnents to
those packets are received. Reducing the nunber of proxies neans
that there are fewer disparate systens which need to have their
accounting data reconciled. Using non-volatile storage for
accounti ng packets neans that a systemcan reboot with mnimal |oss
of accounting data. Using interimaccounting updates neans that
transi ent network issues or data | osses can be corrected by | ater
updat es.

As RADI US does not provide for end-to-end signaling or transport,
usi ng RADI US/ TLS provides for reliable transport only when the client
originating the accounting traffic is connected directly to the
server which records it. |If there are instead one or nore proxies

i nvol ved, the proxies increase overall unreliability.

Systens which perform accounting are al so subject to significant
operational |oads. Weres authentication and authorization may use
mul ti pl e packets, those packets are sent at session start, and then
never again. |In contrast, accounting packets can be sent for the
lifetime of a session, which may be hours or even days. There is a
| arge cost to receiving, processing, and storing vol unes of
accounti ng data.

However, even with all of the above concerns addressed, accounting is
still inmperfect. The obvious way to increase the accuracy of
accounting data is to increase the rate at which interi mupdates are
sent, but doing so also increases the | oad on the servers which
process the accounting data. At sone point, the trade-off of cost
versus benefit becomes negati ve.

There is no perfect solution here. Instead, there are sinmply a
nunber of inperfect trade-offs.
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6.1.1. Incorrect Accounting Data

Even if all accounting packets were delivered and stored w thout
error, there is no guarantee that the contents of those packets are
in any way reasonable. The Wreless Broadband Alliance RADI US
Accounting Assurance [ WBA] group has been investigating these issues.
While the results are not yet public, a presentation on the topic was
made at | ETF 118 in the RADEXT working group [WBA- ACCT].

The data presented indicated that the WBA saw just about every
possi bl e counter attribute in RADI US accounting packets as containing
data which was blatantly wong or contradictory. One exanple is
extrenely short sessions which have inpossibly |arge amounts of data
bei ng downl oaded. O her accounting packets allege that |arge amunts
of data were downl oaded via octet counters, while at the sane tine
claimng negligible packet counters, |leading to absurdly |arge packet
si zes.

The only conclusion fromthis analysis is that some RADI US clients
act as if it is better to produce incorrect accounting data rather
than to produce no data at all. This failure to foll ow reasonabl e
practices is expensive for network operators. |n effect, vendors
have offset their costs to produce quality data onto their custoners,
who have to take difficult and uncertain steps in order to sanitize
or verify the confusing data which vendors provide in accounting
packets.

It should go without saying that accounting systens need to produce
correct data.

7. Privacy Considerations

The primary focus of this docunent is docunenting historic privacy
and security considerations for RADI US.

The use of insecure transport protocols for RADI US neans that
personally identifying information is sent "in the clear". As noted
earlier in this docunent, such information can include MAC addresses,
user identifiers, and user |ocations.

In addition, this docunent suggests ways to increase privacy by
m ni m zi ng the use and exchange of PI|

8. Security Considerations

The primary focus of this docunent is docunenting historic privacy
and security considerations for RADI US.
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10.

11.

11.

The Bl ast RADIUS vulnerability is the result of RADIUS security being
alowpriority for decades. Even the recomendati on of [RFC5080],
Section 2.2.2 that all clients add Message- Aut henticator to al
Access- Request packets was ignored by nearly all inplenenters. |If
that recomendati on had been foll owed, then the Bl ast RADI US

vul nerability notification would have been little nore than "pl ease
renmenber to set the require Message-Authenticator flag on all RAD US
servers."

Simlarly, the M5-CHAP, was not officially deprecated, even though it
has been proven to be insecure for decades. This continued use of
M5- CHAP has likely resulted in the |eaking of many the clear-text
passwords for many users.
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