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Abst ract

Thi s docunment defines the Tunnel Extensible Authentication Protocol
(TEAP) version 2. It addresses a nunber of security and
interoperability issues in TEAPv1 which was defined in
[I-Dietf-emu-rfc7170bis].

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-dekok-enu-teapv2/.

Di scussion of this docunent takes place on the EMJ Wrking G oup
mailing list (mailto:emu@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/enu/. Subscribe at
https://ww.ietf.org/mailman/listinfo/enu/.

Source for this draft and an issue tracker can be found at
https://github. com i nkbri dgenet works/teapv2.git.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 11 July 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/

license-info) in effect on the date of publication of this docunent.

Pl ease revi ew these docunments carefully, as they describe your rights

and restrictions with respect to this docunent. Code Conponents

extracted fromthis docunent nust include Revised BSD License text as

described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction . . .
1.1 Changes from TEAPvl .
1.2. Qutline of this Document
1.3. Termnology .

2. Negotiation . .
3. Orypt ogr aphi c Cal cul at| ons . .
TEAP Aut henti cation Phase 1: Key Derl vatl ons
I nt er nedi at e Conpound Key Derivations . .
.1. Internediate Key Seeding
.2. Key Derivation . . .
.3. Updating RoundSeed . .
Conputing the Conmpound-MAC . . . .
EAP Master Session Key CGeneration .
TEAPv2 Message For mat A
TEAPvV2 TLVs . . . .
3 6.1. Crypto-Binding TLV
4. Security Considerations .
5. 1 ANA Considerations .
6. References .
6.1. Normative References
6.2. Informative References
Aut hor’ s Address

w
OCUARWWWN
NN DN

1. Introduction

Tunnel Extensible Authentication Protocol (TEAP) version 1 was first
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defined in [RFC7170]. However, inplenentations of that specification

were found to have limted interoperability, due to the conplexity
and under-specification of the cryptographic key deriviations that
defi ned.

it
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TEAPv1 was updated and clarified in [I-D.ietf-emu-rfc7170bis]. That
docunent described a | arge amount of potential functionality in the
protocol, but also noted in [I-D.ietf-enmu-rfc7170bis], Section 5.1
that only a small subset of that functionality was interoperable. In
addition, the interoperable parts of the protocol security issues
which could potentially allow on-path attackers control control over
the data being transported inside of the TLS tunnel.

We do not review the full security issues with TEAPv1l here. |Instead,
we define TEAPv2, with new and sinpl er cryptographic key
deriviations. These derivations address all of the known issues with
TEAPV1.

1.1. Changes from TEAPv1

Most parts of TEAPv1l are unchanged. The nessage and TLV formats are
the sane, as are the derivations for the session _key seed
([I-D.ietf-emu-rfc7170bis], Section 6.1), the Mster Session Key
(MSK) and the Extended Master Session Key (EMSK)
([1-D.ietf-enmu-rfc7170bis], Section 6.4).

The Crypto-Binding TLV [I-D.ietf-emu-rfc7170bis], Section 4.2.13
format is also the sane as for TEAPv1l, even though its value is now
calculated via a different derivation.

The main difference between TEAPv1 and TEAPv2 is in the cryptographic
cal cul ations. The changes between TEAPv1l and TEAPv2 sinplify the key
deriviations, and address issues seen with TEAPv1:

The Crypto-Binding TLV cal culation in TEAPv1l had significant

di fferences between theory and practice. This difference was due to
compl ex derivations of multiple keys, sone of which were defined
anbi guously. This conplexity and lack of clarity lead to
interoperability problens. TEAPv2 sinplifies the key deriviations,
reduces the nunmber of internedi ate keys, and gives smaller (and
therefore clearer) definitions for the derivations.

The result is a protocol which is sinpler and nore extensible.
1.2. CQutline of this Docunent

Thi s docunent largely follows the same outline as
[I-D.ietf-emu-rfc7170bis]. Were changes fromthat docunent are
made, the sane section titles are used in order to ensure easy
compari son of the docunents. New sections are added, with new
titles. For parts of TEAP which are not nentioned herein, this
docunent nakes no changes from|[I-D.ietf-ermu-rfc7170bis].
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1.3. Termi nol ogy
Round
A round is one set of inner nessage exchanges. Each round
finishes with an InterimResult TLV and a Cryptographi c- Bi ndi ng
TLV. OQher TLVs nmay al so be included in a round.

A round can include multiple inner message exchanges, e.g. EAP-
TLS.

This termwas used in [I-D.ietf-enmu-rfc7170bis], but was not
defined in that docunent.

2. Negotiation
TEAPv2 uses the sane version negotiation nmethod as is defined in
[I-D.ietf-emu-rfc7170bis], Section 3.1, with the Version field set to
two (2) for TEAPv2.
TEAPv2 MUST use TLS 1.3 or later. TEAPv2 MUST NOT use TLS- PSK.

3. Cryptographic Cal cul ations
The crytographic cal cul ations for TEAPv2 have been substantially
simplified fromthose defined in [I-D.ietf-emu-rfc7170bis],
Section 6.

3.1. TEAP Authentication Phase 1. Key Derivations
The session key seed is the sane as defined in
[I-Dietf-emu-rfc7170bis], Section 6.2.1 for TEAPv2. That definition
is reproduced here verbatim

session_key seed = TLS-Exporter(
"EXPORTER: teap session key seed",, 40)

3.2. Internedi ate Conmpound Key Derivations

The internedi ate key derivation in TEAPv2 proceeds via the foll ow ng
st eps:

*  Conbine the seed with the MSK/EMSK fromthe current round. |If MK
or EMSK is not available, the relevant field is set to zero. The
resulting data is the "RoundSeed"”, which is used to seed the
i ntermedi ate key derivations.
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* At the conclusion of an inner round, call the TLS-Exporter()
function ([ RFC8446], Section 7.5) with the above data as the
"context_value" in order to derive internediate keying data.

* Split the resulting internmedi ate keying data into two subkeys.
One subkey is used in the seed to the next round. The other
subkey i s the Conpound MAC Key (CMK) which is used to calcul ate
the Crypto-Binding TLV.

The foll owi ng sections explain how the round seed is created
(Section 3.2.1), howthe seed is used to derive an internedi ate key
(Section 3.2.2), how the seed is updated after each round

(Section 3.2.3), and finally how the nmaster keys are generated from
the final round seed (Section 3.4).

3.2.1. Internedi ate Key Seeding
The internedi ate conpound key deriviations for TEAPv2 depend on the
foll owi ng RoundSeed structure. The RoundSeed structure is defined
usi ng the sane syntax as is used for TLS [ RFC8446]:
struct {
opaque PrevRoundKey[ 40]
opaque MsSK[ 32];
opaque EMSK] 32]
} RoundSeed
The RoundSeed structure fields have the followi ng definitions:
Pr evRoundKey
A key which ties the current round to the previous round.
MBK
The Master Session Key (MSK) fromthe inner authentication nethod.

EMBK

The Extended Master Session Key (EMSK) fromthe inner
aut henti cati on net hod.

At the start of Phase 2, the first 40 octets of the session_key_ seed

MJUST be copied to the PrevRoundKey field of the RoundSeed structure.
Al'l other fields MJST be set to zero.
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The RoundSeed structure is updated after the DerivedKey structure
(Section 3.2.2, below) is calculated. The update process is defined
bel ow in Section 3.2.3.

3.2.2. Key Derivation
After a successful inner round, a DerivedKey is calcul ated. The
Deri vedKey depends on the current value of RoundSeed via the
fol |l owi ng cal cul ati on.
DerivedKey = TLS-Exporter(
"EXPORTER: TEAPv2 | nner Methods Conpound Keys",
RoundSeed, 72)

The DerivedKey is 72 octets in length, and is assigned to the
foll owi ng data structure:

struct {
opaque RoundKey[ 40];
opaque CMK[ 32]
} DerivedKey
The DerivedKey structure fields have the foll ow ng definitions:
RoundKey

A key which is associated with this round.

This field is copied to the PrevRoundKey field of the RoundSeed
structure.

CWK
The Conpound MAC Key (CMWK)
The CWMK is mxed with with data fromthe TEAP negotiation to
create the Conmpound- MAC ({#computi ng-conpound-nac}) which is used
in the Crypto-Binding TLV.
3.2.3. Updating RoundSeed
The RoundSeed structure MJST be updated after the DerivedKey

structure has been calculated. Each field is updated via the process
defi ned bel ow.
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3.

3.

3.

4.

Note that the RoundSeed value is updated at the end of each inner
round, before the Crypto-Binding TLV is cal culated. This update
ensures that the final master key calculation (Section 3.4, bel ow)
uses a different value for the RoundSeed structure than was used in
the |l ast inner exchange.

Pr evRoundKey

The RoundKey field fromthe DerivedKey structure is copied to the
PrevRoundKey fi el d.

VBK

If the inner round did not define an MSK, this field is set to al
zeros.

If the inner nethod derives an MSK, then only the first 32 octets
of that MSK are copied to this field.

EMBK

If the inner round did not define an EMSK, this field is set to
all zeros.

If the inner nethod derives an EMSK, then only the first 32 octets
of that EMSK are copied to this field.

Conputing the Conpound- MAC

The Conpound- MAC used in the Crypto-Binding TLV is calculated via
met hod as for TEAPvl. That definition is reproduced here verbatim

Conpound- MAC = the first 20 octets of MAC( CMK, BUFFER )
CWK is taken fromthe DerivedKey structure which was cal cul ated for
this round. The definition of BUFFER is the same as in
[I-D.ietf-emu-rfc7170bis], Section 6.3 for TEAPv1.
For TEAPv2, only one CWMK is derived for each inner nessage. This
limtation also neans that only one Conpound-MAC is derived for the
Crypto-Bi ndi ng TLV ({#crypto-binding}).
EAP Master Session Key Generation

The final MSK and ESMK are generated via the follow ng derivation:
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MSK = the first 64 octets of TLS PRF(RoundSeed,
"Session Key CGenerating Function")

the first 64 octets of TLS-PRF(RoundSeed,
"Ext ended Session Key Generating Function")

EMBK

Thi s construction ensures that the cryptographic binding requirenents

of

[ RFC6677] are satisfied, while using a nuch sinpler key derivation

t han was done for TEAPv1.

3. 5.

TEAPv2 Message For mat

The TEAPv2 nessage fornmat is identical to that of TEAPv1
([I-D.ietf-emu-rfc7170bis], Section 4.1) with only one change: the
Ver field is set to "2", to indicate that this is TEAPv2.

3. 6.

TEAPv2 TLVs

The TEAPv2 TLV format and TLV definitions are identical to that for
TEAPv1 ([I-D.ietf-emu-rfc7170bis], Section 4.2), with only the
changes and additions noted bel ow

3.6. 1.

Crypto-Bi nding TLV

The format of the TEAPv2 Crypto-Binding TLV is the sane as for TEAPv1
([I-D.ietf-emu-rfc7170bis], Section 4.2.13), with the follow ng
changes:

*

DeKok

The Version field MIUST set to two (2).
The Received-Ver field MJST be set to two (2), to indicate TEAPv2.

The Flags field MIUST have value 2, to indicate that only the MK
Conpound- MAC i s present.

the Nonce field is set to a randomvalue. There is no need to set
the least significant bit to zero or one. |f the |east
significant bit is set to a particular value, it has no inpact on
the protocol .

The ESMK Conpound-MAC field is not used. It SHOULD be set to
zeros by the sender. The receiver MJST ignore it.

The MBSK Compound- MAC field is cal cul ated as descri bed above in
Section 3. 3.
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4. Security Considerations
5. |1 ANA Consi derations
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