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Abst ract

Thi s docunment defines the Tunnel Extensible Authentication Protocol
(TEAP) version 2. It addresses a nunber of security and
interoperability issues in TEAPv1 which was defined in
[I-Dietf-emu-rfc7170bis].

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-dekok-enu-teapv2/.

Di scussion of this docunent takes place on the EMJ Wrking G oup
mailing list (mailto:emu@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/enu/. Subscribe at
https://ww.ietf.org/mailman/listinfo/enu/.

Source for this draft and an issue tracker can be found at
https://github. com i nkbri dgenet works/teapv2.git.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1.

1.

I nt roducti on

Tunnel Extensible Authentication Protocol (TEAP) version 1 was first
defined in [ RFC7170]. However, inplenentations of that specification
were found to have Iimted interoperability, due to the conplexity
and under-specification of the cryptographic key deriviations that it
defi ned.

TEAPv1 was updated and clarified in [I-D.ietf-emu-rfc7170bis]. That
docunent described a | arge amount of potential functionality in the
protocol, but also noted in [I-D.ietf-emu-rfc7170bis], Section 5.1
that only a small subset of that functionality was interoperable. In
addition, the interoperable parts of the protocol security issues

whi ch could all ow on-path attackers essentially unlimted control

over the data being transported inside of the TLS tunnel.

We do not review the full security issues with TEAPv1l here. |nstead,
we define new and sinpl er cryptographic key deriviations. These
derivations address all of the known issues with TEAPv1.

1. Changes from TEAPv1

Most aspects of TEAPv1l are unchanged. The nessage and TLV formats
are the sanme, as are the derivations for the session_key seed
([I-D.ietf-emu-rfc7170bis], Section 6.1), along with the Master
Session Key (MSK) and Extended Master Session Key (EMSK)
([1-D.ietf-enu-rfc7170bis], Section 6.4).

The Crypto-Binding TLV [I-D.ietf-emu-rfc7170bis], Section 4.2.13
format is also the sane as for TEAPv1l, even though the cryptographic
derivation has changed.

The main difference between TEAPv1 and TEAPv2 is in the cryptographic
cal culations. The changes between TEAPv1l and TEAPv2 sinplify the
protocol substantially, and address issues seen with TEAPv1:

*  The Crypto-Binding TLV cal culation in TEAPv1l had significant
di fferences between theory and practice. TEAPv2 redefines the
deriviation of the Crypto-Binding TLV to make it sinpler.

* A nunber of inner nessage exchanges did not tie the Crypto-Binding
TLV to the data bei ng exchanged, as the MK was set to all zeroes.
This setting negated nost of the utility of the Crypto-Binding
TLVs. TEAPv2 sinplifies this deriviation, and avoids the use of
the Crypto-Binding TLV where it is not necessary.

* The other cryptographic key derivations have been substantially
sinplified.

DeKok Expires 16 April 2026 [ Page 3]



Internet-Draft TEAP Cct ober 2025

The result is a protocol which is sinpler and is nore extensible.
2. Negotiation

TEAPv2 uses the sane version negotiation nmethod as is defined in
[I-D.ietf-emu-rfc7170bis], Section 3.1, with the Version field set to
two (2) for TEAPv2.

TEAPv2 MUST use TLS 1.3 or later.
3. Cryptographic Cal cul ations

The crytographic cal cul ations for TEAPv2 have been substantially
simplified fromthose defined in [I-D.ietf-emu-rfc7170bis],
Secti on 6.

3.1. TEAP Authentication Phase 1. Key Derivations

The session key seed is the sane as defined in
[I-Dietf-emu-rfc7170bis], Section 6.2.1 for TEAPv2. That definition
is reproduced here verbatim

session_key seed = TLS-Exporter(
"EXPORTER: teap session key seed",, 40)

3.2. Initial-Binding TLV

NOTE: We should use either the Initial-Binding TLV OR_ the Crypto-
Bi nding TLV. W do not need both.

The Initial-Binding TLV is used to prove that both the peer and
server participated in the tunnel establishnent and sequence of
aut hentications. It also provides verification of the TEAP type,
versi on negotiated, and Quter TLVs exchanged before the TLS tunne
est abl i shrent .

The Initial-Binding TLV MIST be included in the first nmessage sent by
each party, and MJST NOT be included in any subsegent nessages.

A party receiving an initial nessage fromthe other party MJST check
that the nmessage contains an Initial-Binding TLV. The Initial-

Bi nding TLV MJUST be validated by the receiving part before processing
any other field is process.

The Initial-Binding TLV is valid only if the foll owi ng checks pass on
its contents:

* The Version field contain a known val ue,
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* The Received-Ver field matches the TEAP version sent by the
recei ver during the EAP version negotiation,

* The Sub-Type field is set to the correct value for this exchange,
* The Conpound- MAC verifies correctly.

If any of the above checks fails, then the TLV is invalid. An
invalid Initial-Binding TLV is a fatal error and is handl ed as
described in ((RFC7170bi s phase 2 errors))

Once the Initial-Binding TLV(s) have been exchanged and verified,
both parties know that the TLS tunnel is secure. Any subsequent
Crypto- Bi ndi ng TLV exchange i s unnecessary.
The Crypto-Binding TLV is defined as foll ows:

0 1 2 3

01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| MR TLV Type | Length |
B T S i T s i i e e SEI S
| Reserved | Ver si on | Received-Ver.| Flags|Sub-Type|

I I S S S R o S e s

|~ Nonce |~
L- B e T i T S i i I S T T i i i S N L
|~ Conpound- VAC |~
I+- B i T S T i I i T i s S S S I S S S I+
M

Mandat ory, set to one (1)
R

Reserved, set to zero (0)
TLV Type

TBD - Initial-Binding TLV
Length

24
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Reserved
Reserved, set to zero (0)
Ver si on
The Version field is a single octet, which is set to the version
of Crypto-Binding TLV the TEAP nmethod is using. For an
i mpl ement ation conpliant with TEAPv1l, the version nunber MJST be
set to one (1).
Recei ved- Ver
The Received-Ver field is a single octet and MIUST be set to the
TEAP version nunber received during version negotiation. Note
that this field only provides protection agai nst downgrade
attacks, where a version of EAP requiring support for this TLV is
required on both sides.
For TEAPv1, this version nunmber MJST be set to one (1).
Fl ags
The Flags field is four bits.
The field MJST be set to zero.
Al'l other values of the Flags field are invalid.
Sub- Type
The Sub-Type field is four bits. Defined values include
0 Bi ndi ng Request
MUST be used by authentication server
1 Bi ndi ng Response
MUST be used by peer
Al'l other values of the Sub-Type field are invalid.
Nonce
The Nonce field is 32 octets. It contains a 256-bit nonce that is

tenmporal | y uni que, used for Conpound- MAC key derivation at each
end. The nonce in a request MJST have its |east significant bit
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3.

3.

3.

2

3.

4.

set to zero (0), and the nonce in a response MJUST have the sane
val ue as the request nonce except the least significant bit MJST
be set to one (1).

Conpound- MAC

The Conpound-MAC field is 20 octets. The conmputation of the MAC
is described in Section 3.6.

Note that this field is always 20 octets in length. Any |arger
MAC is sinply truncated. All validations or conparisons MJST be
done on the truncated val ue.
#itH
The CWK used to cal cul ate the Conpound-MAC is defined as
CWK = the first 20 octets of TLS-PRF(session-key-seed,
"I nner Met hods Conpound Keys",
Nonce)

Note that the Nonce is different for the Binding Request and Bi ndi ng
Response.

1. MSK and EMSK
EAP Master Session Key Generation

When the Initial-Binding TLV is used, the final TEAP MSK and EMSK are
not bound to the inner nethods. The MSK and EMSK are derived as:

MSK = the first 64 octets of TLS-PRF(session-key-seed,
"Session Key CGenerating Function")
EMSK = the first 64 octets of TLS-PRF(session-key-seed,

"Ext ended Session Key Generating Function")
I nt er nedi at e Conpound Key Derivations

NOTE: We shoul d use either the Initial-Binding TLV _OR_ the Crypto-
Bi nding TLV. W do not need both. If we use the Initial-Binding
TLV, then the internedi ate conpound key deriviations are not
necessary.

I nstead of using a conplex key deriviation method as was done with
TEAPv1, TEAPv2 uses a nuch sinpler nethod to derive the keys. This
method is split into a few steps:
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* define a seed which conmbines data fromthe current inner nessage
along with data fromthe previous round.

* Call the TLS-Exporter() function ([ RFC8446], Section 7.5) with the
above seed as the "context _value", in order to derive keying data.

* Split the resulting keying data into subkeys, which are each used
for different purposes.

TEAPv1 m xed data from each i nner exchange into the key derivation
TEAPv2 m xes data only frominner exchanges which derive an MSK and/
or an EMSK. For inner exchanges which do not derive an MSK or EMSK
TEAPv2 onits the Crypto-Binding TLV.

That is, sone inner authentication nethods do not derive MSK or EMSK
such as Basi c- Password-Req TLV and Basi c- Password-Resp TLV. O her

i nner nessage exchanges such as the CSR-Attributes TLV, PKCS#7 TLV,
or PKCS#10 TLV al so do not derive MSK or EMSK. | nner nessages which
contain those TLVs MJST NOT contain a Crypto-Binding TLV.

Where an inner authentication nmethed derives the MSK and/ or EMSK
those keys are mxed with a seed from previ ous rounds beginning with
the TEAP Phase 2 session_key seed, to yield a new set of keys for
this round. The seed fromthe final round is then used to derive the
MSK and EMSK for TEAP

3.4.1. Key Seeding
Al'l intermedi ate conpound key deriviations for TEAPv2 depend on the
same structure as input to the key deriviations. For sinplicity, we
define the structure using the sane syntax as is used for TLS
[ RFC8446]
struct {
opaque PrevRoundKey[ 40]
opaque MsSK[ 32];
opaque EMSK] 32]
} RoundSeed
The above fields have the foll ow ng definitions:
Pr evRoundKey
A key which ties the current exchange to the previ ous exchange.

For the first round, this field is taken fromthe
sessi on_key_seed.
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For subsequent rounds, this field is the previous rounds RoundKey

field, which is taken fromthe DerivedKey structure defined in the
next section.

VBK

The Master Session Key (MSK) fromthe inner authentication nethod.

If the MSK is |longer than 32 octets, the extra octets are not used
in this structure.

If the inner authentication nethod derives an EMSK but not an NMSK
then this field MJUST be initialized to all zeros.

EMBK

The Extended Master Session Key (EMSK) fromthe inner
aut henti cati on net hod.

If the EMSK is longer than 32 octets, the extra octets are not
used in this structure.

If the inner authentiction nethod derives an MSK but not an EMSK
then this field MJST be initialized to all zeros.

VWere the inner nessage is not an authentication nmethod, or the inner
aut henti cati on met hod does not derive MSK or EMSK (e.g. Basic-
Passwor d- Resp TLV), then the RoundSeed structure MJUST NOT be
nmodi fi ed. The inner nessage al so MJUST NOT send a Crypto-Binding TLV.

3.4.2. Key Derivation

Each round produces a DerivedKey, which is depends on the RoundSeed
for this round via the follow ng cal cul ation

DerivedKey = TLS-Exporter(
"EXPORTER: TEAPv2 | nner Met hods Conpound Keys",
RoundSeed, 104)

The DerivedKey is 104 octets in length, and assigned to the foll ow ng
structure:

struct {
opaque RoundKey[ 40];
opaque CMK[ 32]
opaque Chal | enge[ 32]
} DerivedKey
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The above fields have the follow ng definitions:
RoundKey

The key for this round, which is copied to the PrevRoundKey field
in the RoundSeed structure, in order to seed the next round.

CWK
The Conpound MAC Key (CMWK)

The CWK is mxed with with various data fromthe TEAP negoti ati on
to create the Conmpound-MAC field of the Crypto-Binding attribute.

Chal | enge

The inplicit challenge used for inner authentication nethods such
as EAP- MSCHAPv2.

Unlike the inplicit challenge in [ RFC9427], Section 2.4, this
challenge is fixed size in length. The inner nethod uses only as
much of the Challenge as it needs, and the renmi nder of the
Chal | enge is ignored.

If the inner nethod does not use a challenge, then the Challenge
field is ignored.

TBD: this derivation should be from each nmessage, NOT from each side.
That is, instead of each party keeping track of "ours" and "theirs"
key data, there should only be one set of data "session". The party
whi ch sends the first inner nmessage is the one which is bootstraps
this process. Each inner exchange then updates RoundKey.

3.5. Methods which do not generate MSK or EMSK

Where an inner round has not generated MSK or EMBK, then the
resul ting i nner message MUST NOT contain a Crypto-Binding TLV.

For these inner messages, the RoundSeed contents MUST renain
unchanged. That is, the Crypto-Binding TLV is cal culated, and the
RoundSeed updated only for inner authentication nethods which derive
MBK or EMSK. The Crypto-Binding TLV is therefore calculated as if
ot her inner exchanges do not exist.

3.6. Computing the Conpound- MAC

The Conpound- MAC used in the Crypto-Binding TLV is cal cul ated exactly
the sane as with TEAPv1:
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Conmpound- MAC = the first 20 octets of MAC( CMK, BUFFER )

VWhere CWK is the Conpound MAC key derived above for this round, and
the definition of BUFFER is the sane as in [I-D.ietf-enu-rfc7170bis],
Section 6.3 for TEAPv1.

3.7. EAP Master Session Key Ceneration

TEAP aut hentication assures that the MSK and EMSK out put from running
TEAP are conbined result of all inner methods. The resulting MSK and
ESMK are generated fromthe final inner nethod, via the follow ng
derivati on:

MSK = the first 64 octets of TLS-PRF(RoundSeed,
"Session Key CGenerating Function")
EMSK = the first 64 octets of TLS-PRF(RoundSeed,

"Ext ended Session Key Generating Function")

The val ue for RoundSeed MUST use the PrevRoundSeed fromthe previous
round, along with the MSK and the EMSK (if available) fromthe final
i nner exchange.

Where no i nner exchange derives an MSK or EMSK, then the RoundSeed
structure is unchanged fromits initial value, which has PrevRoundKey
set to Seed, and the MSK and EMSK fields are all zero.

3.8. Operation across Miltiple Rounds

Unl i ke TEAPv1l, every nessage for every round in TEAPv2 MJST contain a
Crypto-Binding TLV. This cryptographic binding hel ps protect from
on-path attackers.

Any party which sends a nessage in TEAPv2 MJST include a Crypto-
Bi nding TLV. Any party which receives a nessage in TEAPv2 MJST
verify that it contains a Crypto-Binding TLV

TBD: di scuss why use of MSK only in TEAPv1 is likely to avoid

crypt ographi ¢ bi nding? The session_key seed is taken fromthe TLS

Exporter(), which binds it to the tunnel. But subsequent exchanges

of MBK-only methods do not bind the results to the tunnel. This may
or may not be a probl en?

3.9. TEAPv2 Message For mat
The TEAPv2 nessage format is identical to that of TEAPv1

([1-D.ietf-emu-rfc7170bis], Section 4.1) with only one change: the
Ver fieldis set to "2", to indicate that this is TEAPv2.
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3.10. TEAPv2 TLVs

The TEAPv2 TLV format and TLV definitions are identical to that for
TEAPv1 ([I-D.ietf-emu-rfc7170bis], Section 4.2), with only the
changes and additi ons noted bel ow.

3.10.1. Crypto-Binding TLV

The format of the TEAPv2 Crypto-Binding TLV is the sane as for TEAPv1
([1-D.ietf-emu-rfc7170bis], Section 4.2.13), with the follow ng
changes:

* The Version field MIST set to two (2).
* The Received-Ver field MIST be set to two (2), to indicate TEAPv2.

* The Flags field MIUST have value 2, to indicate that only the MK
Conmpound- MAC i s present.

* the Nonce field is set to randomvalues. There is no need to set
the least significant bit to zero or one. |If the |east
significant bit is set to a particular value, it has no inpact on
t he protocol.

*  The ESMK Compound- MAC field is not used. It SHOULD be set to
zeros by the sender. The receiver MJST ignore it.

*  The MSK Conpound- MAC field is cal cul ated as descri bed above in
Section 3.6.

Note that unlike TEAPv1, only one CMK is derived for each inner
message, which al so neans that only one Compound- MAC i s derived.

Thi s Conmpound- MAC is placed into the MSK Conpound-MAC field, and the
EMSK Conpound- MAC field is not used.

It woul d be possible to redefine the entire contents of the Crypto-
Binding TLV, in the interest of mnor optinization. However, re-
usi ng the existing Crypto-Binding TLV format nmeans that there are
m ni mal changes required to inplenentations, which is a nore useful
property than saving a few octets of data bei ng exchanged.

3.11. Inplicit Challenges

TBD EAP- MSCHAPv2
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