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Abst ract

Thi s docunent presents the trust concept and design of the SCI ON
_Control Plane Public Key Infrastructure (CP-PKI)_. SCION
(Scalability, Control, and Isolation On Next-generation networks) is
a path-aware, inter-domain network architecture that relies on the
CP-PKI to handl e cryptographic material, authenticate control plane
messages used to securely disseninate path information.

This specification introduces its localized trust nodel, anchored in
Isolation Domains (1SDs). It defines the distinct certificate types,
and specifies the structure, format and |ifecycle of the Trust Root
Configuration (TRC). Furthernore, it provides practical guidelines
for deploying and maintaining the CP-PKI infrastructure.

Thi s docunent contains new approaches to secure path aware
networking. It is not an Internet Standard, has not received any
formal review of the | ETF, nor was the work devel oped through the
rough consensus process. The approaches offered in this work are
offered to the conmunity for its consideration in the further

evol ution of the Internet.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at
https://scionassoci ation. github.io/scion-cppki_I-D/draft-dekater-
scion-pki.htm. Status information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-dekater-scion-pkil/.

Source for this draft and an issue tracker can be found at
https://github. com sci onassoci ati on/ sci on-cppki _I-D
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1. Introduction

SCION is a path-aware internetworking routing architecture as
described in [RFC9217]. A nore detailed introduction, notivation,
and problem statenent are provided in

[1-D. dekater-scion-control pl ane]. Readers are encouraged to read the
introduction in that docunment first.

SCION relies on three nain conponents:
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_PKI_ - providing cryptographic material w thin an uni que trust

model . It is described in this docunent.

_Control Plane_ - performng inter-domain routing by discovering and
securely dissemnating path information. It is described in

[1-D. dekater-scion-control pl ane].

_Data Plane_ - carrying out secure packet forwarding between SCl ON
enabl ed ASes over paths selected by endpoints. It is described in
[1-D. dekat er - sci on-dat apl ane] .

1.1. Term nol ogy

*Control Plane PKI (CP-PKI)*: It is the public key infrastructure
upon which SCION' s Control Plane relies for the authentication of
messages. It is a set of policies, roles, and procedures that are
used to manage trust root configurations (TRCs) and certifi cates.

*SCl ON Aut ononpus System (AS)*: A SCI ON Aut ononous Systemis a
networ k under a common adm nistrative control. For example, the
network of a SCI ON service provider, conmpany, or university can
constitute an AS. Wile functionally simlar to a BGP AS, a SCION AS
operates within an Isolation Domain (I1SD), utilizes a different
address schene, and serves as a locator in the addressing of end
hosts. References to ASes throughout this docunent refer to SCI ON
ASes.

*|solation Domain (ISD)*: SCION ASes are organi zed into | ogical
groups called Isolation Dormains or 1SDs. Each |SD consists of ASes
that span an area with a uniformtrust environment (e.g. a conmon
jurisdiction).

*Core AS*: Each Isolation Domain (1SD) is adm nistered by a set of

di stingui shed SCI ON aut ononous systens (ASes) called core ASes, which
are responsible for initiating the path discovery and path
construction process (called "beaconing” in SCION). Each |SD MJST
have at |east one Core AS.

*Trust Root Configuration (TRC)*: A Trust Root Configuration or TRC
is a signed collection of certificates pertaining to an isolation
domain (I1SD). TRCs also contain |SD specific policies.

*Authoritative AS*: Authoritative ASes are those ASes in an |SD that

al ways have the latest TRCs of the ISD. As a consequence,
authoritative ASes al so start the announcenent of a TRC update.
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*Base TRC*: A base TRCis a trust root configuration (TRC) that other
parties trust axiomatically. In other words, trust for a base TRCis
assuned, not derived from anot her cryptographic object. Each |ISD
MUST create and sign a base TRC when the ISD is established. A base
TRC is either the first TRC of the 1SD or the result of a trust

reset.

*TRC Si gni ng Ceremony*: The cerenony during which the very first base
TRC of an 1SD, called the initial TRC, is signed. The initial TRCis
a special case of the base TRC where the nunber of the ISDis

assi gned.

*TRC Update*: A _regular_ TRC update is a periodic re-issuance of the
TRC where the entities and policies listed in the TRC remain
unchanged. A _sensitive_ TRC update is an update that nodifies
critical aspects of the TRC, such as the set of core ASes. |In both
cases, the base TRC renai ns unchanged.

*\Voting ASes*: Those ASes within an |ISD that nay sign TRC updat es.
The process of appending a signature to a new TRCis called "casting
a vote".

*\Voting Quorunt: The voting quorumis a trust root configuration
(TRC) field that indicates the nunber of votes (signatures) needed on
a successor TRC for it to be verifiable. A voting quorum greater
than one will thus prevent a single entity fromcreating a malicious
TRC updat e.

*Grace Period*: The grace period is an interval during which the
previous version of a trust root configuration (TRC) is stil
consi dered active after a new version has been publi shed.

*Trust Reset*: A trust reset is the action of announcing a new base
TRC for an existing 1SD, to mtigate a conprom sed TRC

1.2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here
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1.3. Trust Model

G ven the diverse nature of the constituents in the current Internet,
an inportant challenge is howto scal e authentication of network

el ements (such as AS ownershi p, hop-by-hop routing information, nane
servers for DNS, and domains for TLS) to the global environment. The
roots of trust of currently prevalent public key infrastructure (PKI)
nmodel s do not scale well to a global environnment because (1) rutually
di strustful parties cannot agree on a single trust root (monopoly
nodel ), and because (2) the security of a plethora of roots of trust
is only as strong as its weakest |link (oligopoly nbdel) - see also

[ BARRERA17] .

The nonopoly nodel suffers fromtwo main drawbacks: First, all
parties nmust agree on a single root of trust. Secondly, the single
root of trust represents a single point of failure, the m suse of
whi ch enables the forging of certificates. |Its revocation can also
result in a kill switch for all the entities it certifies.

The oligopoly nodel relies on several roots of trust, all equally and
completely trusted. However, this is not automatically better

wher eas the nonopoly nodel has a single point of failure, the

ol i gopoly nodel has the drawback of exposing nore than one point of
failure.

Thus, there is a need for a trust architecture that supports

meani ngful trust roots in a global environment with inherently
distrustful parties. This new trust architecture should provide the
foll owi ng properti es:

* Trust agility (see further bel ow);

* Resilience to single root of trust conprom se;

* Milti-party governance; and

* Support for policy versioning and updates.

ldeally, the trust architecture allows parties that nutually trust

each other to formtheir own trust domain, and to freely decide
whet her to trust other trust domains.

de Kater, et al. Expires 22 COctober 2026 [ Page 7]



I nternet-Draft SCI ON CP- PKI April 2026

To fulfill the above requirements, which in fact apply well to inter-
domai n networ ki ng, SClI ON i ntroduces the concept of *lsolation

Domai ns*. An Isolation Domain (1SD) is a building block to support
het er ogeneous trust while achieving high availability and scalability
inits control plane ([I-D.dekater-scion-controlplane]). It consists
of a logical grouping of SCION ASes that share a uniformtrust
environment (i.e. a conmon jurisdiction).

An ISD is governed by one or nultiple ASes, known as the *voting
ASes*. Furthernore, each |SD has a set of ASes that formthe |ISD
core, known as the *core ASes*. The set of core and voting ASes may
be, but do not necessarily have to be the sanme ASes. Governance is

i mpl emented by a policy called the *Trust Root Configuration* (TRC)
which is negotiated by the voting ASes, and which defines the locally
scoped roots of trust used to validate bindings betwen nanmes and
public keys.

Aut hentication in SCION is based on X 509 certificates that bind
identifiers to public keys and carry digital signatures that are
verified by roots of trust. SCION allows each ISD to define its own
set of trust roots, along with the policy governing their use. Such
scoping of trust roots within an |ISD i nproves security as conprom se
of a private key associated with a trust root cannot be used to forge
a certificate outside the ISD. An ISD s trust roots and policy are
encoded in the TRC, which has a version nunmber, a list of public keys
that serves as root of trust for various purposes, and a voting
quorum governi ng the number of signatures required to update TRCs.
The TRC serves as a way to bootstrap all authentication within SC ON
Additionally, TRC versioning is used to efficiently revoke

conprom sed roots of trust.

The TRC al so provides _trust agility_ - enabling users to select the
trust roots used to initiate certificate validation. This inplies
that users are free to choose an |ISD they believe naintains a
unconpromni sed set of trust roots. |SD nenbers can al so decide

whet her to trust other ISDs and thus transparently define trust

rel ati onshi ps between parts of the network. The SCION trust nodel
therefore, differs fromthe one provided by other PKI architectures.

The need for trust agility al so neans that SCI ON does not by design
provide I P prefix origin validation as provided by RPKI [RFC8210].
RPKI's trust nodel is currently reliant on the trust roots provided
by the five Regional Internet Registries, and therefore outside of
the governance of an | SD.
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1.4. Trust Relations within an |sol ati on Donmai n

The Control Plane PKI is organized at an |1SD | evel whereby each |ISD
can independently specify its own Trust Root Configuration (TRC) and
build its own verification chain. Each TRC consists of a collection
of signed root certificates which are used to sign issuing CA
certificates, which are in turn used to sign AS certificates. The
TRC al so includes |1SD policies that specify, for exanple, the TRC s
usage, validity, and future updates. The so-called *base TRC
constitutes the ISD s trust anchor which is signed during a signing
cerenony by the voting ASes and then distributed throughout the | SD.

1.4.1. Updates and Trust Resets

There are two types of TRC updates: regular and sensitive (see
Section 3.5). A *regular TRC update* is a periodic re-issuance of
the TRC where the entities and policies listed in the TRC renmain
unchanged, whereas a *sensitive TRC update* is an update that

nmodi fies critical aspects of the TRC, such as the set of core ASes.
In both cases the base TRC remai ns unchanged.

If the ISD's TRC has been conpromi sed, it is necessary for an ISD to
re-establish the trust root. This is possible with a process called
*trust reset* (if permtted by the ISDs trust policy). In this
case, a new base TRC is created

1.4.2. Substitutes to Certificate Revocation

The Control Plane PKI does not explicitly support certificate
revocation. |Instead it relies on the two nechani sns descri bed above
and on short-lived certificates. This approach constitutes an
attractive alternative to a revocation systemfor the foll ow ng
reasons:

* Both short-lived certificates and revocation |ists nust be signed
by a CA. Instead of periodically signing a new revocation |ist,
the CA can re-issue all the non-revoked certificates. Al though
the overhead of signing nultiple certificates is greater than that
of signing a single revocation list, the overall conplexity of the
systemis reduced. 1In the Control Plane PKI the nunber of
certificates that each CA nust renew is nanageable as it is
limted to at nost the nunber of ASes within an 1SD. The absence
of CRL/OCSP checks inproves performance by renoving additiona
net wor k | ookups during PKI processing.

* Even with a revocation system a conprom sed key cannot be

i nstant aneously revoked. Through their validity period, both
short-lived certificates and revocation lists inplicitly define an
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attack window (i.e. a period during which an attacker who managed
to conprom se a key could use it before it becones invalid). In
bot h cases, the CA nust consider a tradeoff between efficiency and
security when picking this validity period.

1.5. Overview of Certificates, Keys, and Rol es
The base TRC constitutes the root of trust within an ISD. Figure 1

provides a view of the trust chain within an I SD, based on its TRC
For detailed descriptions, please refer to Section 2 and Section 3.
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Figure 1: Chain of trust within an |ISD
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1.

6

Al'l certificates used in the Control Plane PKI are in X 509 v3 format
[ RFC5280] and additionally the TRC contains self-signed certificates
instead of plain public keys. Self-signed certificates have the

foll owi ng advantages over plain public keys: (1) They nake the

bi ndi ng between name and public key explicit; and (2) the binding is
signed to prove possession of the corresponding private key. The
public keys of Voting AS certificates nust therefore be explicitly
verified during the Signing Cerenony (Appendix C).

SCI ON ASes sign and verify control plane nessages. Certain ASes have
addi tional roles:

* *Core ASes*: They are a distinct set of ASes in the SCION Contro
Pl ane. For each ISD, the core ASes are listed in the TRC and each
core AS has links to the other core ASes (in the sane or in
different |SDs).

* *Certification authorities (CAs)*: CAs are responsible for issuing
AS certificates to other ASes and/or thensel ves.

* *\oting ASes*: They may sign TRC updates. The process of
appending a signature to a new TRCis called "casting a vote", and
the designated ASes that hold the private keys to sign a TRC
update are "voting ASes"

* *Authoritative ASes*: They al ways have the |latest TRCs of the | SD
They start the announcement of a TRC update.

Trust as a Function

The Control Plane PKI can be seen as a function that transforms
potential distrust anpong different parties into a nmutually accepted
trust contract. This includes a trust update and reset policy as
wel |l as certificates used for authentication procedures in SCION s
Control Pl ane.

For this to work, it is not necessary that all the ASes of the |ISD
trust each other. However, all ASes MJST trust the ISD s core ASes,
authoritative ASes, voting ASes, as well as its CA(s). These trusted
parties negotiate the ISD trust contract in a "bootstrapping of
trust" cerenony where cryptographic material is exchanged and the
ISD's trust anchor (the initial Trust Root Configuration) is created
and signed.
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1.6.1. Input

Prior to the cerenony, the trusted parties MJST deci de about the
validity period of the TRC as well as the nunber of votes required to
update a TRC. They MUST al so bring the required keys and
certificates, the so-called root and voting keys/certificates.

The trusted parties require an | SD nunber whose nunbering scheme is
described in [I-D. dekater-scion-control pl ane] section |ISD Nunbers,
and allocation in [|ISD AS-assi gnnents].

1.6.2. CQutput

The output of the bootstrapping of trust cerenony, or the trust
"function", are the 1SD s initial Trust Root Configuration as well as
mutual ly trusted and accepted CA and AS certificates - the latter
bei ng used to verify control plane nessages. Together with the ISD s
control plane root certificates, the issuing CA and AS certificates
build the ISD's trust and verification chain.

2. Certificate Specification

There are three types of Control Plane (CP) certificates: root
certificates, issuing CA certificates, and AS certifi cates.

Toget her, they build a chain of trust that is anchored in the Trust
Root Configuration (TRC) file of the respective |Isolation Domain
(ISD). Additionally, there are regular and sensitive voting
certificates which define the keys to cast votes in a regular or
sensitive TRC update.

Al certificates in the Control Plane PKI are in X 509 v3 fornat
[ RFC5280] .

2.1. Trust Hi erarchy
The trust is anchored in the TRC for each ISD. The trust root is
axiomatic: Al trust derived fromthis anchor relies on all parties
transitively trusting the TRC

The trust hierarchy | ooks like this:
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TRC
—— Regul ar Voting Certificates

L—— TRC (next version, regul ar update)
—— Sensitive Voting Certificates

L—— TRC (next version, sensitive update)
—— CP Root Certificates

L—— CP Issuing CA Certificates

L—— CP AS Certificates

2.2. Control Plane Root Certificate

The private key of the Control Plane root certificate is used to sign
Control Plane issuing CA certificates. Consequently, the public key
of the Control Plane Root certificate is used to verify Control Plane
issuing CA certificates, i.e. root certificates determ ne which ASes
act as a CAin an |ISD.

In X.509 terns, Control Plane root certificates are CA certificates.
For simplicity, this docurment calls them’'root certificates’,

di stinguishing themfromthe subordinate 'issuing CA certificates’
Root certificates are self-signed; the issuer and subject are the
sanme entity, and the public key within the certificate is used to
verify its own signature. The public key of the Control Pl ane root
certificate and proof of ownership of the private key are enbedded in
the TRC of an 1SD, via the self-signed Control Plane root
certificate. This facilitates the bootstrapping of trust within an
I SD, and marks the Control Plane root certificates as the starting
point of an ISD's certificate verification path.

The RECOMMENDED mexi num validity period of a Control Plane root
certificate is 1 year.

*Note*: The TRC of each | SD contains a trusted set of Control Pl ane
root certificates, and this set builds the root of each ISD s
verification path. For nore information on the selection of this
trusted set of root certificates, see Section 3.

2.3. Control Plane Issuing CA Certificate
The private key of the Control Plane issuing CA certificate is used
to sign Control Plane AS certificates. Consequently, Control Plane

i ssuing CA certificates holding the public key of the Control Plane
CA are used to verify Control Plane AS certificates
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The public key needed to verify the issuing CA certificate is in a
Control Plane root certificate. |Issuing CA certificates do not
bundl e the root certificate needed to verify them |In order to
verify an issuing CA certificate, a pool of root certificates nust
first be extracted fromone or nore active TRCs (as described in
Section 4.2).

The RECOMMENDED maxi mum validity period of a Control Plane issuing CA
certificate is 11 days. This is much shorter than root certificates,
whi ch have a | onger reconmended nmaxi mumvalidity period, because they
are part of the TRC of an I SD, which itself also has a | onger
recomrended maxi mumvalidity (see Table 1). This ensures that the
TRC need not be updated all the tine and is thus relatively stable.

2.4. Control Plane AS Certificate

SCI ON ASes sign control plane nessages, such as Path Construction
Beacons, with their AS private key. Consequently, Control Plane AS
certificates holding the corresponding AS public key are required to
verify control plane nessages.

In X. 509 ternms, Control Plane AS certificates are end entity
certificates. That is, they cannot be used to verify other
certificates.

The RECOMMENDED maxi mum validity period of a CP AS certificate is 3
days.

2.5. Voting Certificates

There are two types of voting certificates: the (1) regular voting
certificates and the (2) sensitive voting certificates. They contain
the public keys associated with the private keys that may cast votes
in the TRC update process.

Regul ar and sensitive voting certificates are used to verify regul ar
and sensitive TRC updates respectively, and are enbedded in the TRC

2.5.1. Regular Voting Certificate

Regul ar voting certificates may be used to cast a vote in a regul ar
update. In X. 509 terns, regular voting certificates are self-signed
end-entity certificates. This means that the issuer and subject of a
regul ar voting certificate are the same entity, and the public key
within the certificate can be used to verify the certificate's
signature. However, a regular voting certificate cannot be used to
verify other certificates.
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The RECOMMENDED mexi num validity period of a regular voting
certificate is 1 year.

2.5.2. Sensitive Voting Certificate

Sensitive voting certificates may be used to cast a vote in a
sensitive update. In X 509 terms, sensitive voting certificates are
sel f-signed end-entity certificates. This neans that the issuer and
subject of a sensitive voting certificate are the same entity, and
the public key within the certificate can be used to verify the
certificate's signature. However, a sensitive voting certificate
cannot be used to verify other certificates.

The RECOMMENDED maxi mum validity period of a sensitive voting
certificate is 5 years

2.6. Key Pairs Overview and Notations

Table 1 and Tabl e 2 bel ow provide an overview of certificates and
correspondi ng key pairs.

[ el sl s e U
| Nare | Notation (1) | Used to verify/sign |
| Sensitive voting key | K sens | TRC updates (sensitive) |
o e e e e e e e oo o e e e e o - o m e e e e e e e e m e ao- +
| Regul ar voting key | Kreg | TRC updates (regular) |
o e e e e o o - o e oo - o e e e e e e o - +
| CP root key | K root | CP issuing CA certificates

g oo s o e e e e e i eee oo n +
| CP CA key | K. CA | CP AS certificates |
o e e e e e e e oo o e e e e o - o m e e e e e e e e m e ao- +
| CP AS key | K_AS | CP nessages, path segnents

o e e e e o o - o e oo - o e e e e e e o - +

Tabl e 1. Key chain

(1) Kx = PK x + SK x, where x = certificate type, PK x = public key,
and SK x = private key
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b oo ool oo s e e et o}
| Nare | Notation | Signed | Contains | Validity |
I I | with I | (2) I
[ et e pus et b oo pujpuy e fu g pu g pugpe jupojfupj—p—j—— o
| TRC (trust | TRC | SK sens, | Croot, Csens, | 1 year |
| root conf.) | | SKreg (1) | Creg (1) | |
T T T I T +
| Sensitive | C_sens | SK sens | PK sens | 5 years |
| voting I I I I I
| cert. I I I I I
- S I S I S I +
| Regul ar | Creg | SK reg | PK reg | 1 year |
| voting | | |
| cert. I I I I I
o e e - TS R o e e e oo TS +
| CP root | C_root | SK_root | PK_root | 1 year |
| certificate | | | | |
I S T S Iy IRy S T +
| CP issuing | CCA | SK root | PK_CA | 11 days |
| CA I I I | (3) I
| certificate | | | | |
R TS R o e e e e oo TS +
| CP AS | C_AS | SK_CA | PK_AS | 3 days |
| certificate | | | | |
T T T I T +

Table 2: Certificates

(1) Multiple signatures and certificates of each type MAY be incl uded
in a TRC

(2) Recommended maxi mumvalidity period. Note that initial AS
certificates may have a longer validity (e.g. 10-30 days) to allow
for enough tine for depl oynent.

(3) Avalidity of 11 days with 4 days overlap between two issuing CA
certificates is RECOMVENDED to enabl e the best possible operational
procedures when performng a issuing CA certificate rollover.

Figure 2 shows the content of a base/initial TRC, and the

rel ati onship between a TRC and the five types of certificates. The
initial signatures are replaced by those of the Regular Voting
Certificates with the first regular update to the base TRC.

o +
| TRC 1 |
| (base/initial) |
[T R e R + |
| | - Version - Core ASes | |
| | - ID - Description | |
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Figure 2: TRC and the different types of associated certificates.
Arrows indicate the certificate hierarchy.

2.7. X. 509 Certificate Profiles and Constraints

Whil st the certificates used in the Control Plane PKI are X 509 v3
certificates, this specification is nore restrictive. This section
defines these additional constraints and conditions in comparison to
[ RFC5280], which apply to all SCION certificate types. For the
baseline X. 509 v3 format, refer to [ RFC5280] and [ X. 509] Cl ause 7. 2.

The foll owi ng subsections define the specific constraints for the
fields contained in the TBSCertificate sequence.

2.7.1. version

The version field describes the version of the encoded certificate.
It MJUST be set to "v3" because extensions are required.

2.7.2. serial Number

The serial Nunber field contains a positive integer assigned by the CA
to each certificate. It MJST be unique for each certificate issued
by a given CA

2.7.3. signature

The signature field contains the identifier for the signature

al gorithmused by the CAto sign the certificate. Current

i npl ement ati ons use the ECDSA signature algorithmdefined in [X9.62].
As a consequence, the paraneters field in the A gorithmdentifier
sequence MUST NOT be used.

The Ohject Identifiers (O Ds) for ECDSA are defined as ecdsa-with-
SHA256, ecdsa-with-SHA384, and ecdsa-w th-SHA512 in [ RFC5758].

SCI ON i npl erent ati ons MJUST i ncl ude support for the ECDSA curves
bel ow.

* NI ST P-256 (NI STFI PS186-4, section D.1.2.3) (named secp256rl in
[ RFC5480])

* N ST P-384 (NI STFI PS186-4, section D.1.2.4) (named secp384rl in
[ RFC5480])

* NI ST P-521 (NI STFI PS186-4, section D.1.2.5) (named secp521rl in
[ RFC5480])
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The O Ds for the above curves are specified in section 2.1.1.1 of
[ RFC5480] .

O her algorithms or curves MAY be enployed. |nplenentations
deviating fromthe mandatory set generally | ose the guarantee of

gl obal interoperability and are suitable primarily for isolated |SDs
that do not require external interconnection. Future protoco

versi ons may update the set of mandatory al gorithmns.

The appropriate hash size to use when producing a signature with an
ECDSA key i s:

*  ECDSA with SHA-256, for a P-256 signing key

* ECDSA with SHA-384, for a P-384 signing key

* ECDSA with SHA-512, for a P-521 signing key
2.7.4. issuer

The issuer field contains the distinguished name (DN) of the entity
that has issued and signed the certificate (usually a CA). This
field MUST be non-enpty. |In addition to the attributes described in
[ RFC5280] section 4.1.2.4, SCION inplenentations MIST al so support
the SCION-specific id-at-ia attribute identifying the SCION I SD and
AS nunbers.

2.7.4.1. id-at-ia Attribute

The id-at-ia attribute identifies the SCION | SD and AS nunbers. |Its
object identifier is defined in Appendix A

The string representation of the |1SD AS nunber attribute MJST foll ow
the formatting defined in [I-D. dekater-scion-control pl ane], section
"Text Representation" where AS nunbers in the |ower 32-bit range are
represented in decinmal notation, and others in hexadeci nal notation

Voting AS and issuing CA certificates MJST include the | SD AS numnber
attribute exactly once in the distinguished nane of the certificate
i ssuer or owner, specified in the issuer or subject field

respectively. Inplenentations MJUST NOT create nor successfully
verify certificates whose issuer and subject fields do not include
the I SD-AS nunber at all, or include it nore than once.

For issuing CA certificates, the inclusion of the |ISD AS nunber
ensures the Control Plane knows fromwhich AS to retrieve the
certificate, thereby avoiding circul ar dependenci es.
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Voting-only certificates are not required to include the | SD AS
nunber attribute in their distinguished namne.

2.7.5. wvalidity
The validity field defines the validity period of the certificate.
Al'l certificates MJST have a wel |l -defined expiration date.
General i zedTi me val ue "999912312359597" MJST NOT be used. The
recomrended maxi mumvalidity period for each type of certificate is
described in Section 2.6. SCION inplenentati ons SHOULD adopt these
val ues.

2.7.6. subject
The subject field defines the entity that owns the certificate. It
MUST NOT be enpty. The sane constraints as the issuer field apply.
For details, see Section 2.7.4 and Section 2.7.4.1.

2.7.7. subjectPublicKeylnfo
The subj ect PublicKeylnfo field carries the public key of the
certificate's subject (the entity that owns the certificate, as
defined in the subject field). The subjectPublicKeylnfo field also
identifies which algorithmto use with the key.

* *SCION constraints*: For constraints regarding the algorithm see
the signature field.

2.7.8. issuerUniquelD
The issuerUniquel D field MJUST NOT be used.

2.7.9. subjectUniquel D
The subjectUniquel D field MJUST NOT be used.

2.8. Extensions
[ RFC5280], section 4.2.1, defines the syntax of the Extensions
sequence in a X. 509 certificate. Descriptions of each standard
certificate extension can be found in [ RFC5280], section 4.2.1. The
correspondi ng clauses in [ X.509] are clause 7.2 and cl ause 9,
respectivel y.

The foll owi ng extensions are relevant for the SClI ON PKI:

* authorityKeyldentifier
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* subjectKeyldentifier
* keyUsage

*  ext KeyUsage

* basicConstraints

The foll owi ng sections describe the SClON-specifics in regard to
t hese extensions.

2.8.1. authorityKeyldentifier Extension

The authorityKeyldentifier extension identifies the public key
corresponding to the private key used to sign a certificate.

For the syntax and definition of the authorityKeyldentifier
ext ensi on, see [RFC5280], section 4.2.1.1, and [ X 509], clause
9.2.2.1.

The authorityKeyldentifier extension provides three attributes to
specify the public key:

* keyldentifier
* authorityCertlssuer
* authorityCert Serial Nurmber

In SCION, using the keyldentifier attribute is the preferred way to
specify the authorityKeyldentifier extension

SCI ON i npl enent ati ons MAY al so support the use of the
authorityCertlssuer and authorityCertSerial Nunber attributes.
However, if these attributes are set and support for themis nissing,
i mpl ement ati ons SHOULD error out.

Thi s extension MJST be marked as non-critical. |nplenentations MJST
return an error if the extension is not present AND the certificate
is not self-signed.

2.8.2. subjectKeyldentifier Extension

The subjectKeyldentifier extension identifies certificates that
contain a particular public key. It can be used, for example, by
control plane nessages to identify which certificate to use for
verification. The extension allows for overlapping control plane CA
keys, for exanple during updates.
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For the syntax and definition of the subjectKeyldentifier extension,
see [ RFC5280], section 4.2.1.2, and [X. 509], clause 9.2.2.2.

Thi s extension MJST be nmarked as non-critical. |nplenentations MJST
return an error if the extension is not present.

2.8.3. keyUsage Extension

The keyUsage extension identifies the intended usage of the public
key in the corresponding certificate. For the syntax and definition
of the keyUsage extension, see [RFC5280], section 4.2.1.3, and

[ X.509], clause 9.2.2.3.

The attributes of the keyUsage extension define possible ways of
using the public key. The attributes have the follow ng nmeaning in
SCl ON

* digital Signature: The public key can be used to verify the digita
signature of a control plane payl oad.

* KkeyCert Sign: The public key can be used to verify the CA signature
on a control plane AS certificate.

QG her attributes are not used.

If a certificate’ s public key is used to verify the signature of a
control plane payload (digital Signature attribute), it MJST be
possible to trace back the private key used to sign the certificate.
This is done by referencing the | SD-AS and the subject key identifier
(via the subjectKeyldentifier extension). For nore information about
the subj ectKeyldentifier extension (see Section 2.8.2).

When present, this extensi on SHOULD be marked as critical
Each Control Plane PKI certificate type uses the public key
differently, and consequently also specifies the attributes of the

keyUsage extension differently. The next table shows the
specifications per certificate type.
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B ooy sy el L pegent L g
| Certificate Type | Root | I'ssuing | AS | Voting |
| | | CA | | |
[ bbb e sl bbbl bbbty b g g b gt o}
| _Attribute: | | | | |
e e e eee oo o mme e oo oo Fommmme oo - Fommmme oo - Fommmme oo - +
| keyUsage | REQUI RED | REQUI RED | REQUI RED | OPTI ONAL |
| extension itself | | | | |
o e e e e oo oo S TS TS TS +
| digital Signature | MJUST NOT be | MJST NOT | MJUST be | MJST NOT |
| bit | asserted | be | asserted | be |
| | (1) | asserted | | asserted |
I I | (2) I I I
Fom e e e oo o m e e e oo - Fomm oo - Fomm oo - Fomm oo - +
| keyCertSign bit | MJIST be | MUST be | MJIST NOT | MIST NOT |
| | asserted | asserted | be | be |
| | | | asserted | asserted |
e e e eee oo o mme e oo oo Fommmme oo - Fommmme oo - Fommmme oo - +

Tabl e 3: keyUsage extension - Specifications per certificate type

(1) Root certificates SHOULD NOT be used to verify control plane
nmessages.

(2) Issuing CA certificates SHOULD NOT be used to verify control
pl ane messages.

2.8.4. extKeyUsage Extension
The ext KeyUsage extension specifies additional usages of the public
key in the certificate. For the syntax and definition of the
ext KeyUsage extension, see [ X 509], clause 9.2.2.4.

SCION uses the following attributes of the Extended Key Usage
extension, as defined in Section 4.2.1.12 of [RFC5280]:

* id-kp-serverAuth: |If set, the public key can be used for SCl ON
Control Plane server authentication.

* id-kp-clientAuth: If set, the public key can be used for SCI ON
Control Plane client authentication.

* jd-kp-timeStanping: If set, the public key can be used for the
verification of timestanps.
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Additionally, the Extended Key Usage extension sequence MAY incl ude
the SCI ON-specific attributes id-kp-root, id-kp-regular, and id-kp-
sensitive. These attributes are used in the TRC setup to distinguish
root certificates, regular voting certificates, and sensitive voting
certificates fromeach other. For nore information, see

Section 3.2.11.

The specifications of the extKeyUsage extension differ per SCH ON
Control Plane PKI certificate type. The next table provides an
overvi ew of the specifications per certificate type.
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| ext KeyUsage

| ext ensi on itself

| i d-kp-serverAuth

| i d-kp-clientAuth

SCl

| i ncl uded

| i ncl uded

I
I
I
|
I
I
I
+

| i d- kp-ti meStanpi ng| MUST be

| SCl ON-speci fic
|attributes (see

| Section 2.8.4.1)

Tabl e 4:

de Kater, et al

| i ncl uded

| i d- kp-root
| MUST be
| i ncl uded

ext KeyUsage extension -

ON CP- PKI April 2026
[ b e oo ey e g
| I ssuing | AS | Voti ng |
| CA | | |
[ gt S fum e pu gty e pufa s pu e pojp——_—
I I I I
S S oo - +
| OPTI ONAL| REQUI RED | REQUI RED |
S e e .
| MUST NOT| MUST be | MUST NOT be |
| be | i ncluded, |included |
|included]if the | |
| | certificate| |
| |is used on | |
| | the server-| |
| | side of a | |
| | control | |
| | pl ane TLS | |
| | sessi on. | |
Fomm e - o - N o m e e e oo - +
| MUST NOT| MUST be | MUST NOT be |
| be | i ncluded, |included |
| i ncluded|if the | |
| | certificate| |
| |is used on | |
| |the client-| |
| | side of a | |
| | control | |
| | pl ane TLS | |
| | sessi on. | |
S S oo +
| | MUST be | MUST be |
| | i ncl uded | i ncl uded |
S SRR S S +
| | | Regul ar voting

| | | cert: id-kp- |
| | | regul ar MUST be|
| | | i ncl uded. |
| | | Sensitive |
| | | voting cert: |
| | | i d-kp-sensitive|
| | | MUST be |
| | | i ncl uded |
Fomm e - o - N o m e e e oo - +

Expires 22 COctober 2026
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*Note*: the use of extKeyUsage in Root certificates renders them

i nconpatible with standard TLS handshakes according to [ RFC5280],

because the id-kp-serverAuth attribute is not set. Wile current

i npl ementations foll ow what described in this docunent, the use of
ext KeyUsage shoul d be revised in future protocol iterations.

2.8.4.1. SCI O\ Specific Key Purposes

Three additional key purpose attributes differentiate certificate
roles within the CP-PKI

* jd-kp-sensitive (OD 1.3.6.1.4.1.55324.1.3.1): identifies
sensitive voting certificate

* jd-kp-regular (OD 1.3.6.1.4.1.55324.1.3.2): identifies a regular
voting certificate

* jd-kp-root (OD1.3.6.1.4.1.55324.1.3.3): identifies a root
certificate

The formal ASN. 1 definitions for these attributes are provided in
Appendi x A

2.8.5. DbasicConstrai nts Extension

The basi cConstrai nts extension specifies whether the certificate
subject may act as a CA.  For the syntax and definition of the
basi cConstrai nts extension, see [X 509], clause 9.4.2.1

The basi cConstraints extension includes the following attributes
rel evant for SCI ON

* CcA attribute: Specifies whether the certificate subject may act as
a CA If yes, this attribute MIUST be asserted and t he extension
MUST be nmarked as critical

* pathLenConstraint attribute: This attribute is only relevant if
the cA attribute is set to TRUE and specifies the maxi mum nunmber
of CAcertificates that may follow this CA certificate in the
certification chain. Value "0" neans that this CA nmay only issue
end-entity certificates, but no CAcertificates. |If the attribute
is not set, thereis nolimt to the maximumlength of the
certification path.

The settings of the basicConstraints extension differ for each SCl ON

Control Plane PKI certificate type. The next table shows the
specifications per certificate type.
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[ oo ool s s el sy s
| Certificate Type | Root | I'ssuing | AS | Voting |
I I | CA I | (regular |
I I I I | and I
| | | | | sensitive) |
F oo el oo s e sy s
| _Attribute: _ | | | | |
s S S S S +
| basicConstraints | REQU RED | REQU RED | SHOULD | SHOULD NOT |
| extension itself | | | NOT be | be present |
I I I | present | I
s O O Fommm e e e e o e +
| cA | MUST be | MIST be | If the | I'f the |
| | asserted | asserted | extension | extension

I I I | is | is I
| | | | present, | present, |
| | | | this | this |
| | | | attribute | attribute |
| | | | MUST NOT | MJST NOT |
I I I | be | be I
| | | | asserted | asserted
s Fommmm e oo Fommmm e oo Fommm e e e oo S +
| pathLenConstraint | SHOULD | SHOULD | MJUST NOT | MJST NOT |
| | be set | be set | be | be |
| | to "1" | to "0" | included | included

I I [ (1) I I I
e e e e e e e e oo S S S Fommm e e e e oo +

Tabl e 5: basicConstraints extension - Specifications per
certificate type

(1) Control Plane CAs can only issue end-entity certificates.
3. Trust Root Configuration Specification

The Trust Root Configuration (TRC) contains policy information about
an |1SD and acts as a distribution nechanismfor the trust anchors of
that ISD. It enables the securing of control plane interactions and
is thus an integral part of the SCION infrastructure.

The initial TRC of an ISD is signed during a signing cerenony and
then distributed throughout the ISD. This signing cerenony follows
specific rules which are described in Section 3.6.

The TRC is a signed collection of [X 509] v3 certificates.

Additionally, the TRC contains | SD-specific policies encoded in CVB
si gned-data ([ RFC5652] section 5).
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3.

The TRC s certificates collection consists of a set of control plane
root certificates which build the root of the certification chain for

the AS certificates in an | SD.
solely used for signing the next TRC, a process called "voting"

The other certificates in the TRC are
The

verification of a new TRC thus depends on the policies and voting
certificates defined in the previous TRC

This section specifies the TRC including format definitions and
payl oad fields. The section uses the ITU T [X 680] syntax.

1.

TRC Types and States

The following types of TRCs exi st:

*

Initial: The very first TRC of an I1SDis the initial TRC of that
ISD. It is a special case of the base TRC, where the nunber of
the 1SD is specified.

Base: A base TRCis either the initial TRC, or the first TRC after
a trust reset (see Section 1.4.1). Trust for a base TRC cannot be
inferred by verifying a TRC update; base TRCs are trusted
axiomatically, simlarly to how root certificates are trusted by
clients in the Wb PKI.

Update: All non-base TRCs are updated TRCs. They are the product
of either a regular or a sensitive update.

A TRC can have the foll owi ng states:

*

Valid: The validity period of a TRCis defined in the TRC itself,
inthe validity field (see Section 3.2.3). A TRC is considered
valid if the current time falls within its validity period.

Active: An active TRCis a valid TRC that can be used for
verifying certificate signatures. This is either the latest TRC
or the predecessor TRCif it is still inits grace period (as
defined in the gracePeriod field of the new TRC, see

Section 3.2.4). No nore than two TRCs can be active at the sane
time for any | SD.

Figure 2 shows the content of both a base/initial TRC, the changes
made with the first regular update to the base TRC. Al elenments of
the TRCis detailed in the foll owi nhg subsections.
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3.2. TRC Fields

The TRC holds the root and voting certificates of the |1SD, defining
the 1SD's trust policy. Its ASN.1 nodule is described in Appendix B
Its fields are contained in a TRCPayl oad sequence. This section
describes their syntax and semanti cs.

3.2.1. version

The version field describes the version of the TRC for mat
specification. It MJST be "v1".

3.2.2. iD

The iD field contains an unique identifier for the TRC, constituted
by a sequence of:

* | SD nunber (iSD attribute),

* base number (baseNumber attribute). It indicates the starting
poi nt of the current TRC update chain. This starting point is
either the ISDs initial TRC or the currently valid base TRC, if
the valid base TRC differs fromthe initial TRC. The latter is
the case after a trust reset.

* TRC serial nunber (serial Number attribute). It represents the
current update cycle, counting fromthe initial TRC of a specific
| SD.

Al'l nunbers MJST be positive integers.

A TRC where the base nunmber is equal to the serial nunber is a base
TRC. The initial TRCis a special case of a base TRC and MJST have a
serial nunber of 1 and a base nunber of 1. Wth every TRC update,
the serial nunber MJUST be increnented by one which facilitates the
uni que identification of the predecessor and successor TRC in an
updat e chai n.

If a trust reset is necessary, a new base TRC is announced in order
to start a new and clean TRC update chain. The base nunber of this
new TRC update chain SHOULD be the nunber follow ng the serial nunber
of the latest TRC that was produced by a non-conproni sed TRC update
for this |SD

The following exanple illustrates how to specify the ID of the TRCs
in an TRC update chain for _I1SD 15 . The IDs are given in a human-
readabl e notation, where Bxx is the base nunber, and Sxx the seri al
nunber .
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| Update | TRC ID | Remarks |
[ oo oo =uss by e
| Initial | 1SD15-B01-S01 | |
Fom e o e e e oo o m e e e e e e e e eeee e +
| Regul ar | I SD15-B01-S02 | Only the serial nunber is |
| | | increnmented. |
N o e e e e oo - o e e e e e e e e e e e e e e e e e o +
| Regul ar | 1 SD15-B01- S03 | Only the serial nunber is |
| | | increnented. |
Fom e o e e e oo o m e e e e e e e e eeee e +
| Sensitive | |SD15-B01- S04 | Only the serial nunber is |
| | | increnmented. |
N o e e e e oo - o e e e e e e e e e e e e e e e e e o +
| Trust | 1SD15-*B05*-S05 | A trust reset includes the |
| reset | | creation of a new base TRC. The

| | | new base nunber follows the serial

| | | nunmber "04" of the latest TRC |
| | | resulting froma non-conproni sed

| | | TRC update for this | SD. |
R o e e e oo o e e e e e e e e e e e e e e +
| Regul ar | 1SD15- B0O5- S06 | Only the serial nunber is |
| | | increnented. |
Fom e oo o e e oo o m e e e e e e e e ee e +
| And so on | | |
N o e e e e oo - o e e e e e e e e e e e e e e e e e o +

Table 6: ID of TRCs in TRC update chain
3.2.3. wvalidity

The validity field defines the TRC validity period. The notBefore
and notAfter attributes of the validity field specify the | ower and
upper bound of the tinme interval during which a TRC can be acti ve.

An active TRCis a valid TRC that can be used for verifying
certificate signatures. The tinme period during which a TRCis active
can be shorter than the time period during which the TRC is valid.

For nore information, see Section 3.1

The validity field consists of a sequence of a notBefore and a

not After date, both encoded as GeneralizedTine. Al TRCs MJST have a
wel | -defined expiration date. SCION inplenentations MIUST NOT create
TRCs that use GeneralizedTi ne val ue "999912312359597", and verifiers
MJUST error out when encountering such a TRC
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3.2.4. gracePeriod

The gracePeriod field specifies the duration, in seconds, during
whi ch the predecessor TRC renmins active after a new TRC i s issued
This grace period starts at the beginning of the validity period of
the new TRC.

A predecessor TRC ceases to be active when the earliest of the
foll owi ng events occurs:

* the grace period expires;
* the predecessor TRC reaches its expiration time (notAfter); or

* a subsequent TRC update (i.e., the successor to the new TRC) is
announced.

In a base TRC, gracePeriod value MJST be zero. |n a non-base TRC
gracePeri od SHOULD be greater than zero. The defined durati on SHOULD
provi de sufficient overlap between the two TRCs to ensure

uni nterrupted operations within the 1SD. |If the grace period is too
short, sone Control Plane AS certificates may expire before the
correspondi ng ASes can fetch an updated version fromtheir CA

3.2.5. noTrust Reset

The noTrust Reset Bool ean specifies whether a trust reset is forbidden
by the 1SD. Wthin a TRC update chain, this value MJUST NOT be
changed by a regular or sensitive update. However, it is possible to
change the noTrust Reset value in the event of a trust reset where a
new base TRC is created

The noTrustReset field is OPTIONAL and defaults to FALSE

Note that once the noTrust Reset Boolean is set to TRUE and a trust
reset is disallowed, this cannot be reversed. Therefore, |SDs SHOULD
al ways set this value to FALSE, unless they have sufficiently
assessed the risks and inplications of making a trust reset

i mpossi bl e.

Note that a trust reset represents a special use case where a new
base TRC is created. It therefore differs froma TRC update (regular
or sensitive) as the signatures in the new base TRC cannot be
verified with the certificates contained in the predecessor TRC
Instead, a trust reset base TRC must be axiomatically trusted,
simlarly to howthe initial TRCis trusted.
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3.2.6. votes

The votes field contains a sequence of indices referencing the voting
certificates in the predecessor TRC. If index i is part of the votes
field, then the voting certificate at position i in the certificates
sequence of the predecessor TRC casted a vote on the successor TRC
For nmore information on the certificates sequence, see

Section 3.2.11.

In a base TRC, the votes sequence MJIST be enpty. Every entry in the
vot es sequence MJUST be unique. Further restrictions on votes are
di scussed in Section 3.5.

The votes sequence MUST be present to prevent the stripping of voting
signatures fromthe TRC. Wthout this sequence, an attacker could
transforma TRC with nore voting signatures than the voting quorum
into multiple verifiable TRCs with the sane payl oad, but different
voting signature sets, which directly violates the uni queness

requi renent of a TRC

3.2.7. wvotingQuorum

The votingQuorum field defines the nunber of necessary votes on a
successor TRC to nake it verifiable.

A voting quorumgreater than one will prevent a single entity from
creating a malicious TRC update.

3.2.8. coreASes

The coreASes field contains a sequence listing the core AS nunbers
within the | SD.

Each AS nunber MUST be uni que and encoded as a Printabl eString using
the formatting defined in [I-D. dekater-scion-control pl ane], section
"Text Representation"

To assign or revoke core status, the target AS nunber is added to or
renoved fromthis sequence. For such nodification, a sensitive TRC
updat e i s REQUI RED.

3.2.9. authoritativeASes
The authoritativeASes field contains a sequence listing the
authoritative AS nunbers in the ISD. Authoritative ASes are those

ASes in an | SD that al ways possess the latest TRCs for the |ISD and
initiate TRC update announcenents.
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Every authoritative AS MJUST be a core AS (i.e., be listed in the
coreASes field). The encoding and uni queness requirenents for this
sequence are identical to those of the coreASes field.

As with core ASes, assigning or revoking authoritative status is
performed by adding or renoving the target AS nunber fromthis
sequence. For such nodification, a sensitive TRC update i s REQU RED

3.2.10. description
The description field contains a UTF-8 encoded string that describes
the ISD. It SHOULD NOT be enpty. The description MJST be in English
and MAY additionally contain information in other |anguages.

3.2.11. certificates
The voting ASes and the certification authorities (CAs) of an |ISD are
not specified explicitly in the ISDs TRC. Instead, this information
is defined by the list of voting and root certificates in the
certificates field of the TRC payl oad.
The certificates field is a sequence of self-signed X 509
certificates. Each certificate in the certificate sequence MJST be
one of the follow ng types:
* a sensitive voting certificate,
* aregular voting certificate, or
* a CP root certificate.
A certificate that is no control plane root or voting certificate
MUST NOT be included in the sequence of certificates in the
certificates field.
A certificate's type (voting or root) is specified in the extKeyUsage
extension of the certificate, by neans of the SCI ON-specific
attributes id-kp-regular, id-kp-sensitive, and id-kp-root,
respectively. For nore information, see Section 2.8.4.

The foll owing constraints MJST hold for each certificate in the
certificates field of the TRC payl oad:

* Each certificate MJST be unique in the sequence of certificates.

* The issuer / serial Nunber pair for each certificate MJST be
uni que.
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* |f an |1 SD-AS nunmber is present in the distinguished nane of the
certificate, this | SD nunber MJST be equal to the |ISD nunber of
the TRC (which is defined in the iDfield (see Section 3.2.2).

* FEvery certificate MJUST have a validity period that fully contains
the validity period of this TRC. That is, the notBefore date of
this TRC s validity period MIST be equal to or later than the
certificate's notBefore date, and the notAfter date of this TRC s
validity period MIST be before or equal to the certificate's
not After date

* Per certificate type, every certificate distinguished name MJST be
uni que.

The followi ng nust hold for the entire sequence of certificates in
the certificates field:

* votingQuorum <= count (sensitive voting certificates)
That is, the quorumdefined in the TRC s voti ngQuorumfield
(Section 3.2.7) MJST be snaller than or equal to the number of
sensitive voting certificates specified in the TRC s certificates
field.

* votingQuorum <= count (regular voting certificates)
That is, the quorumdefined in the TRC s voti ngQuorumfield
(Section 3.2.7) MJST be snaller than or equal to the number of
regul ar voting certificates specified in the TRC s certificates
field.

TRC Si gnat ure Synt ax

To guarantee the integrity and authenticity of the distributed trust
anchors, each TRCis digitally signed using the Cryptographi c Message
Syntax (CMB). The signed TRC payl oad uses the CMS signed-data
content type as specified in Section 5 of [RFC5652], and is

encapsul ated in a CMs ContentInfo elenent, as defined in Section 3 of
[ RFC5652] .

For signature calculation, the data that is to be signed MIST be
encoded using ASN. 1 di stingui shed encoding rules (DER) [ X 690].

1. SCON-specific rules

SCION i npl ementati ons MJST fulfill the followi ng additional rules, as
wel |l as the general syntax rules specified in [ RFC5652]:

* Encapsul at edCont ent | nf o sequence:
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-  The eContent Type field MJST be set to "id-data"

- The content of the eContent field MJST be the DER-encoded TRC
payl oad. This has the benefit that the format i s backwards
conpatible with PKCS #7, as described in Section 5.2.1 of
[ RFC5652] .

* Si gnedDat a sequence:

- The certificates field MUST be left enpty. The certificate
pool used to verify a TRC update is already specified in the
certificates field of the predecessor TRC s payl oad (see al so
Section 3.2.11).

- The version field MIST be set to "1". This is because SCI ON
uses the "id-data" content type to encapsul ate content info and
does not specify any certificate in the SignedData sequence
(see al so Section 5.1 of [RFC5652]).

* Signerldentifier choice:

- The type of signer identifier chosen here MIST be
| ssuer AndSer i al Number .

* Signerlnfo sequence:

- The version field MIST be set to "1". This is because SCI ON
uses the |ssuerAndSeri al Nunber type of signer identifier (see
al so Section 5.3 of [RFC5652]).

- The algorithmspecified in the signatureAl gorithmfield MJST be
one of the algorithns supported by SCION . For details, see
signature Field - Additional Information (Section 2.7.3).

- The digestAlgorithmis determined by the algorithmspecified in
the signatureAl gorithmfield.

3.3.2. TRC Equality
The signer information in the signed TRC is part of an unordered set,
as per [RFC5652]. This inplies that the signer information can be
reordered without affecting verification, although certain operations
require TRCs to be equal in accordance with the follow ng definition

*Two TRCs are equal, if and only if their payl oads are byte equal.*
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3.

4.

Two TRCs with byte equal payl oads can be consi dered as equal because
the TRC payl oad exactly defines which signatures nust be attached in
the signed TRC

*  The REQUI RED signatures fromvoting certificates are explicitly
mentioned in the votes field of the payload: If index "i" is part
of the votes field, then the voting certificate at position i in
the certificates sequence of the predecessor TRC casted a vote on
the successor TRC. See also Section 3.2.6.

*  The REQUI RED signatures for new certificates are inplied by the
currently valid TRC payl oad, and, in case of a TRC update, the
pr edecessor payl oad.

Certification Path - Trust Anchor Poo

The certification path of a Control Plane AS certificate starts in a
Control Plane root certificate. The Control Plane root certificate
for a given ISDis distributed via the TRC

However, AS certificates and the correspondi ng issuing CA
certificates are not part of the TRC, but are bundled into
certificate chains and distributed separately fromthe correspondi ng
TRC. This separation nakes it possible to extend the validity period
of the root certificate, and to update the correspondi ng TRC wi t hout
having to nodify the certificate chain. To be able to validate a
certification path, each AS builds a collection of root certificates
fromthe latest TRC of the relevant |SD

Note that any entity sending information that is secured by the
Control Plane PKI, such as control plane nessages, MJST be able to
provide all the necessary trust material including certificates to
verify said information. |[If any cryptographic material is mssing in
the process, the relying party MJST query the originator of the
message for the missing material through the control plane API
described in [I-D. dekater-scion-control pl ane], section "Distribution
of Cryptographic Material”. |If it cannot be resolved, the
verification process fails. For nore details, see 4.2 "Signing and
Verifying Control Plane Messages" Section 4. 2.

The foll owi ng section explains howto build a trust anchor pool
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3.4.1. TRC Selection For Trust Anchor Pool

The selection of the right set of TRCs to build the trust anchor poo
depends on the tine of verification. The trust anchor pool is

usual ly used to verify control plane nessages and in this case, the
time of verification is the current time. However, if the trust
anchor pool wll be used for auditing, the tine of verification is
the point in time to check whether a given signature was verifiable.

The selection algorithmfor building the trust anchor pool is
descri bed i n pseudo-pyt hon code bel ow.

def select _trust_anchors(trcs: Dict[(int,int), TRC, \
verification_time: int) -> Set[RootCert]:
Ar gs:
trcs: The dictionary mapping (serial nunmber, \
base nunber) to the TRC for a given | SD.
verification_tinme: The tine of verification

Ret ur ns:
The set of CP Root certificates acting as trust anchors.
# Find highest base number that has a TRCwith validity
# period starting before verification tine.
base nr = 1
for trc in trcs.val ues()
if trc.id.base nr > base nr and trc.validity.not_before \
<= verification_tinme:
base nr = trc.id. base_nr

# Find TRC with hi ghest serial nunber with given base number
# and a validity period starting before verification tine.
serial_nr =1
for trc in trcs[isd].values():
if trc.id.base_nr !'= base_nr:
conti nue
if trc.id.serial_nr > serial_nr and \
trc.validity.not_before <= verification_tine:
serial_nr =trc.id.serial_nr

candidate = trcs[(serial _nr, base_nr)]
# If the verification tine is not inside the validity period,
# there is no valid set of trust anchors.

if not candidate.validity.contains(verification tine):
return set()
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# |f the grace period has passed, only the certificates in
# that TRC may be used as trust anchors.
if candidate.validity.not_before + candi date. grace_period \
< verification_tine:

return collect _trust_anchors(candi date)

predecessor = trcs.get((serial_nr-1, base_nr))
if not predecessor or predecessor.validity.not_after <\
verification_time:

return collect _trust_anchors(candi date)

return collect _trust_anchors(candidate) | \
col l ect _trust_anchors(predecessor)

def collect trust_anchors(trc: TRC) -> Set[RootCert]:
Args:
trc: A TRC fromwhich the CP Root Certificates shall \
be extract ed.

Ret ur ns:

The set of CP Root certificates acting as trust anchors.
roots = set()
for cert in trc.certificates:

if not cert.basic_constraints. ca:

continue

roots. add(cert)

return roots

3.5. TRC Updates

Al'l non-base TRCs of an ISD are updates of the ISD s base TRC(s) and
constitute a chain. Updates are categorized as regular or sensitive,
dependi ng on whi ch payl oad fields are being nodified.

This section describes the rules that apply to updating a TRC in
regard to the payload information contained in the TRC. Sone rules
are valid for both update types whilst some only apply to a regul ar
or a sensitive TRC update. Based on the type of update, different
sets of voters are needed to create a verifiable TRC update and the
correspondi ng voting (signing) process is also described. Finally,
this section describes checks to verify a newy issued TRC
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3.5.1. Changed or New Certificates
In the context of a TRC update,

* Acertificate is _changing if the certificate is part of the
certificates sequence in the predecessor TRC, but no | onger part
of the certificates sequence in the updated TRC. Instead, the
certificates sequence of the updated TRC hol ds another certificate
of the _same type_ and with the _sane distinguished name_.

* Acertificate is new_ if there is *no* certificate of the sane
type and distingui shed name at all in the certificates sequence of
the predecessor TRC

Every new sensitive or regular voting certificate in a TRC attaches a
signature to the TRC. This is done to ensure that the freshly

i ncluded voting entity agrees with the contents of the TRCit is now
part of.

3.5.2. Update Rules - Overview
The followi ng table gives an overview of the types of TRC update, as
well as the rules that nmust apply in regard to the updated TRC s
payl oad i nformati on.

The sections that follow provide nore detail ed descriptions of each
rule.
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| Type of | Unchanged | Changed | Gher Rules to |
| TRC | El enents | El enents | Hold |
| Update I I I I
[ ety el ey et o}
| Both | - iDfield: iSD | iDfield: | votes field: |
| Regul ar | and baseNunber | serial Nunmber | Number of votes |
| AND | - noTrustReset | MUST be | (indices) => |
| Sensitive | field | incremented | number set in the
| | | by 1 | votingQuorum |
| | | | field of the |
| | | | predecessor TRC |
R Fom e e e e e oo o o e e o - o e e e oo +
| Regul ar | - Quorumin the | | votes field: |
| | votingQuorum | | - Al votes MIST
| | field | | only refer to |
| | - Core ASes in | | _regular_ voting
| | the coreASes | | certificates in |
| | field | | the predecessor |
| | - ASes in the | | TRC |
| | authoritativeASes | | - MJST include |
| | field | | votes of each |
| | - Nr. and | | changed regul ar |
| | distinguished | | voting |
| | nanes of root & | | certificate from |
| | voting | | the predecessor |
| | certificates in | | TRC |
| | the certificates | | signatures field: |
| | field | | - MJST include |
| | - Set of | | signatures of |
| | sensitive voting | | each changed root |
| | certificates in | | certificate from |
| | the certificates | | the predecessor |
| | field | | TRC |
Fom e o e e e e o s oo s o e e o s +
| Sensitive | If the update | | votes field: |
| | does not qualify | | - Al votes MJST |
| | as a regul ar | | only refer to |
| | update, it is a | | _sensitive_ |
| | sensitive update | | voting |
| | | | certificates in |
| | | | the predecessor |
I I I | TRC I
N Fom e e e e oo o S o e e e e oo oo +

Table 7: Overview of the update types and correspondi ng rul es
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3.5.3.

General Update Rul es

The followi ng rules MIST hold for each updated TRC, independent of
t he update type:

*

3. 5.

The i SD and baseNunber in the iD field MJST NOT change (see al so
Section 3.2.2).

The serial Nunber in the iD field MIST be incremented by one.
The noTrustReset field MJUST NOT change (see al so Section 3.2.5).

The votes sequence of the updated TRC MJUST only contain indices
that refer to sensitive or regular voting certificates in the
predecessor TRC. This guarantees that the updated TRC only
contains valid votes authenticated by sensitive or regular voting
certificates in the predecessor TRC. For nore information, see
Section 3.2.6 and Section 3.2.11.

The nunber of votes in the updated TRC MJST be greater than or
equal to the number set in the votingQuorumfield of the
predecessor TRC (see Section 3.2.7). The nunber of votes
corresponds to the nunber of indices in the votes field of the
updat ed TRC

Regul ar TRC Updat e

A regular TRC update is a periodic re-issuance of the TRC where the
entities and policies listed in the TRC rermai n unchanged.

A TRC update qualifies as a regular update if the follow ng rules
apply in regard to the TRC s payl oad i nformation

*

The settings of the following fields in the updated TRC MJST
remain the sanme conpared to the predecessor TRC

- The voting quorumset in the voti ngQuorumfield.
- The core ASes specified in the coreASes field.

- The authoritative ASes specified in the authoritativeASes
field.

- The nunber of sensitive and regular voting certificates as well
as Control Plane root certificates included in the certificates
field and their distinguished nanes.
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3.

3.

- The set of sensitive voting certificates specified in the
certificates field.

* For every regular voting certificate that changes, the regul ar
voting certificate in the predecessor TRCis part of the voters on
the updated TRC. That is, for each changed regul ar voting
certificate, an index in the votes field of the updated TRC MJST
refer to the changed regular voting certificate in the predecessor
TRC.

* For every Control Plane root certificate that changes, the updated
TRC MUST include a signature created with the private key
bel onging to the changed Control Plane root certificate (which is
part of the predecessor TRC).

* |In order for a regular TRC update to be verifiable, all votes MJST
be cast by regular_ voting certificates. That is, each index in
the votes field of the regularly updated TRC MIUST refer to a
_regular_ voting certificate in the certificates field of the
pr edecessor TRC

5.5. Sensitive TRC Update

If a TRC update does not qualify as a regular update, it is
consi dered a sensitive update.

* In order for a sensitive update to be verifiable, all votes MJST
be cast by sensitive_voting certificates. That is, each index
in the votes field of the sensitively updated TRC MJST refer to a
_sensitive_voting certificate in the certificates field of the
predecessor TRC

5.6. Signing a TRC Update

As described above, a set of voters MJST cast votes on the updated
TRC to make it verifiable. The votingQuorumfield of the predecessor
TRC (see Section 3.2.7) defines the required nunmber of voters, which
will represent regular or sensitive voting certificates,
respectively.

Furthernore, if one or nore new_ certificates are added to the
updated TRC, the correspondi ng voting representatives MJST al so sign
the updated TRC in order to show that they have access to the private
keys listed in these fresh certificates. This is called "show ng

pr oof - of - possessi on" and is done by signing the TRC with the
respective private key. For the distinction between changed and new
certificates in a TRC update, see Section 3.5.1
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It is up to the I SD nenbers to decide how the "casting a vote"
procedure for updated TRCs will take place. Some |SDs make a

di stinction between regular and sensitive updates by dividing the
regul ar and sensitive signing keys in different security classes,

e.g. they keep the regular key in an online vault while the sensitive
key woul d be stored offline. This way, the regular TRC update woul d
lend itself to being automated (since the keys are accessible online)
whereas the sensitive one would require manual actions to access the
offline key. Qher |1SDs keep both regular and sensitive keys online
and perform both updates automatically.

3.5.7. TRC Update Verification

To verify a TRC update, the relying party MJST performthe foll ow ng
checks:

* Check that the specified update rules as descri bed above are
respect ed.

* Check that all signatures are verifiable and no superfl uous
signatures are attached.

* |In case of a regular update:

- check that the signatures for the changing certificates are
present and verifiable, and

- check that all votes are cast by a regular voting certificate.
* |n case of a sensitive update:

- check that all votes are cast by a sensitive voting
certificate.

If one or nore of the above checks gives a negative result, the
updat ed TRC SHOULD be rej ect ed.

3.6. Initial TRC Signing Cerenopny

The very first base TRC of an I1SD - called the initial TRC- is a
special case of the base TRC. The initial TRC MJST be signed during
a signing cerenony where all voting representatives of the initial
TRC take part to sign the TRC and exchange their public keys.
Following this, all entities within an |1SD can obtain the TRC by
means of a secure offline or online nechani sm
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Appendi x C describes a possible procedure for the signing cerenony of
an ISD's initial TRC Wilst it is upto the initial menbers of an

I SD how to organi ze the signing cerenony, it recomended to inplenent
a process in line with the cerenony described in the Appendi x.

4. CP-PKI Operations

This section details the procedures for deploying the CP-PKI and
securing control plane conmunicati ons.

4.1. Distribution of TRCs
4.1.1. Base TRC

Base TRCs are trust anchors and thus axiomatically trusted. Al ASes
within an | SD MJUST be pre-loaded with the currently valid base-
version TRC of their own ISD. For all specifications regarding the
creation and distribution of initial/base TRCs, see Section 3.6.

4.1.2. TRC Update Di scovery

Al'l non-base TRCs of an |1SD are updates of the | SD s base TRC(s).
The TRC update chain consists of regular and sensitive TRC updates.
The specifications and rules that apply to updating a TRC are
described in Section 3.5.

Rel ying parties MJUST have at |east one valid TRC avail able. Relying
parties MJST di scover TRC updates within the grace period defined in
the updated TRC, and SHOULD di scover TRC updates in a matter of
mnutes to hours. Additionally, any entity sending information that
is secured by the Control Plane PKI MJST be able to provide all the
necessary trust material to verify said information

SCI ON provides the follow ng nechani sns for discovering TRC updates
and fulfilling the above requirenent:

* _Beaconi ng Process_
The TRC version is announced in the beaconi ng process. Each AS
MJST announce what it considers to be the latest TRC, and MJST
i nclude the hash value of the TRC contents to facilitate the
di scovery of discrepancies. Therefore, relying parties that are
part of the beaconing process discover TRC updates passively, i.e.
a core AS notices TRC updates for renmote |1SDs that are on the
beaconing path. A non-core AS only notices TRC updates for the
| ocal 1SD through the beaconing process. The creation of a new
TRC SHOULD trigger the generation of new control plane nessages,
as the propagation of control plane nmessages will help other ASes
rapi dly di scover the new TRC.
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* _Path Lookup_
In every path segnment, all ASes MJST reference the | atest TRC of
their 1SD. Therefore, when resolving paths, every relying party
will notice TRC updates, even renbte ones

* _Active Discovery_
Any TRC can be obtained at any tine fromthe sender of the
information it secures; either in a specific version or inits
| atest avail able version. The necessary query and response is
described in [I-D. dekater-scion-control pl ane], section
"Distribution of Cryptographic Material".

*Note:* The first two nmechani snms above only work when there is active
communi cati on between the relying party and the I1SD in question

4. 2. Si gning and Verifying Control Plane Messages

The main purpose of the Control Plane PKI is providing a mechanismto
distribute and aut henticate public keys that are used to verify
control plane nessages and information, e.g. each hop information in
a path segment is signed by the respective AS. Consequently, al
relying parties MJST be able to verify signatures with the help of
the Control Plane PKI.

The foll owi ng sections specify the requirements that apply to the
signing and verification of control plane nmessages.

4.2.1. Signing a Control Plane Message

An AS signs control plane nessages with the private key that
corresponds to the (valid) AS certificate.

The AS MJST attach the follow ng informati on as signature netadata to
ensure that a relying party can identify which certificate to use to
verify the signed nessage

* | SD-AS nunber: The | SD-AS nunber of the signing entity. For
specification details, see Section 2.7.4.1

* Subject key identifier: The identifier of the public key to be
used to verify the nessage. For specification details, see
Section 2.8.2.

Additionally, the signer SHOULD include the follow ng information

* Serial and base nunber of the latest TRC. Including this

information allows relying parties to di scover TRC updates and
trust resets. For specification details, see Section 3.2.2.
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* Timestanp: For many nmessages, the tine at which it was signed is
useful information to ensure freshness.

4.2.2. Verifying a Control Plane Message

To verify a received control plane message, the relying party first
needs to identify the certificate needed to validate the
correspondi ng signature on the message.

AS certificates are bundl ed together with the correspondi ng issuing
CA certificate into certificate chains. For efficiency, SC ON
distributes these certificate chains separately fromthe signed
nessages.

A certificate chain is verified against the Control Plane root
certificate, although the root certificate is bundled with the TRC
and *not* in the chain. This nakes it possible to extend the
validity period of the root certificate and update the correspondi ng
TRC wi thout having to nodify the certificate chain

To verify a control plane nmessage, the relying party MJST performthe
fol |l owi ng steps:

1. Build a collection of root certificates fromthe | atest TRC of
the relevant 1SD (that is, the ISD referenced in the signature
met adata of the message). |If the grace period (see
Section 3.2.4) introduced by the latest TRCis still on-going,
the root certificates in the second-to-latest TRC MUST al so be
i ncluded. For a description on howto build the correct
collection of certificates, see Section 3.4.1

2. If the signature nmetadata of the nmessage contains the serial and
base nunber of the latest TRC, the relying party MJST check that
they have this latest TRC. |If not, the relying party MJST
request the latest TRC

3. After constructing the pool of root certificates, the relying
party MJST select the certificate chain used to verify the
message. The AS certificate included in this certificate chain
MUST have the follow ng properties:

* The |1 SD-AS nunber in the subject of the AS certificate MJST
mat ch the |1 SD-AS nunber in the signature netadata. See al so
Section 2.7.4.1.

* The subject key identifier of the AS certificate MJST natch

the subject key identifier in the signature netadata. See
al so Section 2.8.2.
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The AS certificate MJUST be valid at verification time, which
will normally be the current time. |In special cases, e.g.
auditing, the time can be set to the past to check if the
message was verifiable at the given tine.

4. After selecting a certificate chain to verify the control plane
messages, the relying party MIUST verify the certificate chain by:

*

Executing the regular X 509 verification procedure. For
details, see [X 509].

Checki ng t hat

- all subjects of the certificates in the chain carry the
same | SD nunber (see also Section 2.7.4.1,

- each certificate is of the correct type (see also
Section 2), and

- the CAcertificate validity period covers the AS
certificate validity period.

5. If the verification of the certificate chain was successful, the
relying party can now verify the control plane nessages with the
root certificates fromthe certificate chain.

If any cryptographic material is mssing in the process, the relying
party MJUST query the originator of the message for the m ssing
material. |If it cannot be resolved, the verification process fails.

*Important:* An inplication of the above procedure is that path
segnments SHOULD be verifiable at tine of use. It is not enough to
rely on path segments being verified on insert since TRC updates that
change the root key can invalidate a certificate chain.

4.3. Issuing Control Plane AS Certificates

The steps REQUIRED to issue a new AS certificate are the foll ow ng:

1. The AS creates a new key pair and a certificate signing request
(CSR) using that key pair.

2. The AS sends the certificate signing request to the relevant CA
within the | SD.

3. The CA uses its CA key and the CSR to create the new AS
certificate.
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4. The CA sends the AS certificate back to the AS.

VWhen an AS joins an ISD, the first CSRis sent out of band to one of
the CAs as part of the formalities to join the ISD. Subsequent
certificate renewal s MAY be automated and can | everage the contro

pl ane communi cation infrastructure (see

[1-D. dekat er-scion-control pl ane], section "Renewal of Cryptographic
Material ").

Depl oynent Consi derati ons

.1. PKI Availability

The Control Plane PKI relies on short-lived certificates as an
alternative to revocation, as described in Section 1.4.2. AS
certificates typically have a validity of days (see Table 2), except
for the first issued AS certificate. Should an AS not be able to
renew certificates, it would be cut off fromthe network

It is therefore recommended to deploy multiple, independent CAs
within an I SD that can issue certificates to all nmenber ASes and
sustain the appropriate certificate renewal |oad. ASes should then
be able to quickly switch over to a backup CA to renew their
certificates in tine.
2. Operational Processes for |SD Governance

An I1SD is governed by voting ASes. |n existing deploynents, voting
ASes may produce a regul ations docunent to facilitate operations.
Such docunent typically describes:

* governance structure

* roles and responsibilities

* admission criteria

* processes

* protection neasures for keys (e.g. use of HSM)

* actions in case of conpromnise or regul ations breach

Thi s docunent describes a typical TRC signing cerenony in Appendix C,
but further processes are out-of-scope.
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Security Considerations

SCI ON fundanental ly differs froma gl obal monopolistic trust nodel as
each |1 SD nanages its own trust roots instead of a single globa

entity providing those roots. This structure gives each | SD aut onony
in terms of key managenent and in terns of trust, and prevents the
occurrence of a global kill switch affecting all |SDs at once.
However, each I1SDis still susceptible to conprom ses that could
affect or halt other components (control plane and forwarding).

Thi s section discussed inplication of such trust architecture,
covering _inter -AS security considerations. Al _intra -AS trust-
and security aspects are out of scope.

1. Conmprom se of an |ISD

In SCCION there is no central authority that could "switch off" an |ISD
as each relies on its own independent trust roots. Each AS within an
ISD is therefore dependent on its I1SDs PKI for its functioning,

al t hough the follow ng conprom ses are potentially possible:

* At TRC level: The private root keys of the root certificates

contained in an TRC are used to sign issuing CA certificates. |If
one of these private root keys is conprom sed, the adversary could
issue illegitimate issuing CA certificates which nay be used in

further attacks. To maliciously performa TRC update, an attacker
woul d need to conpromise multiple voting keys, the nunber of which
i s dependent on the voting quorumset in the TRC. The higher the
quorum the nore unlikely a malicious update will be.

* At CAlevel: The private keys of an ISD s issuing CA certificates
are used to sign the AS certificates and all ASes within an | SD
obtain certificates directly fromthe CAs. |If one of the CA s
keys is conprom sed, an adversary could issue illegitimte AS
certificates which may be used to inpersonate ASes in further
attacks. A conpromised or m sbehaving CA could also refuse to
i ssue certificates to legitimate ASes, cutting themoff the
network if no alternative redundant CA is avail abl e.

* At AS level: Each AS within an I SD signs control plane nessages
with their AS private key. |If the keys of an AS are conproni sed
by an adversary, this adversary can illegitimately sign contro
pl ane messages including Path Constructi on Beacons (PCBs). This
means that the adversary can mani pul ate the PCBs and propagate
them to nei ghboring ASes or register/store themas path segments.
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2

1. Recovery from Conprom se

This section deals with possible recovery fromthe conprom ses
di scussed in the previous paragraph. As described in Section 1.4.2,
there is no revocation in the Control Plane PKI.

* At TRClevel: If any of the root keys or voting keys contained in
the TRC are conprom sed, the TRC MJST be updated as described in
Section 3.5. A trust reset is only required in the case the
nunber of conproni sed keys at the sane tine is greater or equa
than the TRC s quorum (see Section 3.2.7), and a invalid update
has been produced and distributed in the network.

* At CAlevel: If the private key related to a issuing CA
certificate is conprom sed, the inpacted CA AS MJST obtain a new
CA certificate fromthe corresponding root AS. [Issuing CA
certificates are generally short lived to linmt the inpact of
conprom se. Alternatively, with a TRC update, a new root keys can
al so be forced, invalidating the compromn sed CA.

* At AS level: In the event of a key conpromi se of a (nhon-core) AS
the inpacted AS needs to obtain a new certificate fromits CA
This process will vary depending on internal issuance processes.

Deni al of Service Attacks

The Control Plane PKI |ays the foundation for the authentication
procedures in SCION by providing each AS within a specific ISDwith a
certified key pair. These keys enabl e the authentication of al
control plane nessages - every AS and endpoint can verify all control
pl ane nmessages by following the certificate chain.

The relying party MJST be able to discover and obtain new or updated
cryptographic material. For the control plane nessages, this is
sinmplified by the observation that the sender of a nessage (e.g. of a
pat h construction beacon during path exploration or a path segnent
during a path | ookup) always has all the cryptographic material to
verify it. Thus, the receiver can always imedi ately obtain all the
cryptographic material fromthe nessage origi nator

As the correspondi ng PKI nmessaging only occurs when the control plane
i s already communicating, these requests to obtain cryptographic
material are not prone to additional denial of service attacks. W
refer to the security considerations of

[1-D. dekater-scion-control pl ane] for a nore detail ed description of
DoS vul nerabilities of control plane nmessages.
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8.

On the other hand, this does not apply for certificate renewal .

Deni al of Service on the CA infrastructure or on the comrunication
links fromthe individual ASes to the CA could be used by an attacker
to prevent victimASes fromrenewing their certificates and halting
the path discovery process. This risk can be nmitigated in nultiple

ways:

* CAs only need to be accessible fromASes within the | SD, reducing
the potential DoS attack surface

* relying on nultiple CAs within an | SD

* creating policies and processes to renew certificates out-of-band
3. TRC Distribution and Trust on First Use

Base TRCs act as an | SD root of trust (see Section 1.4).

If an endpoint retrieves the initial TRC in-band (e.g. froma | ocal

control service or a resolution server) w thout prior validation, it

effectively operates under a "Trust on First Use" (TOFU) assunption.

Care should therefore be taken in trusting the TRC source.

Shoul d an AS be provisioned with a malicious TRC, it would not be

able to communicate to other ASes in the affected | SD, thereby

limting inpact of a malicious TRC

I ANA Consi derations

Thi s docunent has no | ANA acti ons.

The 1SD and SCI ON AS number are SCl ON-specific nunmbers. They are
currently allocated by the SCI ON Associ ati on (see
[1 SD- AS- assi gnnment s]) .
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SCI ON- CP- PKI - CERT- EXTENSI ONS {
iso(l) identified-organization(3) dod(6) internet(1l) private(4)
enterprise(l) scion(55324) nodul e(0) id-scion-pki-cert-ext(101)

}

DEFINI TIONS EXPLICI T TAGS :: =

BEG N

-- Root SCION object identifier (IANA Private Enterprise Nunber 55324)
id-scion OBJECT IDENTIFIER ::= { 1 3 6 1 4 1 55324 }

-- SCION Control Pl ane PKI

i d-cppki OBJECT IDENTIFIER ::= { id-scion 1}

-- SCION | SD-AS Attribute

id-at-ia AttributeType ::= {id-scion id-cppki(1l) id-at(2) 1}
-- SCI ON Key Purposes

i d-scion-kp OBJECT IDENTIFIER ::= { id-cppki 3}

-- ldentifies a Sensitive voting certificate

i d-kp-sensitive OBJECT IDENTIFIER ::= { id-scion-kp 1}

-- ldentifies a Regular voting certificate

i d-kp-regul ar OBJECT IDENTIFIER ::= { id-scion-kp 2}

-- ldentifies a Root certificate

i d- kp-root OBJECT IDENTIFIER ::={ id-scion-kp 3}

END

Appendix B. TRC in ASN. 1 Syntax

SCl ON- CP- PKI - TRC {
iso(l) identified-organization(3) dod(6) internet(1) private(4)
enterprise(l) scion(55324) nodul e(0) trc(1l)

}

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N

| MPORTS
Certificate
FROM PKI X1Explicit88 {
iso(l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- pki x1-explicit(18)
b
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TRCVal idity ::= SEQUENCE {
not Bef or e CGeneral i zedTi ne,
not Af t er General i zedTi me
}
TRCPayl oad ::= SEQUENCE {
versi on TRCFor mat Ver si on,
iD TRCI D,
validity TRCVal i di ty,
gracePeri od | NTECER,
noTr ust Reset BOOLEAN,
vot es SEQUENCE SI ZE (0..2047) OF | NTEGER (0. .4095),
vot i ngQuor um I NTEGER (1..2047),
cor eASes SEQUENCE OF ASN,
authoritati veASes SEQUENCE OF ASN,
description UTF8String (SIZE (0..8192)),
certificates SEQUENCE SI ZE (0..4095) OF Certificate
}
TRCFor mat Version ::= I NTEGER { v1(0) }
TRCI D :: = SEQUENCE ({
i SD | SD,
seri al Number I NTEGER (1..MAX),
baseNumber I NTEGER (1.. MAX)
}
I SD ::= I NTEGER (1..65535)
ASN ::= Printabl eString
END

Appendi x C. Signing Cerenony Initial TRC
A Signing Cerenmony is used to create the initial (first) Trust Root
Configuration of an 1SD. Each |SD nay deci de how to conduct this
cerenony, but it is RECOWENDED to establish a procedure sinilar to
the one described bel ow

C 1. Cerenony Partici pants

The Signing Cerenony SHOULD include the foll owing participants:
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* *Cerenony Adninistrator* - an individual in charge of nopderating
the signing process, guiding the participants through the steps,
and acting as an internediary for sharing information. The
Cerenony Administrator is typically appointed by the | SD Manager
or by resolution of the Voting ASes.

* *\oting AS Representatives* - individuals representing each Voting
AS who are able to create voting signatures on the TRC. They are
in possession of a device with the private keys of their
respective certificates in the TRC

* *Wtness(es)* - individual (s) who have no active role in the
Si gni ng Cerenony but may stop the process and request nore
information if they feel its integrity may have been conprom sed.
The Wtness(es) are typically appointed by resolution of the
Vot i ng ASes.

*Note:* The | SD nenbers MJST decide on the roles of the Signing
Cerenony participants in advance of Signing Cerenony, and MJST have
reached agreement about the Certificate Authority (CA) ASes (that
will also issue the root certificates). It is assumed that all
parties are trustworthy and i ssues encountered during the Signing
Cerenony may be assuned to be caused by honest nistakes and not by
mal i cious intent. Hash conparison checks are included to counter

nm stakes and so that every participant can ensure they are operating
on the sane data, and the private keys of each participant never

| eave their machine. The Cerenony Adm nistrator does not have to be
entrusted with private keys.

C. 2. Cerenpny Preparations
The partici pants MJST decide in advance on the physical |ocation of
the Signing Cerenony, the devices that will be used, and the |1SD
policy as foll ows:

* | SD nunber - usually obtained fromthe SCION registry, see
Section 3.2.2;

* The description of the TRC, see Section 3.2.10;
* Validity period of the TRC, see Section 3.2.3;
* Grace period of the TRC (except for Base TRCs);
* Voting quorum for the TRC, see Section 3.2.7;

* AS nunbers of the Core ASes, see Section 3.2.8;
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* AS nunbers of the Authoritative ASes, see Section 3.2.9;
* The list of Control Plane Root Certificates.

Each representative of a Voting AS MJST al so create the foll ow ng
before the cerenony:

* A sensitive voting private key and a self-signed certificate
contai ning the correspondi ng public key.

* Aregular voting private key and a self-signed certificate
contai ni ng the correspondi ng public key.

In addition, each Certificate Authority MJST create a control plane
root private key and a self-signed certificate containing the
correspondi ng public key. A representative of the Certificate

Aut hority need not be present at the cerenony as they do not need to
sign the TRC, but they MJST provide their root certificate to be
shared at the cerenony. The validity period of the certificates
generated in advance MJST cover the full TRC validity peri od.

The | ocation MJUST provide electricity and power sockets for each
participant, and should provide a nonitor or projector that allows
the Cerenony Administrator to display proceedings.

The Cerenony Adm nistrator and Voting ASes MJST each bring to the

Si gni ng Cerenony a secure machi ne capabl e of signing and verifying
TRCs and conputing the SHA-512 digest of the files. For voting ASes,
the machine requires access to their own sensitive and regular voting
private keys.

The Cerenony Adm nistrator MJUST provide or be provided with a device
to exchange data between the cerenony partici pants.

The Signing Cerenony SHOULD i nclude a procedure to verify that all
devi ces are secure.

C 3. Cer enony Phases

The nunber of Voting ASes present at the Signing Cerenony nust be
equal to or larger than the specified voting quorum

The signing process has four phases of data sharing, |ed by the

Cerenony Admini strator who provides instructions to the other
partici pants:
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C.3.1. Certificate Exchange

Al'l parties share the certificates that nust be part of the TRC with
the Cerenony Adm nistrator. For the Voting ASes, these are the
sensitive and the regular voting certificates, and for the
Certificate Authority these are the Control Plane root certificates.

Each representative copies the requested certificates fromtheir
machi ne onto a data exchange device provided by the Cerenony

Adm ni strator that is passed between all representatives, before
being returned to the Cerenony Admi nistrator. Representatives MJST
NOT copy the corresponding private keys onto the data exchange device
as this invalidates the security of the cerenony.

The Cerenony Adm nistrator then checks that the validity period of
each provided certificate covers the previously agreed upon TRC
validity, that the signature algorithns are correct, and that the
certificate type is valid (root, sensitive voting or regular voting
certificate). |If these paraneters are correct, the Cerenony
Admi ni strator conputes the SHA-512 hash value for each certificate,
aggregates and bundles all the provided certificates, and finally
cal cul ates the SHA-512 hash value for the entire bundle. Al hash
val ues nust be displayed to the participants.

The Cerenony Admi nistrator MJUST then share the bundle with the
representatives of the voting ASes who MJST validate on their machine
that the hash value of their certificates and that of the bundled
certificates is the sane as di splayed by the Cerenpony Adm nistrator

Thi s phase concl udes when every representative has confirnmed the
SHA- 512 suns are correct. |If there is any m smatch then this phase
MJST be repeat ed.

C.3.2. Generation of the TRC Payl oad

The Cerenony Admi nistrator generates the TRC payl oad based on the
bundl ed certificates and the Section 3.2 conpleted in accordance with
| SD policy, see Appendix C. 2.

For each bundl ed certificate, the voting representatives MJST then
verify the certificate type and that the following fields contain the
correct information:

* jssuer
*  subj ect
* wvalidity
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* signature

Once the voting representatives have verified the TRC data, the

Cer enony Admi ni strator conputes the DER encoding of the data
according to Appendi x B and the SHA-512 hash val ue of the TRC payl oad
file. The TRC payload file is then shared with the voting
representatives via the data exchange device who verify the TRC

payl oad hash val ue by conputing this on their nmachi ne and checking it
mat ches the one di spl ayed by the Cerenony Adm nistrator

Thi s phase concl udes when all voting representatives confirmthat the
contents of the TRC payl oad are correct.

C.3.3. TRC Signing

Each voting representative attaches a signature created with their
own private voting key to the TRC (payload file), using their own
machi ne. This serves to prove possession of the private keys.

Thi s phase concl udes when all voting representatives have attached
their signatures to the TRC

C.3.4. TRC Validation

Al voting representatives copy the TRC payl oad signed with their
private voting keys to the data exchange device and return this to
the Cerenony Administrator. The Cerenony Adm ni strator assenbles the
final TRC by aggregating the payl oad data and verifying the
signatures based on the certificates exchanged during phase

Appendi x C. 3.1. The Cerenony Adninistrator then shares the assenbl ed
TRC with all participants who MJST agai n i nspect the signatures and
verify them based on the certificates exchanged i n phase

Appendi x C. 3. 1.

The Signing Cerenpony is conpl eted once when every voting
representative confirnms that the signatures match. Al participants
can then use the TRC to distribute trust anchors for the |ISD
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