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Abstract

Thi s docunent describes the data plane of the path-aware, inter-
domain network architecture SCION (Scal ability, Control, and

I sol ati on On Next-generation networks). A fundanental characteristic
of SCIONis that it gives path control to SCl ON capabl e endpoints.

The SCION Control Plane is responsible for discovering these paths
and naki ng them avail abl e as path segnents to the endpoints. The
role of the SCION Data Plane is to conbi ne these path segnments into
end-to-end paths, and forward data between endpoints according to the
specified path. 1t fundanmentally differs froman | P-based data pl ane
inthat it is _path-aware_ and interdomain forwarding directives are
enbedded in the packet header

Thi s docunment provides a detailed specification of the SCION data
packet format as well as the structure of the SCl ON header, including
ext ensi on headers. It also describes the life of a SCl ON packet
while traversing a SCION network, followed by a specification of the
SCI ON path aut horizati on nechani sns and the packet processing at
routers.

Thi s docunent contains new approaches to secure path aware
networking. It is not an Internet Standard, has not received any
formal review of the | ETF, nor was the work devel oped through the
rough consensus process. The approaches offered in this work are
offered to the conmunity for its consideration in the further

evol ution of the Internet.

About Thi s Document

This note is to be renoved before publishing as an RFC
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1. Introduction

SCION is a path-aware internetworking routing architecture as
described in [RFC9217]. It allows endpoints and applications to

sel ect paths across the network to use for traffic, based on trusted
path properties. SCIONis an inter-domain network architecture and
is therefore not concerned with intra-domai n forwarding.

SCION relies on three nain conponents:

_PKI_ - providing cryptographic material within an uni que trust
nmodel . It is described in [I-D.dekater-scion-pki].

_Control Plane_ - performng inter-domain routing by discovering and
securely dissemnating path information. It is described in

[1-D. dekat er-sci on-control pl ane].

_Data Plane_ - carrying out secure packet forwarding between SCl O\
enabl ed ASes over paths selected by endpoints. It is described in
this docunent.

A nore detailed introduction, motivation, and probl em statement are
provided in [I-D. dekater-scion-control pl ane]. Readers are encouraged
to read the introduction in that docunent first.

The SCION architecture was initially devel oped outside of the |IETF by
ETH Zurich with significant contributions from Anapaya Systens. It
is deployed in the Swiss finance sector to provide resilient
connectivity between financial institutions. The aimof this
docunent is to docunent the existing protocol specification as

depl oyed, to encourage interoperability anong inplenmentations, and to
i ntroduce new concepts that can potentially be further inproved to
address particular problens with the current Internet architecture.

de Kater, et al. Expires 5 July 2026 [ Page 4]



I nternet-Draft SCI ON DP January 2026

1.1. Termi nol ogy

*SCl ON Aut ononmous System (AS)*: A SCI ON Aut ononpbus Systemis a
networ k under a common adm nistrative control. For exanple, the
network of a SCI ON service provider, conpany, or university can
constitute an AS. Wile functionally simlar to a BGP AS, a SClION AS
operates within an Isolation Domain (1SD), utilizes a different
address schene, and serves as a locator in the addressing of end
hosts. References to ASes throughout this docunent refer to SClI ON
ASes.

*Core AS*: Each |Isolation Domain (1SD) is admnistered by a set of

di stingui shed SCI ON aut ononous systens (ASes) called core ASes, which
are responsible for initiating the path di scovery and path
construction process (called "beaconing” in SClON).

*Data Pl ane*: The data plane (sonetines also referred to as the
forwardi ng plane) is responsible for forwarding data packets that
endpoints have injected into the network. After routing information
has been di ssem nated by the control plane, packets are forwarded by
the data plane in accordance with such information

*Egress/Ingress*: Refers to the direction of travel. |In SCION, path
construction with beaconing happens in one direction, while actua
traffic mght follow the opposite direction. This docunent clarifies
on a case-by-case basis whether 'egress’ or 'ingress refers to the
direction of travel of the SCI ON packet or to the direction of

beaconi ng.

*Endpoint*: An endpoint is the start or the end of a SCION path, as
defined in [ RFC9473].

*Forwardi ng Key*: A symretric key that is shared between the contro
service (control plane) and the routers (data plane) of an AS. It is
used to authenticate Hop Fields in the end-to-end SCION path. The
forwarding key is an AS-local secret and is not shared with other
ASes.

*Forwar di ng Path*: A conplete end-to-end path between two SCI ON
endpoints which is used to transmt packets in the data plane. It
can be created with a conbination of up to three path segnents (an up
segnent, a core segnent, and a down segnent).
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*Hop Field (HF)*: As they traverse the network, Path-Segnent
Constructi on Beacons (PCBs) accumrul ate cryptographically protected
AS-| evel path information in the formof Hop Fields. |In the data
pl ane, Hop Fields are used for packet forwarding: they contain the
i ncom ng and outgoing Interface I Ds of the ASes on the forwarding
pat h.

*Info Field (INF)*: Each Pat h-Segnment Constructi on Beacon (PCB)
contains a single Info field, which provides basic information about
the PCB. Together with Hop Fields (HFs), these are used to create
forwardi ng paths.

*Interface ldentifier (Interface ID)*: A 16-bit identifier that
designates a SCION interface at the end of a link connecting two

SCI ON ASes, with each interface belonging to one border router. Hop
fields describe the traversal of an AS by a pair of Interface |IDs
cal l ed Conslngress and ConsEgress as they refer to the ingress and
egress interfaces in the direction of path construction (beaconing).
Each Interface I D MJUST be unique within each AS. 0 is a reserved

val ue that indicates the lack of an Interface ID and is used as the
unspecified Interface ID (see Section 2.3.3).

*|solation Dormain (I1SD)*: SCION ASes are organi zed into | ogica
groups called Isolation Dormains or |1SDs. Each |SD consists of ASes
that span an area with a uniformtrust environment (e.g. a conmon
jurisdiction).

*Message Authentication Code (MAC*: In the rest of this docunent,
"MAC' always refers to "Message Authentication Code" and never to
"Medi um Access Control". Wen "Medium Access Control address" is
i mplied, the phrase "Link Layer Address" is used.

*Path Authorization*: A requirenment for the data plane is that
endpoints can only use paths that were constructed and authorized by
ASes in the control plane. The goal of path authorization is to
prevent endpoints fromcrafting Hop Fields (HFs) thensel ves,

modi fying HFs in authorized path segnents, or conbining HFs of
different path segments.

*Path Control*: The property of a network architecture that gives

endpoints the ability to select how their packets travel through the
network. Path control is stronger than path transparency.
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*Pat h Segnment*: These are derived from Pat h- Segnent Construction
Beacons (PCBs). A path segment can be (1) an up segnent (i.e. a path
bet ween a non-core AS and a core AS in the sanme I1SD), (2) a down
segnent (i.e. the same as an up segnent, but in the opposite
direction), or (3) a core segnment (i.e. a path between core ASes).

Up to three path segnents can be used to create a forwarding path.

*Pat h- Segment Construction Beacon (PCB)*: Core AS control planes
generate PCBs to explore paths within their isolation domain (1SD)
and between different |1SDs. ASes further propagate selected PCBs to
their neighboring ASes. These PCBs traverse each AS accumul ating

i nformation, including Hop Fields (HFs) which can subsequently be
used for traffic forwarding.

*Path Transparency*: This is a property of a network architecture
that gives endpoints full visibility over the network paths their
packets are taking. Path transparency is weaker than path control

*Peering Link*: A link between two SCI ON border routers of different
ASes that can be used as a shortcut. Peering link information is
added to segnment information during the beaconing process and used to
shorten paths while assenbling themfromsegnents. It is possible to
construct a path out of only two partial segnents whose top-nost hops
are joined by a peering link. Two peering ASes nay be in different

| SDs and may exi st between any ASes, including core ASes.

*SCl ON Control Message Protocol (SCWP)*: A signaling protoco
anal ogous to the Internet Control Message Protocol (ICWP), as
described in [I-D. dekater-scion-control pl ane].

1.2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

1.3. Overview

The SCION Data Pl ane forwards inter-domain packets between SCI ON
ASes. SCION routers are nornally deployed at the edge of an AS and
peer with neighboring SCION routers. Inter-domain forwarding is
based on end-to-end path information contained in the packet header,
whi ch consists of a sequence of Hop Fields (HFs). Each Hop Field
corresponds to an AS on the path, and it includes an ingress
Interface ID as well as an egress Interface |ID which unequivocally
identifies the ingress and egress interfaces within the AS. The
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information is authenticated with a Message Authenticati on Code (MAC)
to prevent forgery.

This concept allows SCION routers to forward packets to a nei ghbor AS
wi t hout inspecting the destination address and al so without
consulting an inter-domain forwarding table. A SCl ON border router
reuses existing intra-domain infrastructure (e.g. IP) to conmunicate
to other SCION routers or SCION endpoints within its AS. The |ast
SCION router at the destination AS uses the destination address to
forward the packet to the appropriate | ocal endpoint.

Thi s SCI ON design choice has the foll owi ng advant ages:

* It provides control and transparency over forwarding paths to
endpoi nt s.

* |t sinplifies the packet processing at routers. |Instead of having
to perform |l ongest prefix matching on | P addresses which requires
dedi cat ed hardware and substantial amounts of energy, a router can
simply access the next hop fromthe packet header after having
verified the authenticity of the Hop Field s MAC

1.3.1. Inter- and Intra-Domain Forwarding

As SCION is an inter-domain network architecture, it is not concerned
with intra-domain forwarding. This corresponds to the genera
practice today where BGP and I P are used for inter-domain routing and
forwardi ng respectively, but ASes use an intra-domain protocol of
their choice - e.g. OSPF or IS-IS for routing, and I P, MPLS, and
various Layer 2 protocols for forwarding. |In fact, even if ASes use
IP forwarding internally, they typically encapsulate the original IP
packet they receive at the edge of their network into another IP
packet with the destination address set to the egress border router,
in order to avoid full inter-domain forwarding tables on interna
routers.

SCI ON enphasi zes this separation as it is used exclusively for inter-
domai n forwarding; re-using the intra-domain network fabric to
provi de connectivity anmongst all SCION infrastructure services,
border routers, and endpoints. As a consequence, mninal change to
the infrastructure is required for |SPs when depl oyi ng SCI ON
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In practice, in nmost existing SCI ON depl oynents the SCION routers
communi cat e anongst themsel ves and wi th endpoi nts by encl osing the
SCI ON header inside an UDP/IPv6 or UDP/1Pv4 packet. The choice of
using an UDP/IP as an intra-domain protocol between routers was
driven by the need to naximze conpatibility with existing networks.
Id does not exclude that a SClI ON packet may be encl osed directly on
top of a Layer 2 protocol, since the choice of intra-donmain protocol
is AS specific.

Figure 1 shows the SCI ON header within the protocol stack, in an AS
where the SCl ON depl oynment uses UDP/IP as an intra-donain protocol.
A simlar nodel may be used for inter-domain |inks, depending on the
i ndi vi dual choice of the two interconnected SCI ON router operators.
A full exanple of the Iife of a SClION packet is later presented in
Section 3. A list of currently used upper |ayer protocols on top of
SCION is presented in Appendi x "Assigned SCI ON Protocol Nunbers".

e +
I I

I I

| Payl oad (L4) |

I I

I I

I I

T T re e +

I I

| SCl ON |

I I
O + <+

| uDP | _
e + | I'ntra-domain
| I P | | protocol

o e e e e e e e e e oo oo + |

| Li nk Layer | |
O + <+

Figure 1: The SCI ON header within the protocol stack in a typical
depl oynent

A conpl ete SCION address is conposed of the <ISD, AS, endpoint
address> 3-tuple. The ISD-AS part is used for inter-donain routing,
whi | st the endpoint address part is only used for intra-donmain
forwarding at the source and destination ASes. This inplies that
endpoi nt addresses are only required to be globally unique within
each SCION AS. An endpoint running a SClION stack using a [ RFC1918]
could therefore directly communi cate with anot her SCI ON endpoi nt

usi ng a [ RFC1918] endpoint address in a different SCH ON AS.
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1.

1.

de Kater, et al

The data transmi ssion order for SCCONis the sane as for |Pv6 as
defined in Introduction of [RFC8200].

3.

2

I ntra-Domai n Forwardi ng Process

When transiting an internediate SCION AS, a packet gets forwarded by
at nost two SCION routers. The forwardi ng process consists of the
fol |l owi ng steps.

1.

3.

3.

The AS's SCION i ngress router receives a SCION packet fromthe
nei ghbori ng AS.

The SCI ON router parses, validates, and authenticates the SCl ON
header .

The SCION router naps the egress Interface IDin the current Hop
Field of the SCION header to the destination address of the
intra-domain protocol (e.g. MPLS or IP) of the egress border
router.

The packet is forwarded within the AS by SCI ON-unaware routers
and sw tches based on the header of the intra-donmain protocol

Upon receiving the packet, the SCI ON egress router strips off the
header of the intra-domain protocol, again validates and updates
the SCI ON header, and forwards the packet to the nei ghboring

SCI ON router.

The last SCION router on the path forwards the packet to the
packet’s destination endpoint indicated by the field DstHost Addr
of the Address Header (Section 2.2).

Confi guration

Border routers require nmappings from SCION Interface I Ds to underl ay
addresses and such information MJST be supplied to each router in an
out of band fashion (e.g in a configuration file). For each link to
a nei ghbor, these values MJST be configured. A typica

i mpl ementation will require:

*

Interface | D

Li nk type (core, parent, child, peer). Link type depends on

mut ual agreenents between the organi zati ons operating the ASes at
each end of each |ink.

Nei ghbor | SD- AS nunber.
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* Nei ghbor interface’s underlay address.

* For intra-domain forwarding: mapping of the AS interface IDs to
i ntra-domai n protocol address of the correspondi ng routers.

* The algorithmused to conpute the Hop Field MAC (Section 4.1.1)
whi ch nust be the sanme as that used by the Control Services within
the AS.

In order to forward traffic to a service endpoi nt address (DT/DS as
per Table 3), a border router translates the service nunber into a
specific destination address. The nmethod used to acconplish the
translation is not defined by this docunment and is only dependent on
the inplementation and the choices of each AS's adm nistrator. In
current practice this is acconplished by way of a configuration file.

In addition, routers require coarse time synchronization with contro
pl ane instances (see Section 4.2.2.3).

*Note:* The current SCION inplenmentation runs over the UDP/IP
protocol. However, the use of other |ower |layers protocols is
possi bl e.

1.4. Path Construction (Segnent Conbi nations)

Pat hs are di scovered by the Control Plane which nmakes them avail abl e
to SCION endpoints in the formof path segnents. As described in
[1-D. dekater-scion-control pl ane], there are three kinds of path
segnents: up, down, and core.

In the data plane, a SCI ON endpoint creates end-to-end paths fromthe
pat h segments by conbining multiple path segments. Depending on the
net wor k topol ogy, a SCION forwardi ng path consists of at |east one
and up to three segnents. Each path segnent contains several Hop

Fi el ds representing the ASes on the segnent as well as one Info Field
with basic information about the segnent - e.g. a tinmestanp.

Segnments cannot be comnbined arbitrarily. To construct a valid
forwardi ng path, the source endpoint MJST obey the follow ng rules:

* There MJST be at nobst one of each type of segnent (up, core, and
down). Allowing multiple up or down segnments woul d decrease
efficiency and the ability of ASes to enforce path policies.

* |f an up segment is present, it MJIST be the first segnent in the
pat h.
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* |f a down segnent is present, it MJST be the | ast segnment in the
pat h.

* |f there are two path segnents (one up and one down segnent) that
bot h announce the sane peering link, then a shortcut via this
peering link is possible.

* |If there are two path segnments (one up and one down segnent) that
share a common ancestor AS (in the direction of beaconing), then a
shortcut via this comon ancestor AS is possible. The up-then-
down constraint still applies.

* Additionally, all segnents without any peering possibility MJST
consi st of at |east two Hop Fields.

Note that the type of segment is known to the endpoint but it is not
explicitly visible in the path header of data packets. Therefore, a
SCION router needs to explicitly verify that these rules were

followed correctly by performng checks described in Section 4.2.2.1

Besi des enabling the enforcenent of path policies, the above rules
al so protect the econonic interest of ASes as they prevent building
"vall ey paths". A valley path contains ASes that do not profit
economically fromtraffic on this route, with the name conming from
the fact that such paths go "down" (follow ng parent-child Iinks)
bef ore going "up" (follow ng child-parent |inks).

Figure 2 and Figure 3 show valid segnent conbinations with each node
representing a SCCON AS. It is assuned that the source and
destination endpoints are in different ASes (as endpoints fromthe
same AS use an enpty forwarding path to comuni cate with each other).
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+-- -+ :
| C| = Core AS : - - - - = unused links
+-- -+
p---p = peering link
+---+
|* | = source/destination AS  ------ > = direction of beaconing
+---+
Core Core Core
---------- > e e
+---+ +---+ +---+ +---+ +---+ +---+
+ + C +----- + C + + C +----- +* | * C+----- +*
| +-+-+ +-+-+ +-+-+ +---+ +---+ +---+
| | la | | 1b 1c
I I I I
I I I I
| +- 4+ +- 4+ +- 4+ Cor e
L | I R >
| +-+-+ +-+-+ +-+-+ +---+
| | | | +----4+ C +----+
I I I I I to- -t I
I I I I I I
| +-+-+ +-+-+ +-+-+ +-+-+ 1d +-+-+
vt > | > | |* d |* d
+---+ +---+ +---+ +---+ +---+
Figure 2: Illustration of valid path segment conbinations through

mul tiple core ASes.
Valid path segment conbi nati ons:
* *Conmuni cati on through core ASes*:

-  *Core segnent conbination* (Cases la, 1lb, 1c, 1d in Figure 2):
The up and down segnents of source and destination do not have

an AS in common. In this case, a core segnent is REQU RED to
connect the source’'s up segnent and the destination’s down
segment (Case la). |If either the source or the destination AS

is a core AS (Case 1b), or both are core ASes (Cases 1c and
1d), then no up or down segnents are REQUI RED to connect the
respective ASes to the core segnent.

- *Immedi ate conbi nation* (Cases 2a, 2b in Figure 3): The last AS
on the up segrment (which is necessarily a core AS) is the sane

as the first AS on the down segnment. 1In this case, a sinple
conbi nation of up and down segnents creates a valid forwarding
path. In Case 2b, only one segnent is required.
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* *Peering shortcut* (Cases 3a and 3b): A peering link exists
between the up and down segment, and extraneous path segnments to
the core are cut off. Note that the up and down segnents do not
need to originate fromthe sane core AS and the peering link could
al so be traversing to a different |SD

* *AS shortcut* (Cases 4a and 4b): The up and down segnents
intersect at a non-core AS below the |1SD core, thus creating a
shortcut. In this case, a shorter path is nade possible by
renovi ng the extraneous part of the path to the core. Note that
the up and down segnents do not need to originate fromthe sane
core AS.

* *(On-path* (Case 5): In the case where the source’s up segnent
contains the destination AS or the destination’s down segnent
contains the source AS, a single segnent is sufficient to
construct a forwarding path. Again, no core ASis on the fina
pat h.

de Kater, et al. Expires 5 July 2026 [ Page 14]



I'n

<— " +

<— " +

1.

de

ternet-Draft SCI ON DP January 2026

+-- -+ +-- -+ +-- -+

+--+ C +--+ +* -+ C +-

| +---+ | +- +- + +---+

I I I

| 2a | 2b | 3a

I I I

+- -+ +- -+ +- -+ +- -+ +- -+

| | | | p--pr |

+- +- + +- +- + +- +- + +- +- + +- +- +

I I I I I

I I I I I

I I I I I

+- -+ +- -+ +- -+ +- -+ +- -+
=1 1= =1

+---+ +---+ +---+ +---+ +---+

Core Core

---------- > .
+-- -+ +-- -+ +-- -+ +-- -+ +-- -+ +-- -+
+C+- - +CH + C+ | cl--1¢Cl| | C|
+- +-+ +- +-+ +- +-+ +- +- +- +-+ - +-

3b : da : 4b : 5

+-- -+ +- -+ +- -+ - -t - +- -+
| +p---p+ | +- + +- + +- -+ +- -+ | *
+- +- + +- +- + | +---+| | +---+ | +- +- +
I I I I I I I

I I I I I I I

I I I I I I I
+- -+ +- -+ +- -+ +- -+ +- -+ +- -+ +- -+
=1 L L R L 1=
+---+ +---+ +---+ +---+ +---+ +---+ +---+
Figure 3: Illustration of valid path segnent conbinations through

one or no core ASes.
5. Pat h Aut hori zati on

The SCION Data Pl ane provides _path authorization_ . This ensures that
data packets al ways traverse the network using path segnents that
were explicitly authorized by the respective ASes and prevents

endpoi nts from constructi ng unauthori zed paths or paths containing

| oops. SCION uses symetric cryptography in the form of Message

Aut henti cati on Codes (MACs) to authenticate the information encoded
in Hop Fields and such MACs are verified by routers at forwarding.
For a detail ed specification, see Section 4.
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2. SClI ON Header Specification

The SCI ON packet header is aligned to 4 bytes and is conposed of a
common header, an address header, a path header, and an OPTI ONAL
ext ensi on header, see Figure 4 below The 4 byte alignment is to
al | ow header length to be computed based on the HdrLen field (see
Section 2.1).

Figure 4: Hi gh-level SCION header structure, non-byte aligned

The _common header _ contains inportant meta information including
versi on nunber and the |engths of the header and payload. In
particular, it contains flags that control the format of subsequent
headers such as the address and path headers. For nore details, see
Section 2.1.

The _address header_ contains the |SD, SCI ON AS and endpoi nt
addresses of source and destination. The type and | ength of endpoint
addresses are variable and can be set independently using flags in
the common header. For nore details, see Section 2.2.

The _path header_ contains the full AS-l1evel forwarding path of the
packet. A path type field in the common header specifies the path
format used in the path header. For nore details, see Section 2.3.
The OPTI ONAL _extension_ header contains a variable nunber of hop-by-
hop and end-to-end options, simlar to extensions in the | Pv6 header
[ RFC8200]. For nore details, see Section 2.4.

2.1. Common Header

The SCI ON common header has the foll owi ng packet fornmat:
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Version| TrafficC ass | FI ow Label |
i i i T i I S i e s o o i i

R s

I S S S SN S

Next Hdr | Hdr Len | Payl oadLen |
s T e e S i ot ST S R S S S S e i ot ST NI S R
PathType |DT |DL | ST |SL | RSV |
i T S S O S i o S

Figure 5: The SClI ON common header packet fornmat

Version: The version of the SCION common header. Currently, only
version "0" is supported.

TrafficCl ass: The 8-bit long identifier of the packet’s class or
priority. The value of the traffic class bits in a received
packet might differ fromthe value sent by the packet’s source.
The current use of the TrafficCass field for Differentiated
Services and Explicit Congestion Notification is specified in

[ RFC2474] and [ RFC3168].

Fl ow Label: This 20-bit field | abels sequences of packets to be
treated in the network as a single flow. Sources MJST set this
field which serves the same purpose as what [ RFC6437] descri bes
for 1Pv6 and is used in the same manner. Note that a Fl ow Label
of zero does not inply that packet reordering is acceptable.

Next Hdr: Encodes the type of the first header after the SCl ON
header, which can be either a SCI ON extension or a Layer 4
protocol such as TCP or UDP. Values of this field respect the
Assi gned SCI ON Protocol Nunbers (see Appendi x "Assigned SCI ON
Pr ot ocol Numbers").

Hdr Len: Specifies the entire I ength of the SCI ON header in bytes -
i.e. the sumof the |engths of the commobn header, the address
header, and the path header. The SCI ON header is aligned to a
multiple of 4 bytes. The SCI ON header length is conputed as
HdrLen * 4 bytes. The 8 bits of the HdrLen field Iimt the SCI ON
header to a maxi mnum of 255 * 4 = 1020 bytes.

Payl oadLen: Specifies the length of the payload in bytes. The
payl oad i ncludes (SCI ON) extension headers and the L4 payl oad.
This field is 16 bits |ong, supporting a maxi mum payl oad si ze of
65’ 535 bytes.
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* Pat hType: Specifies the type of the SCION path and is 8 bits |ong.
The format of one path type is independent of all other path
types. The currently defined SCION path types are Enpty (0),
SCION (1), OneHopPath (2), EPIC (3) and COLIBRI (4). This
docunent only specifies the Enpty, SCION and OneHopPat h path types
and the other path types are currently experinental. For nore
details, see Section 2.3.

[S bl o s
| Value | Path Type |
g ettty bt e el
| O | Enpty path (EnptyPath) |
I > +
| 1 | SCI ON (SCI ON) |
R oo e e e +
| 2 | One-hop path (OneHopPat h) |
S Sy +
| 3 | EPIC path (experinental) |
I > +
| 4 | COLIBRI path (experinmental) |
R oo e e e +

Table 1: SCION path types

* DT/DL/ST/SL: These fields define the endpoint address type and
endpoi nt address length for the source and destination endpoint.
DT and DL stand for Destination Type and Destination Length,
whereas ST and SL stand for Source Type and Source Length. The
possi bl e endpoi nt address | ength values are 4 bytes, 8 bytes, 12
bytes, and 16 bytes. |[|f an address has a length different from
the supported val ues, the next larger size SHALL be used and the
address can be padded with zeros. Table 2 below lists the
currently used values for address length. The "type" identifier
is only defined in conbination with a specific address length -
e.g. address type "0" is defined as IPv4 in conbination with
address length 4, but is defined as IPv6 in conbination with
address length 16. Per address |length, several sub-types are
possi bl e and Table 3 shows the currently assigned combi nati ons of
| engt hs and types.

de Kater, et al. Expires 5 July 2026 [ Page 18]



I nternet-Draft SCI ON DP January 2026

[ el s oo
| DL/SL Value | Address Length |
e el e ety o
| O | 4 bytes |
L i I I T +
| 1 | 8 bytes |
I i S I A ] +
| 2 | 12 bytes |
F-- - - - - - i T +
| 3 | 16 bytes |
L i I I T +

B oo s e s sty
| Type (DT/ST) | Length (DL/SL) | Conventional Use |
=+t ——————+4——————————————————+
| O | O | I'Pv4 |
i I S I A ] I I I +
| O | 3 | I'Pv6 |
I i T i T R i +
| 1 | O | Service |
I I I T I i T ) +
| other | other | Unassi gned |
i I S I A ] I I I +

Table 3: Allocations of |length and type conbi nations
A service address designates a set of endpoint addresses rather than
a single one. A packet addressed to a service is redirected to any
one endpoint address that is known to be part of the set. Table 4
lists the known services.
* RSV: These bits are currently reserved for future use.
2.2. Address Header

The SCI ON address header has the foll owi ng format:
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Dst | SD | |
R i T S e E +
I Dst AS |
i e e R e o o e i ol S N B S
| Srcl SD | |
i It S i R i SIE TR TR e +
| SrcAS |
e L o i e S  th o i R S
| Dst Host Addr ( variable Len. ) |
i e e R ol s o i e R e b i o S S N S T
| SrcHost Addr ( variable Len. ) |
B i s T T i i o S o T Ji I

Figure 6: The SClI ON address header packet format

* DstlSD, SrclSD. The 16-bit 1SD identifier of the destination/
sour ce.

* DstAS, SrcAS: The 48-bit SCION AS identifier of the destination/
sour ce.

* Dst Host Addr, SrcHostAddr: Specifies the variable | ength endpoint
address of the destination/source. The accepted type and | ength
are defined in the DI/DL/ST/SL fields of the commobn header.

If a service address is inplied by the DI/DL or ST/SL field of the

common header according to Table 3, the correspondi ng address field

has the follow ng format:

0 1 2 3

01234567890123456789012345678901

i i i T i I S i e s o o i i

| Servi ce Number | RSV |

R et e s i o e s i i
Figure 7: Service address format

* RSV: reserved for future use

The currently known service nunbers are:
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| Service Number (hex) | Short Name | Description |
[} e ——————————— Ll ——_————_ Ll —p—_—(——————(————————— L
| 0001 | DS | Discovery Service |
R S TR e +
| 0002 | CS | Control Service |
domemmemeeeemeaeeaaas S ISRy T +
| FFFF | None | Reserved invalid value

T R o e e e e e e e e oo o - +

Tabl e 4. Known Service Nunbers

*Note:* For nore information on addressing, see the
([1-D. dekat er-sci on-control pl ane] ).

2.3. Path Header
The path header of a SCl ON packet differs for each SCION path type
The path type is set in the PathType field of the SCl ON conmon
header .
SCI ON supports three path types:

2.3.1. Enpty Path Type
The Enpty path type (PathType=0) is used to send traffic within an
AS. It has no additional fields - i.e. it consunmes O bytes on the

W re.

One use case of the Enpty path type lies in the context of
link-failure detection (Section 6.1).

2.3.2. SCION Path Type

The SCION path type (PathType=1) is the standard path type. A SCH ON
path has the follow ng | ayout:
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Pat hivet aHdr |
R e s T o T S R El ok i R e e S S e o o s
| nf oFi el d

I T T S S T S T ST S S A s i e S

R e i i e T S e s i i e T S S R o
| nf oFi el d

HopFi el d

T T S S S
HopFi el d

I I
I I
+- -+
I I
I I
+- -+
I I
I I
S T S i S S e e e S S S
I I
I I
I I
+- -+
I I
I I
I I
i S S T i S S e S AT i S S
I I
I I
I I
+- +

B i T S T i I i T i s S S S I S S S
Figure 8: Layout of a standard SClI ON path

It consists of a path nmeta header, up to 3 Info Fields and up to 64
Hop Fi el ds.

* PathMetaHdr indicates the currently valid Info Field and Hop Field
whil e the packet is traversing the network along the path, as well
as the nunber of Hop Fields per segnent.

* InfoField equals the nunber of path segnents that the path
contains - there is one Info Field per path segment. Each Info
Fi el d contains basic information about the correspondi ng segnent,
such as a timestanp indicating the creation time. There are also
two flags: one specifies whether the segnent is to be traversed in
construction direction, the other whether the first or |ast Hop
Field in the segnment represents a peering Hop Field.

* HopField represents a hop through an AS on the path, with the
ingress and egress interface identifiers for this AS. This
information is authenticated with a Message Authenticati on Code
(MAC) to prevent forgery.
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The SCI ON header is created by extracting the required Info Fields
and Hop Fields fromthe corresponding path segnents, and this process
is illustrated in Figure 9 below. Note that ASes at the intersection
of multiple segnments are represented by two Hop Fields. Be aware
that these Hop Fields are not equal

In the Hop Field that represents the last Hop in the first segnent
(seen in the direction of travel), only the ingress interface will be
specified. However, in the hop Field that represents the first hop
in the second segnent (also in the direction of travel), only the
egress interface will be defined. Thus, the two Hop Fields for this
one AS build a full hop through the AS, specifying both the ingress
and egress interface. As such, they bring the two adjacent segnents
t oget her.
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Figure 9: Path construction exanple

Field

Pat h Meta Header

2.3.2.1.

The 4-byte Path Meta Header field (PathMetaHdr) defines neta

is contained in the path

i nformati on about the SCI ON path that

It has the follow ng format:

header .
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I

| G| CurrHF | RSV | SegOLen | SeglLen | Seg2Len
i i i T i I S i e s o o i i

Figure 10: SCION path type - Format of the Path Meta Header field

* QurrlINF (shown as Cl above): Specifies a 2-bits index (0-based)
pointing to the current Info Field for the packet on its way
through the network. For details, see Section 2.3.2.2 bel ow.

* QurrHF: Specifies a 6-bits index (0-based) pointing to the current
Hop Field for the packet on its way through the network. For
details, see Section 2.3.2.2 below. Note that the CurrHF i ndex
MUST point to a Hop Field that is part of the current path
segnent, as indicated by the Currl NF i ndex.

Both indices are used by SCION routers when forwarding data traffic
through the network. The SCION routers also increnent the indexes if
required. For nore details, see Section 4.2.2.

* Seg{0,1,2}Len: The nunber of Hop Fields in a given segnent.

Seg{i}Len > O inplies that segnent _i_contains at |east one Hop
Field, which neans that Info Field _i_exists. (If Seg{i}Len =0
then segnent _i_ is enpty, neaning that this path does not include
segnment _i_, and therefore there is no Info Field _i_.) The

following rules apply:

- The total nunmber of Hop Fields in an end-to-end path MJST be
equal to the sumof all Seg{0,1,2}Len contained in this end-to-
end pat h.

- It is an error to have Seg{X}Len > 0 AND Seg{Y}Len == 0, where
2> X > Y >=0. That is, if path segnent Y is enpty, the
foll owi ng path segnent X MJST al so be enpty.

* RSV: Unused and reserved for future use.
2.3.2.2. Path Ofset Calcul ations

Path of fset cal cul ati ons enable SCI ON border routers to |locate the
currently active Info Field and Hop Field during packet processing.

The following rules apply when cal culating the path of fsets:

de Kater, et al. Expires 5 July 2026 [ Page 25]



I nternet-Draft SCI ON DP January 2026

if Seg2Len > 0: Num NF = 3
else if SeglLen > 0: Numl NF
el se if SegOLen > 0: Numl NF
else: invalid

The offsets of the current Info Field and current Hop Field (relative
to the end of the address header) are now cal cul ated as:

B = byte
InfoFieldOffset = 4B + 8B * Currl NF
HopFi el dOFfset = 4B + 8B. Numl NF + 12B * CurrHF

To check that the current Hop Field is in the segnent of the current
Info Field, the CurrHF needs to be conpared to the SeglLen fields of
the current and preceding Info Fields.

2.3.2.3. Info Field
The 8-byte Info Field (InfoField) has the follow ng format:

0 1 2 3

01234567890123456789012345678901
R e T e i S R ek ko S NN S
| RSV | Pl C RSV | Acc |
e e i o e e e T o e ok
| Ti mest anp |
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y

Figure 11: SCION path type - Format of the Info Field
* RSV: Unused and reserved for future use.

* P: Peering flag. |If the flag has value "1", the segnent
represented by this Info Field contains a peering Hop Field, which
requires special processing in the data plane. For nore details,
see Section 4.1.2 and Section 4. 2.

* C Construction direction flag. |If the flag has value "1", the
Hop Fields in the segnent represented by this Info Field are
arranged in the direction they have been constructed during
beaconi ng.

* Acc: Accurul ator. This updatable field/counter is REQU RED for

calculating the MAC in the data plane. For nore details, see
Section 4.1.
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Ti mestanp: Tinmestanp created by the initiator of the correspondi ng
beacon. The tinestanp is defined as the seconds since Epoch
according to [PCSI X. 1-2024] Section 4.19, encoded as a 32-bit
unsigned integer. This timestanp enables the validation of a Hop
Field in the segment represented by this Info Field, by verifying
the expiration time and MAC set in the Hop Field - the expiration
time of a Hop Field is calculated relative to the tinmestanp. An
Info field with a timestanp in the future is invalid, and for the
pur pose of validation, a timestanp is considered "future” if it is
|ater than the locally available current tinme plus 337.5 seconds
(i.e. the mMmnimumtine to live of a hop). This tinmestanp waps
around every 2732 seconds (roughly 136 years) with the next

wr aparound occurring in year 2106. Care should be taken by

i mpl ementations while conputing validity during a w aparound.

2.3.2.4. Hop Field

The 12-byte Hop Field (HopField) has the follow ng format:

1 2 3

01234567890123456789012345678901

e i S T S S T T S i S S S S

RSV | 1] E| ExpTi ne | Consl ngress |

T o I S S i T S DU S S T S S

S i S S S L i S

T S S T S S e T St S S S S S S S S

ConsEgr ess |

I
+
MAC |
+

Figure 12: SCION path type - Format of the Hop Field
RSV: Unused and reserved for future use.

I: The Ingress Router Alert flag. |If this has value "1" and the
packet is received on the interface with ID corresponding to the
val ue of Conslngress, the router SHOULD process the L4 payload in
t he packet.

E: The Egress Router Alert flag. |If this has value "1" and the

packet is received on the interface with ID corresponding to the
val ue of ConsEgress, the router SHOULD process the L4 payload in
t he packet.

ExpTine: Expiration time of a Hop Field. This field is 1-byte
long, and the expiration tinme specified in this field is relative
and expressed in units of 256th of a day. An absolute expiration
time in seconds is conputed in conbination with the Tinestanp
field (fromthe corresponding Info Field), as follows:
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- Tinestanp + (1 + ExpTine) * (86400/ 256)

* Conslngress, ConsEgress: The 16-bits ingress/egress Interface |IDs
in construction direction, that is, the direction of beaconing.

* MAC. The 6-byte Message Authentication Code to authenticate the
Hop Field. For details on howthis MAC is cal cul ated, see
Section 4.1.1.

The I ngress Router (respectively Egress Router) is the router owning
the Ingress interface (respectively Egress interface) when the packet
is traveling in the _construction direction_ of the path segnent
(i.e. the direction of beaconing). Wen the packet is traveling in
the opposite direction, the meanings are reversed.

Router alert flags work simlarly to [RFC2711] and all ow a sender to
address a specific router on the path without knowing its address.
Processing the Layer 4 payload in the packet nmeans that the router
will treat the payload of the packet as a nessage to itself and parse
it according to the value of the NextHdr field. Such nessages

i nclude Traceroute Requests (see 'SCVP/ Traceroute request’ in

[1-D. dekater-scion-control pl ane]).

Setting multiple router alert flags on a path SHOULD be avoi ded.

This is because the router for which the correspondi ng Router Alert
flag is set to "1" may process the request w thout further forwarding
it along the path. Use cases that require nultiple routers/hops on
the path to process a packet SHOULD rely on a hop-by-hop extension
(see Section 2.4).

2.3.3. One-Hop Path Type

Boot st rappi ng beaconi ng bet ween nei ghboring ASes relies on the
OneHopPath path type (PathType=2). This is necessary as nei ghbor
ASes do not have a forwarding path before beaconing is started.

A one-hop path has exactly one Info Field and two Hop Fields. Any
entity with access to the AS forwardi ng key can create a valid info
and Hop Field as described in Section 2.3.2.3 and Section 2.3.2.4
respectively. The second Hop Field is created by the ingress SCI ON
border router of the neighboring AS while processing the one-hop
path. The appropriate Hop Field can be processed by a border router
based on the source and destination address. In this context, the
followi ng rules apply:

* At the source endpoint AS, CurrHF := 0_.

* At the destination endpoint AS, CurrHF :=1 .
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Upon receiving a packet containing a one-hop path, the ingress border
router of the destination AS fills in the Consingress field in the
second Hop Field of the one-hop path with the ingress interface ID

It sets the ConsEgress field to the unspecified value 0, ensuring the
pat h cannot be used beyond the destination AS. Then it cal cul ates
and appends the appropriate MAC for the Hop Field.

2.3. 4. Pat h Reversa

When a destination endpoint receives a SCl ON packet, it MAY use the
path information in the SCI ON header for sending the reply packets.
To reverse a path, the destination endpoint MJST performthe
fol |l owi ng steps:

1. Reverse the order of the Info Fields;
2. Reverse the order of the Hop Fiel ds;

3. For each Info Field, negate the construction direction flag C, do
not change the accurul ator field Acc.

4. In the PathMetaHdr field:
* Set the CurrlNF and CurrHF to "0".
* Reverse the order of the non-zero SeglLen fields.

Note that the destination endpoint, upon receiving a first packet, is
not aware of the path MIU. Wen using a reversed path, it should use
a mechanismto estimate its MU (e.g. MIU discovery or estinmte MU
fromthe | argest packet received).

2.4. Extension Headers
SCI ON provides two types of extension headers:

* The Hop-by-Hop Options header is used to carry OPTI ONAL
i nformati on that MAY be exam ned and processed by every SCl ON
router along a packet’s delivery path. The Hop-by-Hop Options
header is identified by value "200" in the NextHdr field of the
SCI ON common header (see Section 2.1).

* The End-to-End Options header is used to carry OPTI ONAL
i nformati on that MAY be exam ned and processed by the sender and/
or the receiving endpoints of the packet. The End-to-End Options
header is identified by value "201" in the NextHdr field of the
SCI ON common header (see Section 2.1).
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If both headers are present, the Hop-by-Hop Options header MJST cone
before the End-to-End Options header.

*Note: * The SCI ON ext ensi on headers are defined and used based on and
simlar to the I Pv6 extensions as specified in Section 4 of

[ RFC8200]. The SCI ON Hop- by-Hop Options header and End-to-End

Opti ons header resenble the | Pv6 Hop-by-Hop Options Header (section
4.3 in the RFC) and Destination Options Header (section 4.6)
respectively.

The SCI ON Hop- by-Hop Options and End-to-End Options headers are
aligned to 4 bytes and have the foll owi ng format:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Next Hdr | Ext Len | Opt i ons |
i S i i e e i +
I
+

i T S T i s sl ol S S S Y
Fi gure 13: Extension headers: Options header

* NextHdr: Unsigned 8-bit integer. Identifies the type of header
i medi ately followi ng the Hop-by-Hop/ End-to- End Opti ons header
Val ues of this field respect the Assigned SCI ON Protocol Numbers
(see al so Appendi x "Assi gned SClI ON Protocol Nunbers")

* ExtLen: 8-bit unsigned integer. The length of the Hop-by-hop or
End-to-end options header in 4-octet units, not including the
first 4 octets. That is: ExtLen = uint8(((L + 2) / 4) - 1), where
L is the size of the header in bytes, assuming that L + 2 is a
multiple of 4.

* (Options: This is a variable-length field. The length of this
field MUST be such that the conplete | ength of the Hop-by-Hop/ End-
to-End Options header is an integer multiple of 4 bytes. This can
be achi eved by using options of type O or 1 (see Table 4). The
Options field contains one or nore Type-Length-Value (TLV) encoded
options. For details, see Section 2.4.1

2.4.1. Options Field
The Options field of the Hop-by-Hop Options and the End-to-End
Options headers carries a variable nunber of options that are type-

| engt h-val ue (TLV) encoded. Each TLV-encoded option has the
foll owi ng fornat
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Opt Type | OptDatalen | Opt Dat a |
i i i S I S S |
I
+

T T T S S T S S i S S s Suity SN

Figure 14: Options field: TLV-encoded options

* (OptType: 8-bit identifier of the type of option. The follow ng
option types are assigned to the SCI ON HBH E2E Opti ons header:

| Decimal | Option Type |
[ ettty Cpp—p—p—p—(——————————————————————————————
| O | Padl (see Section 2.4.1.1) |
S o m e e e e e e e e ee e +
| 1 | PadN (see Section 2.4.1.2) |
B o e e e e e e e e e e e e e e e e e o +
| 2 | SCI ON Packet Authenticator Option. |
| | Only used by the End-to-End

| | Options header (experinmental). |
S o m e e e e e e e e ee e +
| 253 | Used for experimentation and |
| | testing |
S R o e e e e e e e e e e e e e e +
| 254 | Used for experinmentation and |
| | testing |
S o m e e e e e e e e ee e +
| 255 | Reserved |
B o e e e e e e e e e e e e e e e e e o +

Table 5: Option types of SCION Options header

* OptDatalLen: Unsigned 8-bit integer denoting the Iength of the
OptData field of this option in bytes.

* (OptData: Variable-length field. Option-type specific data.

The options within a header MJST be processed strictly in the order
they appear in the header. This is to prevent a receiver from
scanni ng through the header |ooking for a specific option and
processing this option prior to all precedi ng ones.

I ndi vi dual options may have specific alignnment requirenments to ensure

that nultibyte values within the OptData fields have natural
boundaries. The alignnment requirenment of an option is specified
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using the notation "xn+y". This neans that the Opt Type MJST appear
at an integer nultiple of x bytes fromthe start of the header, plus
y bytes. For exanple:

* 2n: means any 2-bytes offset fromthe start of the header

* 4n+2: neans any 4-bytes offset fromthe start of the header, plus
2 bytes.

There are two padding options to align subsequent options and to pad
out the containing header to a nultiple of 4 bytes in length. For
details, see below. Al SCION inplenmentations MJST recogni ze these
paddi ng options.

2.4.1.1. Padl Option
Al i gnnment requirenment: none.

0 1 2 3
01234567890123456789012345678901
S

I 0 I

e N SRR SR

Fi gure 15: TLV-encoded options - Padl option

*Note:* The format of the Padl option is a special case - it does not
have | ength and val ue fi el ds.

The Padl option is used to insert 1 byte of padding into the Options
field of an extension header. |f nore than one byte of padding is
requi red, the PadN option MJST be used.

2.4.1.2. PadN Option
Al'i gnnent requi renent: none.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| 1 | OptDatalLen | Opt Dat a |
i S i i e e i +
I
+

I S i S T T I S e e e T S S i i

Fi gure 16: TLV-encoded options - PadN option
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The PadN option is used to insert two or nore bytes of padding into
the Options field of an extension header. For N bytes of padding,
the OptDatalen field contains the value N-2, and the OptData consists
of N-2 zero-val ued bytes.

2.5. Pseudo Header for Upper-Layer Checksum

The SCI ON Data Pl ane does not provide payload integrity protection,
as further clarified in Section 7.2.2. Should any transport or other
upper -1l ayer protocols conpute a checksum of the SCI ON header, then
they SHOULD use the follow ng pseudo header:

0 1 2 3
01234567890123456789012345678901
e i S T S S S T o S S e e i i S S S

| Dst 1 SD | | |
T g S ST S Sy S & |

| Dst AS | |
i S D S T O T A T |

| Srcl SD | | | SCION
B T it o R ik sl I (I I S TR S + | address
| Sr cAS | | header
A g S S S g S g S |

| Dst Host Addr ( variable Len. ) | |
T S T D S T T T S |

| SrcHost Addr ( variable Len. ) | |
S S D S S S S M P S SRR S S R S S S S S S g &

| Upper - Layer Packet Length |
i i i T i I S i e s o o i i
| zero | Next Header |
R et e s i o e s i i

Figure 17: Layout of the pseudo header for the upper-layer checksum

* DstlSD, SrclSD, DstAS, SrcAS, DstHostAddr, SrcHostAddr: These
val ues are taken fromthe SCl ON address header.

* Upper-Layer Packet Length: The | ength of the upper-|ayer header
and data. Some upper-|ayer protocols define headers that carry
the length information explicitly (e.g. UDP) and this infornmation
is used as the upper-layer packet length in the pseudo header for
these protocols. The renaining protocols, which do not carry the
length information directly, use the value fromthe Payl oadLen
field in the SCl ON conmmon header, m nus the sum of the extension
header | engths.
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* Next Header: The protocol identifier associated with the upper-
| ayer protocol (e.g. 17 for UDP - see al so Appendi x "Assigned
SCI ON Protocol Nunbers"). This field can differ fromthe NextHdr
field in the SCl ON comon header, if extensions are present.

Thi s pseudo- header is used in current inplenentations of UDP on top
of SCION. However, as checksuns across |ayers are not reconmended
their use is discouraged in future revisions.

3. Life of a SCION Data Packet

This section describes the |ife of a SClION packet: howit is created
at its source endpoint, passes through a nunber of SCION routers, and
finally reaches its destination endpoint. It is assuned that both
source and destination are native SCION endpoints (i.e. they both run
a native SCI ON network stack)

This exanple illustrates an intra-1SD case - i.e. all comunication
happening within a single 1SD. As the sample |1SD only consi sts of
one core AS, the end-to-end path only includes an up-path and down-
path segment. The forwarding logic is uniformacross intra- and
inter-1SD scenarios. An inter-1SD scenario would use an additiona
core path segnent or a peering link
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1.

|
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| 198.51.100.17)
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Figure 18: Exanple topology. AS ff00:0:1 is the core AS of I1SD
1, and AS ff00:0:2 and AS ff00:0:3 are non-core ASes of |SD 1.

Based on the above topol ogy, this exanmple shows the life of a SCI ON
packet sent from source at Endpoint A to destination at Endpoint B
It also shows sinplified snapshots of the packet header after each
on-path router.

Pat h Lookup and Segnent Conbi nation at Source

In this example, Endpoint Ain AS ff00:0:2 wants to send a data
packet to Endpoint B in AS ff00:0:3 where both are part of I1SD 1. To
create an end-to-end SCION forwardi ng path, Endpoint A first queries
its owmn AS ff00:0:2 control service for up segnents to the core AS in
its ISD. The AS ff00:0:2 control service returns up segnents from AS
ff00:0:2 to the ISD core AS ff00:0:1. Endpoint A also queries its AS
ff00:0:2 control service for a down segrment fromits |ISD core AS
ff00:0:1 to AS ff00:0:3, in which Endpoint B is located. The AS
ff00:0:2 control service will return down segnents fromthe | SD core
down to AS ff00:0:3. The path segnents consist of Hop Fields that
carry the ingress and egress interfaces of each AS (e.g. i2a, ila,
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...), as described in detail in Section 2 - (x,y) represents one Hop
Fi el d.

*Note:* For nore details on the | ookup of path segments, see 'Path
Lookup’ in [I-D. dekater-scion-control pl ane].

Based on its own selection criteria, Endpoint A selects the up
segrment (0,i2a)(ila,0) and the down segnment (0,ilb)(i3a,0) fromthe
path segments returned by its own AS ff00:0:2 control service

To obtain an end-to-end forwarding path fromthe source ASto the
destination AS, Endpoint A conbines the two path segnments into the
resulting SCION forwarding path, which contains the two Info Fields
_IF1_and _IF2_ and the Hop Fields (0,i2a), (ila,0), (0,ilb), and
(i3a,0).

*Note:* As this brief sanple path does not contain a core segnent,
the end-to-end path only consists of two path segnents.

Endpoi nt A now adds this end-to-end forwarding path to the header of
the packet that it wants to send to Endpoint B, and starts
transferring the packet.

3.2. Steps at Internediate Routers

This section contains sinplified snapshots of the packet header at
each hop. These snapshots are depicted in tables and they show the
nost relevant information of the header, including the SCION path and
underl ay | P encapsul ation for |ocal comrunication

The current Info Field (wth metadata on the current path segnment) in
the SCI ON header is depicted as _italic_in the tables. The current
Hop Field, representing the current AS, is shown *bol d*. The snapshot
tables also include references to | P/UDP addresses. In this context,
words "ingress" and "egress" refer to the direction of travel the

SCI ON packet .

* Step 1 -_ *A->Rl1*:
The SCI ON Endpoint Ain AS ff00:0:2 creates a new SCl ON packet
destined for destination Endpoint Bin AS ff00:0:3. Endpoint A
sends the packet (for the chosen forwarding path) to the next
SCION router as provided by its control service, which is in this
case router Rl. Endpoint A encapsul ates the SCI ON packet into an
underl ay UDP/1Pv4 header for the |ocal delivery to router R1,
utilizing AS ff00:0:2's internal routing protocol. The current
Info Field is IF1 . Upon receiving the packet, router RL wll
forward the packet on the egress interface that Endpoint A has
included into the first Hop Field of the SCI ON header
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| Field | Val ue | Description |
[ et ——— L ——_————————————————————————— Ll p—p——_——r L
| SCION addr. | SRC = 1-ff00:0:2,203.0.113.6 | Endpoint A |
| | DST = 1-ff00:0:3,192.0.2.7 | Endpoint B |
. TS . +
| SCION path | - _IF1_ *(0,i2a)* (ila,0) | |
| | - IF2 (0,i1b) (i3a,0) | |
S o e e e e e e e e e o S +
| UDP port | SRC = 30041 | |
| | DST = 30041 | |
. TS . +
| IP | SRC = 203.0.113.6 | Endpoint A |
| | DST = 203.0.113. 17 | Router R1 |
S o e e e e e e e e e o S +
| Link layer | SRC=A | |
| | DST=R1 | |
. TS . +

Tabl e 6: Snapshot header - step 1 - A->Rl

* _Step 2 -_ *Rl1->R2*:
Router Rl inspects the SCI ON header and considers the rel evant
Info Field of the specified SCION path, which is the Info Field
i ndicated by the current Info Field pointer. |In this case, it is
the first Info Field _IF1 . The current Hop Field is the first Hop
Field (0,i2a), which instructs router RL to forward the packet on
its interface i2a. After reading the current Hop Field, router Rl
nmoves the pointer forward by one position to the second Hop Field
(ila,0).

The Iink shown here is an exanple of not using a UDP/IP underl ay.
Al t hough nost i npl enent ati ons use such an encapsul ati on, SClI ON
only requires link-layer connectivity. Wat is used for one given
inter-AS link is a function of the available inplenentations at
each end, the available infrastructure, and the joint preference
of the two ASes admi ni strators.
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| Field | Val ue | Description |
[ et ——— L ——_————————————————————————— Ll p—p——_——r L
| SCION addr. | SRC = 1-ff00:0:2,203.0.113.6 | Endpoint A |
| | DST = 1-ff00:0:3,192.0.2.7 | Endpoint B |
. TS . +
| SCION path | - _IF1_ (0,i2a) *(ila,0)* | |
| - IF2 (0,i1b) (i3a,0) | |
S o e e e e e e e e e o S +
| Link layer | SRC=R1 | |
I | DST=R2 I I
. TS . +

Tabl e 7: Snapshot header - step 2 - Rl -> R2

* _Step 3 -_ *R2->R3*:
When receiving the packet, router R2 of Core AS ff00:0:1 checks
whet her the packet has been received through the ingress interface
i la as specified by the current Hop Field, otherw se the packet is
dropped by router R2. The router notices that it has consuned the
|l ast Hop Field of the current path segnent and then moves the
pointer fromthe current Info Field to the next Info Field IF2_.
The corresponding current Hop Field is (0,ilb), which contains
egress interface ilb. The router maps the ilb interface IDto
egress router R3, and encapsul ates the SCl ON packet inside an
intra-AS underlay |IP packet with the address of router R3 as the
under| ay destinati on.

[ ety el Lty
| Field | Val ue | Description |
| SCION addr. | SRC = 1-ff00:0: 2,203.0.113.6 | Endpoint A |
| | DST = 1-ff00:0:3,192.0.2.7 | Endpoint B |
S o e e e e e e e e e S +
| SCCON path | - IF1 (0,i2a) (ila,O0) | |
| | - _IF2_ *(0,i1b)* (i3a,0) | |
I Fem e meemeeeeeeecieemeaacaaas I +
| UDP port | SRC = 30041 | |
| | DST = 30041 | |
S o e e e e e e e e e S +
| IP | SRC = 198.51.100.1 | Router R2 |
| | DST = 198.51.100.4 | Router R3 |
I Fom e meemeeieeeeeceieemeaacaaas I +
| Link layer | SRC=R2 | |
| DST=R3 | |
S o e e e e e e e e e S +
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* Step 4 -_ *R3->R4*:
router R3 inspects the current Hop Field in the SCl ON header, uses
interface ilb to forward the packet to its nei ghbor SCI ON router
R4 of AS ff00:0:3, and noves the current hop-field pointer

forward. It adds an I P header to reach router R4.
| Field | Val ue | Description |
[ s el e s e s s e bt °}
| SCION addr. | SRC = 1-ff00:0:2,203.0.113.6 | Endpoint A |
| | DST = 1-ff00:0:3,192.0.2.7 | Endpoint B |
S o e e e e e e e i e S +
| SCCON path | - IF1 (0,i2a) (ila,0) | |
| | - _IF2_ (0,ilb) *(i3a,0)* | |
S o e e e e e e e e e o S +
| UDP port | SRC = 30041 | |
| | DST = 30041 | |
S o e e e e e e e i e S +
| IP | SRC = 198.51.100. 17 | Router R3 |
| | DST = 198.51.100. 18 | Router R4 |
S o e e e e e e e e e o S +
| Link layer | SRC=R3 | |
| DST=R4 | |
S o e e e e e e e i e S +

Tabl e 9: Snapshot header - step 4 - R3 -> R4

* _Step 5 -_ *R4->B*:
SCION router R4 first checks whether the packet has been received
through the ingress interface i 3a as specified by the current Hop
Field. Router R4 will then also realize, based on the fields
CurrHF and SeglLen in the SCI ON header, that the packet has reached
the last hop inits SCION path. Therefore, instead of stepping up
the pointers to the next Info Field or Hop Field, router R4
i nspects the SCION destination address and extracts the endpoint
address 192.0.2.7. It creates a fresh underlay UDP/IP header with
this address as destination and with itself as source. The intra-
domai n forwardi ng can now deliver the packet to its destination at
Endpoi nt B.
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| Field | Val ue | Description |
[ et ——— L ——_————————————————————————— Ll p—p——_——r L
| SCION addr. | SRC = 1-ff00:0:2,203.0.113.6 | Endpoint A |
| | DST = 1-ff00:0:3,192.0.2.7 | Endpoint B |
. TS . +
| SCION path | - IF1 (0,i2a) (ila,0) | |
| | - _IF2_ (0,i1b) *(i3a,0)* | |
S o e e e e e e e e e o S +
| UDP port | SRC = 30041 | |
| | DST = 30041 | |
. TS . +
| IP | SRC = 192.0.2.34 | Router R4 |
| | DST = 192.0.2.7 | Endpoint B |
S o e e e e e e e e e o S +
| Link layer | SRC=R4 | |
| DST=B | |
. TS . +

Tabl e 10: Snapshot header - step 5 - R4 -> B

When destination Endpoint B wants to respond to source Endpoint A it
can just swap the source and destination addresses in the SCl ON
header, reverse the SCION path, and set the pointers to the Info

Fiel ds and Hop Fields at the beginning of the reversed path (see al so
Section 2.3.4).

4. Path Authorization

Pat h aut hori zati on guarantees that data packets al ways traverse the
networ k al ong path segnments authorized by all on-path ASes in the
control plane. |In contrast to the |P-based Internet where forwarding
deci sions are nade by routers based on locally stored information,
SCION routers base their forwardi ng decisions purely on the
forwarding information carried in the packet header and set by

endpoi nts.

SCI ON uses cryptographi c nechanisns to efficiently provide path

aut hori zation. The mechani snms are based on _symetric_ cryptography
in the formof Message Authenticati on Codes (MACs) in the data pl ane
to secure forwarding informati on encoded in Hop Fields. This section
first explains how Hop Field MACs are conputed, then how they are
val i dated as they traverse the network.
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4.1. Authorizing Segnments through Chai ned MACs

When aut hori zing SCI ON PCBs and path segnents in the control plane
and forwarding information in the data plane, an AS authenticates not
only its own hop infornmation but al so an aggregation of all upstream
hops. This section describes how this works.

4.1.1. Hop Field MAC Overview
The MAC in the Hop Fields of a SCION path has two purposes:

* Preventing nmalicious endpoints from adding, renoving or reordering
hops within a path segnment created during beaconing by the contro
plane. In particular, preventing path splicing, i.e. the
combi nation of parts of different valid path segnents into a new
and unaut hori zed path segnent.

* Authentication of the information contained in the Hop Field
itself, in particular the ExpTine, Conslngress, and ConsEgress.

To fulfil these purposes, the MAC for the Hop Field of AS i includes
bot h the conponents of the current Hop Field HF i and an aggregation
of the path segnment identifier and all preceding Hop Fields/entries
in the path segnent. The aggregation is a 16-bit XOR sum of the path
segnment identifier and the Hop Field MAGs.

When originating a PCB in the control plane, a core AS chooses a
random 16-bit value as segnment identifier SeglD for the path segnent
and includes it in the PCB s Segnent Info conponent. 1In the contro
pl ane, each AS i on the path segnment conmputes the MAC for the current
HF_ i, based on the value of SeglD and the MACs of the preceding hop
entries. Here, the full XOR-sumis conputed explicitly.

For hi gh-speed packet processing in the data plane, conputing even
cheap operations such as the XOR-sum over a variable nunber of inputs
is complicated, in particular for hardware router inplenentations.

To avoid this overhead for the MAC chaining in path authorization in
the data plane, the XOR-sumis tracked increnmentally for each of the
path segments in a path as a separate, updatable Accurmulator Field
Acc. Routers update Acc by addi ng/subtracting only a single 16-bit
val ue each.

When conbi ning path segnments to create a path to the destination
endpoi nt, the source endpoint MJST also initialize the val ue of
accunul ator field Acc for each path segnent. The Acc field MJST
contain the correct XOR-sum of the path segnent identifier and
preceding Hop Field MACs expected by the first router that is
traversed
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The aggregated 16-bit path segnent identifier and precedi ng MACs
prevent splicing of different path segnents unless there is a
collision of the Acc value ampobng conpati bl e path segnments in an AS.
See Section 7.1.3 for nore details.

4.1.1.1. Hop Field MAC - Cal cul ation

The Hop Field MAC is generally calculated at a current AS i as

fol | ows:

* Consider a path segnent with "n" hops, containing ASes AS 0, ... ,
AS (n-1), with forwarding keys KO, ... , K(n-1) in this order.

* AS 0 is the core AS that created the PCB representing the path
segnment and that added a randominitial 16-bit segnent identifier
Segl D to the Segnent Info field of the PCB.

MAC i =
C ki (SeglD XOR MAC 0 [:2] ... XOR MAC (i-1) [:2], Tinestanp,
ExpTine_i, Conslngress_i, ConsEgress_i)

wher e
* ki = The forwarding key k of the current AS_i

* CKki (...) = Cryptographic checksum C over (...) conputed with
forwardi ng key Kki

* SeglD = The randominitial 16-bit segnent identifier set by the
core AS when creating the correspondi ng PCB

*  XOR = The bitw se "exclusive or" operation
* MAC.i [:2] = The Hop Field MAC for AS i, truncated to 2 bytes

* Timestanp = The tinmestanp set by the core AS when creating the
correspondi ng PCB

* ExpTime_i, Conslngress_i, ConsEgress_i = The content of the Hop
Field H-_i

Thus, the current MAC is based on the XOR-sum of the truncated MACs
of all preceding Hop Fields in the path segment as well as the path
segment’s SeglD - i.e. the current MACis _chained_ to all preceding
MACs. In order to effectively prevent path-splicing, the

crypt ographi ¢ checksum functi on used MJST ensure that the truncation
of the MACs is non-degenerate and roughly uniformy distributed (see
Section 4.1.1.3.2).
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4.1.1.2. Accunmul ator Acc - Definition

The Accurul ator Acc_i is an updatable counter introduced in the data
pl ane to avoid the overhead caused by MAC-chaining for path
authorization. This is achieved by increnmentally tracking the XOR-
sum of the previous MACs as a separate, updatable accunulator field
Acc which is part of the path segnent’s Info Field InfoField in the
packet header (see also Section 2.3.2.3). Routers update this field
by addi ng/ subtracting only a single 16-bit val ue each.

Section 4.1.1.1 provides a general fornmula to conpute MAC i, but at
each SCION router the expression SeglD XOR MAC 0 [:2] ... XOR MAC.i-1
[:2] is replaced by Acc_i. This results in the following alternative

procedure for the conputation of MAC i at SCION routers:

MAC i = CKki (Acc_i, Tinestanp, ExpTinme_i, Conslngress i,
ConsEgress_i)

During forwarding, SCION routers at each AS i update the Acc field in
the packet header so that it contains the correct input value of Acc
for the next ASin the path segnment to be able to calculate the MAC
over its Hop Field. Note that the correct input value of the Acc
field depends on the direction of travel.

The val ue of Acc_(i+1) is calculated based on the follow ng
definition (in the direction of beaconing):

Acc_(i+1) = Acc_i XOR MAC.i [:2]
*  XOR = The bitwi se "exclusive or" operation

* MACi [:2] = The Hop Field MAC for the current AS i, truncated to
2 bytes

4.1.1.3. Hop Field MAC Al gorithm

The al gorithmused to conpute the Hop Field MAC is an AS-specific

choi ce, although the Control Services and border routers within an AS
MJST use the sane algorithm |nplenmentati ons MIST al so support the
Default Hop Field MAC al gorithm as descri bed bel ow.

4.1.1.3.1. Default Hop Field MAC Al gorithm

The default MAC algorithmis AES-CVAC ([ RFC4493]) truncated to
48-bits, conputed over the Info Field and the first 6 bytes of the
Hop Field with flags and reserved fields zeroed out. The input is
padded to 16 bytes. The first_ 6 bytes of the AES-CMAC output are
used as resulting Hop Field MAC.
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Figure 19 bel ow shows the | ayout of the input data to calculate the
Hop Field MAC.

0 1 2 3
01234567890123456789012345678901

R i T T e e e i I S TR S i ot eI S R S S e S i ok i L
| 0 I Acc [
i T s i o S i i S R I S I S S S M |
| Ti mest anp | |
B S i s S S i i e e S e
| 0 | ExpTi ne | Consl ngress | |
R i T I e T S S e S TR S T e i I S e S e e e e o o |
| ConsEgr ess | 0 | |
e i i i i e e e e i i T ST S S S S S S S S e e S e e o

Figure 19: Input data to calculate the Hop Field MAC for the
default hop-field MAC al gorithm

4.1.1.3.2. Aternative Hop Field MAC Al gorithns

For alternative MAC algorithnms, the follow ng requirements MJST all
be net:

* The Hop Field MAC field is conputed as a function of the secret
forwardi ng key, the Acc and Timestanp fields of the Info Field,
and the ExpTime, Conslngress and ConsEgress fields of the Hop
Field. Function is used in the mathematical sense that for for
any val ues of these inputs there is exactly one result.

* The algorithmreturns an unforgable 48-bit value. Unforgable
specifically means "existentially unforgable under a chosen
message attack" ([CRYPTOBOOK]). Informally, this means an
attacker without access to the secret key has no conputationally
efficient neans to create a valid MAC for sone attacker chosen
i nput values, even if it has access to an "oracle" providing a
valid MAC for any other input val ues.

* The truncation of the result value to the first 16 bits of the
result val ue:

- is not degenerate - i.e. any small change in any input val ue
SHOULD have an "aval anche effect" on these bits, and;

- is roughly uniformy distributed when considering all possible
i nput val ues.
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This additional requirement is naturally satisfied for MAC al gorithns
based on typical block ciphers or hash algorithms. It ensures that
the MAC chaining via the Acc field is not degenerate.

4.1.2. Peering Link MAC Conputation

The Hop Field MAC conputation described in Section 4.1.1.1 does not
apply to a peering Hop Field - i.e. to a Hop Field that allows
transiting froma child interface/link to a peering interface/link.

The reason for this is that the MACs of the Hop Fields "after" the
peering Hop Field (in beaconing direction) are not chained to the MAC
of the peering Hop Field but to the MAC of the main Hop Field in the
corresponding AS entry. To make this work, the MAC of the peering
Hop Field is also chained to the MAC of the main Hop Field. This
allows for the validation of the chained MAC for both the peering Hop
Field and the follow ng Hop Fields by using the sane Acc field val ue.

The peering Hop Field is defined as foll ows:

Hop Fi el d*Peer i = (ExpTi me*Peer _i, Conslngress”Peer _i,
ConsEgress”™Peer i, MACMPeer i)

See [I-D. dekater-scion-control pl ane] for nore information.

This results in the calculation of the MAC for the peering Hop
Fi el d*Peer i as foll ows:

MAC Peer i =
CrPeer ki (SeglD XOR MAC O [:2] ... XOR MAC.i [:2], Tinestanp,
ExpTi ne"Peer _i, Conslngress”™Peer i, ConsEgress”Peer _i)

*Note: * The XOR-sum of the MACs in the forrmula of the peering Hop
Field *also includes* the MAC of the main Hop Field (whereas for the
calculation of the MAC for the main Hop Field itself only the XOR sum
of the previous_ MACs is used).

4.2. Path Initialization and Packet Processing

As described in Section 2, the path header of the data pl ane packets
only contains a sequence of Info Fields and Hop Fields w thout any
additional data fromthe corresponding PCBs. The SCION path al so
does not contain any AS nunbers - except for the source and
destination ASes - and there is no field explicitly defining the type
of each segnent (up, core, or down). This chapter describes the
required steps for the source endpoint and SCION routers to
respectively craft and forward a data packet.
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4. 2.

Initialization at Source Endpoint

The source endpoint MJUST performthe follow ng steps to correctly
initialize a path:

1.

Conbi ne the preferred end-to-end path fromthe path segnents
obt ai ned during path | ookup

Extract the Info Fields and Hop Fields fromthe different path
segnents that together build the end-to-end path to the
destination endpoint. Then insert the relevant information from
the Info Fields and Hop Fields into the corresponding | nfoFields
and Hopfields in the data packet header

Each 8-byte InfoField in the packet header contains the updatable
Acc field as well as a Peering flag P and a Construction
Direction flag C (see also Section 2.3.2.3). As a next step in
the path initialization process, the source MJST correctly set
the flags and the Acc field of all InfoFields included in the
pat h, according to the foll owi ng rules:

* The Construction Direction flag C MIST be set to "1" whenever
the correspondi ng segnent is traversed in construction
direction, i.e., for down-path segnents and potentially for
core segrments. It MJUST be set to "0" for up-path segnents and
"reversed" core segnents

* The Peering flag P MUST be set to "1" for up-segnents and
down-segrents if the path contains a peering Hop Field.

The followi ng InfoField settings are possible, based on the
fol |l owi ng cases:

*  *Case 1*
The path segnent is traversed in construction direction and
i ncludes no peering Hop Field. It starts at the i -th AS of
the full segnment discovered in beaconing. |In this case:

- The Peering flag P = "0"
- The Construction Direction flag C = "1"

- The value of the Acc = Acc_i. For nore details, see
Section 4.1.1.2.
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*  *Case 2*
The path segnent is traversed in construction direction and
includes a peering Hop Field (which is the first Hop Field of
the segnent). It starts at the i -th AS of the full segnent
di scovered in beaconing. |In this case:

- The Peering flag P = "1"
- The Construction Direction flag C = "1"

-  The value of the Acc = Acc_(i+1). For nore details, see
Section 4.1.1.2.

*  *Case 3*
The path segnent is traversed agai nst construction direction
The full segnment has "n" hops. |In this case:
- The Peering flag P = "0" or "1" (dependi ng on whether the
last Hop Field in the up-segnent is a peering Hop Field)

- The Construction Direction flag C = "0"

- The value of the Acc = Acc_(n-1). This is because seen
fromthe direction of beaconing, the source endpoint is the
last AS in the path segnent. For nore details, see
Section 4.1.1.1 and Section 4.1.1.2.

4. Besides setting the flags and the Acc field, the source endpoint
MUST al so set the pointers in the Currlnf and CurrHF fields of
the Path Meta Header PathMetaHdr (see Section 2.3.2.1). As the
source endpoint builds the starting point of the forwarding, both
poi nters MJST be set to "0".

4.2.2. Processing at Routers

During forwardi ng, each SCION router verifies the path contained in
the packet header. Each SCION router also MJST correctly verify or
set the value of the Accunulator in the Acc field for the next ASto
be able to verify its Hop Field. The exact operations differ based
on the location of the AS on the path.

The processing of SClON packets for ASes where a peering link is
crossed between path segnents is a special case. A path containing a
peering link contains exactly two path segments, one agai nst
construction direction (up) and one in construction direction (down).
On the path segnent agai nst construction direction (up), the peering
Hop Field is the last hop of the segnent. |In construction direction
(down), the peering Hop Field is the first hop of the segnent.
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The foll owi ng sections describe the tasks to be performed by the

i ngress and egress border routers of each on-path AS. Each operation
is described fromthe perspective of AS i, where i belongs to [0 ..
n-1], and n == the nunber of ASes in the path segnent (counted from
the first AS in the beaconing direction).

4.2.2.1. Steps at Ingress Border Router

A SCI ON i ngress border router MJST performthe foll ow ng steps when
it receives a SCl ON packet:

1. Check that the interface through which the packet was received is
equal to the ingress interface in the current Hop Field. |If not,
the router MJST drop the packet.

2. If there is a segnent switch at the current router, check that
the ingress and egress interface links are either

* Both core
* Parent-child or vice-versa
* Peering-child or vice-versa
Li nk types above are defined in 'Path and Links’ in
[1-D. dekater-scion-control plane]. This check prevents valley use
of peering links or hair-pin segnents.
3. Check if the current Hop Field is expired or originated in the
future - i.e. the current Info Field MUST NOT have a tinmestanp in

the future, as defined in Section 2.3.2.3. |If either is true,
the router MJST drop the packet.

4. 1f the packet traverses the path segnent *agai nst construction
direction* (Construction Direction flag C = "0") performthis
st ep:
*  *Case 1%
The path segnment includes *no peering Hop Field* (Peering flag
P="0"). In this case, the ingress border router MJST take

the follow ng step(s):

- Conmpute the value of the Accunul ator Acc as foll ows:
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de Kater,

Acc = Acc_(i+1) XOR MAC i

wher e

Acc_(i+1) = the current value of the field Acc in the
current Info Field

MAC i =the value of MACi in the current Hop Field
representing AS i

*Note:* In the case described here, the packet travels

agai nst direction of beaconing, i.e. the packet comes from
AS (i+1) and will enter ASi. This neans that the Acc
field of this incom ng packet represents the val ue of
Acc_(i+1), but to conmpute the MAC.i for the current AS i,
we need the value of Acc_i (see Section 4.1.1.2). As the
border router knows that the forrmula for Acc_(i+1) = Acc_i
XOR MAC i [:2] (see also Section 4.1.1.2), and because the
val ues of Acc_(i+1) and MAC i are known, the router will be
abl e to recover the value Acc_i based on the aforenentioned
formula for Acc.

- Replace the current value of the field Acc in the current
Info Field with the newy cal cul ated val ue of Acc.

- Conpute the MACMVerify i over the Hop Field of the current
AS_i. For this, use the fornula in Section 4.1.1.1 but
replace SeglD XOR MAC 0O[:2] ... XOR MAC_i-1 [:2] in the
formula with the value of Acc as just set in the Acc field
in the current Info Field.

- If the MACi in the current Hop Field does not match the
just calcul ated MACMVerify i, drop the packet.

- If the current Hop Field is the last Hop Field in the path
segnent as determ ned by the value of the current SeglLen
and other netadata in the path neta header, increment both
Currlnf and CurrHF in the path neta header. Proceed with
step 5.

*Case 2*

The path segnent includes a *peering Hop Field* (P = "1"), but
the current hop is *not* the peering hop (i.e. the current hop
is *neither* the last hop of the first segnent *nor* the first
hop of the second segnent). 1In this case, the ingress border
router needs to performthe steps previously described for the
pat h segment without peering Hop Field, but the border router
MUST NOT increment Currlnf and MJUST NOT increment CurrHF in
the path nmeta header. Proceed with step 5.
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*Case 3*

The path segnment includes a *peering Hop Field* (P ="1"), and
the current Hop Field _is_the peering Hop Field (i.e. the
current hop is *either* the |last hop of the first segnent *or*
the first hop of the second segnent). |In this case, the

i ngress border router MJST take the foll owi ng step(s):

-  Conmpute MACM'Peer i. For this, use the formula in
Section 4.1.2, but replace SeglD XOR MAC 0[:2] ... XOR
MAC i [:2] inthe fornula with the value of Acc as set in
the Acc field in the current Info Field (this is the value
of Acc as it comes with the packet).

- If the MACi in the current Hop Field does not match the
just cal cul ated MAC Peer i, drop the packet.

- Increment both Currlnf and CurrHF in the path neta header.
Proceed with step 5.

5. Forward the packet to the egress border router (based on the
egress Interface IDin the current Hop Field) or to the
destination endpoint, if this is the destination AS.

4.2.2. 2.

Steps at Egress Border Router

A SCI ON egress border router MJST performthe follow ng steps when it
recei ves a SCl ON packet :

1. Check the settings of the Construction Direction flag C and the
Peering flag Pin the currently valid Info Field. The follow ng
cases are possible:

*

de Kater,

*Case 1%
The packet traverses the path segnment in *construction
direction* (C = "1"). The path segnent either includes *no

peering Hop Field* (P = "0") or the path segnment does include
a *peering Hop Field* (P ="1"), but the current hop is not
the peering hop (i.e. the current hop is *neither* the | ast
hop of the first segnent *nor* the first hop of the second
segnent). In this case, the egress border router MJIST take
the follow ng step(s):

- Conmpute MACVerify i over the Hop Field of the current
ASi. For this, use the formula in Section 4.1.1.1, but
replace SeglD XOR MAC 0[:2] ... XOR MACi-1[:2] in the
formula with the value of Acc as set in the Acc field in
the current Info Field.
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- If the just calcul ated MACMVerify i does not natch the
MAC i in the Hop Field of the current AS i, drop the
packet .

- Conpute the value of Acc _(i+1). For this, use the fornula
in Section 4.1.1.2. Replace Acc_i in the fornmula with the
current value of Acc as set in the Acc field of the current
Info Field.

- Replace the value of the Acc field in the current Info
Field with the just cal cul ated val ue of Acc_ (i +1).

*  *Case 2*
The packet traverses the path segment in *construction
direction* (C = "1") where the path segnment includes a

*peering Hop Field* (P ="1") and the current Hop Field _is_
the peering Hop Field (i.e. the current hop is *either* the

| ast hop of the first segnent *or* the first hop of the second
segnent). In this case, the egress border router MJIST take
the foll owi ng steps:

-  Conpute MAC'Peer i. For this, use the formula in
Section 4.1.2, but replace SeglD XOR MAC O [:2] ... XOR
MAC i [:2] with the value in the Acc field of the current
Info Field.

- If the MAC.i in the Hop Field of the current AS i does not
mat ch the just cal cul ated MAC*Peer i, drop the packet.

*  *Case 3*
The packet traverses the path segnent *agai nst construction
direction* (C="0" and P = "0" or "1"). In this case,

proceed with Step 3.

2. Increnent CurrHF in the path neta header
3. Forward the packet to the neighbor AS.

4.2.2.3. Effects of dock Inaccuracy
Coarse tinme synchronization between an AS s control service and its
SCION routers is necessary because path segnents are generated by
control service instances and | ater used to construct data plane
paths. Specifically, the tinestanp in the Info Field and the

expiration time of Hop Fields are used for Hop Field MAC computation
at each on-path SCION router, see Section 4.1.1.1.
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5

5.

A segnent’s originating control service and the routers that the
segrment refers to all have different clocks. Their differences
af fect the validation process:

* A fast clock at origination or a slow clock at validation will
yield a |l engthened expiration time for hops, and possibly an
origination tine in the future.

* A slowclock at origination or a fast clock at validation wll
yield a shortened expiration tinme for hops, and possibly an
expiration tinme in the past.

This bias cones in addition to a structural delay: PCBs are
propagated at a configurable interval (typically, one mnute). As a
result of this and the way they are iteratively constructed, PCBs
with N hops may becone available for path construction up to N
intervals (so typically N mnutes) after origination which creates a
constraint on the expiration of hops. Hops of the mininmal expiration
time (337.5 seconds - see Section 2.3.2.4) would render usel ess any
pat h segment | onger than 5 hops. For this reason, it is unadvisable
to create hops with a short expiration tinme, and the normis 6 hours.

In conparison to these tinme scales, clock offsets in the order of
m nutes are i mmteri al

Care should be taken to ensure that control plane instances and
routers maintain coarse time synchronization. The specific methods
used to achieve this synchronization are outside the scope of this
docunent .

Security considerations related to this issue are discussed in
[1-D. dekat er-sci on-control pl ane].

Depl oynent Consi derati ons
1. MU

SCION requires its underlay protocol to provide a mninum MU of 1232
bytes. This nunber results from 1280, the m nimum | Pv6 MIU as of

[ RFC8200]), mnus 48, assum ng UDP/1Pv6 as underlay. Higher |ayer
protocols such as SCMP rely only on such nini mum Mru.

The MIU of a SCION path is defined as the mininumof the MIUs of the
intra-AS and inter-AS links traversed by that path. The contro

pl ane di ssem nates such val ues and makes them available to the source
endpoint (see 'Path MIU in [|-D. dekater-scion-control pl ane]).
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The MIU of each link may be di scovered or administratively configured
(current practice is for it to be configured). It nust be |ess than
or equal to the MIU of the link's underlay encapsul ation or native
link-layer in either direction

SCI ON assunes that the MIUs of a path segnent remains correct for the
life tinme of that segment. This is generally a safe assunption
because:

* Intra-AS network MIUs are a result of the network configuration of
each AS and therefore predictable.

* Inter-AS links MIU are nornal ly under the joint control of the
adm nistrators of the two ASes involved and therefore equally
pr edi ct abl e.

Shoul d the inter-AS |ink MIU be unpredictable (e.g. because the
inter-AS link is deployed as an overlay), then the link’s MIU MJST be
configured statically to a conservative value. For a UDP/IP

underl ay, 1232 is a safe val ue.

5.2. Packet Fragnentation

The SCI ON network | ayer does not support packet fragnmentation; not
even at the source endpoint. Upper |ayer protocols and applications
MUST conply with the MIU of the paths that they use.

SCION is agnostic to datagram fragnentation by the underl ay network

| ayer (e.g. used for intra-AS comunication). |nplenentations SHOULD
al | ow MU di scovery mechani snms such as [ RFC4821] to be enabled in the
underl ay and avoid fragnentation. For inter-AS |links, using a
different configuration is the joint decision of the adm nistrators
of the two ASes involved. For intra-AS interfaces using a different
configuration is the choice of that AS' s adm nistrator al one.

5.3. SCION I P Gat eway

The SCION I P Gateway (SI G enables |IP packets to be tunnel ed over
SCION to support comunication between hosts that do not run a SCI ON
inmplementation. A SIG acts as a router fromthe perspective of IP,
whi | st acting as SClI ON endpoint fromthe perspective of the SCI ON
network. It is typically deployed inside the same AS interna
network as its non-SCI ON hosts, or at the edge of an enterprise
network. Tunneling IP traffic over SCION requires a pair of SIGs: at
the ingress and egress points of the SCI ON networ k.

IP tunneling over SCION is an application fromthe perspective of the
Data Plane and is outside the scope of this docunent.
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More information about the reference open source SCION | P Gat eway
i mpl ementation can be found at [SIQF.

6. Handling Link Failures
6.1. Link Failure Detection - BFD

To detect link failures quickly and reliably, SCION uses the

Bi di recti onal Forwarding Detection (BFD) protocol ([RFC5880]) on
links between SCION routers. |If a router does not receive a BFD
message fromits peer at sonme regular interval, it considers the link
to be down (in both directions) until nessages are received again.

A SCI ON BFD nmessage consists of a SCI ON packet with a NextHdr val ue
of 203 (BFD/SCION) and a path type of either 00 (Enpty - used on
intra-AS links) or 2 (OneHopPath - used on inter-AS Ilinks). The BFD
header itself is a BFD Control Header as described in [ RFC5880].

More informati on on one-hop and enpty paths is available in

Section 2.3.3 and Section 2.3.1.

A SCI ON router SHOULD accept BFD connections fromits peers and
SHOULD attenpt to establish BFD connections to its peers. Wile a
link is considered to be down, a SCION router should drop packets
destined to that link. In that case, it SHOULD send a notification
(Section 6.2) to the originator

6. 2. Link Failure Notification - SCW

In SCION, an internediate router cannot change the path followed by a
packet, only the source endpoint can chose a different path.
Therefore, to enable fast recovery, a router SHOULD signal forwarding
failures to the source, via a SCWP notification (see ' SCVP/ Error
messages’ in [|-D.dekater-scion-control plane]). This allows the
source endpoint to quickly switch to a different path, and the source
end- poi nt SHOULD give | ower preference to the broken path. Current

i npl ementations use a negative cache with entries retained for 10s.

Sending an SCMP error notification is OPTIONAL. Endpoints shoul d
therefore inplenment additional mechanisnms to validate or detect |ink
down signals. To reduce exposure to denial-of-service attacks, SCI ON
routers SHOULD enploy rate limting when sending recormmended SCWP
notifications (especially identical ones). Rate linmt policies are
up to each AS's admi nistrator
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7

7

Security Considerations

Thi s section describes the possible security risks and attacks that
the SCION Data Pl ane may be prone to, and how these attacks may be
mtigated. It first discusses security risks that pertain to path
aut hori zation, followed by a section on other forwarding rel ated
security considerations.

1. Pat h Aut hori zation

A central property of the SCI ON path-aware data plane is path

aut horization. Path authorization guarantees that data packets

al ways traverse the network along path segments authorized in the
control plane by all on-path ASes. This section discusses how an
adversary may attenpt to violate the path authorization property, as
well as SCION s prevention nmechanisns. Either an attacker can
attenpt to create unauthorized Hop Fields, or they can attenpt to
create illegitimte paths assenbled from aut hentic individual Hop

Fi el ds.

The main protection mechanismis the Hop Field MAC (see Section 4.1)
that authenticates the Hop Field content conprised of ingress/egress
interface identifiers, creation and expiration tinestanp and the
preceding Hop Field MACs in the path segnent. Each Hop Field MAC is
comput ed using the secret forwardi ng key of the respective AS, which
is shared across the SCION routers and control plane services within
each AS

1.1. Forwarding key conprom se

For the current default MAC al gorithm- AES-CMAC truncated to 48 bits
- key recovery attacks from (any nunber of) known pl ai nt ext/MAC

combi nations is conputationally infeasible as far as publicly known.
In addition, the MAC algorithmcan be freely chosen by each AS,
enabling algorithnmic agility for MAC conputations. Should a MAC

al gorithm be discovered to be weak or insecure, each AS can quickly
switch to a secure algorithmw thout the need for coordination with
ot her ASes.

A nore realistic risk to the secrecy of the forwarding key is
exfiltration froma conprom sed router or control plane service. An
AS can optionally rotate its forwarding key at regular intervals to
limt the exposure after a tenporary device conprom se. However,
such a key rotation scheme cannot mitigate the inpact of an

undi scover ed conprom se of a device.
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When an AS's forwarding key is conprom sed, an attacker can forge Hop
Field MACs and underm ne path authorization. As path segnents are
checked for validity and policy conpliance during the path di scovery
phase and during forwarding, routers only validate the MAC and basic
validity of the current the Hop Field. Consequently, creating
fraudul ent Hop Fields with valid MACs all ows an attacker to bypass
nmost path segment validity checks and to create path segnents that
violate the AS' s |l ocal policy and/or general path segnent validity
requirenents. In particular, an attacker could create paths that
include | oops (limted by the maxi mum nunber of Hop Fields of a

pat h).

Unl ess an attacker has access to the forwarding keys of all ASes on
the illegitimate path it wants to fabricate, it will need to splice
fragments of two legitimate path segnents with an illegitimte Hop
Field. For this, it needs to create a Hop Field with a MACthat fits
into the MAC chain expected by the second path segnent fragnent. The
only input that the attacker can vary relatively freely is the 8-bit
ExpTine, but the resulting MAC needs to match a specific 16 bit Acc
value. While there is a |low probability of this working for a
specific attenpt (1/256), the attack will succeed eventually if the
attacker can keep retrying over a longer tine period or with many
different path segnent fragnents.

Wil e a forwardi ng key conprom se and the resulting loss of path

aut horization is a serious degradation of SCION s routing security
properties, this does not affect access control or data security for
the hosts in the affected AS. Unauthorized paths are available to
the attacker, but the routing of packets fromlegitinmate senders is
not affected. Such conpronise can be nitigated with a forwardi ng key
rotation.

7.1.2. Forging Hop Field MAC

Anot her nethod to break path authorization is to directly forge a Hop
Field in an online attack, using the router as an oracle to determ ne
the validity of the Hop Field MAC. The adversary needs to send one
packet per guess for verification and for 6-byte MAC, an adversary
woul d need an expected 2747 (~140 trillion) tries to successfully
forge the MAC of a single Hop Field.

As the router only checks MACs during the encoded validity period of
the Hop Field, which is limted by the packet header format to at
most 24 hours, these tries need to occur in alimted tine period.
This results in a seemngly infeasible nunber of ~1.6e9 guesses per
second.
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In the unlikely case that an online brute-force attack succeeds, the
obtained Hop Field can be used until its inevitable expiration after
the just mentioned 24 hour limt.

7.1.3. Path Splicing

In a path splicing attack, an adversary source endpoint takes valid
Hop Fields of multiple path segnents and splices themtogether to
obtai n a new unaut horized path.

Candi dat e path segnments for splicing nust have at | east one AS
interface in conmon as a connection point, and the sanme origination
timestanp as this is directly protected by the Hop Field MAC. This
can occur by chance or if the two candi date path segments were
originated as the same segnent that diverged and converged back

The Hop Field MAC protects the 16-bit aggregation of path segnent
identifier and preceding MACs, see Section 4.1. This MAC chai ning
prevents splicing even in the case that the AS interface and segnent
ti mestanp mat ch.

As the segnment identifier and aggregation of preceding MACs is only
16-bits wide, a chance collision anong conpatible path segnents can
occur rarely. Successful path splicing would allow an attacker to
briefly use a path that violates an ASes path policy - e.g. making a
special transit link available to a custonmer AS that is not billed
accordingly, or violate general path segnent validity requirenents.

In particular, a spliced path segnent could traverse one or nultiple
links twice. However, creating a |loop traversing a link an arbitrary
nunber of tinmes would involve nmultiple path splices and therefore
mul ti pl e random col |i si ons happeni ng si nmul taneously, which is
exceedingly unlikely. A wider security margin against path splicing
could be obtained by increasing the width of the segnent identifier /
Acc field, e.g. by extending it into the 8-bit reserved field next to
it inthe Info Field.

7.2. On-Path Attacks

When an adversary sits on the path between the source and destination
endpoint, it is able to intercept the data packets that are being
forwarded and woul d all ow the adversary to hijack traffic onto a path
that is different fromthe intended one sel ected by the source
endpoint. Possible on-path attacks in the data plane are
nmodi fi cations of the SCION path header and SCl ON address header, or
by sinply dropping packets. This kind of attack generally cannot be
prevented, although an endpoint can use SCION s path awareness to

i medi ately select an alternate path if avail abl e.
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7.2.1. Modification of the Path Header

An on-path adversary could nodify the SCI ON path header and repl ace
the remaining part of path segnents to the destination with different
segnents. Such replaced segnments nust include authorized segnents as
ot herwi se the packet would be sinply dropped on its way to the
destinati on.

The already traversed portion of the current segnent and past
segnents can also be nodified by the adversary (e.g. by deleting and
adding valid and invalid Hop Fields). On reply packets fromthe
destination, the adversary can transparently revert the changes to
the path header again. For exanple, if an adversary Mis an
intermedi ate AS on the path of a packet fromA to B, then M can

repl ace the packet’ s past path (leading up to, but not including M
where the new path may not be a valid end-to-end path. However, when
B reverses the path and sends a reply packet, that packet would go
via M which can then transparently change the invalid path back to
the valid path to A. In addition, the endpoint address header can
al so be nodi fi ed.

Modi fications of the SCION path and address header can be di scovered
by the destination endpoint by a data integrity protection system
Such a data integrity protection system |oosely anal ogous to the

| Psec Authentication Header, exists for SCION but is out of scope for
this docurment. This is described as the SCI ON Packet Authentication
Option (SPAO) in [CHUAT22].

Mor eover, packet integrity protection is not enough if there are two
col l udi ng adversaries on the path who can forward the packet between
themusing a different path than selected by the source endpoint.
The first on-path attacker renodels the packet header arbitrarily,
and the second on-path attacker changes the path back to the origina
source-sel ected path, such that the integrity check by the
destination endpoint succeeds. However, such an attack is of little
value. An on-path adversary nmay inspect/copy/disrupt its traffic

wi thout diverting it away fromthe sender-chosen path. For this
reason proof-of-transit, which would be required to detect such an
attack, has marginal benefit in the context of SCION and it is not in
scope for this docunent.
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7.2.2. Payload Integrity

An on-path attacker can nodify the payl oad of a SCI ON packet.

Exi sting higher |ayer protocols can easily defend agai nst such an
attack without any cooperation by the SCION network. For that
reason, payload integrity is not in scope for this specification
However, there exists a proposal for an experinmental extension (SPAO
to authenticate addresses, provide integrity protection for payl oads,
and replay protection. This is still very experinmental and it not
used in the production network

7.3. Of-Path Attacks

SCION' s path awareness limts the abilities of an off-path adversary
to influence forwarding in the data plane. Once a packet is en-route
it will followits determ ned path regardless of the actions of the
adversary. An adversary can attenpt to disrupt the connectivity of
the path by flooding a link with excessive traffic (see Section 7.4
bel ow), but after detecting congestion, the endpoint can switch to
anot her non-congested path for subsequent packets.

7.4. Volunetric Denial of Service Attacks

An adversary can attenpt to disrupt the connectivity of a network

path by flooding a link with excessive traffic. In this case, the
endpoi nt can switch to another non-congested path for subsequent
packets.

SCI ON provi des protection against certain reflection-based DoS
attacks. Here, the adversary sends requests to a server with the
source address set to the address of the victim and the server wll
send a reply that is typically larger than the request to the victim
This can be prevented in SCION as |long as the attacker and the victim
are located in different ASes as the reply packets are sinply
returned al ong reversed path to the actual sender regardl ess of the
source address information. Thus, the reply packets will be
forwarded to the attacker’s AS where they will be di scarded because
the destinati on AS does not match.

However, the path choice of the endpoint may possibly be exploited by
an attacker to create intermttent congestion with a relatively | ow
send rate. The attacker can exploit the latency differences of the
avai l abl e paths, sending at precisely tined intervals to cause short,
synchroni zed bursts of packets near the victim
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9.

9.

*Not e* SClI ON does not protect against two other types of DoS attacks,
nanely transport protocol attacks and application | ayer attacks.

Such attacks are out of SCION s scope although additional information
contained in the SCI ON header enables nore targeted filtering - e.g.
by 1SD, AS or path | ength.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.

The 1SD and SCI ON AS nunber are SCI ON-specific nunbers. They are
al | ocated by the SClI ON Association (see [|SD AS-assi gnnents]).
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Depl oynent Testing: SCl ONLab

SCIONLab is a global research network that is available to test the
SCION architecture. You can create and use your ASes using your own
conputation resources which allows you to gain real-world experience
of depl oyi ng and nanagi ng a SCI ON net wor k.

More information can be found at [ SCI ONLAB_WEBSI TE] and in the
[ SCI ONLAB] paper .

Assi gned SCI ON Protocol Nunbers
Thi s appendi x |ists the assigned SCI ON protocol nunbers.

Consi der ati ons
SCION attenpts to take the | ANA's assigned |Internet protocol nunbers
into consideration. Wdely enployed protocols have the sanme protocol
nunber as the one assigned by | ANA. SCI ON specific protocol nunbers
start at 200.

The protocol nunbers are used in the SClON header to identify the
upper | ayer protocol.

Assi gnnent
[ oo e fomey oo s sy e oo e ey o}
| Decimal | Keyword | Protocol |
[ sl oo e e e e e e e e e s s s s s s s s s e s s s s s s s e s s s s s
| 0-5 | | Unassi gned |
S S o m o e e e +
| 6 | TCP/SCION | Transm ssion Control Protocol over SCION |
S R R T +
| 7-16 | | Unassi gned |
O U o m o oo +
| 17 | UDP/SCION | User Datagram Protocol over SCION |
S S o m o e e e +
| 18-199 | | Unassigned |
S R R T +
| 200 | HBH | SCI ON Hop- by-Hop Options |
O U o m o oo +
| 201 | E2E | SCION End-to-End Options |
S S o m o e e oo +
| 202 | SCwP | SCION Control Message Protocol |
S R R T +
| 203 | BFD/ SCION | BFD over SCl ON |
O U o m o oo +
| 204-252 | | Unassigned |
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S T S T +
| 253 | | Use for experimentation and testing |
S R R T +
| 254 | | Use for experinentation and testing |
S TRy S N +
| 255 | | Reserved |
T S IR T TS +

Tabl e 11: The assigned SCI ON protocol nunbers
Change Log

Changes made to drafts since | SE submission. This section is to be
renoved before publication.

draft-

*

draft-

de Kat

dekat er - sci on- dat apl ane- 10

Add nornative reference to POSI X time and clarify tinestanp
behavi or at wraparound

Clarify distinction between SClI ON ASes and BGP ASes through the
t ext

Figure 1. split into two snaller figures to fit in a single page

Figure 9 (Path construction exanple): shorten and renove
superfluous AS chain

Configuration: clarify text on intra vs inter-donmain interface id
mappi ngs

Renove unused informative reference to |I-D. dekater-panrg-scion-
overview, to RFC5280, and to Anapaya’s |SD assignnments, since they
are taken over by SClI ON Association in 2026

Overall review and wording polish

dekat er - sci on- dat apl ane- 09

Intro: renove duplicated notivati on and conponent description and
add a reference to the same text in -control pl ane

Clarify coarse tinme synchronization requirement between routers

and control services and add reference to -control pl ane security
consi derati ons
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dr aft - dekat er - sci on- dat apl ane- 08

* Small clarifications and nits (e.g, replace RFC2460 reference with
nore recent RFC8200)

* Life of a SCION Data Packet: inprove clarity in text and tables
* Renmove use of decimal notation in tables 3 and 4

dr aft - dekat er - sci on- dat apl ane- 07
* Carify MU of reversed paths and MAC al gorithm

* Fix and reduce nested indentations in "Steps at |ngress Border
Rout er "

* Reference formal verification work and acknow edge revi ewers
* Nts, inmprove figure 2
dr aft - dekat er - sci on- dat apl ane- 06
* Figures: redraw and add aasvg versi on when possible
* Carify 0 as "unspecified" Interface ID
* Use ASes within the docunmentation range in exanples
* Renove one-hop path type figure
dr aft - dekat er - sci on- dat apl ane- 05

* Abstract: nention goal and that docunent is not an Internet
St andard

dr aft - dekat er - sci on- dat apl ane- 04

*  Moved SCWP specification to draft-dekater-scion-controlplane
dr aft - dekat er - sci on- dat apl ane- 03

Maj or changes:

* Introduction: clarified document goal and added Fi gure show ng
SCI ON Header within the stack

* Added section with SCWP specification
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Added section on Handling Link Failures and BFD
Added sections on MIU and fragmentation
Clarified router checks in Processing at Routers

Security Considerations: add section on Payl oad Mdifications

M nor changes:

*

draft-

Mai

=

Added short section nentioning SClION | P Gat enway

Clarified the router alert flags and relationship to the
Consl ngress/ Egress fiel ds.

Clarifications in the SCl ON Header Specification section (router
alert flags, service addresses, one-hop paths, text
clarifications, validity of peering |inks)

Added nention of why proof of transit is not needed.

Renane flow ID to Fl ow Label and docunment by reference to
[ RFC6437] .

Added reference to SCIONLab as a testbed for inplenentors
Added J. C. Hugly as author
I ntroduced this change | og

Clarify addressing and avoi d confusing claimof comunication
bet ween two endpoints with the sane IP (section 1.3.1)

dekat er - sci on- dat apl ane- 02
or changes:
Added overvi ew of SCI ON conponents to Introduction section

I ntroduced AES-CMAC as default MAC al gorithm and el aborated on MAC
chai ning and path splicing.

Added section to describe Effects of O ock |Inaccuracy / time
synchroni zati on requi rements

Added section to describe required router Configuration

Added service field table.
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M nor changes:
*  Renpved forward references

* Ceneral edits to make term nol ogy consistent, renpbve duplication
and rationalize text.

* Added and capitalized RFC2119 conpliant term nol ogy.

* (Carified inplications of AS forwardi ng key conprom se and path
splicing in security considerations

* (Carified the conputati on of ExtlLen
Aut hors’ Addr esses
Cori ne de Kater

I ndependent
Emai | : c_de_kat er @nx. ch

Ni col a Rusti gnol
SCI ON Associ ation
Emai | : nic@cion.org

Jean- Chri st ophe Hugly
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Samuel Hitz
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