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Abst ract

Thi s docunent describes the Control Plane of the path-aware, inter-
domai n network architecture SCION (Scal ability, Control, and

I sol ati on On Next-generation networks). A fundanental characteristic
of SCIONis that it gives path control to SCl ON capabl e endpoints
that can choose between nultiple path options, thereby enabling the
optinmization of network paths. The SCION Control Plane is
responsi bl e for discovering these paths and maki ng them available to
t he endpoi nts.

The SCION Control Plane creates and securely dissem nates path
segnent s bet ween SCI ON Aut ononmous Systens (AS) which can then be
combi ned into forwarding paths to transnmit packets in the data pl ane.
Thi s docunent describes nechani sns of path exploration through
beaconing and path registration. 1In addition, it describes how
Endpoi nts construct end-to-end paths by conbining path segnents
obt ai ned through a path | ookup process.

Thi s docunent contains new approaches to secure path aware
networking. It is not an Internet Standard, has not received any
formal review of the | ETF, nor was the work devel oped through the
rough consensus process. The approaches in this work are offered to
the conmmunity for its consideration in the further evolution of the
I nternet.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at
https://scionassoci ation. github.io/scion-cp_I-D draft-dekater-scion-
control plane.htm . Status information for this docunment may be found

at https://datatracker.ietf.org/doc/draft-dekater-scion-
control pl ane/.
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1.

I nt roducti on

SCION (Scal ability, Control, and Isolation On Next-generation
networks) is a path-aware internetworking routing architecture as
described in [RFC9217]. It allows endpoints and applications to
sel ect paths across the network to use for traffic, based on
trustworthy path properties. SCIONis an inter-domain network
architecture and is therefore not concerned with intra-domain

f orwar di ng.

SCI ON has been devel oped with the foll owi ng goal s:

_Availability_ - to provide highly avail able comunication that can
send traffic over paths with optimal or required characteristics,

qui ckly handle inter-domain link or router failures (both on the |ast
hop or anywhere along the path), and provide continuity in the
presence of adversaries.

_Security_ - to introduce a new approach to inter-donmain path
security that |everages path awareness in comnbination with a unique
trust nodel. The goal is to provide higher levels of trustworthiness

inrouting information to prevent traffic hijacking, and to enable
users to decide where their data travels. This routing information
can be unanbi guously attributed to a SCION AS, thereby ensuring that
packets are only forwarded al ong authorized path segments (e.g., to
enabl e geofencing). Security properties are further discussed in
Section 8. 1.

_Scalability - to inprove the scalability of the inter-domain
control plane and data plane, avoiding existing limtations related
to convergence and forwardi ng table size. The advertising of path
segnments is separated into a beaconing process within each Isolation
Domain (1SD), and between |1SDs which incurs mninmal overhead and
resource requirenents on routers

SCION relies on three nain conponents:

_PKI _ - described in [I-D. dekater-scion-pki]. To achieve scalability
and trust, SCION organizes its ASes into |ogical groups of

i ndependent routing planes called Isolation Domains (1SDs) . Al

ASes in an |ISD agree on a set of trust roots called the _Trust Root
Configuration (TRC)_ which is a collection of signed root
certificates in X. 509 v3 format [ RFC5280]. The ISD is governed by a
set of _core ASes_ which typically nanage the trust roots and provide
connectivity to other 1SDs. This is the basis of the public key
infrastructure used for the authentication of nessages used by the
SCI ON Control Pl ane.
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_Control Plane_ - described in this docunent. It perforns inter-
domai n routing by discovering and securely disseninating path

i nformati on between SCI ON ASes. The core ASes use Pat h-segnent
Constructi on Beacons (PCBs) to explore intra-1SD paths, or to explore
pat hs across different |SDs.

_Data Plane_ - described in [I-D. dekater-scion-dataplane]. It
carries out secure packet forwardi ng between SClI ON ASes over paths
sel ected by endpoints. A SCION border router reuses existing intra-
domain infrastructure to communicate to other SCION routers or SCl ON
endpoints within its AS.

Thi s docunent should be read in conjunction with the other conponents
menti oned above. Readers are encouraged to read the introduction in
this document first.

The SCION architecture was initially devel oped outside of the |IETF by
ETH Zurich with significant contributions from Anapaya Systens. It
is deployed in the Swiss finance sector to provide resilient
connectivity between financial institutions. The aimof this
docunent is to docunent the existing protocol specification as

depl oyed, to encourage interoperability anong inplenmentations, and to
i ntroduce new concepts that can potentially be further inproved to
address particular problens with the current Internet architecture.
Thi s docunent is not an Internet Standards Track specification; it
does not have | ETF consensus and it is published for informationa

pur poses.

1.1. Term nol ogy

*SCl ON Aut ononpus System (AS)*: A SCI ON Aut ononous Systemis a
networ k under a common adm nistrative control. For example, the
network of a SCI ON service provider, conmpany, or university can
constitute an AS. Wile functionally simlar to a BGP AS, a SCION AS
operates within an Isolation Domain (I1SD), utilizes a different
address schene, and serves as a locator in the addressing of end
hosts. References to ASes throughout this docunent refer to SClI ON
ASes.

*Beaconi ng*: The Control Plane process where an AS di scovers paths to
ot her ASes.
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*Control Plane*: The SCION Control Plane is responsible for the
propagati on and di scovery of network paths, i.e., for the exchange of
routing informati on between SCI ON nodes. The Control Plane thus
determ nes where traffic can be sent and deals with questions such as
how paths are di scovered, which paths exist, and how they are

di ssemnated to endpoints, etc. Wthin a SCION AS, such
functionalities are carried out by the Control Service whereas packet
forwarding is a task carried out by the data plane.

*Control Service*: The Control Service is the main control plane
infrastructure conponent within a SCCON AS. It is responsible for
the path exploration and registration processes that take place
within the Control PIane.

*Core AS*: Each Isolation Domain (1SD) is adm nistered by a set of

di stingui shed SCI ON aut ononous systens (ASes) called core ASes, which
are responsible for initiating the path discovery and path
construction process (called "beaconing" in SCION). Each |SD MJST
have at |east one Core AS.

*Endpoint*: An endpoint is the start or the end of a SCION path, as
defined in [ RFC9473].

*Forwardi ng Path*: A conplete end-to-end path between two SCI ON
endpoints which is used to transmt packets in the data plane.
Endpoints can create paths with a conbination of up to three path
segnents (an up segnent, a core segnent, and a down segnent).

*Hop Field (HF)*: As they traverse the network, Path-Segnent
Constructi on Beacons (PCBs) accumrul ate cryptographically protected
AS-level path information in the formof Hop Fields. 1In the data
pl ane, Hop Fields are used for packet forwarding: they contain the
i ncom ng and outgoing Interface I Ds of the ASes on the forwarding
pat h.

*Info Field (INF)*: Each Path-Segnent Construction Beacon (PCB)
contains a single Info field, which provides basic information about
the PCB. Together with Hop Fields (HFs), these are used to create
forwardi ng paths.

*|solation Dormain (I1SD)*: SCION ASes are organi zed into | ogical
groups called Isolation Dormains or |1SDs. Each |SD consists of ASes
that span an area with a uniformtrust environment (e.g., a common
jurisdiction).
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*Message Aut hentication Code (MAC)*. In the rest of this docunent,
"MAC' always refers to "Message Authentication Code" and never to
"Medi um Access Control". Wen "Medi um Access Control address” is
inplied, the phrase "Link Layer Address" is used.

*Pat h Segnent*: These are derived from Pat h- Segnment Construction
Beacons (PCBs). A path segnment can be (1) an up segnent (i.e., a
pat h between a non-core AS and a core AS in the sanme I1SD), (2) a down
segnment (i.e., the same as an up segment but in the opposite
direction), or (3) a core segnent (i.e., a path between core ASes,
possi bly traversing | SD boundaries). Endpoints use up to three path
segnments to create a forwardi ng path.

*Pat h- Segment Constructi on Beacon (PCB)*: Core AS Control Service

i nstances generate PCBs to explore paths within their isolation
domain (1SD) and between different 1SDs. ASes further propagate

sel ected PCBs to their neighboring ASes. These PCBs traverse each AS
accurul ating information, including Hop Fields (HFs) which can
subsequently be used by the data plane for forwarding.

*SCl ON Control Message Protocol (SCWP)*: A signaling protoco
anal ogous to the Internet Control Message Protocol (ICMP). This is
described in Section 6.

*Trust Root Configuration (TRC)*: A Trust Root Configuration or TRC
is a signed collection of certificates pertaining to an isolation
domain (I1SD). TRCs also contain |SD specific policies.

1.2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

1. 3. Pat hs and Li nks

SCI ON routers and endpoi nts connect to each other via links. A link
refers to a physical or |ogical connection between two SCl ON nodes
(e.g., router or endpoint). A SCION path between two endpoints
traverses one or nore |inks.

SCI ON ASes - each being a network under a common adm nistrative
control - are organized into |ogical groups called Isol ation Domai ns
(ISDs). Each ISD consists of ASes that are part of a uniformtrust
environment (i.e., a common jurisdiction) and is adm nistered by a
set of distinguished ASes called core ASes.
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SCI ON di stingui shes three types of |inks between ASes: (1) core
links, (2) parent-child links, and (3) peering |inks.

* Core_ links connect two core ASes, which are either within the
sane or in different ISDs. Core |links can exist for various
reasons, including provider-custoner (where the custoner pays the
provider for traffic) and peering rel ationshi ps.

* Parent-child_ links create a hierarchy between the parent and the
child AS within the sane 1SD. ASes with a parent-child |ink
typically have a provider-custoner rel ationship.

* _Peering_ links exist between ASes with a peering relationship
(settlenent-free or paid). Network operators can establish
peering |inks between any two ASes (core or non-core), including
across | SD boundari es.

SCI ON paths are conprised of at nost three path segnents: an up
segnment, traversing links fromchild to parent, then a core segnent
consi sting of core links, followed by a down segnent traversing |inks
fromparent to child. Each path segnent is established over one or
nmore |inks.

SCI ON paths are always "valley free" whereby a child AS does not
carry transit traffic froma parent AS to another parent AS. These
pat hs can contain at nost one peering |ink, which endpoints can use
as shortcut between two path segnents containing two peer ASes

Figure 1 shows the three types of links for one snmall ISDwith two
core ASes A and C, and four non-core ASes D E F, and G
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Fom oo +
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Figure 1: The three types of SCION links in one |1SD. Each node
inthe figure is a SCI ON AS.

Each link connecting SCION routers is bi-directional and is
identified by its corresponding egress and ingress Interface IDs. An
Interface IDis a 16-bit identifier as described in

[1-D. dekater-sci on-datapl ane] in the "Term nol ogy" section. It is
required to be unique within each AS and can therefore be chosen

wi t hout any need for coordi nati on between ASes.

1.4. Routing

SCI ON provi des path-aware inter-domain routing between SCl ON ASes.

The SCION Control Plane is responsible for discovering these inter-
domai n pat hs and naki ng them available to the endpoints within the
ASes.

SCION inter-domain routing operates on two levels: within an | SD
which is called _intra_-1SD routing, and between |SDs which is called
_inter -1SD routing. Both levels use _Path-Segnment Construction
Beacons (PCBs) to explore network paths. A PCBis originated by a
core AS and then disseninated either within an ISD to explore intra-

| SD paths, or anobng core ASes to explore core paths across different

| SDs.

The PCBs accumul ate cryptographically protected path and forwarding

information at an AS level and store this information in the form of
_Hop Fields_ . Endpoints use information fromthese Hop Fields to
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create end-to-end forwardi ng paths for data packets that carry this
information in their headers. This also supports multi-path
communi cati on anmong endpoi nt s.

The creation of end-to-end forwardi ng paths consists of the foll ow ng
processes:

* _Path exploration (or beaconing) : This is the process where an AS
Control Service discovers paths to other ASes. This is described
in detail in Section 2.

* Path registration_: This is the process where an AS Contro
Service selects PCBs, according to defined policies, turns the
sel ected PCBs into path segnents, and adds these path segments to
the relevant path infrastructure, thus making them available to
other ASes. This is described in detail in Section 3.

* Path resolution_: This is the process of actually creating an
end-to-end forwarding path fromthe source endpoint to the
destination. For this, an endpoint perfornms (a) a path | ookup
step to obtain path segnments, and (b) a path conbination step to
conbi ne the forwarding path fromthe segnents. Step (a) is
described in detail in Section 4 and step (b) is described in
[1-D. dekat er-sci on-dat apl ane] section "Path Construction (Segnent
Conbi nati ons)".

Al'l processes operate concurrently.

The *Control Service* is responsible for the path exploration and
registration processes in the Control Plane. It is the main contro
pl ane infrastructure conponent wi thin each SCION AS and has the
fol |l owi ng tasks:

* Cenerating, receiving, and propagating PCBs. Periodically, the
Control Service of a core AS generates a set of PCBs, which are
forwarded to the child ASes or neighboring core ASes. |In the
latter case, the PCBs are sent over policy conpliant paths to
di scover nultiple paths between any pair of core ASes.

* Selecting and registering the set of path segnents via which the
AS wants to be reached
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* Distributing certificates and keys to secure inter-AS
communi cati on. Each PCB contains signatures of all on-path ASes
and each tine the Control Service of an AS receives a PCB, it
validates the PCB s authenticity. Wen the Control Service |acks
an internediate certificate, it can query the Control Service of
t he nei ghboring AS that sent the PCB through the APl described in
Section 2. 4.

*Note:* The Control Service of an AS is decoupled from SCl ON border
routers and operators may deploy it anywhere within the AS.

1.4.1. Path Segnents
SCI ON di stingui shes the follow ng types of path segnents:
* A path segnent froma non-core ASto a core ASis an _up segnent .

* A path segnent froma core ASto a non-core AS is a _down
segnent _.

* A path segnment between core ASes is a _core segnent _.

Each path segnent starts and/or ends at a core AS. Path segnents are
not created between non-core ASes.

Al'l path segnments may be reversed: a core segnent can be used bi -
directionally, an up segnent can be converted into a down segnent,
and a down segnent can be converted into an up segnent dependi ng on
the direction of the end-to-end path. This neans that all path
segnents can be used to send data traffic in both directions.

The cryptographic protection of PCBs and path segnments is based on
the Control Plane PKI. The signatures are structured such that the
entire nmessage sequence constituting the path segnment can be

aut henti cated by anyone with access to this PKI.

For fast validation of the path information carried in individua
packets during packet forwarding, symmetric key cryptography is used
and the Hop Fields contain a MAC. These MACs are structured to all ow
verification of the sequence of hops, but in contrast to the PCBs can
only be validated by the border routers of the respective AS.
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1.5. Addressing

Inter-domain SCION routing is based on an <ISD, AS> tuple. Although
a conplete SCI ON address is conposed of the <ISD, AS, endpoint
address> 3-tuple, the endpoint address is not used for inter-donmain
routing or forwarding. The endpoint address is of variable |ength,
does not need to be globally unique, and can thus be an | Pv4, |Pv6,
or link layer address.

*Note:* As a consequence of the fact that SCION relies on existing
routing protocols (e.g., IS 1S, OSPF, SR) and comuni cation fabric
(e.g., IP, MPLS) for intra-domain forwarding, existing internal
routers do not need to be changed to support SCI O\

1.5.1. 1SD Numbers
An | SD nunber is the 16-bit global identifier for an | SD.

The followi ng table gives an overview of the |ISD nunber all ocation:

[} g sl —_————(————————————————————(————(————————— L
| 1SD | Description |
[ el st
| O | The wildcard I SD |
. T T T +
| 1 - 15 | Reserved for documentation and sanple code |
| | (anal ogous to [ RFC5398]). |
R oo e e e e e e e e e e e e e e e e e e e e oo +
| 16 - 63 | Private use (anal ogous to [ RFC6996]) - can |
| | be used for testing and private depl oynents |
. T T +
| 64 - 4094 | Public ISDs. They MJST be gl obally unique. |
o e e - oo e m e e e e e e e e e e e e e e e e e e e e e e e +
| 4095 - 65535 | Unall ocated |
. . +

Tabl e 1: 1SD nunber all ocations

The wildcard I1SD is not directly used by the control or data plane.

I npl enentations may use it to represent any ISD, for exanple in path
filters. |1SD nunbers are allocated by the SCI ON Associ ation

([ SD- AS- assi gnnent s]).
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1.5.2. SCION AS Nunbers

A SCION AS nunber is the 48-bit identifier for an AS. Al though they
play a simlar role, there is no relationship between SCION AS
nunbers and BGP ASNs as defined by [ RFC4271]. For historical reasons
some SClI ON Aut ononpus Systens use an AS nunmber where the first 16
bits are 0 and the remaining 32 bits are identical to their BGP ASN,
but there is no technical requirenent for this. AS nunbers of public
ASes MUST be gl obal Iy uni que.

1.5.2.1. Wldcard Addressing
SCI ON endpoints use wildcard AS 0 to designate any core AS, e.g., to
pl ace requests for core segnments or down segments during path | ookup
These wi |l dcard addresses are of the forml1-0, to designate any AS in
ISD 1. For nmore information, see Section 4.2.1

1.5.2.2. SCION AS nunbers

| AS | Size | Description |
[} gt ————— L —————————— Ll —p—_——————
| O | 1 | The wildcard AS |
o a o o o m e e e e e e e e e eee oo s +
| 1 - 4294967295 | ~4.3 billion | Public SCION AS numnbers |
oo o - o m e e e oo - St +
| 1:0:0 - | ~4.3 billion | Public SCION AS nunbers - |
| 2:ffff:ffff | | future allocations |
o a o oo o mm e e e e e e eee oo s +
| 2:0:0 - | ~4.3 billion | Public SCION AS nunbers |
| 2:ffff:ffff | | |
oo o - o m e e e oo - St +
| 3:0:0 - ~280 trillion | Unall ocated |
| feff:ffff:ffff | | |
o a o oo o mm e e e e e e eee oo s +
| ff00:0:0 - | 65536 | Reserved for docunentation and |
| ff00:0:ffff | | sanpl e code (anal ogous to |
I I | [RFC5398]) I
o e T o e e e e e e e e e e e e e e +
| ff00:1:0 - | ~730 billion | Unallocated |
| ffa9:ffff:ffff | | |
o a o o o m e e e e e e e e e eee oo s +
| ffaa:0:0 - | ~16.8 nmillion | Reserved for private use |
| ffaa:ff:ffff | | (anal ogous to [ RFC6996]) - |
| | | these nunbers can be used for |
| | | testing and private depl oynents

o a o oo o mm e e e e e e eee oo s +

| ffaa:100:0 - | ~369 billion | Unallocated |
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| ffff:ffff:fffe | | I

Tabl e 2: AS nunber allocations
1.5.3. Text Representation
1.5.3.1. |SD nunbers

The text representation of SCION | SD nunbers MJST be its deci mal
ASCI | representation

1.5.3.2. AS nunbers
The text representation of SCION AS nunbers is as foll ows:

* SCION AS nunbers in the lower 32-bit range MJST be printed as
deci mal by inplementations. |nplenmentations may parse AS numbers
in the |lower 32-bit range in hexadecimal notation too (e.g.,, a
program may accept AS nunber '0:1:f' for AS 65551).

* SCION AS nunbers in the higher 32-bit range MJUST be printed using
bi g- endi an hexadeci mal notation in 3 groups of 4, in the range
1:0:0 to ffff:ffff:ffff. Leading zeros in each group are omtted,
with the exception that one zero MJST be notated if a group is
entirely zeros (e.g.,, 1:0:1). The :: zero-conpression feature of
| Pv6 MUST NOT be used.

* A range of AS nunbers can be shortened with a notation similar to
the one used for CIDR I P ranges ([RFC4632]). |In such case,
hexadeci mal notation MJUST be used. For exanple, the range of the
| owest 32-bit AS nunbers (0-4294967295) can be represented as
0: 0: 0/ 16.

1.5.3.3. <ISD, AS> tuples

The text representation of SCI ON addresses MJST be <| SD>-<AS>, where
<ISD> is the text representation of the |SD nunber, <AS> is the text
representation of the AS nunber, and - is the literal ASCI| character
0x2D. This text representation is used for the | SD-AS nunber
attribute in the certificates (see [I|-D.dekater-scion-pki]).

For exanple, the text representation of AS number ff00:0:1 in I SD
number 15 is 15-ff00:0:1
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1.6. Bootstrapping ability

SCI ON uses the foll owi ng nechani sns to avoid circul ar dependenci es
during bootstrapping, and to provide resiliency after systenmc
failures:

*  Nei ghbor-based path discovery: Path discovery in SCCONis
performed by the beaconing mechanism In order to participate in
this process, an AS Control Service only needs to be aware of its
direct neighbors. As long as no path segnents are avail abl e,
conmmuni cating with the neighboring ASes is possible with the one-
hop path type which does not rely on any path information. SC ON
uses these _one-hop paths_ to propagate PCBs to nei ghboring ASes
to which no forwarding path is avail able yet. The One-Hop Path
Type is described in nore detail in [I-D.dekater-scion-datapl ane].

* Path reversal: In SCION, every path is reversible. That is, the
recei ver of a packet can reverse the path in the packet header in
order to produce a reply packet without having to performa path
| ookup. Such a packet follows the original packet’s path in the
reverse direction.

* Availability of certificates: Every entity is required to be in
possession of all cryptographic material including the 1SD's TRC
and AS certificates, in order to verify any nmessage it sends.
This together with the path reversal neans that the receiver of a
message can always obtain all this material by contacting the
sender.

*Note:* For a detailed description of a TRC and nore information on
the availability of certificates and TRCs, see
[1-D. dekater-scion-pki].

1.7. Commruni cati on Protoco

Al'l communi cati on between the Control Services in different SC ON
ASes is expressed in terns of RPC renpte procedure calls. Service
interfaces and nessages are defined in the Protocol Buffer "proto3"
interface definition | anguage (for details, see [proto3]).

The RPC nessages are transported via [Connect]’s RPC protocol that
carries nessages over HITP/ 3 (see [RFC9114])), which in turn uses
QUI C/ UDP ([ RFC9000]) to handl e transport and congestion control
Connect is backward conpatible with [gRPC] which is supported but
depr ecat ed.
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2

2

In case of failure, RPC calls return an error as specified by the RPC
framework. That is, a non-zero status code and an expl anatory

string. Section 5 provides details about the establishment of the
under | ying QU C connecti ons.

SCION' s Control Plane does not require any domai n name resolution for
conmuni cat i on.

Pat h Expl oration or Beaconing
1. Introduction and Overview

*Pat h Exploration* is the process where a SCl ON AS di scovers paths to
other ASes. In SCION, this process is referred to as _beaconing_.

The Control Service_ of each SCION AS is responsible for the
beaconi ng process. The Control Service generates, receives, and
propagat es _Pat h- Segnent Constructi on Beacons (PCBs) on a regul ar
basis, to iteratively construct path segnents.

PCBs contain inter-domain topol ogy and authentication information,
and can include additional netadata that hel ps with path nmanagenent
and sel ection. The beaconing process itself is divided into routing
processes on two levels, where core_or inter-1SDis based on the
(sel ective) sending of PCBs without a defined direction, and _intra-
| SD_ beaconi ng on top-to-bottom propagati on. Beaconing is initiated
by core ASes, therefore each |1 SD MIST have at | east one core AS.

* Core or Inter-1SD beaconing_ is the process of constructing path
segnents between core ASes in the sanme or in different |SDs.
During core beaconing, the Control Service of a core AS either
ori gi nates PCBs or propagates PCBs received from nei ghboring core
ASes to other neighboring core ASes.

* _Intra-1SD beaconing_creates path segnents fromcore ASes to non-
core ASes. For this, the Control Services of core ASes origi nates
PCBs and sends themto the non-core child ASes (typically custoner
ASes) at regular intervals. The Control Service of a non-core
child AS receives these PCBs and forwards themto its child ASes,
and so on until the PCB reaches an AS without any children. As a
result, all ASes within an | SD receive path segnents to reach the
core ASes of their ISD and register reciprocal segnents with the
Control Service of the associated core ASes

On its way, a PCB accunul ates cryptographically protected path and
forwarding information per traversed AS. At every AS, netadata as
well as information about the AS's ingress and egress interfaces is
added to the PCB. The full PCB nessage fornmat is described in
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Section 2.2. PCBs are used to construct path segnents. ASes
register themto nake them avail able to other ASes, as described in
Section 3.

2.1.1. Peering Links

PCBs do not traverse peering links, but peering links are instead
announced along with a regular path in a PCB in an up or down
segnent. |If both ASes at either end of a peering link have

regi stered path segnents that include this specific peering |ink,
then it is possible to use this during segnent conbination to create
the end-to-end path.

2.1.2. Appending Entries to a PCB

Every propagation interval (as configured by the AS operator), the
Control Service

* selects the best conbinations of PCBs and interfaces connecting to
a neighboring AS (i.e., a child AS or a core AS). This is
described in Section 2.3.3.

* propagates each selected PCB to the sel ected egress interface(s)
associated with it. Selection policies are described in
Section 2.3.5.

For every selected PCB and egress interface conbination, the AS
Control Service appends an _AS entry_ to the selected PCB. This
includes a Hop Field that specifies the ingress and egress interface
for the packet forwarding through this AS, in the beaconing
direction. The AS entry can al so contain peer entries.

2.1.3. PCB Propagation - Illustrated Exanpl es
The followi ng three figures show how intra-1SD PCB propagati on works,
fromthe 1SD's core AS down to child ASes. Interface identifiers of
each AS are nunbered with integer values while ASes are descri bed
with an upper case letter for the sake of illustration. Arrows

represent the PCB propagation direction
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i +
I I
| |
| Core AS X |
I I
I 2 1 I
i 5
I I
E S + | E S +
| PCBa | | | | PCBb |
+========+ | | +========+
| Core | ] | | Core
[- out:2 | | | |- out:1 |
Fom e - -+ | | F-m o=+
\Y (0] (0] \Y
S
| AS Y |

Figure 2: Intra-1SD PCB propagation fromthe 1SD core to child
ASes - Part 1

In Figure 2, core AS X sends the two different PCBs "a" and "b" via
two different Iinks to child AS Y: PCB "a" exits core AS X via egress
interface "2", whereas PCB "b" is sent over egress interface "1".
Core AS X adds the respective egress information to the PCBs when
sendi ng them of f, as can be seen in the figure (the entries "_Core -
Qut:2_ " and "_Core - Qut:1 ", respectively).
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Intra-1SD PCB propagation fromthe ISD core to child
Part 2

AS Y appends the correspondi ng i ngress and egress

PCBs.

through the interfaces "1" and "4" respectively,

the information in the PCBs.
path information on its way "down" fromcore AS X
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Figure 4: Intra-1SD PCB propagation fromthe 1SD core to child

ASes - Part 3

In Figure 4, the four PCBs "c", "d", "e", and "f"
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AS Entry Core AS Entry Y AS Entry Z
S + S + S +
| Core AS X | | AS Y | | AS Z |
Pat h Segnent 1 | 1+ +3 5+ +1 |
I I I I I I
| 2+---0-+2----------- 6+---0-+5 |
I I I I I I
S + S + S +
Egress 2 Ingress 2 - Egress 6 I ngress 5
o e e e e oo o + o e e e e oo o + o e e e e oo o +
| Core AS X | | AS Y | | AS Z |
| 1+ +3 oo - 5+----0-+1 |
Path Segrment 2 | | | | | | |
| 2+---0-+2----- + 6+ +5 |
I I I I I I
o e e e e oo o + o e e e e oo o + o e e e e oo o +
Egress 2 Ingress 2 - Egress 5 Ingress 1
- + - + - +
| Core AS X | | AS Y | | AS 7 |
| 1+---0-43----- + 5+ +1 |
Pat h Segnent 3 | | | | | | |
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I I I I I I
. + . + . +
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- + - + - +
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Pat h Segnent 4 | |
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Figure 5: Possible up- or down segnents for AS Z
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According to Figure 2, Figure 3 and Figure 4 above, it appears that a
PCB represents a single path segment. However, there is a difference
between a PCB and a registered path segment as a PCB is a so-called
"travelling path segnment” that accunul ates AS entries when traversing
SCI ON networks. A registered path segnent is instead a "snapshot" of
atravelling PCB at a given tine T and fromthe vantage point of a

particular AS A, This is illustrated by Figure 5 which shows severa
possi bl e path segnents to reach AS Z, based on the PCBs "g", "h",
"i", and "j" fromFigure 4 above. It is up to AS Z to choose which

of these path segnents to use
2.2. PCB Message Format

Each PCB is conprised of a message containing the follow ng top-Ieve
fields:

Figure 6: PCB Top-Level Message For mat
Each PCB MJUST consist of at |east:
* An information field with an identifier and a timestanp.
* Entries of all ASes on the path segnent represented by this PCB
The PCB top | evel Protobuf nessage format is:

message Pat hSegnent {
bytes segnent _info = 1;
repeated ASEntry as_entries = 2;

}

* segnent_info: This field is used as input for the PCB signature.
It is the encoded version of the Segnentlnformati on conmponent
whi ch provides basic information about the PCB. This conponent is
specified in detail in Section 2.2.1

* as_entries: Contains the ASEntry conponent of all ASes on the path
segnent represented by this PCB. The order of the AS entries MJST
correspond to the path traversal order in the PCB propagation
direction.
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* ASEntry: The ASEntry conponent contains the conplete path
informati on of a specific AS that is part of the path segnent
represented by the PCB. This conponent is specified in detail in
Section 2.2.2.

The information to be included in each of these fields is described
bel ow.

.1. Segnent Information

o e e e e e e ee oo s +

| Segnent Info

R o e e o - +
1 | 1

S R +

| Tinestanp | Seg ID |

S oo s +

Figure 7: Segnent Information Component

Each PCB MJST include a Segnentl|nformati on nessage with basic
i nformati on about the PCB. Its Protobuf nessage format is:

message Segrent | nformation {
int64 timestamp = 1;
ui nt 32 segnent _id = 2;

}

* timestanp: The timestanp indicates the creation tine of this PCB
It is set by the originating core AS and the expiration tine of
each Hop Field in the PCB is conmputed relative to this timestanp.
The tinestanp is encoded as the nunber of seconds el apsed since
the PCSI X Epoch (1970-01-01 00:00:00 UTC). Note that this
timestanp is encoded as a 32-bit unsigned integer in
[1-D. dekat er - sci on-dat apl ane] .

* segnent_id: The 16-bit identifier of this PCB and the
correspondi ng path segnent. The segment ID is REQU RED for the
conput ation of the nessage authentication code (MAC) of an AS' s
Hop Field. The MACis used for Hop Field verification in the data
pl ane and the originating core AS MJST fill this field with a
crypt ographi cally random nunber.

*Note:* See Section 2.2.2.5 for nore information on the Hop Field
message format. [1-D. dekater-scion-dataplane] provides a detailed
description of the conputation of the MAC and the verification of the
Hop Field in the data plane.
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2.2.2. AS Entry

R +
| AS Entry |
S RS S R +
L] | L]
o m e e e e e e e oo e +
| Unsigned Extension | Signed AS Entry
o e e e e oo oo e +

Figure 8: AS Entry

Each PCB MJUST al so contain the entries of all ASes included in the
correspondi ng path segnent. This nmeans that the originating core AS
MUST add its AS entry to each PCB it creates, and each traversed AS
MUST attach its AS entry to the PCB

One AS entry contains the conplete hop information for this specific
AS in this specific path segnment. It consists of a signhed and an
unsi gned comnponent .

The code bl ock bel ow defines an AS entry ASEntry in Protobuf nessage
format.

message ASEntry {
Si gnedMessage signed = 1

Pat hSegnent Unsi gnedExt ensi ons unsi gned = 2;
}

It includes the foll owi ng conponents:
* SignedMessage: The AS entry signed conponent.

*  Pat hSegnent Unsi gnedExt ensi ons: Optional unsigned PCB extensions,
further described in Section 2.2.3.

o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| Signed AS Entry
o e m e e e e e oo o e e e e e e e oo +
1 | 1
R . e T +
Si gnature | Header | Body
o e e e o e e e e oo oo o e e e e e e e e m o +

Figure 9: AS Entry Signed Conponent
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Each AS entry of a PCB MUST include a signed conponent as well as a
si gnature conputed over the signed conmponent. Each AS entry MJST be
signed with the Control Plane AS Certificate (see

[1-D. dekater-scion-pki]).

The signed conmponent of an AS entry MJST include the follow ng
el ement s:

* a header,
* a body, and
* a signhature.

In the Protobuf message format, the signed component of an AS entry
is specified by the SignedMessage. It consists of a header-and-body
part (header_and body) and a raw signature (signature). Their

pr ot obuf nessage fornmats are:

message Si gnedMessage {
byt es header _and_body = 1
bytes signature = 2;

}

Prot obuf definition of the Header AndBody nessage used for signature
comput ation i nput.

nmessage Header AndBody {
byt es header = 1;
byt es body = 2;

}

The Signed Header, Signed Body, and Signature Fields are detail ed
bel ow.

2.2.2.1. AS Entry Signed Header
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S o e e oo s S T Fom e e o - +
| Sig. Alg.|Verification Key |ID Timestanp| Metadat a| AssocDat aLen
B o e e e e oo oo B Fomm e - o - Fomm e oo - +
l| |l
S S Fom ek oo s +
| ISD-AS |TRC Base | TRC Serial | Subject Key |ID
S S T o e e o - +

Figure 10: AS Entry Signed Header
The header part carries information that is relevant to the
conputation and verification of the signature. It contains the
followi ng fields:

* signature_algorithm Specifies the algorithmto conpute the

2026

signature. Possible types are defined by the SignatureAl gorithm
definition and are further discussed in [|-D. dekater-scion-pki],

but an unspecified signature algorithmis never valid. O her

signature algorithnms or curves MAY be used in the future. This

field is REQU RED.

* wverification key id: Contains a VerificationKeyl D nessage,

carrying information relevant to signing and verifying PCBs and

ot her control -plane nmessages. This field is REQU RED.

* timestanp: Defines the signhature creation tinmestanp. This field

is OPTI ONAL.

* nmetadata: May include nmetadata. Wile it is part of the generic

Header nessage format, it MJUST be enpty in an AS entry signed
header. This field is OPTI ONAL.

* associated_data | ength: Specifies the length of the data covered

by the signature but not included within the header or body.

Thi s

data contains information about preceding AS entries, as described

in Section 2.2.2.6. The value of this field is zero if no
associ ated data is covered by the signature.

The Header and SignatureAl gorithm protobuf nessage formats are:
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message Header ({
Si gnat ureAl gorithm signature_al gorithm= 1;
bytes verification_key_ id = 2;
googl e. prot obuf . Ti restanp tinestanp =
byt es netadata = 4;
i nt 32 associated data | ength

3;
}

enum Si gnat ur eAl gorithm {
S| GNATURE_ALGCORI THM_UNSPEC! FI ED = 0;
S| GNATURE_ALGCORI THM_ECDSA W TH_SHA256
S| GNATURE_ALGORI THM _ECDSA W TH_SHA384
S| GNATURE_ALGORI THM_ECDSA W TH_SHA512

}

The VerificationKeyl D nessage contains the foll owi ng REQU RED fi el ds:
* isd_as: The |SD-AS nunber of the current AS.

* subject_key id: Refers to the certificate that contains the public
key needed to verify this PCB s signature.

* trc_base: Defines the _base_nunber of the |atest Trust Root
Configuration (TRC) available to the signer at the tinme of the
signature creation.

* trc_serial: Defines the _serial_ nunber of the latest TRC
available to the signer at the time of the signature creation.

Its protobuf nessage format is:

message VerificationKeyl D {
uint64 isd_as = 1;
byt es subject _key id = 2;
uint64 trc_base = 3;
uinté4 trc_serial = 4;

}

For nmore information on signing and verifying control plane nessages
(such as PCBs), see 'Signing and Verifying Control Plane Messages’ in
[1-D. dekater-scion-pki]. For nore information on the TRC base and
serial number, see ’'Trust Root Configuration Specification in

[1-D. dekat er-sci on-pki].

2.2.2.2. AS Entry Signed Body
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Figure 11: AS Entry Signed Body

The body of an AS entry MUST consi st of the signed conponent
ASEnt rySi gnedBody of all the ASes in the path segnent represented by
the PCB, up until and including the current AS. Its Protobuf nessage
format is:

nmessage ASEntrySi gnedBody {
uint64 isd as = 1;
ui nt 64 next _isd_as = 2;
HopEntry hop_entry = 3;
repeated PeerEntry peer_entries = 4;
uint32 ntu = 5;
Pat hSegnent Ext ensi ons ext ensi ons = 6;

}
* isd_as: The | SD-AS nunber of the AS that created this AS entry.

* next_isd as: The |ISD AS nunber of the downstream AS to which the
PCB MUST be forwarded. The presence of this field prevents path
hi jacki ng attacks, as further discussed in Section 8.3.1

* hop_entry: The hop entry (HopEntry) with the information required
by the data plane to forward this PCB through the current AS to
the next AS. For the specification of the hop entry, see
Section 2.2.2.3.

* peer_entries: The list of optional peer entries (PeerEntry). For
a specification of one peer entry, see Section 2.2.2. 4.

* mu: The maxi mumtransm ssion unit (MU in bytes that is
supported by all intra-domain |inks within the current AS. This
value is set by the Control Service when adding the AS entry to
the beacon. How the Control Service obtains this information is
i mpl ement ati on dependent, but current practice is to make it a
configuration item
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* extensions: List of signed extensions (optional). PCB extensions
defined here are part of the signed AS entry. This field SHOULD
therefore only contain extensions that include inportant netadata
for which cryptographic protection is required. For nore
informati on on PCB extensions, see Section 2.2. 3.

2.2.2.3. Hop Entry

S +
| Hop Entry |
+--mna +--mna +
1 | 1
o e e e e oo o o e e e e oo o +
| Ingress MTU | Hop Field |
S S +

Figure 12: Hop Entry

Each body of an AS entry MJST contain exactly one hop entry. It
specifies forwarding information which the data plane requires to
create the hop through the current AS (in the direction of the
beaconi ng) .

The HopEntry Protobuf nessage format is:
message HopEntry {

HopFiel d hop field
uint32 ingress_ntu

1,
2;

}

* hop_field: Contains the authenticated information about the
ingress and egress interfaces in the direction of beaconing.
Routers need this information to forward packets through the
current AS. For further specifications, see Section 2.2.2.5.

* ingress_ntu: Specifies the maxi mumtransnission unit (MIU) of the
ingress interface (in beaconing direction) of the hop being
described. The MIU of paths constructed fromthe containing
beacon is necessarily less than or equal to this value. How the
Control Service obtains the MU of an inter-AS |link is
i mpl ement ati on dependent. |t may be di scovered or configured by
operators, but current practice to nake it a configuration item
Path MIU is further discussed in Section 3.4.
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In this description, MU and packet size are to be understood in the

same sense as in [RFC1122]. That is, exclusive of any |ayer 2
fram ng or packet encapsulation (for |inks using an underl ay
net wor k) .

2.2.2.4. Peer Entry

S +
| Peer Entry |
AR, +o-m - - +
1 | 1
. S . . +
| Hop Field | Peer MIU | Peer 1SD-AS | Peer Interface |
S R o e e - o e +

Figure 13: Peer Entry

By nmeans of a peer entry, an AS can announce that it has a peering
link to another AS. A peer entry is an optional conponent of a PCB
and is only included if there is a peering link to a peer AS.

The PeerEntry Protobuf nessage format is:

message PeerEntry {
uint64 peer_isd as =1
ui nt 64 peer _interface = 2;
uint 32 peer_ntu = 3;
HopFiel d hop field = 4;

}

* peer_isd_as: The | SD-AS nunber of the peer AS. This nunber is
used to match peering segnents during path construction

* peer_interface: The 16-bit interface identifier of the peering
link on the peer AS side. This identifier is used to match
peering segments during path construction.

* peer_ntu: Specifies the maxi mumtransm ssion unit (MIU) of the
peering link being described. The MIU of paths via such link is
necessarily less than or equal to this value. How the Contro
Service obtains the MU of an inter-AS link is inplementation
dependent. It may be di scovered or configured, but current
practice is to nake it a configuration item
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* hop_field: Contains authenticated information about the ingress
and egress interfaces in the current AS (com ng fromthe peering
link, in the direction of beaconing - see also Figure 6). The
data plane needs this information to forward packets through the
current AS. For further specifications, see Section 2.2.2.5.

In this description, MU and packet size are to be understood in the

same sense as in [RFC1122]. That is, exclusive of any |ayer 2
fram ng or packet encapsulation (for |inks using an underl ay
net wor k) .

S +

I

| Parent AS |

| |

+- - - - - +- - - - - +

Fomm e - o - N +
| | | PE. peer _  +----------- +
| | | interface | |
| | +--------- R p+ Peer AS |
| | ] | PE. HF.ingress | |
I | | I LR +
I [ | I
| A% |
R TS +
| PE. HF. egress
| ASE. HF. egr ess
0
Fomm - - Fomm - - +
| Child AS |
I I
Fom e oo +

Figure 14: Peer entry information, in the direction of beaconing.
PE denotes a peer entry, ASE an AS entry, HF an hop field.

2.2.2.5. Hop Field
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Figure 15: Hop Field

The Hop Field, part of both hop and peer entries, is used directly in
the data plane for packet forwardi ng and specifies the incom ng and
outgoing interfaces of the ASes on the forwarding path. This
information is authenticated with a Message Authenticati on Code (MAC)
which is used by the Control Service of an AS to authenticate path
segnents with its border routers during packet forwarding.

The al gorithmused to conpute the Hop Field MAC is an AS-specific

choi ce, although the Control Services and border routers within an AS
MJST use the sane algorithm |nplenmentations MIST al so support the
Default Hop Field MAC algorithm See [I-D. dekater-sci on-dat apl ane]
section "Authorizing Segnents through Chai ned MACs" for nore
information including configuration. Endpoints do not conpute MACs.

The HopFi el d Protobuf nessage format is:

message HopField {
uint64 ingress = 1;
ui nt 64 egress = 2;
uint32 exp_time =
bytes mac = 4;

3;
}

* ingress: The 16-bit ingress interface identifier (in the direction
of the path construction. That is, in the direction of beaconing
t hrough the current AS)

*Note:* The core AS originating a PCB MJST set the ingress interface
identifier to the "unspecified" value (see
[1-D. dekat er-sci on-dat apl ane] section "Terni nol ogy").

* egress: The 16-bit egress interface identifier (in the direction
of beaconi ng).

* exp_tine: The 8-bit encoded expiration tine of the Hop Field,

indicating its validity. This field expresses a duration in
seconds according to the formula: duration = (1 + exp_tine) *
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(24*60*60/ 256) and the m ninumduration is therefore 337.5
seconds. This duration is relative to the PCB creation tinestanp
set in the PCB s segnment information conponent (see also

Section 2.2.1), so the absolute expiration tine of the Hop Field
is the sum of these two val ues.

* mac: The message aut hentication code (MAC) used in the data pl ane
to verify the Hop Field, as described in
[1-D. dekat er - sci on-dat apl ane] .

2.2.2.6. AS Entry Signature

Each AS entry MJST be signed with the AS certificate' s private key
Ki. The certificate MJST have a validity period that is |onger than
the Hop Field absolute expiration tinme (described in

Section 2.2.2.5). The signature Sig i of an AS entry ASEi is
conput ed over the AS entry’s signed conponent.

This is the input for the computation of the signature:

* The signed header and body of the current AS (header_and_body).

* The segnent i nfo conponent of the current AS. This is the encoded
versi on of the Segmentl|nformati on conponent containi ng basic
i nformati on about the path segnent represented by the PCB. For

the specification of Segnentlnformation, see Section 2.2.1

* The signed header and_body/ si gnature conbi nati on of each previous
AS on this specific path segnent.

The signature Sig_i of an AS entry ASE i is now conputed as foll ows.
Synbol || represents concatenation
Sigi = K.i( ASE_i~(signed) || Seglnfo || ASE_O0"(signed) || Sig_0 |

|| ASE_(i-1)"(signed) || Sig_(i-1) )

The signature netadata minimally contains the | SD-AS nunber of the
signing entity and the key identifier of the public key that other
ASes can use to verify the nessage. For nore information on signing
and verifying control plane nmessages, see 'Signing and Verifying
Control Plane Messages’ in [I-D.dekater-scion-pki].

Sone of the data used as an input to the signature comes from
previous ASes in the path segment. This data is therefore called
"associ ated data" and it gives the signature a nested structure. The
content of associated data defined in Protobuf is:
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i nput (ps, i) = signed. header_and_body || associated_data(ps, i)

associ ated_data(ps, i) = ps.segnment_info |
ps.as_entries[1].signed. header _and_body |
ps.as_entries[1].signed.signature |

bé:as_entries[i-1].signed.header_and_body |
ps.as_entries[i-1].signed.signature

2.2.3. PCB Extensions

AS entries in PCBs nay carry a nunber of optional extensions that
accunul ate information while traveling across ASes. Extensions can
be:

* Unsi gned extensi ons Pat hSegnent Unsi gnedExt ensi ons. They are part
of the AS entry conponent (the ASEntry nessage, see al so
Section 2.2.2).

* Signed extensions Pat hSegment Ext ensi ons. They are part of the
si gned body conponent of an AS entry (the ASEntrySi gnedBody
message, see al so Section 2.2.2.2).

The Protobuf nmessage format of extensions is below As an exanpl e,
it mentions the StaticlnfoExtension, a signed extension that is used
to carry path segment metadata, such as segment | atency, bandw dth,
router coordinates, |link type, nunber of internal hops. This and
other extensions are at tinme of witing experimental, so definitions
of this nmessage format are omtted and [ PCBExt ensi ons] shoul d be
referred to.

message Pat hSegnent Unsi gnedExt ensi ons {

nmessage Pat hSegnent Ext ensi ons {
StaticlnfoExtension static_info =1

}

If a Control Service receives an unknown PCB extension, it SHOULD
skip the extension, but preserve it unnodified in case the PCB is
further propagated.

2.2.4. PCB Validity
To be valid (that is, usable to construct a valid path), a PCB MJST:

* Contain valid AS Entry signatures (Section 2.2.2.6).
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* Have a timestanmp (Section 2.2.1) that is not later than the
current time at the point of validation, plus an allowance for
di fferences between the clocks of the validator and origi nator

* Contain only unexpired hop fields (Section 2.2.2.5).

It is recomrend to use the hopfield expiration tine (that is 337.5

seconds, see Section 2.2.2.5) as the allowance for differences

bet ween the cl ocks of the validator and originator

For the purpose of validation, a hop is considered expired if its

absolute expiration tine (as defined in Section 2.2.2.5), is later

than the current time + allowance at the point of validation
2.2.5. Configuration

For the purpose of constructing and propagating path segnents, a

net wor k operator needs to configure an AS Control Service with |links

to nei ghboring ASes. Such information may be conveyed to the Contro

Service in an out-of-band fashion (e.g., in a configuration file).

For each link, these values MJST be confi gured:

* Local Interface ID. This MJST be unique within each AS.

* Nei ghbor type (core, parent, child, peer), depending on link type
(see Section 1.3). Link type depends on nutual agreenments between
operators of the ASes at each end of each |ink

* Nei ghbor 1SD AS nunber.

* Nei ghbor interface underlay address.

* For peering links, neighbor Interface |ID

In addition, a network operator needs to configure an AS Contro
Service wth:

* the algorithmand forwarding key used to conpute the Hop Field
MAC, which are also used by routers within the AS. These are
further described in [I-D. dekater-scion-datapl ane] .

* registration interval (see Section 3.1).

* propagation interval and best PCBs set size (see Section 2.3.4).

* the maxi mum MIU supported by all intra-AS |inks may al so be
configured by the operator.
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* Hop Field expiration tinme (see Section 2.2.2.5). Current
i mpl ement ati ons default to 63, corresponding to 6 hours.

Optionally, it may configure per-link MU (see Section 2.2.2.3) and
PCB sel ection policies (see Section 2.3.3).

2.3. Propagation of PCBs

Thi s section describes how PCBs are received, selected and further
propagated in the path exploration process.

2.3.1. Reception of PCBs

Upon receiving a PCB, the Control Service of an AS perforns the
fol |l owi ng checks:

1. PCB validity: The Control Service MJST check the validity of the
PCB (see Section 2.2.4) and it MJST discard invalid PCBs. The
PCB contains the version nunmbers of the TRC(s) and certificate(s)
that MJUST be used to verify its signatures which enables the
Control Service to check whether it has the rel evant TRC(s) and

certificate(s). If not, they can be requested fromthe Contro
Service of the sending AS through the APl described in
Section 2.4.

2. Loop avoidance: The Control Service MJST check whether the PCB is
froma core AS and whether it includes duplicate hop entries
created by the core ASitself or by other ASes. |If so, it MJST
discard the PCB in order to avoid loops. This is necessary
because core beaconing is based on propagating PCBs to all AS
nei ghbors. Additionally, core ASes SHOULD di scard PCBs that were
propagated at any point by a non-core AS. Utimately, core ASes
MAY rmake a policy decision to propagate beacons containing path
segnents that traverse the sanme | SD nore than once as this can be

legitimte - e.g., if the | SD spans a | arge geographi cal area, a
pat h between different ASes transiting another |1SD may constitute
a shortcut.

3. Incoming Interface: The Control Service MJST check that the I|ast
ISD-AS entry in a received PCB (in its AS Entry Signed Body)
corresponds with the | SD-AS nei ghbor of the interface where the
PCB was received. 1In addition, the corresponding |ink MJST be
core or parent, otherw se the PCB MJST be di scarded.

4. Continuity: When the Control Service receives a PCB containing
two or nore AS entries, it MJIST check every AS entry except the
| ast and discard beacons where the next _isd as of an entry does
not equal the isd_as of the next entry.
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If the PCB verification is successful, the Control Service decides
whether to store the PCB as a candi date for propagati on based on
selection criteria and polices specific for each AS.

2.3.2. Storing Candi date PCBs

An AS Control Service stores candidate PCBs in a tenporary storage
called the _Beacon Store_. The managenent of this storage is

i mpl ementation specific, but current practice is to retain all PCBs
until expired or replaced by one describing the sanme path with a

| ater origination tine.

2.3.3. PCB Selection Policies

The Control Service of an AS MJST sel ect which PCBs to propagate
further. The selection process can inspect and conpare the
properties of the candidate PCBs (e.g., length, disjointness across
different paths, age, expiration tine) and/or take into account which
PCBs have been propagated in the past. The PCBs to sel ect or
elimnate is determned by the policy of the AS

In order to avoid excessive overhead on the path discovery systemin
bi gger networks, an AS Control Service should only propagate those
candi date PCBs with the highest probability of meeting the needs of
the endpoints that will perform path construction, in accordance with
Section 2.3.4.

As SCI ON does not provide any in-band signal about the intentions of
endpoi nts nor about the policies of downstream ASes, the policy wll
typically select a sonewhat diverse set optimzed for nmultiple,
generic paraneters. Selection may be based on criteria such as:

* AS path length: fromthe originator core AS to the child (non-
core) AS

* Expiration tinme: the maxi numvalue for the expiration time when
extendi ng the segnent.

* |SD or AS exclusion lists: certain ASes or |1SD that may not appear
in a segnent.

* |SDloops: if pernmitted, they allow core AS to reach other core
ASes in the same 1SD via a third party | SDs.

* Availability of peering links: that is the nunber of different
peering ASes fromall non-core ASes on the PCB or path segnent. A
greater nunber of peering ASes increases the likelihood of finding
a shortcut on the path segnent.
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* Path disjointness: Paths can be either AS disjointed or link
disjointed. AS disjointed paths have no conmon upstream core AS
for the current AS, whereas |link disjointed paths do not share any
AS-to-AS link. AS disjointness allows path diversity in the event
that an AS becones unresponsive, and |ink disjointness provides
resilience in case of link failure. Both criteria can be used
dependi ng on the objective of the AS.

The rel ative disjointness of two PCBs A and B may be cal cul ated by
assigning a disjointness score, calculated as the nunber of |inks

in Athat don't appear in B. For exanple, the beacon that has the
hi ghest di sj oi ntness score and is not the shortest path should be

selected, but if this not better than what has already been

sel ected, then the beacon with the shortest path yet to be

sel ected shoul d be chosen instead.

A PCB Sel ection Policy can be expressed as a stateful filter of

segnents, i.e., a function which indicates whether to accept or deny
a given segnment. This filter is stateful in that it can be updated
each time its AS registers a new segment. It is expected that an

AS' s policy will select PCBs corresponding to paths that are
commercially or otherw se operationally viable.

To ensure reachability, PCB selection policies should forward as many
PCBs as possible as PCB selection is not intended as a nechani sm for
traffic engineering (e.g., by excluding specific PCBs for that

pur pose) .

2.3.4. Propagation Interval and Best PCBs Set Size

PCBs are propagated in batches to each neighboring AS at a fixed
frequency known as the _propagation interval _ which happens for both
intra-1SD beaconing (Section 7.4.1) and core beaconing

(Section 7.4.2). At each propagation event, the AS Control Service
selects a set of the best PCBs fromthe candi dates in the Beacon
Store according to the AS s sel ection policy.

The size of this set is called the bhest PCBs set size . It should
be:

* For intra-1SD beaconing (i.e., propagating to children ASes): at
nmost 50.

* For core beaconing (i.e., propagation between core ASes): at nost

5 per inmedi ate nei ghbor core AS. Current practice is for the set
to contain an equal anount of PCBs from each nei ghbor
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These val ues reflect a tradeoff between scalability — linmted by the
comput ati onal overhead of signature verification — and the numnber of
pat hs di scovered. The PCBs set size should not be too |low to ensure
t hat beaconi ng can di scover a significant nunber of paths. Further

di scussion on these trade-offs is provided in Section 7.4.

In current practice the intra-1SD set size is typically 20. Current
practice also showed that in small SCH ON core networks, higher val ues
of the core best PCBs set size (e.g., 20) can be used.

Dependi ng on the selection criteria, it may be necessary to keep nore
candi date PCBs than the _best PCBs set size_ in the Beacon Store in
order to determ ne the best set of PCBs. |If this is the case, an AS
Control Service should have a suitable pre-selection of candidate
PCBs in place in order to keep the Beacon Store capacity |imted.

* The _propagation interval should be at |east 5 seconds for intra-
| SD beaconi ng and at | east 60 seconds for core beaconi ng.

Note that to quickly (re-)establish connectivity, an AS Contro
Service MAY attenpt to forward a PCB nore frequently ("fast
recovery"). Current practice is to increase the frequency of
attenpts if no PCB propagation is known to have succeeded within the
| ast propagation interval

* because the correspondi ng RPC fail ed;

* or because no beacon was avail abl e to propagate.
2.3.5. Propagation of Selected PCBs

The propagation process includes the foll ow ng steps:

1. Fromthe candidate PCBs stored in the Beacon Store, the Contro
Service of an AS selects the best PCBs to propagate to its
nei ghbori ng ASes, according to the AS selection policy (see
Section 2.3.3). Core ASes propagate PCBs over both core and
parent-child |inks; additionally, they originate new PCBs over
these sane |inks. Non-core ASes propagate PCBs excl usively over
parent-child |inks.

2. The Control Service MJST add a new AS entry (see Section 2.2.2)
i ncluding any Peer Entry information (see Section 2.2.2.4) the AS
is configured to advertise to every sel ected PCB

3. The Control Service MIST sign each sel ected, extended PCB and
append the conputed signature.
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4. As a final step, the Control Service propagates each extended PCB
to the neighboring AS specified in the new AS entry by invoking
the Segment Creati onServi ce. Beacon renote procedure call (RPC) in
the Control Services of the neighboring ASes (see al so
Section 2.3.5.1).

To bootstrap initial comunication with a neighboring beacon service,
ASes use one-hop paths. This special kind of path handl es beaconi ng
bet ween nei ghboring ASes for which no forwarding path may be
available yet. It is the task of beaconing to discover such
forwardi ng paths and the purpose of one-hop paths is to break this
circul ar dependency. The One-Hop Path Type is described in nore
detail in [I-D.dekater-scion-datapl ane].

2.3.5.1. Propagation of PCBs in Protobuf Message For mat

The | ast step of the above described core and intra-1SD propagation
procedures is inplenmented as follows in Protobuf nessage fornmat:

servi ce Segnent CreationService {

rpc Beacon(BeaconRequest) returns (BeaconResponse) {}
}

message BeaconRequest {
Pat hSegrment segnment = 1;
}

message BeaconResponse {}

The propagati on procedure includes the follow ng el ements:

* Segnent CreationService: Specifies the service via which the
extended PCB is propagated to the Control Service of the
nei ghbori ng AS.

- Beacon: Specifies the nethod that calls the Control Service at
the nei ghboring AS in order to propagate the extended PCB

* BeaconRequest: Specifies the request nessage sent by the Beacon
met hod to the Control Service of the neighboring AS. 1t contains
the follow ng el enent:

- PathSegment: Specifies the path segnent to propagate to the
nei ghboring AS. For nore information on the Protobuf nessage
type Pat hSegment, see Section 2.2.

* BeaconResponse: An enpty nessage returned as an acknow edgenent
upon success.
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2.4. Distribution of Cryptographic Materi al

Control Services distribute cryptographic material for the PKI (see
[1-D. dekater-scion-pki]) using the follow ng protobuf nessages
through the Trust Materi al Servi ce RPCs:

service TrustMaterial Service {
rpc Chai ns(Chai nsRequest) returns (Chai nsResponse) {}
rpc TRC(TRCRequest) returns (TRCResponse) {}

}

* Chai ns(Chai nsRequest): Returns the certificate chains that match
the request.

*  TRC(TRCRequest): Returns a specific TRC that matches the request.
The correspondi ng protobuf nessage formats are:

message Chai nsRequest {
uint64 isd as = 1,
byt es subject_key_ id = 2;
googl e. prot obuf . Ti restanp at | east _valid_until
googl e. prot obuf . Ti nrestanp at | east_valid_since

inon
h

message Chai nsResponse {
repeated Chain chains = 1;

}

message Chain {
bytes as_cert = 1;
bytes ca_cert = 2;

}

A Chai nsRequest nessage includes the follow ng fields:

* jsd_as: Returns |SD-AS of Subject in the AS certificate.

* subject_key id: Returns SubjectKeylD in the AS certificate.

* at least _valid until: Point in time at which the AS certificate
must still be valid - in seconds since Epoch according to

[ PCSI X. 1-2024] Section 4.19, encoded as a 32-bit unsigned integer.

* at _least_valid since: Point in time at which the AS certificate

must be or nust have been valid - in seconds since Epoch according
to [ POSI X. 1-2024] Section 4.19, encoded as a 32-bit unsigned
i nt eger.
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A Chai nsResponse includes the follow ng fields:

* chains: Lists the certificate chains that match the request. A
Chai n contai ns:

- as_cert: Returns the AS certificate in the chain.
- ca_cert: Returns the CA certificate in the chain.
Certificates are ASN. 1 DER encoded.
For requesting TRCs, the protobuf nessages are:
message TRCRequest {
uint32 isd = 1;
ui nt 64 base = 2;

uint64 serial = 3;

}
message TRCResponse {
bytes trc = 1,
}
A TRCRequest includes the follow ng fields:
* isd: Returns the |SD nunber of the TRC
* pbase: Returns the base nunber of the TRC
* serial: Returns the serial nunber of the TRC.

The returned trc contains the ASN.1 DER encoded CMS Si ghedDat a
structure containing the TRC

2.5. Renewal of Cryptographic Material

To renew PKI cryptographic material (see [I|-D.dekater-scion-pki]),
Control Services MAY enpl oy out-of-band mechani sms or utilize the
Chai nRenewal Servi ce RPC to exchange the Protobuf nessages defined
bel ow.

servi ce Chai nRenewal Service {
rpc Chai nRenewal ( Chai nRenewal Request) returns (
Chai nRenewal Response) {}

}

*  Chai nRenewal ( Chai nRenewal Request): returns a renewed certificate
chai n.
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The correspondi ng protobuf nessage format for requests is:

message Chai nRenewal Request {
reserved 1;
bytes cns_signed request = 2;

}

A Chai nRenewal Request nessage includes the followi ng fields:
* Field nunber 1 is legacy and it is not in use.

* cns_signed request: it contains the ASN.1 DER encoded CMB
Si gnedData structure that contains an ASN. 1 DER encoded PKCS #10
request.

The protobuf nessage format for responses is:

message Chai nRenewal Response {
reserved 1;
byt es cns_signed_response = 2;

}

A Chai nRenewal Response nessage includes the follow ng fields:
* Field nunber 1 is legacy and it is not in use.

* cns_signed_response: it contains an ASN. 1 DER encoded CMS
Si gnedData structure containing a two-certificate chain. The
chain conprises the AS certificate followed by the CA certificate,
bot h encoded in ASN. 1 DER

3. Registration of Path Segments

*Path registration* is the process where a SCION AS transforns
sel ected PCBs into path segnents, and addi ng these segnments to the
rel evant path databases thereby maki ng them avail able to other ASes.

A non-core AS typically receives several PCBs representing severa
path segments to the core ASes of the ISD the AS belongs to. Qut of
these PCBs, the non-core AS selects those down path segnents through
which it wants to be reached, based on AS-specific selection
criteria.
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The next step is to register the selected down segnents with the
Control Service of the relevant core ASes in accordance with a
process called _intra-1SD path segment registration_. In addition,
each core AS Control Service also stores the preferred core path
segnents to other core ASes during the _core segnent registration_
process.

Bot h processes are described bel ow
3.1. Intra-1SD Path Segnent Registration

Every registration interval _ (configured by each AS) the AS s
Control Service selects two sets of PCBs to transforminto two types
of path segnents:

* Up segnents, which allow the infrastructure entities and endpoints
inthis AS to communicate with core ASes; and

*  Down segnents, which allow renpte entities to reach this AS.

The up segments and down segments do not have to be equal as an AS
may want to comunicate with core ASes via one or nore up segnents
that differ fromthe down segnent(s) through which it wants to be
reached. Therefore, an AS operator can define different selection
policies for the up segnent and down segnment sets. |In addition, the
processes of transforming a PCB in an up segnment or a down segnent
differ slightly.

3.1.1. Termnating a PCB
Both the up segnents and down segnents end at the AS, so by
transformng a PCB into a path segnent, an AS Control Service
"term nates” the PCB for this AS ingress interface and at that nonent
in time.

The Control Service of a non-core perforns the follow ng steps to
"ternminate" a PCB:

1. The Control Service adds a new AS entry to the PCB which MJST be
defined as foll ows:

*  The next AS MJST NOT be specifi ed.
- In Protobuf message format, this means that the val ue of

the next _isd_as field in the ASEntrySi gnedBody comnmponent
MJUST be "0".
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* The egress interface in the Hop Field conmponent MJST NOT be
speci fi ed.

- In Protobuf message format, this nmeans that the val ue of
the egress field in the HopFiel d conponent MJST be "O0O"

2. If the AS has peering links, the Control Service MAY add
correspondi ng peer entry conponents to the signed body of the AS
entry - one peer entry conponent for each peering link that the
AS wants to advertise. The Control Service MJST NOT specify the
egress Interface IDin the Hop Field conponent of each added peer
entry.

* In Protobuf nmessage format, this nmeans that the value of the
egress field in the HopField conmponent MJST be "0"

3. The Control Service MJST sign the nodified PCB and append the
comput ed si gnature.

*Not e: *

* For nore information on the signed body conponent of an AS entry,

see Section 2.2.2.2.

* For nore information on a peer entry, see Section 2.2.2.4.

* For nore information on the Hop Field conponent, see

Section 2.2.2.5.
* For nore information on signing an AS entry, see Section 2.2.2.6.
3. L Transforming a PCB into an Up Segnent

Every registration interval, the Control Service of a non-core AS
perfornms the following steps to transform PCBs into up segnents:

1.

The Control Service selects the PCBs that it wants to transform
into up segnents fromthe candi date PCBs in the Beacon Store

The Control Service "term nates" the selected PCBs by performng
the steps described in Section 3.1.1. Fromthis nonment on, the
nodi fied PCBs are called *up segnents*.

The Control Service adds the newWy created up segnments to its own
pat h dat abase

*Note:* For nore information on possible selection strategi es of
PCBs, see Section 2.3.3.
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3.1.3. Transfornming a PCB into a Down Segnent

Every registration interval, the Control Service of a non-core AS
perfornms the following steps to transform PCBs i nto down segnents:

1. The Control Service selects the PCBs that it wants to transform
into down segnents fromthe candidate PCBs in the Beacon Store.

2. The Control Service "term nates” the selected PCBs by performng
the steps described in Section 3.1.1. Fromthis noment on, the
nodi fi ed PCBs are call ed *down segnents*.

3. The Control Service registers the newy created down segments
with the Control Services of the core ASes that originated the
corresponding PCBs. This is done by invoking the
Segnent Regi strati onServi ce. Segnent sRegi strati on renote procedure
call (RPC) in the Control Services of the relevant core ASes (see
al so Section 3.3). The first ISD-AS entry of the path segnent
SHOULD be equal to the core | SD-AS where the segnment is being
regi stered, otherwi se the core AS MIJST reject the segment. As a
result, a core AS s Control Service contains all down segnents
registered by its direct or indirect customer ASes.

*Note:* For nore information on possible selection strategies of
PCBs, see Section 2.3.3.

3.2. Core Path Segnent Registration

The core beaconi ng process creates path segnents fromcore AS to core
AS. These core segnents are then added to the Control Service path
dat abase of the core AS that created the segnment so that |ocal and
renote endpoints can obtain and use these core segnments. |n contrast
to the intra-1SD registration procedure, there is no need to register
core segnents with other core ASes as each core AS will receive PCBs
originated fromevery other core AS.

In every registration interval, the Control Service of a core AS
perfornms the foll ow ng operations:

1. The core Control Service selects the best PCBs towards each core
AS observed so far.

2. The core Control Service "term nates" the sel ected PCBs by
performng the steps described in Section 3.1.1. Fromthis
monent on, the nodified PCBs are called *core segnents*.

3. The Control Service adds the newly created core segnents to its
own path dat abase.
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*Note:* For nore information on possible selection strategies of

PCBs, see Section 2.3.3.

3.3. Path Segnent Registration RPC API

The Control Service of a non-core AS has to register the newy
created down segnments with the Control Services of the core ASes that
originated the corresponding PCBs. This registration step is

i mpl emented as follows in Protobuf nmessage format:

enum Segrent Type {
SEGVENT_TYPE_UNSPECI FI ED = O0;
SEGVENT_TYPE_UP = 1;
SEGVENT_TYPE_DOMN
SEGVENT_TYPE_CORE

2;
3;

}

servi ce Segnent Regi strationService {

rpc Segnent sRegi strati on(Segnent sRegi strati onRequest)

Segnment sRegi strati onResponse) {}

}
nmessage Segnent sRegi strati onRequest {

message Segnents {
repeat ed Pat hSegnent segnents = 1;
}

map<i nt 32, Segnents> segnments = 1;

}

message Segnent sRegi strati onResponse {}

returns (

*  Segnent Type: Specifies the type of the path segnment to be

registered. Currently, only the followi ng type is used:

- SEGQVENT_TYPE DOMN: Specifies a down segnent.

*  map<i nt 32, Segments> segnents: Represents a separate |ist of
segnents for each path segnent type. The key is the integer

representation of the correspondi ng Segnent Type.

* Segment Regi strationResponse: an enpty message returned as an

acknow edgement upon success.
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3.4. Path MIU

SCI ON paths represent a sequence of ASes and inter-AS |inks, each
with possibly different MIUs. As a result, the path MU is the
m ni mum of the MIUs of each inter-AS link and intra-AS network it
traverses. Such MIU information is dissem nated during path
constructi on:

* The MIU of each intra-AS network traversed (represented by the MIU
field of the corresponding AS Entries (Section 2.2.2.2))

*  The MU of each inter-AS Iink or peering link (indicated by the
ingress_mntu field of each Section 2.2.2.3 or the peer_ntu field of
each Section 2.2.2.4 used)

Such information is then nade avail able to source endpoints during
the path | ookup process (see Section 4). Note that the destination
endpoi nt does not receive such information, so when using path
reversibility it should use mechanisns to estimate the reverse path
MIU (e.g.,, MIU discovery or estimate MIU fromthe | argest packet
received). SCION endpoints are oblivious to the internal topol ogy of
i ntermedi ate ASes, so when | ooking up a path they shoul d assune that
all hops are al so constrained by the intra-AS MIU of each AS
traversed

4. Path Lookup

The _path lookup_ is a fundamental building block of SCION s path
managenent as it enabl es endpoints to obtain path segnents found
during path exploration and regi stered during path registration.
This allows the endpoints to construct end-to-end paths fromthe set
of possible path segnments returned by the path | ookup process. The

| ookup of paths still happens in the control plane, whereas the
construction of the actual end-to-end paths happens in the data
pl ane.

4.1. Lookup Process

An endpoint (source) that wants to start communi cati on wi th another
endpoi nt (destination) requires up to three path segnents:

* An up segnment to reach the core of the source ISD (only if the
source endpoint is a non-core AS);

* a core segnent to reach

- another core AS in the source ISD, in case the destination AS
is in the same source |SD, or;
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- acore ASin aremte ISD, if the destination ASis in another
| SD, and;

* a down segnent to reach the destination AS.

The actual nunber of required path segnments depends on the | ocation
of the destination AS as well as on the availability of shortcuts and
peering links. More information on conbining and constructing paths
is provided by [I-D.dekater-scion-dat apl ane] .

The process to | ook up and fetch path segnents consists of the
fol |l owi ng steps:

1. The source endpoint queries the Control Service in its own AS
(i.e., the source AS) for the required segments by sending up to
t hree Segnment sRequest nessages, respectively for up, core and
down segnents.

2. The Control Service of the source AS answers each request with a
Segnment sResponse nessage. Specifically, for each segnment type:

* up segnents: The local Control Service has up segnents stored
in the path database and returns theminmredi ately.

* core segnents: The local Control Service may return locally
cached core segments or query the Control Services of the
reachabl e core ASes in the source 1SD. These core ASes return
core segnments to core ASes in the destination I1SD. To reach
the core Control Services, the Control Service of the source
AS uses the locally stored up segnents. Once obtained, it
returns the core segnents and adds themto the | ocal cache for
future request.

* down segnents: The local Control Service may return locally
cached core segnents or query the Control Services of the
renote core ASes in the destination |ISD. These renpte core
ASes return down segnments to the destination AS. To reach the
renote core ASes, the Control Service of the source AS uses
the previously obtained and combi ned up and core segnents.
Once obtained, it returns the down segnents.

3. As the source endpoint receives each path segnent, it verifies
the SegnentlInformation tinestanp validity (see Section 2.2.4),
the AS entry signature for each AS entry (see Section 2.2.2.6),
and requests any nmissing AS or intermediate certificates fromthe
Control Service (see Section 2.4).
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4. Once it has obtained sone valid path segments, the source
endpoi nt conbines theminto an end-to-end path in the data plane.

5. The destination endpoint, once it receives the first packet, MAY
reverse the path in the received packet in order to construct a
response. This ensures that traffic flows on the same path
bidirectionally.

Tabl e 3 bel ow shows which Control Service provides the source
endpoint with which type of path segnent.

| Segnent Type | Responsible Control Service(s) |
| Up-segnent | Control service of the source AS |
R oo e e e e e e e e e e e e e e e e e e e e oo +
| Core-segnent | Control service of core ASes in source |SD |
oo s o m m e e e e e e e e e e e e e e e e e em e eaao o +

| Down-segnent | Control service of core ASes in destination |
| I'SD (either the local 1SD or a renote |1SD) |

Table 3: Control services responsible for different types
of path segments
4.1.1. Sequence of Lookup Requests

The overall sequence of requests to resolve a path SHOULD be as
fol |l ows:

1. Request up segnents for the source endpoint at the Contro
Servi ce of the source AS.

2. Request core segnents, which start at the core ASes that are
reachable with up segnents and end at the core ASes in the
destination ISD. |If the destination ISD coincides with the
source |1SD, this step requests core segnents to core ASes that
the source endpoint cannot directly reach with an up segnent.

3. Request down segnents starting at core ASes in the destination
| SD.

4.1.2. Lookup Requests Message For nat

Control Services provide path segnents through the
Segnent LookupService RPC. This APl is exposed:

* for core ASes, on the SCI ON datapl ane to other ASes

de Kater, et al. Expires 4 Cctober 2026 [ Page 51]



I nternet-Draft SCI ON CP April 2026

* for all ASes, on the intra-AS network to endpoints.

servi ce Segnent LookupService {
rpc Segnent s( Segnent sRequest) returns (SegnentsResponse) {}

They use the follow ng protobuf nessages: a Segment sRequest, which
i ncl udes:

* src_isd as: The source | SD-AS of the segnent.

* dst_isd as: The destination | SD-AS of the segnent.
The correspondi ng Segrment sResponse r et urns:

* segnents: a list of PathSegnent natching the request.

* a mapping frompath segnent type to path segnents, where the key
is the integer representation of the Segment Type enum defined in
Section 3. 3.

message Segnent sRequest {
uint64 src_isd as = 1;
uint64 dst_isd_as = 2;
}

message Segnent sResponse {
message Segnents {
repeat ed Pat hSegnent segnents = 1;

map<i nt 32, Segnments> segnments = 1;

}
4.1.3. Caching

For the sake of efficiency, the Control Service of the source AS
SHOULD cache each returned path segnent request. Caching ensures
that path | ookups are fast for frequently used destinations and is

al so essential to ensure that the path | ookup process is scal able and
that endpoints can performit with [ ow | atency.

In general, to inprove overall efficiency, the Control Services of
all ASes SHOULD do the follow ng:

* Cache the returned path segnents.

* Send requests in parallel when requesting path segnents from other
Control Services.
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4.2. Behavior of Actors in the Lookup Process

The source endpoint resolves paths with a sequence of segnent
requests to the Control Service of the source AS. The Contro
Service in the source AS either answers directly or forwards these
requests to the responsible Control Services of core ASes. 1In SCON
the instances that handl e these segnent requests at the Contro
Services are called _source AS segnment-request handl er_ and _core AS
segnment - request handl er _, respectively.

Thi s section specifies the behavior of the segnment request handl ers
in the | ookup process.

4.2.1. Use of WIldcard Addresses in the Lookup Process

Endpoi nts can use wildcard addresses to designate any core AS in path
segnent requests. The segnent request handl ers MUST expand these

wi | dcard addresses and translate theminto one or nore actua
addresses. Table 4 bel ow shows who is responsible for what.

*Note: * For general information on the use of wldcard addresses in
SCl O\, see Section 1.5.2.1

| Segnent | Wl dcard | Expanded/ | Translated Into |
| Request | Represents | Transl ated By | |
[ oo b pomespemsfomey oo s sy oo e ey e s
| Up | "Destination" | Control service | Actual address

| segnent | core AS (where up | of the _source | destination core

| | segnent ends) | AS_ | AS in source |ISD
S o e e e oo o Fom e e e oo +
| Core | Source core AS | Control service | Actual address

| segnent | (where core | of the _source | source core AS |
| | segment starts)”1 | AS_ | in source |ISD |
S o e e o s o e e e oo o e e e oo +
| Core | Destination core | Control service | Actual address

| segnent | AS (where core | of the _source | destination core

| | segnent ends) | core AS_ | ASin |
| | | | destination ISD |
R o e e e e oo o e e e e oo o e e e e oo oo +
| Down | "Source" core AS | Control service | Actual address

| segnent | (where down | of the source | source core AS |
| | segnent starts)”2 | AS_ | in destination |
I I I | 1SD I
S R o e e e o o e e e oo o e e e e oo oo +

Table 4: Use of wildcards in path segnments requests
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1) Includes all core ASes for which an up segnment fromthe source AS

exi st s.

2) Includes all core ASes in destination I1SD with a down segment to
destination AS.

4.2.2. Segnent-Request Handl er of a Non-Core Source AS

When the segment request handl er of the Control Service of a _non-
core_ source AS receives a path segnent request, it MJST proceed as
fol | ows:

1. Deternine the requested segnent type.

2. I'n

the case of an up segnent request, | ook up matching up

segnents in the path database and return them

3. In

the case of a core segnent request froma source core AS to a

destination core AS:

*

de Kater,

Expand the source wildcard into separate requests for each
reachable core AS in the source | SD.

For each core segment request;

- |If possible, return matching core segnents from cache;

- Oherw se, request the core segnents fromthe Control
Servi ces of each reachable core AS at the source of the
core segnment, and then add the retrieved core segnents to
t he cache.

the case of a down segment request:

Expand the source wildcard into separate requests for every

core AS in the destination ISD (referring to the 1SD to which

the destinati on endpoint bel ongs).

For each segnent request;

- |If possible, return matchi ng down segnents from cache;

-  Otherw se, request the down segnent fromthe Contro
Services of the core ASes at the source of the down
segnment. Sending the request may require | ooking up core

segnents to the source core AS of the down segment, and
then adding the retrieved down segnents to the cache.
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4.2.3. Segment-Request Handl er of a Core AS

When the segment request handler of a _core AS_ Control Service
receives a path segnment request, it MJIST proceed as follows:

1. Validate the request:
* The source of the path segnent MJUST be this core AS.
* The request MJST either be;

- for a core segnent to a core ASin this I1SD or another |SD
or;

- for a down segnent to an ASin this |ISD

2. If the destination is a core or wildcard address, then | oad
mat chi ng core segnents fromthe path database and return.

3. Oherwise, |oad the matchi ng down segnments fromthe path database
and return.

Appendi x "Pat h- Lookup Exanpl es" shows by nmeans of an illustration how
the | ookup of path segments in SCl ON works

5. Control Service D scovery

The Control Plane RPC APIs rely on QUI C connections over UDP/ SCI ON
(see [I-D. dekater-scion-dataplane]. Establishing such connection
requires the initiator to identify the relevant peer (service
resolution) and to select a path to it. Since the Control Service is
itself the source of path segnment information, the follow ng
boot st rappi ng processes apply:

* Nei ghboring ASes conmuni cate using one-hop paths, as described in
[1-D. dekat er-scion-datapl ane]. Core ASes |everage this nmechani sm
when origi nati ng new PCBs.

* Paths to non-nei ghboring ASes are constructed from PCBs that are
recei ved from nei ghbors via these one-hop paths.

* The resulting nulti-hop path segnents are registered with the
Control Service of the origin Core AS (see Section 3.1).

* Control Services respond to requests fromrenote ASes by reversing
the path carried in the request packet.
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Clients find the relevant Control Service at a given AS by resolving
a 'service address’ as foll ows:

1. Aclient sends a ServiceResol uti onRequest RPC (whi ch has no
paraneters) to an endpoint address in the fornmat:

*  Conmon Header:
- Path type: SCION (0x01)
- DT/DL: "Service" (0b0100)
*  Address Header:
-  DstHost Addr: "SVC_CS" (0x0002)
*  UDP Header:
- DstPort: O
A ServiceResol uti onRequest MJST fit within a UDP dat agram
otherwi se clients and servers won’t be able to establish control -
pl ane reachability.
2. The ingress border router at the destination AS resolves the
service destination to an actual endpoint address. This docunent

does not nandate any specific nethod for this resol ution

3. The ingress border router forwards the nessage to the resol ved
addr ess.

4. The destination service responds to the client with a

Servi ceResol uti onResponse. It contains one or nore transport
options and it MJUST fit within a UDP datagram Known transports
are "QUIC'. dients MJIST ignore unknown val ues. The response

i ncludes a Transport nessage contai ni ng supported addresses and
port to reach the service. Supported address formats for QU C
are 1Pv4 and | Pv6. An exanple of the correspondi ng address
format is: 192.0.2.1:80 and [2001:db8::1]1:80. dients MJST treat
a mssing, zero or non-existent port value as an error

5. The client uses the address and port fromthe "QU C' option to
establish a QUI C connection, which can then be used for other
RPCs.

The service resol ution APl Protobuf nessage format is:
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message Servi ceResol uti onRequest {}

message Servi ceResol uti onResponse {
map<string, Transport> transports = 1;
}

message Transport {
string address = 1;
}

6. SCwW

The SCI ON Control Message Protocol (SCWP) provides functionality for
net wor k di agnostics, such as traceroute and error messages that

si gnal packet processing or network |ayer problens. SCWP is a

hel pful tool for network diagnostics and - in the case of Externa
Interface Down and I nternal Connectivity Down nessages - a signal for
endpoints to detect network failures nore rapidly and fail-over to
different paths. However, SCl ON nodes should not strictly rely on
the availability of SCMP, as this protocol may not be supported by
all devices and/or may be subject to rate limting.

Thi s docunent only specifies the nessages used for the purposes of
pat h di agnosis and recovery. An extended specification can be found
in [SCMP]. |Its security considerations are discussed in

Section 8.3.4.

The |l ogic, sone nessage formats, and processing rules are derived
from[RFC4443] and adapted for the SCION architecture. Note that
there is not currently a defined nechanismfor converting | CWP
messages to SCMVMP nessages, Or Vice-versa

6.1. Ceneral Format
Every SCWVP nmessage is preceded by a SCI ON header and zero or nore
SCI ON ext ensi on headers (see [I|-D. dekater-scion-datapl ane] section
"SCl ON Header Specification"). The SCVMP header is identified by a
Next Hdr val ue of 202 in the imredi ately precedi ng header.

The nessages have the foll ow ng general format:
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Code | Checksum |
e L o i i e th o i R S
| Type- dependent Bl ock |
+ +
| ( variable length ) |
B i s T T i i o S o T Ji I

Figure 16: SCWVP nessage fornmat

* Type: it indicates the type of SCWP nessage. |Its value determn nes
the format of the type-dependent bl ock

* Code: it provides additional granularity to the SCWP type.
* Checksum it is used to detect data corruption

* Type-dependent Bl ock: optional field of variable | ength which
format is dependent on the nessage type.

6.2. Message Types

SCWP nmessages are grouped into two classes: error nmessages and

i nformati onal messages. FError messages are identified by a zero in
the high-order bit of the type value - i.e., error messages have a
type value in the range of 0-127. Informational nessages have type
val ues in the range of 128-255.

Thi s specification defines the nmessage formats for the foll owi ng SCW

messages:
[ sy oo o
| Type | Meaning |
| 2 | Packet Too Big (Section 6.5.1) |
Fom e e - - o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| 5 | External Interface Down (Section 6.5.2) |
+o-m - - oo m o e e e e e e e e e e e e e e e e e e meao— o +
| 6 | I'nternal Connectivity Down (Section 6.5.3) |
Fomm o - o m e e e e e e e e e e e e e e e e e eemem e +

Table 5: Error Message Types
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| Type | Meaning |
[ ettty e pp—p—p—p—p—(—(—————(—(———————(———————r L
| 128 | Echo Request (Section 6.6.1) |
S O +
| 129 | Echo Reply (Section 6.6.2) |
oo T e +
| 130 | Traceroute Request (Section 6.6.3) |
R o e e e e e e e e e e e e e e +
| 131 | Traceroute Reply (Section 6.6.4) |
S O +

Table 6: Informational Message Types
Further SCMP errors are covered in [ SCMP].
6. 3. Checksum Cal cul ati on

The checksumis calculated as the 16-bit one's conpl enent of the
one’s conpl enent sum of the entire SCMP nessage. This is starting
with the SCVWP nmessage type field, and prepended with a "pseudo-
header" consisting of the SCI ON address header and the Layer 4
protocol type as defined in [|-D. dekater-scion-datapl ane] section
"SCl ON Header Specification/ Pseudo Header for Upper-Layer Checksuni.

6.4. Processing Rules
The following rules apply to SCMP nessages.

* |f an SCWP error message of unknown type is received at its
destination, it MJST be passed to the upper-layer process that
originated the packet that caused the error, if it can be
identified.

* |f an SCWP informational nmessage of unknown type is received, it
MUST be silently dropped.

* EBvery SCWP error message MJST include as much of the of fending
SCI ON packet as possible. The error nmessage packet - including
the SCI ON header and all extension headers MJST NOT exceed *1232
bytes* in order to fit into the mni mum MIU (see
[1-D. dekat er-sci on-dat apl ane] section "Depl oynent Consi derations/
MIU") .

* I mplenentati ons MIUST attenpt to pass SCVP error messages to the
ori gi nator when possible. Wen using an UDP/IP underl ay,
i npl ement ati ons extract the upper-layer protocol type and port
fromthe quoted offendi ng packet in the body of the SCMP error
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message and use it to determine the address of the originator to
handl e the error. Considerations related to port selection when
using an UDP/ 1P underlay are described in [SCION-UDP]. In case of

an unknown error type, inplenmentations should assunme a SCMP header

Il ength of 8 bytes, verify that the subsequent bytes represent a
SCI ON header, and attenpt to extract the offending packet. In

case the origin address cannot be extracted fromthe SCVMP error
message, the SCWMP nessage MJST be silently dropped.

* An SCWP error nessage MJST NOT be originated in response to any of
the foll ow ng:

- An SCWP error nessage

- A packet which source address does not uniquely identify a
single node. E.g., an IPv4d or I Pv6 nulticast address.

* A SCION node MUST limt the rate of SCMP error nessages it

originates. Simlar considerations to [ RFC4443] section 2.4 point

(f) apply. [SCIONUDP] specifies the forwardi ng behavior of SCWP
messages over an | P/ UDP underl ay.

The nmaxi mum size 1232 bytes is chosen so that the entire datagram
encapsul ated in UDP and | Pv6, does not exceed 1280 bytes (L2 Header
excluded). 1280 bytes is the minimum MU required by IPv6 and it is
assuned that this MIU can al so be safely expected when using | Pv4.

Error Messages
1. Packet Too Big
0 1 2 3

01234567890123456789012345678901
e i S T S S T T S i S S S S

| Type | Code | Checksum |
I S i o T s S S S e s s T
| Reserved | Mru |

B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| As much of the offending packet |
+ as possible w thout the SCVWP packet +
| exceedi ng 1232 byt es. |
I S i o T s S S S e s s T

Figure 17: Packet Too Big format
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| Name | Val ue |
[} ettty s p—p—p—p—p—(—_—————————————————————(————————— L
| Type | 2 I
S . +
| Code | O |
oo T rrrrreeeee—— +
| MU | The Maxi mum Transm ssion Unit of the next-hop link. |
R o m e e e e e e e e e e e e e e e e e e e e e e e e e e mm e e ea oo +

Table 7: Error Message field val ues

A *Packet Too Bi g* nessage SHOULD be originated by a router in
response to a packet that cannot be forwarded because the packet is

| arger than the MIU of the outgoing link. The router sets the MIU
val ue to the maxi mum si ze a SClI ON packet can have to still fit on the
next-hop link, as the sender has no know edge of the underl ay.

6.5.2. External Interface Down
0 1 2 3

01234567890123456789012345678901
T I T S S i T T S AR

| Type | Code | Checksum |
o bm bm bm bm bm bm bm bm bm bm bm bm bm bm bm be bm b bm be be be e b e e e e e e e
| I SD |

o e e e e e e e e e e e e e - - AS

g O A S g S S S S
Interface ID

+
+
+ +
B i s T T i i o S o T Ji I
| As much of the of fending packet |
+ as possible w thout the SCWP packet +
| exceedi ng 1232 byt es. |
R e o T T e S S T ol S i T S s ik i I S I S S R S R

Figure 18: External Interface Down format
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| Nare | Val ue |
[} i pp—p—py lpp—p—p—p—p—p—p—p—_———————_——_———————————————————————————————
| Type | 5 I
. NN +
| Code | 0 I
. N +
| 1'SD | The 16-bit 1SD identifier of the SCMP originator |
o e e - o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s +
| AS | The 48-bit AS identifier of the SCMP originator |
. NN +
| Interface ID| The interface ID of the external link with |
| | connectivity issue. |
S o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o +

Table 8: Error Message field val ues

A *External |Interface Down* nessage SHOULD be originated by a router
in response to a packet that cannot be forwarded because the link to
an external AS is broken. The ISD and AS identifier are set to the
I SD-AS of the originating router. The Interface ID identifies the
link of the originating AS that is down. Recipients can use this
information to route around broken data-plane |inks.

6.5.3. Internal Connectivity Down
0 1 2 3

01234567890123456789012345678901
T I T S S i T T S AR

| Type | Code | Checksum |
o bm bm bm bm bm bm bm bm bm bm bm bm bm bm bm be bm b bm be be be e b e e e e e e e
| I SD |

o e e e e e e e e e e e e e - - AS

S I S S

Ingress Interface ID

B S S T i i S it S I S S S Y S
Egress Interface ID
B T o e o T o e e e Rk ok
As much of the offending packet
as possible w thout the SCMP packet
exceedi ng 1232 bhytes.
B S i i T S e e

+—+— +— +— +— +—

I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
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Figure 19: Internal Connectivity Down format

[} ity e p—p—p—p—_—(———————(———————————————————————————————
| Nane | Val ue |
[ el sy
| Type | 6 I
T I T +
| Code | O |
S R o +
| 1SD | The 16-bit I1SD identifier of the SCVP origi nator |
S TRy . +
| AS | The 48-bit SCION AS identifier of the SCMP originator |
T I T +
| Ingress | The interface ID of the ingress |ink. |
| ID | |
R o +
| Egress | The interface ID of the egress link. |
| ID I I
T I T +

Table 9: Error Message field val ues

A *Internal Connectivity Down* nmessage SHOULD be originated by a
router in response to a packet that cannot be forwarded inside the AS
because the connectivity between the ingress and egress routers is
broken. The 1SD and AS identifier are set to the | SD-AS of the
originating router. The ingress Interface IDidentifies the
interface on which the packet enters the AS. The egress Interface ID
identifies the interface on which the packet is destined to | eave the
AS, but the connection to which is broken.

Reci pients can use this information to route around a broken data
pl ane inside an AS.

6.6. Informational Messages
6.6.1. Echo Request
0 1 2 3

01234567890123456789012345678901
T I T S S i T T S AR

| Type | Code | Checksum |
i e e T i e T e e i i i SE SR NN R SR S S
| Identifier | Sequence Number |

B i s T T i i o S o T Ji I
| Data ( variable Len. ) |
R e s T o T S R El ok i R e e S S e o o s

de Kater, et al. Expires 4 Cctober 2026 [ Page 63]



| nt er net -

Draft

SCI ON CP Apr i

Fi gure 20: Echo Request fornat

Tabl e 10:

el oo oo e s s s
| Val ue |
el s e e
| 128 I
f e e e e e e e e e e e e +
| 0 I
m e e e e e e e e e e e oo +
| A 16-bit identifier to aid |
| matching replies with requests |
o +
| A 16-bit sequence number to aid |
| matching replies with requests |
m e e e e e e e e e e e oo +
| Variable length of arbitrary |
| data
o +

I nformati onal Message field val ues

Every node SHOULD i npl enent a SCMP Echo responder function that
recei ves Echo Requests and origi nates correspondi ng Echo repli es.

6.6.2. Echo Reply

0

1

2 3

01234567890123456789012345678901
T I T S S i T T S AR

Type I

Code

Checksum |

S T S R i S S i S S S

Identifier

Sequence Number |

B i s T T i i o S o T Ji I
Data ( variable Len. ) |
R e s T o T S R El ok i R e e S S e o o s

de Kater,

Figure 21: Echo Reply format
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| Nare | Val ue |
[} gt p——p Clpp—p—p—p—p—p—_——————(——————————————————————(—————r
| Type | 129 I
. . +
| Code | O |
. YT +
| Identifier | The identifier of the Echo Request |
o e e - T +
| Sequence Nr. | The sequence nunber of the Echo Request |
. . +
| Data | The data of the Echo Request |
. R YT +

Table 11: Informati onal Message field val ues

Every node SHOULD i npl enent a SCMP Echo responder function that
recei ves Echo Requests and originates correspondi ng Echo replies.

The data received in the SCMP Echo Request nessage MJST be returned
entirely and unnmodified in the SCMP Echo Reply nessage.

6.6.3. Traceroute Request

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Code | Checksum |
R e s T o T S R El ok i R e e S S e o o s
| Identifier | Sequence Number |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| | SD |

B il s S S S S I S i AS

L
L- T S +-L
I+ Interface I D I+
!l-— B i T S S S T i S S R I i T i i i S +-!|-

Fi gure 22: Traceroute Request fornmat

G ven a SCION path constituted of hop fields, traceroute allows to
identify the correspondi ng on-path | SD ASes.
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| Nare | Val ue |
[ gy Clpp—p—p—_—(—(——————(—————(———————————————
| Type | 130 I
S TR . +
| Code | O |
S ISRy T +
| Identifier | A 16-bit identifier to aid |
| | matching replies with requests
R oo m e e e e e e e e e e ao - +
| Sequence | A 16-bit sequence nunber to aid

| Nr. | matching replies with request |
S ISRy Fom e emeieeeeeeciiemeecceaaaas +
| 1'SD | Place hol der set to zero by |
| | SCMP sender |
R oo m e e e e e e e e e e ao - +
| AS | Place hol der set to zero by |
| | SCWP sender |
S ISRy T +
| Interface | Place holder set to zero by |
| ID | SCMP sender |
R oo m e e e e e e e e e e ao - +

Table 12: Informational Message field val ues

A border router is alerted of a Traceroute Request message through
the Ingress or Egress Router Alert flag set to 1 in the hop field
that describes the traversal of that router in a packet’'s path (see
[1-D. dekat er-sci on-dat apl ane] section "SCl ON Header Specification").
When such a packet is received, the border router SHOULD reply with a
Traceroute Reply nessage (Section 6.6.4).

6.6.4. Traceroute Reply
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Code | Checksum |
R e s T o T S R El ok i R e e S S e o o s
| Identifier | Sequence Number |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| | SD |

i It S i R i SIE TR TR e AS

.
e e i i S S S S o o S o S +-L
I+ Interface I D I+
!l-— B i T S S S T i S S R I i T i i i S +-!|-

Figure 23: Traceroute Reply fornmat

| Narme | Val ue |
[} i pp—p—py lpp—p—p—p—p—p—p—p—_———————_——_———————————————————————————————
| Type | 131 I
. NN +
| Code | O |
. N +
| Identifier | The identifier set in the Traceroute Request |
o e e - o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s +
| Sequence Nr. | The sequence nunber of the Tracroute Request |
. . +
| 1SD | The 16-bit 1SD identifier of the SCVP originator |
. e +
| AS | The 48-bit AS identifier of the SCWP originator |
o e e - o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s +
| Interface ID| The interface ID of the SCMP originating router |
. . +

Table 13: Informational Message field val ues
The identifier is set to the identifier value fromthe Traceroute
Request nessage (Section 6.6.3). The ISD and AS identifiers are set
to the I SD-AS of the originating border router.

7. Depl oynment Considerations
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7.1. Destination Mpping
The nmechani sm by whi ch endpoints deterni ne the destination |ISD AS
corresponding to a given destination address is outside the scope of
this docunent. One option, still experinmental in existing
depl oynents, is that SCI ON-aware endpoints nmay resol ve destination
SCI ON addr esses using a naming system (e.g., DNS).
SCl ON- unawar e endpoints may interface with a SCI ON network through a
SCCON I P Gateway (SIG, which tunnels IP traffic over SCION. In such
cases, the source SIGis responsible for mapping destination IPs to
the appropriate destination | SD-AS and gateway. Mre information can
be found at [SIG.

7.2. Monitoring Considerations

In order to maintain service availability, an AS operator SHOULD
moni tor the foll owi ng aspects when depl oyi ng the SCI ON control plane:

* For routers (to enable correlation with link states): state of
configured links (core, child, parent).

* For any Control Service:
- Fraction of path | ookups served successfully (see Section 4).
- Time synchronization offset with other ASes (see Section 7.3).

- Fraction of ASes found in non-expired segnents for which a non-
expired certificate exists.

* For a core AS:

- Fraction of core ASes (preferably only those to which the |ink
is up) that can be found in non-expired core segnents.

- Fraction of ASes, core or children, (preferably only those to
which the link is up) to where a beacon was origi nated during
the | ast propagation interval

- Fraction of freshly propagated beacons for which at |east one
correspondi ng down segnent has been registered (see Section 3).

* For a non-core AS:

- Nunber of up segnents available (may be just 0/non-0) younger
than the propagation interval (or some nultiple thereof).
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- Fraction of up segnments that were successfully registered as
down segnents (see Section 3).

- Fraction of children ASes (preferably only those to which the
link is up) to where a beacon was propagated during the | ast
propagati on interval

7.3. FEffects of d ock I|naccuracy

A PCB originated by a given core AS Control Service is validated by
all the Control Services that receive it. Al have different clocks
and their differences affect the validation process:

* A fast clock at origination or a slow clock at reception will
yield a | engthened expiration tine for hops, and possibly an
origination tinme in the future.

* A slowclock at origination or a fast clock at reception wll
yield a shortened expiration time for hops, and possibly an
expiration time in the past.

This bias conmes in addition to a structural delay: PCBs are
propagated at a configurable interval, typically around one m nute.
As a result of this and the manner in which they are iteratively
constructed, PCBs with N hops nay be validated up to Nintervals (so
maxi mal ly N m nutes) after origination which creates a constraint on
the expiration of hops. Hops of the minimal expiration tine (337.5
seconds - see Section 2.2.2.5) would nmake any PCB describing a path
| onger than 5 hops expire. For this reason it is unadvisable to
create hops with a short expiration time - i.e., they SHOULD be
around 6 hours.

The Control Service and its clients authenticate each other in
accordance with their respective AS' s certificate. Path segnents are
aut henti cated based on the certificates of the ASes that they refer
to. The RECOMMENDED expiration time of a SCION AS certificate is

bet ween 3h and 3 days, although some depl oynents use up to 5 days.

In conparison to these time scales, clock offsets in the order of

m nutes are i mmateri al

Each administrator of a SCION Control Service is responsible for

mai ntai ni ng coarse time synchronization with SCION routers within the
AS, nei ghbor ASes Control Services, and endpoints within the AS. In

typical deploynents, clock deviations on the order of several mnutes
are acceptabl e.
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The specific methods used to achieve this synchronization are outside
the scope of this document. Security considerations on tine
synchroni zati on are di scussed in Section 8. 4.

7.4. Path Discovery Tine and Scal ability

The path di scovery mechani sm bal ances the nunber of discovered paths
and the time it takes to discover them versus resource overhead of
the di scovery.

The resource costs for path discovery are as foll ows:

*  Conmuni cation overhead is transmitting the PCBs and occasional ly
obtaining the required PKI nateri al

* Processing overhead is validating the signatures of the AS
entries, signing new AS entries, and to a | esser extent,
eval uating the PCB sel ection policies.

* Storage overhead is both the tenporary storage of PCBs before the
next propagation interval, and the storage of conplete discovered
pat h segnents.

Al'l of these are dependent on the nunber and | ength of the discovered
path segments, i.e., the total nunber of AS entries of the discovered
path segments. These in turn depend on the configured best PCBs set
size (Section 2.3.4).

Rel evant netrics for scalability and speed of path discovery are the
time until all discoverable path segnents have been discovered after
a network bootstrap, and the time until a newlink is usable. In
general, the time until a specific PCBis built depends on its

| ength, the propagation interval, and whether on-path ASes use "fast
recovery" (see Section 2.3.4).

At each AS, the Control Service will process and propagate the PCB at
the subsequent propagation event. As propagation events are not
synchroni zed between different ASes, a PCB arrives at a random poi nt
intime during the interval and may be buffered before potentially
bei ng propagated. Wth a propagation interval T at each AS, the nean
time until the PCB is propagated in one AS therefore is T/ 2 and the
mean total time for the propagation steps of a PCB of length L is at
worst L * T/ 2 (with a variance of L * T2 / 12).
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Note that link renmoval is not part of path discovery in SCION. For
schedul ed renmoval of links, operators let path segnents expire. On
link failures, endpoints route around the failed Iink by switching to
different paths in the data plane (see [I|-D. dekater-scion-datapl ane]
section "Handling Link Failures").

T