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Abstract

This draft describes a protocol by which client-side applications,
running i nside a web browser, can conmunicate with a data storage
server that is hosted on a different domain nane. This way, the
provi der of a web application need not also play the role of data
storage provider. The protocol supports storing, retrieving, and
renovi ng individual docunents, as well as listing the contents of an
i ndi vidual folder, and access control is based on bearer tokens.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 18 June 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Many services for data storage are avail able over the Internet. This
speci fication describes a vendor-independent interface for such
services. It is based on HITPS, CORS and bearer tokens. The

met aphor for addressing data on the storage is that of folders
cont ai ni ng docunments and subfol ders. The actions the interface
exposes are:
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* CET a folder: retrieve the names and current versions of the
docunents and subfol ders currently contained by the fol der

* CET a docunent: retrieve its content type, current version,
and contents

* PUT a docunent: store a new version, its content type, and
contents, conditional on the current version

* DELETE a docunent: renove it fromthe storage, conditional on
the current version

* HEAD a folder or docunent: |ike GET, but onitting the response
body

The exact details of these five actions are described in this
speci fication.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ WORDS] .

"SHOULD' and "SHOULD NOT" are appropriate when valid exceptions to a
general requirement are known to exist or appear to exist, and it is
infeasible or inpractical to enunerate all of them However, they
should not be interpreted as permtting inplenentors to fail to

i npl ement the general requirenent when such failure would result in
interoperability failure.

3. Storage node

The server stores data in nodes that forma tree structure.
Internal nodes are called 'folders’ and | eaf nodes are call ed
"docunents’. For a folder, the server stores references to nodes
contained in the folder, and it should be able to produce a list of
them wth for each contained item

* i tem name

* itemtype (folder or docunent)
* current version (ETag)
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The list also contains, for each docunent in the list:
* content type (nedia type, a.k.a. MME type)
* content length
* |ast-nodified date

Apart fromthis folder and docurment netadata, the server should al so
be able to produce the current content of each docunent.

4. Requests
Client-to-server requests SHOULD be nade over HTTPS [HTTPS], and
servers MJUST conmply with HTTP/ 1.1 [HTTP]. Specifically, they
MUST support chunked transfer coding on PUT requests. Servers MAY
al so offer an optional switch to HITP/ 2 [HITP/ 2].
A request is considered successful if the HTTP response code is in
the 2xx range (e.g. 200 OK, 201 Created), and unsuccessful if an
error occurred or a condition was not net, e.g. response code 404
Not Found, 304 Not Modifi ed.

The root folder of the storage tree is represented by the follow ng
URL:

URI _ENCODE( <storage root> '/’ )

Subsequently, let <parent_folder> be the URL of a folder, i.e. ends
with a’'/’', then the URL of an itemcontained in it is:

URI ENCODE( <parent fol der> <docunent nane> )
for a document, or:

URI _ENCODE( <parent fol der> <folder_nanme> '/’ )
for a folder.

If a docunent with docunent name <x> exists, then no folder with
fol der _name <x> can exist in the sane parent fol der, and vice versa.

Item names MAY contain all characters, before UR _ENCODE, except '/’
and the null character '\0" and MJUST NOT have zero length. Item

names MJST NOT be equal to '.’ or to '..’', as those have a special
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semantic in URIs (Section 5.2.4 of [URI]).

A docunent description is a map containing one string-val ued ' ETag’
field, one string-valued 'Content-Type', one integer-val ued
"Content-Length’ field, and one string-valued 'Last-Mdified field.
They represent the document’s current version, its content type, its
content length, and | ast-nodfied date respectively. The

| ast-nodi fied date MUST be formatted as HITP-date (Section 7.1.1.1
of [HTTP]). Note that content length is neasured in octets (bytes),
not in characters.

A fol der description is a map containing a string-valued ' ETag’
field, representing the folder’'s current version.

A successful GET request to a folder MJST be responded to with a
JSON- LD [ JSON-LD] docunent (content type 'application/ld+json’),
containing as its 'itens’ field a map in which contai ned docunents
appear as entries <itemnanme> to a docunent description, and
contai ned non-enpty fol ders appear as entries <itemname> '/’ to a
fol der description. It MJST also contain an ' @ontext’ field with
the value "http://renotestorage.iol/ spec/fol der-description’. For

i nst ance:

{ . .
"@ontext": "http://renotestorage.iol/spec/folder-description”,
"itenms": {

"abc": {
"ETag": " DEADBEEFDEADBEEFDEADBEEF",
"Content - Type": "inmage/jpeg",
"Content-Length": 82352,
"Last-Mdified": "Sat, 2 Jun 2018 15:58:23 GuIr"

}1

"def/": {
"ETag": "1337ABCD1337ABCD1337ABCD"

}

}
}

ETags in fol der descriptions MIST omt the double quotes surrounding
the value in HTTP headers.

CGET requests to enpty folders SHOULD be responded to with a fol der
description with no items (the itens field set to '{}'). However, an
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enpty folder MUST NOT be listed as an itemin its parent fol der

PUT and DELETE requests only need to be made to docunents, and never
to folders. A docunent PUT will make all ancestor folders along its
pat h becone non-enpty; deleting the | ast docunent froma subtree
wi || make that whol e subtree becone enpty. Folders will therefore
show up in their parent folder descriptions if and only if their
subtree contains at |east one docunent.

In contexts outside of this docunment, non-enpty folders may be
called "existent’, while enpty folders may be called 'non-existent’.

A successful GET request to a docunent SHOULD be responded to with
the full docunent contents in the body, the docunent’s content type
in a’Content-Type' header, its content length in octets (not in
characters) in a 'Content-Length’ header, and the docunment’s current
version as a strong ETag in an 'ETag’ header

Note that the use of strong ETags prohibits changing the response
body based on request headers; in particular, the server will not be
able to serve the same docunent unconpressed to sonme clients and
conpressed to other clients when requested, since the two bodies
woul d not be identical byte-for-byte.

Servers MAY support Content-Range headers [ RANGE] on CGET requests,
but whether or not they do SHOULD be announced both through the
"http://tools.ietf.org/htm /rfc7233" option nmentioned below in
section 10 and through the HITP ' Accept - Ranges’ response header

A successful PUT request to a docunent MJUST result in:

* the request body being stored as the docunent’s new content,

* parent and further ancestor folders being silently created as
necessary, with the docunent (nanme and version) being added to
its parent folder, and each fol der added to its subsequent
parent,

* the value of its Content-Type header being stored as the
docunent’s new content type,

* its version being updated, as well as that of its parent folder
and further ancestor folders, using a strong validator [HTTP,
section 7.2].

If no valid Content-Type header was received as part of a PUT
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request, the server MAY refuse to process the request, and instead
respond with a descriptive error nessage in the body, as well as a
http response code fromthe 4xx range.

Renot eSt orage does not place any restrictions on the val ue of
Content - Type other than what is defined in [HTTP, section 3.1.1.5].

The response MJST contain a strong ETag header, with the docunent’s
new version (for instance a hash of its contents) as its val ue.

A successful DELETE request to a docunent MUST result in:

* the deletion of that docunment fromthe storage, and fromits
parent fol der

* silent deletion of the parent folder if it is left enpty by
this, and so on for further ancestor folders,

* the version of its parent folder being updated, as well as that
of further ancestor folders.

A successful HEAD request SHOULD be responded to like to the
equi val ent GET request, but omitting the response body.

A successful OPTIONS request SHOULD be responded to as described in
the CORS section bel ow

5. Response codes

Response codes SHOULD be given as defined by [HTTP, section 6] and
[ BEARER, section 3.1]. The following is a non-normative |ist of
status codes that are likely to occur in practice:

2xx for all successful requests.

* 304 for a conditional GET request whose precondition
fails (see "Versioning" bel ow,

* 401 for all requests that require a valid bearer token and
where no valid one was sent (see al so [ BEARER, section
3.1]),

* 403 for all requests that have insufficient scope, e.g.
accessing a <nodul e> for which no scope was obtai ned, or
accessing data outside the user’s <storage root>,

* 404 for all DELETE, GET and HEAD requests to docunents that do
not exi st on the storage,

* 409 for a PUT request where any folder name in the path
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clashes with an existing docurment’s nane at the sane
| evel, or where the docunment nane coincides with an
existing folder’s name at the sane | evel

* 412 for a conditional PUT or DELETE request whose precondition
fails (see "Versioning" bel ow,

* 413 if the payload is too large, e.g. when the server has a
maxi mum upl oad size for documents

* 414 if the request URI is too |ong,

* 416 if Range requests are supported by the server and the Range
request can not be satisfied,

* 429 if the client nmakes too frequent requests or is suspected
of malicious activity,

* 4xx for all malformed requests, e.g. reserved characters in the
path [URI, section 2.2], as well as for all PUT and DELETE
requests to folders,

* 500 if an internal server error occurred,

* 507 in case the account is over its storage quota,

Cients SHOULD al so handl e the case where a response takes too |ong
to arrive, or where no response is received at all

6. Versioning

Al'l successful CET, HEAD, PUT and DELETE requests MJST return an
"ETag’ header [HTTP] with, in the case of GET and HEAD the current
version, in the case of PUI, the new version, and in case of DELETE,
the version that was deleted. Al successful GET requests MJST
return a ' Cache-Control: no-cache’ header, except for requests in
the "public’ subtree which MJUST return a ' Cache-Control: no-cache,
public’ header. PUT and DELETE requests MAY have an 'If-Match’
request header [COND], and MJUST fail with a 412 response code if
that does not match the document’s current version

CGET requests MAY have a comma-separated list of revisions in an

"I f-None-Match’ header [COND], and SHOULD be responded to with a 304
response if that list includes the docunent or folder’s current
version. A PUT request MAY have an 'I|f-None-Match: *’ header [COND|,
in which case it MJST fail with a 412 response code if the docunent
al ready exists.

A provider MAY offer version rollback functionality to its users,
but this specification does not define the interface for that.
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7. CORS headers

Al'l responses MJST carry CORS headers [CORS]. The server MJST al so
reply to preflight OPTIONS requests as per CORS

8. Session description

The information that a client needs to receive in order to be able
to connect to a server SHOULD reach the client as described in the
" bearer token issuance’ sections below It consists of:

* <storage_root>, consisting of "https://’ followed by a server
host, and optionally a server port and a path prefix as per
[IRI]. Exanpl es:

* "https://exanpl e.comi (host only)

* "https://exanpl e.com 8080’ (host and port)

* "https://exanpl e.com path/to/storage’ (host, port and
path prefix; note there is no trailing slash)

* <access_token> as per [QAUTH]. The token SHOULD be hard to
guess and SHOULD NOT be reused fromone client to another. It
can however be reused in subsequent interactions with the sane
client, as long as that client is still trusted. Exanple:

" of b24f 1ac3973e70j 6vt s19qr 9v2eei

* <storage_api >, always 'draft-dejong-renotestorage-26" for this

alternative version of the specification

The client can make its requests using HTTPS with CORS and bearer
tokens, to the URL that is the concatenation of <storage_root> with
/" plus one or nore <folder> "'/’ strings indicating a path in the
folder tree, followed by zero or one <docunent> strings, indicating
a docunent. For exanple, if <storage_root> is
"https://storage. exanpl e. com bob", then to retrieve the fol der
contents of the /public/docunents/ folder, or to retrieve a
"draft.txt’ document fromthat folder, the client would make
requests to, respectively:

* https://storage. exanpl e. com bob/ publ i c/ docunent s/
* https://storage. exanpl e. conf bob/ publ i ¢/ docunent s/ draft.txt

9. Bearer tokens and access contro
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10.

A bearer token represents one or nore access scopes. These access
scopes are represented as strings of the form <nmodul e> <l evel >,
where the <nodul e> string SHOULD be | ower-case al phanunerical, other
than the reserved word "public’, and <level> can be ":r’ or ':rw.
The access the bearer token gives is the sumof its access scopes,
with each access scope representing the foll owi ng perm ssions:

"*:rw ) any request,

"*:r') any GET or HEAD request,

<modul e> ':rw ) any requests to paths relative to <storage root>
that start with '/’ <nodule> '/’ or
"/public/’ <module> '/,

<nmodul e> ":r’) any CGET or HEAD requests to paths relative to

<storage root> that start with
/" <module> '/’ or '/public/’ <nodule> '/’

As a special exceptions, GET and HEAD requests to a document (but
not a folder) whose path starts with '/public/’ are always all owed.
They, as well as OPTIONS requests, can be made without a bearer
token. Unless [KERBEROS] is used (see section 10 below), all other
requests SHOULD present a bearer token with sufficient access scope,
usi ng a header of the follow ng form (no double quotes here):

Aut hori zation: Bearer <access_token>

In addition, providing the access token via a HTTP query paraneter
for GET requests MAY be supported by the server, although its use
is not reconmended, due to its security deficiencies; see [ BEARER
section 2.3]. If supported, this SHOULD be announce through the
"http://tools.ietf.org/htm /rfc6750#section-2.3" WebFi nger property
as per section 10 bel ow.

Application-first bearer token issuance
To make a renoteStorage server avail able as 'the renoteStorage of
the person identified by <uri>, exactly one link of the foll ow ng

format SHOULD be added to the WebFi nger record [ VEBFI NGER] for
<uri >

{
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"href": <storage_root>,
"rel": "http://tools.ietf.org/id/draft-dejong-renotestorage”,
"properties": {
"http://renptestorage.iol spec/version": <storage_api>,
"http://tools.ietf.org/htm/rfc6749#section-4.2": <auth-dial og>,

" ", "
. ’

}
}

A common way of identifying persons as <user> at <host> is through a
URI of the format "acct: <user>@host>". Persons who use a persona
domai n nane, not shared with any other users, can be identified by
a URI of the format "http://<host>/" (see [VWEBFI NGER, section 4.1]).

Here <storage_root> and <storage_api > are as per "Session
description" above, and <auth-dial og> SHOULD be either null or a
URL where an QAuth 2.0 inplicit-grant flow dialog [QAUTH] is

pr esent ed.

If <auth-dialog> is a URL, the user can supply their credentials
for accessing the account (how, is out of scope), and allow or
reject a request by the connecting application to obtain a bearer
token for a certain list of access scopes. Note that an account
will often belong to just one hunman user, but may al so belong to a
group of nultiple users (the renoteStorage of <group> at <host>).

If <auth-dialog>is null, the client will not have a way to obtain
an access token, and SHOULD send all requests w thout Authorization
header, and rely on Kerberos [ KERBEROS] instead for requests that
would normal Iy be sent with a bearer token, but servers SHOULD NOT
i mpose any such access barriers for resources that would normally
not require an access token

The ...’ ellipses indicate that nore properties may be present.
Non- br eaki ng exanpl es that have been proposed so far, include a
"http://tools.ietf.org/htm/rfc6750#section-2.3" property, set to
the string value "true" if the server supports passing the bearer
token in the URI query paranmeter as per section 2.3 of [BEARER],
instead of in the request header

Anot her exanple is "http://tools.ietf.org/htm/rfc7233" with a

string value of "GET" if Content-Range headers are supported for
GET requests as per [ RANGEH]
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Bot h these proposal s are non-breaki ng extensions, since the client
will have a way to work around it if these features are not present
(e.g. retrieve the protected resource asynchronously in the first
case, or request the entire resource in the second case).

A "http://renotestorage.iol/ spec/ web-aut horing" property has been
proposed with a string value of the fully qualified domain name to
whi ch web authoring content is published if the server supports web
authoring as per [AUTHORING . Note that this extension is a breaking
extension in the sense that it divides users into "haves", whose
renot eSt orage accounts allow themto author web content, and

"have- nots", whose renoteStorage account does not support this
functionality.

The server NMAY expire bearer tokens, and MAY require the user to
regi ster applications as QAuth clients before first use; if no
client registration is required, the server MJST ignore the val ue of
the client_id parameter in favor of relying on the origin of the
redirect _uri paraneter for unique client identification. See section
4 of [ORIGAN] for conputing the origin.

10.1 Optional PKCE support

As an optional extension, servers MAY support the OQAuth 2.0

Aut hori zation Code grant with Proof Key for Code Exchange (PKCE)
[PKCE]. If supported, the server MJIST advertise the follow ng
WebFi nger properties on the renoteStorage |ink:

* "http://tools.ietf.org/htm/rfc6749#section-3.1" with the
aut hori zati on endpoi nt URL,

* "http://tools.ietf.org/htm /rfc6749#section-3.2" with the
t oken endpoi nt URL,

* "http://tools.ietf.org/htm /rfc7636" with a string val ue
i ndi cating supported code_chal | enge nethod(s). Servers MJST
support "S256". Servers SHOULD NOT advertise "plain" unless
"S256" is al so supported. Cdients SHOULD use "S256".

Clients SHOULD use PKCE when these properties are present;

ot herw se they SHOULD use the inplicit grant as described above.
Scope handling, redirect URI origin checks [ORIRG@ N], and bearer
t oken usage [ BEARER] renmi n unchanged.
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Note: PKCE will be required in protocol versions >= 2.0.
11. Storage-first bearer token issuance

To request that the application connects to the user account

<account> ' ' <host>, providers MAY redirect to applications with a
"renotestorage’ field in the URL fragnment, with the user account as
val ue.

The appplication MIUST nake sure this request is intended by the
user. It SHOULD ask for confirmation fromthe user whether they want
to connect to the given provider account. After confirmation, it
SHOULD connect to the given provider account, as defined in Section
10.

If the 'renotestorage’ field exists in the URL fragnment, the
application SHOULD i gnore any other paraneters such as
"access_token' or 'state', to ensure conpatibility with servers
that inplement ol der versions of this specification

12. Exanple wire transcripts

The foll owi ng exanples are not normative ("\" indicates a |ine was
wr apped) .

12. 1. WebFi nger

In application-first, an in-browser application mght issue the
foll owi ng request, using XM.HttpRequest and CORS

GET /. wel | - known/ webf i nger ?r esour ce=acct : nmi chi el @ri chi el bdej on\
g.comHTTP/ 1.1
Host: m chi el bdej ong. com
and the server’s response mght |ook |ike this:
HTTP/ 1.1 200 K

Access-Control -AllowOrigin: *
Cont ent - Type: application/jrd+json

"links":[{
"href": "https://m chiel bdej ong. com 7678/ i nbox",
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"rel": "post-me-anything"
oA
"href": "https://mchiel bdej ong. com ne. jpg",
"rel": "avatar"
oA
"href": "https://3pp.io: 4439/ storage/ m chiel",
"rel": "http://tools.ietf.org/id/draft-dejong-renotestorag\

"properties": {

"http://renotestorage.iol/ spec/version": "draft-dejong-re\
not est or age- 26",

"http://tools.ietf.org/htm /rfc6749#section-4.2": "https\
21/ 3pp.io:4439/ cauth/ mchiel ",

"http://tools.ietf.org/htm/rfc6750#section-2.3": null

"http://tools.ietf.org/htm /rfc7233": null

"http://renotestorage.iol/ spec/ web-authoring": nul

}
}H
}

12.2. QAuth dialog form

Once the in-browser application has discovered the server’s QAuth
end-point, it will typically redirect the user to this URL, in
order to obtain a bearer token. Say the application is hosted on
https://drinks-unhost ed. 5apps. conlf and wants read-wite access to
the account’s "nyfavoritedrinks" scope:

GET /oaut h/ m chiel ?redirect_uri=https¥%BAY%RFY2Fdri nks-unhost ed. 5\
apps. cont@F&scope=nyfavoritedri nks¥BArw&cl i ent i d=htt ps¥8AYRFY2Fdri nks-\
unhost ed. 5apps. con& esponse_t ype=t oken HTTP/ 1.1

Host: 3pp.io

The server’s response nmight ook like this (truncated for brevity):
HTTP/ 1.1 200 K
<! DOCTYPE ht m >
<htm |ang="en">

<head>
<title>Allow access?</title>

de Jong [ Page 14]



I nternet-Draft r enot eSt or age Decenber 2025

12.3. QAuth dial og form submni ssion

VWhen the user submits the form the request woul d | ook sonet hing
I'i ke this:

POST /oauth HTTP/ 1.1

Host: 3pp.io: 4439

Oigin: https://3pp.io: 4439

Cont ent - Type: appli cati on/ x-wwform url encoded

Referer: https://3pp.io: 4439/ oaut h/ m chiel ?redi rect_uri=https%3\
AYRFY2Fdr i nks- unhost ed. 5apps. com2F&scope=nyfavoritedri nks¥8Ar w&cl i ent _\
i d=htt ps¥BAYRFY2Fdr i nks- unhost ed. 5apps. con&r esponse_t ype=t oken

client_id=https¥%BA¥WRFY2Fdri nks-unhost ed. 5apps. con&r edi rect _uri =\
ht t psY8AYRFY2Fdr i nks- unhost ed. 5apps. con?2F& esponse_t ype=t oken&scope=ny\
favoritedri nks¥8Ar w&user nane=m chi el &asswor d=sonet hi ng&al | ow=Al \
| ow

To which the server could respond with a 302 redirect, back to the
origin of the requesting application:

HTTP/ 1.1 302 Found
Location: https://drinks-unhosted. 5apps. conf #access_t oken=j 2YnG
t Xj zzzHN] kd1CIxoQubAloY8D&t oken_t ype=bear er

12. 4. OPTIONS preflight

When an in-browser application makes a cross-origin request which
may affect the server-state, the browser will nake a preflight
request first, with the OPTIONS verb, for instance:

OPTI ONS / storage/ m chi el / nyfavoritedrinks/ HTTP/ 1.1
Host: 3pp.io: 4439

Access- Control - Request - Met hod: CET

Origin: https://drinks-unhosted. 5apps. com

Access- Control - Request - Headers: Aut hori zati on
Referer: https://drinks-unhosted. 5apps. conl

To which the server can for instance respond:
HTTP/ 1.1 200 K

Access-Control -Al low Origin: https://drinks-unhosted. 5apps. com
Access-Control - Al | ow Met hods: GET, PUT, DELETE
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Access-Control - Al | ow Headers: Authorization, Content-Length, Co\
ntent-Type, Oigin, X-Requested-Wth, If-Match, |f-None-Mtch

12.5. Initial PUT
An initial PUT may contain an '|f-None-Match: *' header, like this:

PUT /storage/ m chiel /nyfavoritedrinks/test HITP/ 1.1
Host: 3pp.io: 4439

Content-Length: 91

Origin: https://drinks-unhosted. 5apps. com

Aut hori zation: Bearer j2YnG Xj zzzHN kd1CIxoQubAlo=
Cont ent - Type: application/json; charset=UTF-8
Referer: https://drinks-unhosted. 5apps. com ?

| f-None-Match: *

{"name":"test","@ontext":"http://renotestorage.i ol spec/ nodul es\
I nyfavoritedrinks/drink"}

And the server may respond with either a 201 Created or a 200 K
st at us:

HTTP/ 1.1 201 Created
Access-Control -Al low Origin: https://drinks-unhosted. 5apps. com
ETag: "1382694045000"

In case the docunent already exists on the server, it would respond
with sonething like:

HTTP/ 1.1 412 Precondition Fail ed
Access-Control -Allow Origin: https://drinks-unhosted. 5apps. com
ETag: "2182694048000"

12. 6. Subsequent PUT

A subsequent PUT may contain an 'If-Match’' header referring to the
ETag previously returned, like this:

PUT /storage/ m chiel /nyfavoritedrinks/test HITP/ 1.1
Host: 3pp.io: 4439

Content-Length: 91

Oigin: https://drinks-unhosted. 5apps. com

Aut hori zation: Bearer j2YnG Xj zzzHN kd1CIxoQubAlo=
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Cont ent - Type: application/json; charset=UTF-8
Referer: https://drinks-unhosted. 5apps. conl
| f-Match: "1382694045000"

{"name":"test", "updated":true, "@ontext":"http://renotestorag\

e.i o/ spec/ nodul es/ nmyfavoritedrinks/drink"}

And
200

the server may respond with a 412 Precondition Failed or a
XK st at us:

HTTP/ 1.1 200 K
Access-Control -Al low Origin: https://drinks-unhosted. 5apps. com
ETag: "2182694048000"

12. 7. GET

A CET request would al so i nclude the bearer token, and optionally
an | f-None-Mat ch header:

And

GET /storage/ m chiel /myfavoritedrinks/test HITP/ 1.1
Host: 3pp.io: 4439

Origin: https://drinks-unhosted. 5apps. com

Aut hori zation: Bearer j2YnQ& XjzzzHNj kd1CIxoQubAlo=
Referer: https://drinks-unhosted. 5apps. conl

| f- None- Mat ch: "1382694045000", "1382694048000"

the server may respond with a 304 Not Modified status:
HTTP/ 1.1 304 Not Mbdified

Access-Control -Al low Origin: https://drinks-unhosted. 5apps. com
ETag: "1382694048000"

O a 200 K status, plus a response body:

HTTP/ 1.1 200 K

Access-Control -Al low Origin: https://drinks-unhosted. 5apps. com
Cont ent - Type: application/json; charset=UTF-8

Content - Length: 106

ETag: "1382694048000"

Cache- Control : no-cache

{"name":"test", "updated":true, "@ontext":"http://renotestoral

ge. i o/ spec/ nodul es/ nyfavoritedrinks/drink"}
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If the GET URL woul d have been "/storage/ m chi el /nyfavoritedrinks/",
a 200 K response woul d have a fol der description as the response
body:

HTTP/ 1.1 200 K

Access-Control -Al low Origin: https://drinks-unhosted. 5apps. com
Cont ent - Type: application/l d+json

Content-Length: 171

ETag: "1382694048000"

Cache-Control : no-cache

{"@ontext":"http://renotestorage.iol spec/fol der-version","ite\
me":{"test":{"ETag":"1382694048000", "Cont ent - Type": "appl i cati on/json; \
charset =UTF- 8", " Cont ent - Lengt h": 106, "Last-Modi fied":"Sat, 2 Jun 2018 1\
5:58:23 GvIr'}i}

If the GET URL woul d have been a non-existing docunent |ike
"/ storage/ m chiel/nmyfavoritedrinks/x", the response would have a 404
Not Found status, and no ETag header:

HTTP/ 1.1 404 Not Found
Access-Control -All ow Origin: https://drinks-unhosted. 5apps. com

12. 8. DELETE
A DELETE request may | ook like this:

DELETE / storage/ m chi el /myfavoritedrinks/test HITP/ 1.1
Host: 3pp.io:4439

Oigin: https://drinks-unhosted. 5apps. com

Aut hori zation: Bearer j2Yn@& XjzzzHN kd1CIxoQubAlo=
Cont ent - Type: application/json; charset=UTF-8

Referer: https://drinks-unhosted. 5apps. coml

| f-Match: "1382694045000"

And the server may respond with a 412 Precondition Failed or a 200
XK st atus:

HTTP/ 1.1 412 Precondition Failed

Access-Control -All ow Origin: https://drinks-unhosted. 5apps. com
ETag: "2182694048000"
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13. Distributed versioning

This section is non-normative, and is intended to explain sone of
the design choi ces concerning ETags and fol der listings. At the
same time it will hopefully help readers who intend to devel op an
application that uses renoteStorage as its per-user data storage
VWhen multiple clients have read/ wite access to the same docunent,
versioning conflicts may occur. For instance, client A may nake

a PUT request that changes the docunent fromversion 1 to version
2, after which client B may nake a PUT request attenpting to change
the same docunent fromversion 1 to version 3.

In this case, client B can add an ’'If-Match: "1"" header, which
woul d trigger a 412 Precondition Failed response code, since the
current version ("2") does not match the version required as a
condition by the header |f-Match header ("1").

Client Bis now aware of the conflict, and may consult the user,
saying the update to version 3 failed. The user may then choose,
through the user interface of client B, whether version 2 or
versi on 3 should be kept, or naybe the docunment should be reverted
on the server to version 1, or a nerged version 4 is needed. Cdient
B may then make a request that puts the docunent to the version the
user wishes; this tine setting an 'If-Match: "2"' header instead.

Both client A and client B would periodically poll the root

fol der of each scope they have access to, to see if the version
of the root folder changed. If it did, then one of the versions
listed in there will necessarily have changed, and the client can
make a GET request to that child fol der or document, to obtain
its | atest version.

Because an update in a docunent will result in a version change of
its containing folder, and that change will propagate all the way
to the root folder, it is not necessary to poll each docunent for
changes individually.

As an exanple, the root folder may contain 10 directories,

each of which contain 10 directories, which each contain 10
docunents, so their paths would be for instance '/0/0/1, '/0/0/2
etcetera. Then one GET request to the root folder /' wll be
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enough to know i f any of these 1000 docunents has changed.

Say document ' /7/9/2" has changed; then the GET request to '/’ wll

come back with a different ETag, and entry '7/° wll have a
different value in its JSON content. The client could then request
17, 1719/, and '/7/9/2° to narrow down the one docunent that

caused the root folder’'s ETag to change.

Note that the renoteStorage server does not get involved in the
conflict resolution. It keeps the canonical current version at al
times, and allows clients to nake conditional GET and PUT requests,
but it is up to whichever client discovers a given version
conflict, to resolve it.

14. Security Considerations

To prevent man-in-the-m ddl e attacks, the use of HITPS instead of
http is inmportant for both the interface itself and all end-points
i nvol ved i n WebFi nger, QAuth, and (if present) the storage-first
application | aunch dashboard.

A malicious party could link to an application, but specifying a
renot eSt orage account address that it controls, thus tricking the
user into using a trusted application to send sensitive data to the
wong renoteStorage server. To mitigate this, applications SHOULD
clearly display to which renoteStorage server they are sending the
user’s dat a.

Applications could request scopes that the user did not intend to
gi ve access to. The user SHOULD al ways be pronpted to carefully
revi ew whi ch scopes an application is requesting.

An application may upl oad malicious HTM. pages and then trick the
user into visiting them or upload malicious client-side scripts,
that take advantage of being hosted on the user’s domain nane. The
origin on which the renoteStorage server has its interface SHOULD
therefore NOT be used for anything else, and the user SHOULD be
warned not to visit any web pages on that origin. In particular, the
QAut h di al og and | aunch dashboard or token revocation interface
SHOULD be on a different origin than the renoteStorage interface

Where the use of bearer tokens is inpractical, a user nmay choose to
store docunents on hard-to-guess URLs [ CAPABI LI TI ES] whose path
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after <storage_root> starts with '/public/', while sharing this URL
only with the intended audi ence. That way, only parties who know the
docunent’ s hard-to-guess URL, can access it. The server SHOULD
therefore make an effort to detect and stop brute-force attacks that
attenpt to guess the location of such docunents.

The server SHOULD al so detect and stop denial -of-service attacks
that aimto overwhelmits interface with too much traffic.

15. | ANA Consi derati ons

Thi s docunent registers the foll owing WebFi nger properties:
* "http://renotestorage.iol spec/version”
"http://tools.ietf.org/htm /rfc6749#section-3. 1"
"http://tools.ietf.org/htm /rfc6749#secti on-3.2"
"http://tools.ietf.org/htm/rfc6749#section-4.2"
"http://tools.ietf.org/htm/rfc6750#section-2.3"
"http://tools.ietf.org/htm/rfc7233"
"http://tools.ietf.org/htm/rfc7636"
"http://renotestorage.i o/ spec/ web-aut hori ng"

EE I A
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