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Abst ract

Thi s docunent extends the | MAP OBJECTI D extensi on (RFC 8474) to
support account identifiers, enabling | MAP servers to provide
account -1l evel context for mail boxes when nmultiple accounts are
accessi bl e through a single | MAP connection. This extension is
particularly relevant for environnents where | MAP nmi | boxes i ncl ude
shared mail boxes fromnultiple JMAP accounts, as defined in the JSON
Meta Application Protocol (JMAP). By introducing the ACCOUNTI D
object identifier, this specification ensures that nail boxes can be
uni quely identified across different accounts in both I MAP and JVAP
contexts, thereby facilitating seam ess interoperability between the
two protocols in multi-account scenari os.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 6 May 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The | MAP OBJECTI D ext ensi on, defined in [ RFC8474], provides
persistent identifiers for mail boxes (MAILBOXI D) and nmessages
(EMAI LI D and THREADID) within an | MAP server. These identifiers
enable clients to efficiently track and reference resources even when
they are noved or renamed, thereby reducing the need for redundant
dat a synchroni zation operations.

The JMAPACCESS extension for | MAP, specified in [ RFC9698],

est abli shes a nechani sm by which I MAP clients can discover that the
messages and mmi | boxes accessible via | MAP are al so avail abl e t hrough
JMAP (the JSON Meta Application Protocol, as defined in [ RFC8620]).
When an | MAP server advertises the JMAPACCESS capability, it asserts
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that mail boxes and nessages share the sanme object identifiers across
both protocols. This allows clients to mgrate gradually to JMAP or
to | everage JMAP-specific features while continuing to use | MAP as
their primary access net hod.

The JMAP Enmil Delivery Push extension [I-D.ietf-jnmap-email push]
extends JMAP' s push notification capabilities to deliver Email Push
obj ects containing specific email properties directly to clients when
new nessages arrive. These push notifications include the accountld
property, which identifies the JMAP account to which the delivered
emai | belongs. This account-level identification is essential for
clients managing multiple accounts, as it allows themto properly
route notifications and display relevant information to users without
requi ring additional synchronization requests.

In JMAP, an authenticated user may have access to nultiple accounts,
each containing distinct sets of mmil boxes and nessages. Each
account is identified by a unique accountld, which serves as a
namespace for all objects within that account. The accountld is a
fundamental concept in JMAP architecture, as it allows servers to
represent different data stores, organizational units, or del egation
scenarios within a single authenticated session. For instance, a
user m ght have access to their personal account, one or nore shared
team accounts, and del egated accounts from ot her users.

The JMAPACCESS extension, as currently specified in [ RFC9698],
inplicitly assunes that all | MAP nmail boxes accessible to an

aut henti cated user correspond to a single JVAP account.

Consequently, when object identifiers are exchanged between | MAP and
JMAP, the accountld is onitted fromthe | MAP representation, as it is
presunmed to be constant. This assunption holds true in the mgjority
of depl oynent scenarios, where a user’s | MAP connection maps directly
to their primary JMAP account.

However, this assunption breaks down in environnents where an | MAP
session provides access to nail boxes frommultiple JMAP accounts.
Such scenarios comonly ari se when users access shared mail boxes,
del egated fol ders, or organizational resources that exist within
separate JMAP accounts but are presented as part of a unified | MAP
mai | box hierarchy. In these cases, the MAILBOXID al one is
insufficient to uniquely identify a nail box across the | MAP- JVAP
boundary, because different JMAP accounts nmay theoretically use the
same MAILBOXID for different mail boxes.

Thi s anbiguity becones particularly problematic when considering the
JMAP Emai|l Delivery Push extension. Wen a client receives an

Enmai | Push notification containing an accountld and a mail box
identifier, it needs to correlate this information with its | MAP
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representation of the mailbox. Wthout an accountld in the | MAP
context, the client cannot definitively determ ne which JMAP account
a given | MAP nai | box bel ongs to, potentially |leading to incorrect
mai | box associations, failed synchronization attenpts, or inability
to properly handl e push notifications for shared mnail boxes.

The notivation for this specification is to extend the OBJECTID
framework to include account-level identification in |IMAP, thereby
enabl ing precise correlation of nmail boxes across | MAP and JMAP
protocols in multi-account environments. By introducing the

ACCOUNTI D obj ect identifier, this extension ensures that clients can
unanbi guously identify the JMAP account associated with each | MAP

mai | box, facilitating interoperability and enabling advanced features
such as account-aware push notifications.

1.1. Notational Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here.

2. ACCOUNTI D bject ldentifier

The ACCOUNTID is a server-allocated identifier that specifies the
JMAP account to which a nmail box bel ongs. When used in conjunction
with the MAILBOXI D, the ACCOUNTI D provi des conpl ete di sanbi guati on of
mai | boxes in environnents where multiple JMAP accounts are accessible
through a single | MAP sessi on.

The ACCOUNTID is represented as an opaque string using the sane
character set and syntactic constraints as the MAILBOXI D, as defined
in Section 4 of [RFC8474]. That is, an ACCOUNTI D MJUST consi st of
between 1 and 255 characters fromthe base64url al phabet defined in
Section 5 of [RFC4648], excluding the paddi ng character.

The server MJST ensure that for any mail box accessible via both | MAP
and JMAP, the ACCOUNTID returned via | MAP mat ches the accountld
property of the correspondi ng Mail box object in JMAP, as defined in
Section 1.6.2 of [RFC8620]. This correspondence is essential for
clients to correlate muail boxes across the two protocol s.

The server MJST return the same ACCOUNTI D for all mail boxes that

bel ong to the same JMAP account. Conversely, the server MJST NOT
return the same ACCOUNTID for nmail boxes that belong to different JVAP
accounts, even if accessed within the sane | MAP sessi on.
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When a mmil box is accessed exclusively through | MAP and does not have
a correspondi ng representation in JMAP (for instance, if the server
does not support the JMAPACCESS extension), the server MAY still
assign an ACCOUNTID to nmintain consistency in the | VAP
representation. However, such ACCOUNTI Ds need not correspond to any
JMAP account identifier.

If a server advertises both "OBJECTI D=ACCOUNTI D' and " JMAPACCESS"
capabilities, clients can rely on the ACCOUNTID to deternine the
appropriate JMAP account context for operations involving the

mai | box. This is particularly inmportant when handling JVAP Enai |
Delivery Push notifications, as described in the introduction, where
the accountld field in an Email Push object can be correlated with the
ACCOUNTI D of the correspondi ng | MAP mai | box.

The ACCOUNTID is conceptually imutable for a given JVMAP account
within an | MAP session. However, if the underlying JMAP account is
del eted or the user’s access to that account is revoked, the

associ ated mai |l boxes will no | onger be accessible via I MAP, and their
ACCOUNTI Ds becorne irrelevant. |If a new account is subsequently
created with the same accountld, and nmil boxes fromthat account
becone accessible via | MAP, the server MAY reuse the sanme ACCOUNTI D
val ue.

2.1. New Response Code for CREATE
Thi s docunent extends the CREATE conmand to include the ACCOUNTID in
the response code on successful nailbox creation, in addition to the
MAI LBOXI D response code defined in Section 4.1 of [RFC8474].
A server advertising the "OBJECTI D=ACCOUNTI D' capability MJST incl ude
bot h the MAI LBOXI D and ACCOUNTI D response codes in the tagged OK
response to all successful CREATE conmands.
Syntax: "ACCOUNTID' SP "(" objectid ")"
This is a response code in the tagged OK response for a successful
CREATE command. The objectid uses the sane syntax as defined for
MAI LBOXID in [ RFC8474] .

Exanpl e:
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create foo

OK [ MAI LBOXI D (F2212ea87- 6097- 4256- 9d51- 71338625) \
ACCOUNTI D (ula48e8e3)] Conpl eted

4 create shared/team

4 OK [ MAI LBOXI D (F8839dcal2- 3ef 8-4a72- b63d- 54f 9e8al) \

ACCOUNTI D (u2b59f9f 4)] Conpl et ed
5 create foo
5 NO Mi | box al ready exists

ww

wo o 0o

In this exanple, the mail box "foo" is created in account "ula48e8e3",
whil e the shared mail box "shared/teant is created in a different
account "u2b59f9f4". This denpbnstrates how nail boxes within the sane
| MAP session can belong to different JMAP accounts.

2.2. New K Untagged Response for SELECT and EXAM NE
Thi s docunent adds the ACCOUNTI D response code to the untagged K
responses returned by the SELECT and EXAM NE conmands, conpl enmenting
the MAI LBOXI D response code defined in Section 4.2 of [RFC8474].
A server advertising the "OBJECTI D=ACCOUNTI D' capability MJST return
an untagged OK response with both the MAI LBOXI D and ACCOUNTI D
response codes on all successful SELECT and EXAM NE conmands.
Syntax: "OK' SP "[" "ACCOUNTID' SP "(" objectid ")" "]" SP text

This is an untagged OK response to SELECT or EXAM NE commands.

Exanpl e:

C. 27 select "foo"

[...]

S: * OK [ MAI LBOXI D (F2212ea87- 6097- 4256-9d51- 71338625) \

ACCOUNTI D (ula48e8e3)] Ok

]
27 OK [ READ- WRI TE] Conpl et ed

28 sel ect "shared/teant

w0 ur

]
* OK [ MAI LBOXI D ( F8839dcal2- 3ef 8- 4a72- b63d- 54f 9e8al) \
ACCOUNTI D (u2b59f 9f 4)] Ok
]

[...
S: 28 OK [ READ-WRI TE] Conpl et ed

Thi s exanpl e shows how clients can determ ne the account context when
sel ecting different mail boxes, even within the same | MAP sessi on.
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2.3. New Attribute for STATUS

Thi s docunent adds the ACCOUNTID attribute to the STATUS conmand
usi ng the extended syntax defined in [ RFC4466], in parallel with the
MAI LBOXI D attribute defined in Section 4.3 of [RFC8474].

A server that advertises the "OBJECTI D=ACCOUNTI D' capability MJIST
support the ACCOUNTID status attribute.

Synt ax: " ACCOUNTI D"
This is the attribute nane used in the STATUS comrmand.
Syntax: "ACCOUNTID' SP "(" objectid ")"

This is the response itemin the STATUS response, containing the
account identifier assigned by the server for the mail box.

Exanpl e:

31 status foo (MAILBOXI D ACCOUNTI D MESSAGES)

* STATUS foo (MAILBOXI D (F2212ea87- 6097-4256-9d51- 71338625) \
ACCOUNTI D (ula48e8e3) MESSAGES 42)

31 K Conpl et ed

32 status shared/team ( MAI LBOXI D ACCOUNTI D MESSAGES)
* STATUS shared/team (\
MAI LBOXI D (F8839dcal2- 3ef 8- 4a72- b63d- 54f 9e8al)\
ACCOUNTI D (u2b59f 9f 4) MESSAGES 17)

wo u o wo

32 K Conpl et ed
33 list "" "*" return (status (MAI LBOXI D ACCOUNTI D))
* LI ST (\HasNoChildren) "." "foo"

* STATUS foo (MAILBOXI D (F2212ea87- 6097-4256-9d51- 71338625) \
ACCOUNTI D (ula48e8e3))
* LI ST (\HasNoChildren) "." "shared.teant
* STATUS shared. team (\
MAI LBOXI D (F8839dcal2- 3ef 8- 4a72- b63d- 54f 9e8al)\
ACCOUNTI D (u2b59f 9f 4))
S: 33 K Conpl et ed

Thi s exanpl e denmonstrates how clients can efficiently retrieve both
mai | box and account identifiers for nultiple mail boxes using the
ext ended LI ST command wi th STATUS return option, as defined in

[ RFC5819] .
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3.

I mpl ement ati on Consi der ati ons

The i npl enentati on considerations specified in Section 8 of [RFC3474]
apply equally to the ACCOUNTID object identifier defined in this
speci fication.

In particular, the ACCOUNTID is generated and managed entirely by the
server. Cients MJUST NOT attenpt to construct, nodify, or interpret
the internal structure of an ACCOUNTI D val ue. The ACCOUNTI D MJST be
treated as an opaque identifier whose only meani ngful operation is
equal ity conpari son.

Servers SHOULD generate ACCOUNTI Ds using nmechani sns that ensure

gl obal uni queness across all accounts within the server’s

adm nistrative domain, simlar to the recommendati ons for MAILBOXI D
generation. Suitable approaches include Universally Unique
Identifiers (UUIDs) as defined in [ RFC4122], or server-assi gned
sequence nunbers that are guaranteed never to be reused.

When bot h "OBJECTI D=ACCOUNTI D' and "JMAPACCESS' capabilities are
advertised, servers MJST ensure that the ACCOUNTID val ues correspond
exactly to the accountld values used in the JVMAP protocol. This
correspondence is essential for clients that need to correlate | MAP
mai | boxes with their JMAP representations, particularly when handling
JVAP Emai |l Delivery Push notifications.

Servers that provide access to mail boxes fromnultiple JVMAP accounts
through a single | MAP session SHOULD advertise the

" OBJECTI D=ACCOUNTI D' capability to enable clients to distinguish

bet ween accounts. However, servers that provide access only to

mai | boxes from a single JMAP account MAY choose not to advertise this
capability, as the account context is unanbiguous in such cases.

Clients that support both I MAP and JVMAP SHOULD use the ACCOUNTI D when
avail abl e to nmmintain accurate nmappi ngs between | MAP nai | boxes and
JMAP Mai | box objects. This is particularly inportant for clients
that use JMAP Enmil Delivery Push notifications, as these
notifications include the accountld property. By correlating the
accountld froma push notification with the ACCOUNTI D of | MAP

mai | boxes, clients can efficiently determ ne which | MAP mai | box
corresponds to a newy delivered nmessage without requiring additional
synchroni zati on operations.
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Clients SHOULD be prepared to handl e | MAP servers that do not
adverti se "OBJECTI D=ACCOUNTI D', even when the server advertises
"JMAPACCESS". I n such cases, clients MAY assune that all accessible
mai | boxes belong to a single JVMAP account, though this assunption may
|l ead to incorrect behavior if the server subsequently exposes
mai | boxes from additi onal accounts.

4. Security Considerations

The security considerations specified in Section 11 of [RFC38474] and
Section 7 of [RFC9698] apply to this specification

The introduction of the ACCOUNTI D object identifier does not
fundanmentally alter the security properties of the | MAP protocol or
the OBJECTID extension. However, inplenenters should consider the
foll owi ng additional points.

4.1. Account Identifier Exposure

The ACCOUNTI D reveal s informati on about the account structure of the
server and which mail boxes belong to which accounts. Wile this
information is generally not considered sensitive in the context of
an authenticated | MAP session, servers that wish to mnimze

i nformati on di scl osure MAY choose to generate ACCOUNTI Ds using
unpredi ct abl e val ues (such as UU Ds) rather than sequential nunbers
or other patterns that m ght reveal information about account
creation order or the total nunber of accounts on the server

4.2. Cross-Account Infornmation Leakage

Servers MJST ensure that the ACCOUNTI D nechani sm does not

i nadvertently grant users access to information about accounts they
are not authorized to access. |In particular, servers MJST NOT return
ACCOUNTI D val ues for accounts that the authenticated user does not
have pernission to access, even if such accounts exi st on the server

4.3. Consistency with JMAP Aut hentication

VWhen a server advertises both "OBJECTI D=ACCOUNTI D' and " JMAPACCESS"
capabilities, the server MIST ensure that the sane authentication
credentials used for the | MAP session woul d grant access to the
correspondi ng JMAP accounts. Inconsistencies in authentication or
aut hori zati on between | MAP and JMAP could lead to situations where a
client receives ACCOUNTIDs that it cannot subsequently use to access
the correspondi ng JMAP resources, potentially revealing the existence
of accounts the user cannot access.
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4.4. Digest-Based ldentifier Generation

4.

4.

5.

5

5.

6

6

If servers use cryptographic digests to generate ACCOUNTI Ds, the
security considerations regarding collision resistance and al gorithm
sel ection discussed in Section 11 of [RFC8474] apply. Servers SHOULD
moni tor current security research and use digest algorithns that
provi de adequate collision resistance.

5. Privacy in Milti-Tenant Environnments

In multi-tenant or hosted environments, servers SHOULD generate
ACCOUNTI Ds in a manner that does not reveal relationships between
accounts or organizational structures that users should not be aware
of . For exanple, if multiple accounts belong to the sane

organi zation, the ACCOUNTI D generation mechani sm shoul d not use
patterns that would allow users to infer these rel ationships unless
such information is explicitly intended to be visible.

6. Oher Considerations

See also the security considerations in [RFC3501], [RFC3620], and
[ RFC9051] .

I ANA Consi derations

1. | MAP Capabilities Registry
I ANA is requested to add the following capability to the "Internet
Message Access Protocol (IMAP) Capabilities Registry" |located at
https://ww. i ana. org/ assi gnment s/ i map-capabilities
(https://wwv i ana. org/ assi gnnent s/ i map-capabilities):

*Capabi l ity nane:* OBJECTI D=ACCOUNTI D
*Ref erence: * this docunent

2. | MAP Response Codes Registry
I ANA is requested to add the foll owi ng response code to the "I MAP
Response Codes" registry located at https://wwv. i ana. org/assi gnnents/

i map-response-codes (https://ww.iana. org/ assi gnnents/i nmap-response-
codes):

*Response code: * ACCOUNTI D
*Ref erence: * this docunent
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