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Abst r act

Thi s docunent defines the Agentic Reasoning Protocol (ARP) version
2.0, a nmachi ne-readabl e protocol enabling entities (brands,

organi zations, persons) to publish self-attested context, verified
factual corrections, domain expertise, and reconmendati on boundari es
directly to autononous Al agents, RAG (Retrieval - Augnented
Generation) pipelines, and agentic Al systens.

ARP v2.0 extends the static file nodel of vi.x with a |ive REST API,
bi directional feedback channels, nulti-party cryptographic
attestation, WBC Decentralized lIdentifier (D D) anchoring, Agent-to-
Agent (A2A) trust handshakes, event-driven freshness via Server- Sent
Events, and first-class internationalization support.

ARP conpl emrent s exi sting web conventions (robots.txt [RFC9309],
schema.org, IIns.txt) but is specifically designed for the reasoning
behavi or of nodern Al agents -- systems that do not nerely index
content but synthesize, infer, and nake decisions on behal f of users.

Al'l exanples in this docunent use exanpl e.com and "Exanpl e
Organi zation" per [RFC2606] and are purely illustrative.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
This Internet-Draft is subnmitted as an individual submssion. It
does not represent consensus of the | ETF conmunity. The | atest
revision of this draft can be found at
https://github. com SaschaDef ort h/ ar p- pr ot ocol
Di scussion of this docunent takes place on the GtHub repository

i ssue tracker at https://github. comi SaschaDef orth/arp-protocol/
i ssues.

Deforth Expi res 29 COctober 2026 [ Page 1]



Internet-Draft ARP v2.0

Status of This Meno

This Internet-Draft is submtted in ful
provi sions of BCP 78 and BCP 79.

April 2026

| conformance with the

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts.

The |ist of current

Drafts is at https://datatracker.ietf.org/drafts/current/.

| nt er net -

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference

material or to cite themother than as

"work in progress.”

This Internet-Draft will expire on 29 Cctober 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the

docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.

, as they describe your rights

Pl ease revi ew these documents carefully
and restrictions with respect to this d

Tabl e of Contents
1. ntroducti on e
Motivation: The Reasoning Gap .
Desi gn Phil osophy: Counterfactu

I
1.

. 2.
3. Relationship to ARP v1.x
4.

PRRe

2. Conventions and Term nol ogy .

3. Protocol Overview . .

.1. Architecture Layers .

.2. Backward Compatibility .

4. Entity ldentity: WBC DI D Anchori ng
4.1. DI D Method Requirenents .

.2. DI D Docunent Requirenments .

.3. Milti-Domain Entity Support

5. File Location and Di scovery .

w w

b

5.1 Wl | - Known URI

5.2. APl Base UR .
5.3 HTML Aut o- Di scovery .
5.4 CORS Headers

ocunent .

al Inversion .

Rel ati onship to O her St anda.rds

Deforth Expi res 29 COctober 2026

QO ~N~NOoOO OO~ b



Internet-Draft ARP v2.0

PPN 00

NN~

00 00 00 0O

9
9.
9
9

10,

10.
10.
10.
10.

2.

. 3.
4
|

EST APl Specification

Conmon Response Headers .

GET /identity .

POST /query .

CGET /cl ai m;/{cl ar mrd}

GET /corrections .

GET /experti se/{scenarl 0 hash}

GET /trust .

GET /subscri be (Server Sent Events)
POST /feedback . . . . .o
POST /a2al/ handshake . .

GET /reasoning.json (Corrpatr b| I i ty AI i as)

irectional Feedback Protocol

Anonym zation Requirenents
Feedback Aggregati on .
Automat i ¢ C ai m Degr adati on .

.l\/ultr—Party Attestation Model
.1
. 2.
. 3.
4.

Attester Categories .

Trust Level Hierarchy . .
Attestation hject Schema .
Attester DI D Requirements .

Cryptographi ¢ Trust Layer

.1

1.
2.
3.
4.

Ed25519 Signing . . .
Envel oped Si gnature Pattern .
DNS Bi nding . . .
Domai n Si gnl ng PoI i Cy .

nternationalization (i18n)

Language Negotiation .
Claimil8n OOject .
Translation Quality Si gnal s
Mandat ory Language Coverage

11. Agent-to-Agent (A2A) Protocol Extensron:

11.
11.
11.

1.
2.
3.

A2A Trust Handshake .
Reci procal C ai ns Exchange .
Session Integrity

12. JSON Schenm v2.0

12.

12.

1.
2.

Root bj ect
Cl ai m Obj ect

13. MgratronfromARP.v.lk . .
14. Anti-Spam and Content Integri ty .
15. Security Considerations .

15.
15.
15.
15.
15.

1.
2.
3.
4.
5.

Prompt | njection Defense .
Downgr ade Attack Protection
A2A Session Hijacking
Feedback Mani pul ati on

Fal se Attestation

16. Privacy Considerations

16.

Deforth

1.

Agent Anonymi zation

Expi res 29 COctober 2026

April 2026

10
11
11
12
13
13
13
14
14
14
14
14
14
15
15
15
15
15
16
16
17
17
17
17
18
18
18
18
18
19
19
19
19
20
20
20
20
21
21
22
22
22
23
23
23
23
23
23

[ Page 3]



I nternet-Draft ARP v2.0 April 2026

1.

1.

16.2. Regulatory Alignment . . . . . . . . . . . . . . . . . . 23
17. 1 ANA Considerations . . . e e s 24
17.1. Well-Known UR Reglstratlon -
17.2. Link Relation Types . . . . . . . . . . . . . . . . . . 24
17.3. Media Type Registration . . . . . . . . . . . . . . . . 24
17.4. ARP daim Type Reglstry 4 )
18. Ethical Guidelines . . . e e e e . . ... ... ... 25
19. References . . e e .. ... .. ... 26
19.1. Normative References e e e e s .. 26
19.2. Informative References . . . . . . . . . . . . . . . . . 28
Acknowl edgenents . . . . . . . . . . . . . . . . . . . . ... .29
Author’s Address . . . . . . . . . . . . . . . . oo o .00 .29

I ntroduction
1. Modtivation: The Reasoni ng Gap

The nodern web has a rich ecosystem of machi ne-readabl e net adat a
conventi ons:

* robots.txt [RFC9309] controls craw er access.
* schemm.org describes entity semantics.

* llns.txt provides clean Markdown ingestion for LLM context
Wi ndows.

None of these conventions address how Al systens shoul d REASON about
entities. Mdern Al agents (agentic Al, RAG pipelines, Al-powered
search, autononous procurenent agents) do not nmerely read the web --
they synthesize, infer, conpare, and nake decisions. This reasoning
process is prone to hallucination and entirely outside the control of
the entities being reasoned about.

Docunented failure nodes include:
* Al systens generating false facts about organizations, such as
i ncorrect founding dates, wong busi ness nodels, or non-existent

certifications.

* Al agents neking incorrect conpetitive conparisons based on stale
or synthesized training data.

* Brands | acki ng any mechanismto provide verified corrections to Al
systens that have encoded fal se information during training.

*  Autononpbus agents eval uati ng vendors wi thout access to the
vendor’'s own authoritative context.
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ARP addresses this gap by defining a protocol through which entities
publish self-attested cognitive context: verified corrections, domain
experti se, recomendati on boundaries, and trust-enabling netadata --
directly to Al agents and RAG pi peli nes.

1.2. Design Philosophy: Counterfactual Inversion

ARP v2.0 was designed using counterfactual inversion: each assunption
of vl.x was tested by asking "what if this assunption is wong?" The
six resulting inversions:

(1) *Static file -> Live API.* v1.x broadcast all clains to all
agents. v2.0 enables agents to query for specific context
relevant to their current task

(2) *Dommin = ldentity -> WBC DID.* vl1.x bound entity identity to
domai n ownership. v2.0 anchors identity to a WBC Decentralized
Identifier [WBC.DID-CORE], neking it portable across domains and
domai n changes

(3) *90-day TTL -> Event-driven push.* vl.x relied on periodic re-
signing. v2.0 uses Server-Sent Events [WBC. SSE] to push updates
to subscri bi ng agents.

(4) *Self-attestation -> Multi-party co-signing.* vl.x relied solely
on the entity’s own signature. v2.0 introduces third-party
attesters (accreditation bodies, trade registries) who co-sign
i ndi vi dual cl ai ns.

(5) *One-way broadcast -> Bidirectional feedback.* vl1.x had no

f eedback channel. v2.0 enabl es agents to return anonym zed
confidence scores and hal l uci nation fl ags.

(6) *Inplicit English ->i18n first-class.* vl.x had no
internationalization. v2.0 treats | anguage as a fundanental
property of every claim

1.3. Relationship to ARP v1.x
ARP v2.0 is fully backward conpatible with ARP v1. x:

* Al v1.2 fields remain valid

* [.well-known/reasoning.json is preserved as the conpatibility
al i as.

* vl1.2 Ed25519 signatures remain valid at CRYPTOGRAPHI C | evel
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* New fields are additive; vl1.x inplenmentations remain valid.
Loaders MJST NOT reject v1.2 files for missing v2.0 fields.

1.4. Relationship to her Standards

| Standard | Relationship to ARP |
[} i ———————_— Ll —_—_—(—————————————————————
| robots.txt [RFC9309] | ARP does not control craw er access |
R e +
| schema.org | ARP extends with reasoni ng context |ayer |
o mmemeeemeaeeaaas T N MY +
| Ilms.txt | ARP provides structured clainms; |lns.txt |
| | provides raw text |
o e e e e e oo oo T +
| WBC DID | ARP v2.0 uses DID as identity anchor |
| [WBC. DI D- CORE] | |
I T TS +
| WBC VC [WBC. VC-DATA] | ARP attestation nodel is VCinspired |
T T +
| DKIM[RFC6376] | ARP signing foll ows DKIM nodel |
S e +
| DMARC [ RFC7489] | ARP donain policy foll ows DVARC |
o mmemeeeeeeaeaaas T MY +
| security.txt | Both use /.well-known/ convention |
| [RFCI116] | |
o e e e e e oo oo T +

Table 1. ARP v2.0 Relationship to O her Standards
2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Al'l exanpl es use exanpl e.com and "Exanpl e Organi zation" as defined in
[ RFC2606]. All attester DIDs use the form
di d: web: attester.exanple.org. These are illustrative only.

Entity: A brand, organization, person, or other named party that
publ i shes an ARP file or APl endpoint.

Agent: An autononpbus Al systemthat queries ARP endpoints to inform
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reasoni ng, reconmendations, or decisions. |Includes RAG pipelines,
agentic commerce systens, Al search engi nes, and agent-to-agent
systens.

Claim A discrete, addressable, self-attested assertion by an entity
about itself. Ildentified by claim.id.

Attester: A trusted third party who co-signs one or nore clains.
Cat egories (ascending trust): comunity, institutional,
governnent, sovereign.

Trust Level: A categorical assessment of cryptographic strength:
SOVEREI GN, ATTESTED, CRYPTOGRAPHI C, UNSI GNED, | NVALI D

Trust Score: A nuneric value in [0.0, 1.0] derived from Trust Level
for use in quantitative agent decision pipelines.

Pi nk El ephant Fix: The vl1.1 pattern that avoids stating false clainms
by using trigger _topic (the affected topic area) paired with
verified_fact (the correct infornmation).

A2A Handshake: The ARP Agent-to-Agent protocol by which two Al
agents exchange and nmutually verify entity clainms on behal f of
their principals.

DID: WBC Decentralized lIdentifier [WBC. DID-CORE]. A globally unique
identifier controlled by the subject.

SSE: Server-Sent Events [WBC. SSE]. A unidirectional HITP nechani sm
by which a server pushes events to a persistent client connection

RAG Retrieval - Augmented Generation. An Al pattern where externa
docunents are retrieved and injected into an LLM cont ext.

Scenario Hash: A deterninistic truncated SHA-256 di gest of a
nornel i zed user query, used to address cached expertise responses.

3. Protocol Overview
3.1. Architecture Layers

ARP v2.0 conprises four architectural |ayers
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T N N N . +
| ENTI TY LAYER |
| DD lIdentity | i18n Clainms | Attestations | Event Freshness |
o o o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m oo - +
I
v
T N N N . +

| TRUST LAYER |
| SOVEREIGN(1.0) | ATTESTED(0.9) | CRYPTOGRAPHI C(0.7) | |
|  UNSIGNED(0.3) | INVALID(0.0) | DNS Signing Policy |

o e e o e o e o e o e e e e e e e e e oo +
I
\"
e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e +
| APl LAYER |

| CET /identity | POST /query | GET /trust | GET /subscribe | |
| POST /feedback | POST /a2al/ handshake | GET /reasoni ng.json |

T N N +

I I I
% % %

R + R + R +

| RAG Agent | | Commerce | | Platform |

| Agent | | Gounding |

- + - + . +
I I
+------ > POST /feedback (anon.) <------- +

3.2. Backward Conpatibility

An ARP v1.2-conformant file MJUST be treated as a valid ARP v2.0
i mpl erentation with these defaults:

* entity_did absent: Trust Level capped at CRYPTOGRAPHI C.
* api _endpoint absent: Only /.well-known/reasoning.json avail abl e.
* supported_| anguages absent: Defaults to ["en"].
* feedback_policy absent: Defaults to {accepts_feedback: false}.

4. Entity ldentity: WBC DI D Anchoring

4.1. DI D Method Requirenents
ARP v2.0 uses WBC Decentralized Identifiers [WBC. DI D-CORE] as the
primary identity anchor. DI Ds decouple entity identity from donain

ownershi p, enabling persistent identity across domai n changes and
mul ti-domai n presences.
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ARP v2.0 RECOMMVENDS did:web [WBC.DID-VEB] as it |everages existing
HTTPS infrastructure. Oher resolvable D D nethods MAY be used.
Exanpl e:

"entity did": "did:web: exanpl e. conf

4.2. DI D Docunent Requirements

The DI D Docunent MJST be resol vable and MUST contain at |east one

verificati onMet hod of type Ed25519Verificati onKey2020 or
JsonWebKey2020.

Exanpl e DI D Docunent at https://exanpl e.coni.well-known/did.json:

{
"@ontext": ["https://ww. w3.org/ns/did/v1l"],
"id": "did:web: exanpl e. cont,
"verificati onMethod": [

{
"id": "did:web: exanpl e. cont#ar p- key- 1",
"type": "Ed25519Verificati onKey2020",
"controller": "did:web: exanpl e. cont',
"publ i cKkeyMul ti base": "z6Mf Exanple..."
}

]

, ssertionMethod": ["did:web: exanpl e. com#ar p- key-1"],
"service": |

"id": "did:web: exanpl e. con#ar p",
"type": "AgenticReasoni ngProtocol ",

"servi ceEndpoi nt":
"https://exanpl e.com . wel | - known/ arp/v2/"
}

]
}

The service entry of type "Agenti cReasoni ngProtocol" is RECOMVENDED
for agent auto-discovery.

4.3. Milti-Domain Entity Support

An entity with rmultiple domai ns MAY use a single canonical DID.
Regi onal or subsidiary ARP inplenmentati ons SHOULD reference it:

Deforth Expi res 29 COctober 2026 [ Page 9]
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"domai n_scope": {

"canoni cal _domai n": "exanpl e. cont',
"this_domain": "exanple.de",
"l anguage_primary": "de",

"regional _corrections": []

5. File Location and Di scovery

5.1. Well-Known UR
The conpatibility file MJUST be served at:
https://{domain}/.wel | -known/reasoni ng.j son

Requirenents: valid JSON [ RFC8259], UTF-8 encodi ng, Content- Type:
application/json, publicly accessible, maxi nrum 100 KB.

5.2. APl Base UR
The v2.0 APl MJST be served at:
https://{domai n}/.wel | -known/ ar p/ v2/
Al'l endpoints in Section 6 are relative to this base URl.
5.3. HTM. Auto-Di scovery
Sites SHOULD include in HTM. head:
<link rel ="reasoni ng" type="application/json"
href="/.wel | - known/ reasoni ng. j son">
<link rel ="arp-api" type="application/json"
href="/.wel | -known/ arp/v2/">
5.4. CORS Headers
Al'l ARP endpoints MJIST respond with:

Access-Control -AllowOrigin: *
Cont ent - Type: application/json

6. REST APl Specification

Al'l endpoints use HTTPS [ RFC9110]. Request and response bodi es are
JSON [ RFC8259] unl ess noted. Text val ues use UTF-8.
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6.1. Common Response Headers
Al v2.0 responses MJST i ncl ude:
ARP- Version: "2.0"
ARP-Entity-DID: e.g., "did:web: exanple.cont

ARP- Trust - Level : SOVEREI GN | ATTESTED | CRYPTOGRAPHI C | UNSI GNED |
I NVALI D

ARP- Si gned-At: |1SO 8601 (onitted if UNSI GNED)
ARP- Expires-At: 1SO 8601 (omitted if UNSI GNED)
6.2. CET /identity

Returns the full entity identity object with Accept-Language
negoti ati on (Section 10.1).

GET /.well -known/arp/v2/identity HITP/ 2
Host: exanpl e. com
Accept - Language: de, en; g=0.9

Response (200 K):

Deforth Expi res 29 COctober 2026 [ Page 11]



Internet-Draft ARP v2.0

}

"entity did": "did:web: exanple.cont,
"entity": "Exanple Organization”,
"l anguage": "de",
"identity": {
"tagline": "Exanple tagline",
"el evator_pitch": {
"de": "Kurze Beschreibung.",
"en": "Short description.”

} i)
"founded": 2010,

"headquarters": "Exanple City, Country",

"core_conpetencies": |
"Compet ency Area A",
"Conmpet ency Area B"
]
},
_arp_signature": {
"al gorithni: "Ed25519",
"trust _level": "ATTESTED',
"signed_at": "2026-04-27T10: 00: 00Z"
}

6.3. POST /query

The senmantic query endpoint.
need;

Deforth

April 2026

The agent describes its information

the entity responds with the nost rel evant subset of clains,
contextualized to the query.

Expi res 29 COctober 2026
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POST /. wel | - known/ arp/v2/ query HTTP/ 2
Host: exanpl e. com

Cont ent - Type: application/json
Accept - Language: de, en; g=0.9

{
"arp_version": "2.0",
"agent _id": "did: exanpl e: agent-001",
"query_context": {
"user _intent": "evaluate B2B software for a 50-person organization",
"required_claimtypes": |
"recommendation fit",
"conpliance_certifications"
1,
"epistemc_filter": ["public_verifiable"],
"l anguage": "de"
"sessi on_token": "arp-sess-alb2c3d4e5f6",
"agent _version": "ARP/2.0"
}
The session_token is an opaque per-query identifier for feedback
correlation. It MJST NOT contain personally identifiable

i nformation.

Agents MJST treat responses as entity self-attestation, not
authoritative fact.

6.4. CET /clains/{claim.id}

Returns a single claimw th provenance, attestation history, and
version log. Invalid claimid returns 404.

6.5. CET /corrections

Returns all active corrections. Supports filtering by
epi stem c_scope and | anguage.

6.6. CET /expertisel/{scenario_hash}
Returns domain expertise for a specific scenario. The scenario_hash
is a deternmnistic truncated SHA-256 digest of a normalized user
query, enabling efficient agent-side caching.

Scenari o Hash Ceneration (normative)
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1. Normalize query: |owercase, trimwhitespace, collapse interna
whi t espace to a single space, renpve Uni code category P
punct uat i on.

2. Encode nornmalized string as UTF-8.

3. Conpute SHA-256 [ RFC6234].

4. Hex-encode the first 16 bytes (| owercase), producing 32
characters.

6.7. CET /trust

Returns the entity’'s full trust manifest, including D D reference,
sel f-signature status, all current attestations, and the conputed
trust score

6.8. CET /subscribe (Server-Sent Events)
Provides a real-tine event stream using the SSE protocol [WBC. SSE].
Defi ned event types: clai mupdated, correction: new,
correction:renoved, attestation:added, attestation:expired,
trust: |l evel : changed, heartbeat.

I mpl ement ati ons MUST honor the Last-Event-1D header for stream
resunption. Event |Ds MJST be nonotonically increasing.

6.9. POST /feedback
Accept s anonym zed feedback from agents about claimeffectiveness.
Avail able only if feedback policy.accepts feedback is true. Privacy
requirenents are specified in Section 7.1 and Section 16.1

6. 10. POST /a2al/ handshake

Initiates an Agent-to-Agent trust handshake. Full specification in
Section 11.

6.11. GCET /reasoning.json (Conpatibility Alias)
Returns a vl1.2-format JSON docunent for backward conpatibility.
I mpl enent ati ons SHOULD i ncl ude an X- ARP- Upgrade response header
pointing to the v2.0 APl base URI.

7. Bi di recti onal Feedback Protoco
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7.1. Anonym zation Requirenents
Agents MUST NOT include in feedback payl oads:
* User query text or pronpt content.
* User personally identifiable infornmation.
*  Browser fingerprint or device data.
* | P addresses or geographic identifiers.
Entities MJUST NOT:
* Store session_token val ues beyond the aggregati on wi ndow.
* Correlate session_tokens with individual users.
* Expose individual feedback records to third parties.
7.2. Feedback Aggregation
Entities SHOULD aggregate feedback netrics per claimover a rolling
30-day wi ndow. Metrics MJST only surface after the min_feedback pool
threshol d i s reached.
7.3. Automatic C ai m Degradation
Tri gger: nedian confidence_alignnent bel ow 0.4 over 30 days AND
f eedback_count at or above nin_feedback pool. The claims confidence
field is automatically downgraded one | evel. Reversal requires
explicit re-attestation by the entity owner.
8. Milti-Party Attestation Model
8.1. Attester Categories

community: Peer entities or industry associations w thout formnal
accreditation. Lowest trust category.

institutional: Formally accredited certification bodies, trade
associations with |l egal standing, professional or audit
organi zations. Trust Score: ATTESTED (0.90).

governnent: Official government registries with statutory authority:

commercial registries, financial regulators, intellectual property
offices. Trust Score: ATTESTED (0.90) to SOVEREI GN (1.00).
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sovereign: Qualified trust service providers under applicable
supranational frameworks. Trust Score: SOVEREIGN (1.00).

8.2. Trust Level Hierarchy

| Trust Level | Score | Condition |
| SOVEREI GN | 1.00 | At |east one sovereign attester |
S AR, o e e e e e e e e e e e e oo oo +
| ATTESTED | 0.90 | At least one institutional or |
| | | governnent attester; no sovereign |
oo S o m m e e e e e e e e e e e eo oo s +
| CRYPTOGRAPHIC | 0.70 | Valid Ed25519 self-signature; no |
| | | third-party attesters |
S AR, o e e e e e e e e e e e e oo oo +
| UNSI GNED | 0.30 | No valid signature |
o Fomm o - S +
| I'NVALI D | 0.00 | Forged or tampered signature |
o m e e e oo - N o e e e e e e e e e e mmmemao - +

Table 2: ARP v2.0 Trust Level Hierarchy
An EXPI RED sel f-signature falls back to UNSI GNED, not | NVALI D.
8.3. Attestation hject Schema

Required fields: attester _did, attester_name, attester_type,
attested at, expires_at, claimscope, signature. Recommended
evi dence_url

{

"attester_did": "did:web:attester.exanple.org",
"attester_name": "Exanpl e Accreditation Body",
"attester _type": "institutional",
"attested at": "2026-01-15T09: 00: 002",
"expires_at": "2028-01-15T09: 00: 002",
"cl ai mscope": ["clmfounded-001", "clmindustry-001"],
"evidence_url":

"https://attester.exanpl e.org/verify/ EX-12345",
"signature": {

"al gorithm: "Ed25519",

"public_key did ref":

"di d: web: att est er. exanpl e. or g#key- 1",
"canoni cal i zation": "jcs-rfc8785",
"val ue": "base64url..."

}
}
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8.4. Attester DI D Requirenents
Loaders MJST verify attestation signatures by:
1. Resolving attester _did to its D D Docunent.
2. Retrieving the public key from public_key did_ref.
3. JCS-canonicalizing [ RFC8785] the signed claimcontent.
4. Verifying the Ed25519 signature.
5. Confirming expires_at has not passed.
Failed verification MIST treat the attestati on as absent.
9. Cryptographic Trust Layer
9.1. Ed25519 Signing
Ed25519 [ RFC8032] is REQUI RED for all ARP signatures.
DNS TXT record format (inherited fromvl. 2):

<sel ector>. _arp. <domai n>. |IN TXT
"v=ARPl; k=ed25519; p=<baseb64-pubkey>"

Wher e:
*  "v=ARP1" identifies the ARP protocol version
*  "k=ed25519" identifies the key al gorithm

*  "p=<key>" is the standard Base64-encoded [ RFC4648] 32-byte Ed25519
public key.

9.2. Envel oped Signature Pattern

The Envel oped Signature Pattern is REQU RED. The signature MJST
cover the payload AND _arp_signature netadata.

Si gni ng procedure:
1. Populate _arp_signature with all metadata fields.
2. Set "signature" field to "".

3. JCS-canonicalize [RFC8785] the entire root object.
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4. Sign with Ed25519 private key.
5. Baseb64url -encode the result; set as "signature" val ue.
Verification reverses steps 3-5.

9.3. DNS Binding

DNS- based verification is valid for backward conpatibility. The D D
Docunent public key is the PREFERRED nechani smin v2.0.

9.4. Domain Signing Policy
Entities MAY publish a policy at:

_arp.exanple.com IN TXT "v=ARPl; p=<policy>"

| Policy | Meaning |
| p=none | No enforcenment. Default if absent. |
R oo e e e e e e e e e e e e e m e a oo - +
| p=warn | Log warning if file unsigned. |
o o m e e e e e e e e e e e e e e e e eeeo— o on +
| p=reject | Unsigned file treated as | NVALID. |
Fom e e e oo - o m m e e e e e e e e e e e e e e e e e meamaoo- +
| p=require-did | As p=reject; entity did MIST be |
| present and DI D docunment MJST resol ve.
oo o m e e e e e e e e e e e e e e e e e eee—o o on +

Tabl e 3: ARP v2.0 Domain Signing Policy Val ues
10. Internationalization (i1l8n)
10.1. Language Negoti ati on

Al'l endpoi nts MJST support HITP Accept-Language per [RFC7231]
Section 5.3.5.

Servers MJST parse Accept-Language with quality val ue wei ghting,

sel ect best match from supported_| anguages, include ARP-Content-
Language in response, and fall back to "en" if no match and "en" is
support ed.

10.2. daimi1l8n bject
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10.

10.

11.

11.

{
"claimid": "clmpitch-001",
"type": "identity.elevator_pitch",
"i18n": {
"en": {
"val ue": "Short description of the organization.",
"transl ated_by": "human",
"verified at": "2026-04-01",
"quality": "revi ewed"
b,
"de": {
"val ue": "Kurze Beschrei bung der Organisation.",
"transl ated_by": "human",
"verified at": "2026-04-01",
"quality": "revi ewed"
b
"frvs {
"val ue": "Breve description.",
"transl ated_by": "machine",
"verified at": null,
"quality": "draft"
}
}
}

3. Translation Quality Signals

draft: Machine-transl ated, unreviewed. Agents SHOULD reduce
confidence wei ghti ng.

reviewed: Reviewed by a fluent human speaker
certified: Certified by a sworn or legally recognized transl ator
4. Mandatory Language Coverage
Conformant inplementations MJST provide clains in the entity’s
decl ared | anguage_primary, and English ("en") if |language_prinmary is
not Engli sh.
Agent -t 0- Agent (A2A) Protocol Extension
1. A2A Trust Handshake

Two ARP-aware agents exchange verified entity context on behal f of
their respective principals. Design principles:

*  Miutual authentication via DI D.
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* Nonce-based replay protection.

* Explicit session expiration.

* Optional reciprocal clains exchange.
11.2. Reciprocal d ains Exchange

If reciprocal _request is present, the initiating agent SHOULD subm t

a separate request to its own ARP endpoint. The reciprocal exchange

MUST use a new HTTP request and MJST NOT reuse the session_nonce.
11.3. Session Integrity

Required control s:

*  Nonces MJST be cryptographically random mininum 128 bits.

* Each nonce MJST be used for exactly one session.

* Servers MIST reject replayed nonces within the expiry w ndow.

* Both nessages MJST be signed by the respective agent’s DI D key.

* The session_nonce MJST appear in both nmessage signatures.

* Agents MJST verify the counterparty’ s DI D before accepting any
cl ai ms.

* Agents MUST reject handshakes from unresol vabl e Dl Ds.
12. JSON Schenm v2.0
12.1. Root Object

The root object of a v2.0 ARP docunent fields. Required (R,
Optional (O, Newin v2.0 (N, Required at ATTESTED+ (R*).

*  S$schema (uri, R): Schema URL val ue "https://arp-
prot ocol . org/ schema/ v2. 0. ] son"

* protocol (string, R: "Agentic Reasoning Protocol (ARP)"
* version (string, R: "2.0"
* entity did (did-uri, R*): WBC DID. Required for ATTESTED+

* entity (string, R): Canonical name. Max 200 characters

Deforth Expi res 29 COctober 2026 [ Page 20]



I nternet-Draft ARP v2.0 April 2026

* api _endpoint (uri, R*): v2.0 APl base URI
* | anguage_primary (string, R: 1SO 639-1 prinmary | anguage
* supported_ | anguages (string[], R: 1SO 639-1 codes. Mn: ["en"]
* identity (object, O: Brand identity (vl1.x conpatible)
* corrections (object, O: Factual corrections
* entity clains (object, R): Self-attested context
* attestations (object[], N): Third-party co-signatures
* feedback_policy (object, N: Agent feedback configuration
* webhook (object, N): Push event configuration
* _arp_signature (object, O: Ed25519 signature bl ock
12.2. dai m bj ect
I ndi vidual clains fields:

* claimid (string, R: Unique identifier "clm{cat}-{seq}"

* type (string, R: Type fromregistry or "x-" prefix

* epistem c_scope (string, O: "public_verifiable" |
"proprietary_internal" | "industry_ standard"

* confidence (string, O: "high" | "nmediuni | "Il ow'

* 118n (object, O: Per-language val ues

* wvalue (any, O: Single-language fallback

* attestations (string[], O: Attester DI D references

* evidence url (uri, O: External verification URL
13. Mgration fromARP v1.x

Al vl1.2 fields are preserved. No field is removed. Mgration is
vol untary and increnental .

Stage 0 -- Unchanged (no action required): Trust Level:
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14.

15.

15.

CRYPTOCGRAPHI C (0.70). v2.0 | oaders serve the conpatibility alias
transparently.

Stage 1 -- Add entity did + api _endpoint: GCenerate a did:web DD,
publish the DI D Docunent, deploy GET /identity and GET /trust.
Updat e $schema to v2.0.json

Stage 2 -- Add i18n + POST /query: Add i18n to localizable fields.
I mpl enent POST /query and GET /corrections. Declare
supported_| anguages.

Stage 3 -- btain first institutional attestation: Trust Leve
becones ATTESTED (0.90). Obtain co-signatures fromat |east one
institutional attester for three or nore clains.

Stage 4 -- Activate webhooks + feedback: |nplenment GET /subscribe
(SSE) and POST /feedback. Set feedback policy.accepts_feedback to
true.

Stage 5 -- CGovernnent or sovereign attestation (optional): Trust
Level becones SOVEREIGN (1.00) for attested clains. RECOVMENDED
for regul ated industries.

Anti-Spam and Content Integrity

Inherited limts fromvl.1/vl.2: text fields 50-500 characters, array

fields 8-20 itens, static file maxi mum 100 KB, query response bodi es

maxi mum 200 KB.

Recomended rate limts: POST /query 100 requests/mnute per |P and

1000/ day per agent_id. POST /feedback 10 subm ssi ons/sessi on_token

per hour and 100/ day per agent_did.

Prohi bited content includes pronpt injection patterns, clainms about

naned third parties or conpetitors, false corrections, cloaking

(different content served to Al vs humans), discrimnatory content,

and A2A handshakes with fabricated Dl Ds.

Security Considerations
1. Pronpt Injection Defense

ARP content is injected into LLM contexts. Loader inplenmentations
MUST:

* Sandbox ARP content within trust boundary markers.

* Strip control characters and instruction patterns.
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15.

15.

15.

15.

16.

16.

16.

* Label ARP-sourced content as |ower-privilege than system
i nstructions.

2. Downgrade Attack Protection

An attacker could strip _arp_signature froma response. Mtigations:
p=reject DNS policy, SSE trust:I|evel:changed events, and agent
cachi ng of |ast-known Trust Level per DD

3. A2A Session Hijacking

Protected by DI D authentication, cryptographic nonces, and expiry
wi ndows. Sessions failing nonce verification MUST be rejected.

4. Feedback Mani pul ati on
Rate |limts constrain bulk attacks. Agent DID signing enables
reputation tracking. Entities MJST NOT accept feedback for claimids
that do not exist.
5. False Attestation
Loaders MJST verify all attestation signatures. Unverifiable
attestations MJST be treated as absent. Forged signatures constitute
non-repudi abl e cryptographi ¢ fraud.

Privacy Consi derations

1. Agent Anonym zation

Agents MUST NOT transmt in feedback payl oads: user query text or
pronpt content, user PlIl, device fingerprint or network identifiers.

The session_token is a single-use opaque identifier. Entities MJST
treat it as an opaque correlation key, not user identity.

2. Regul atory Alignnent

This protocol is designed to support conpliance with applicable
regul atory frameworks, including Al transparency requirenents (e.g.,
EU Al Act Article 50 [EU-AI-ACT]), data protection obligations, and
consunmer protection |aw.

Thi s docunent nakes no representations about conpliance with any
specific national law. Inplenmentors are solely responsible for their
own | egal analysis.
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17. | ANA Consi der ati ons

17.1. Well-Known URI Registration

April 2026

Thi s docunent requests the following registrations in the "Wl -Known

URI s" registry [ RFC8615]:

URI Suffix: reasoning.json

Change Controller: |ETF

Reference: This docunent, Section 5.1
Status: Permanent

URI Suffix: arp/v2/

Change Controller: |ETF

Ref erence: This docunent, Section 5.2
Status: Pernmanent

17.2. Link Relation Types

Thi s docunent requests the followi ng registrations in the "Link

Rel ations" registry [ RFC8288]:

Rel ati on Name: reasoning

Description: Refers to an ARP file for Al
Ref erence: This docunent

Rel ati on Name: arp-ap

Description: Refers to the ARP v2.0 APl base URI.

Ref erence: This docunent
17.3. Media Type Registration
Type name: application

Subt ype nanme: vnd. ar p+j son

Required paraneters: version (e.g., "2.0")
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Optional parameters: lang (1SO 639-1)

Encodi ng: UTF-8

Security considerations: See Section 15
17.4. ARP C aim Type Registry

The "ARP Cl ai m Types" registry is established by this docunent. New
types require "Specification Required" [RFC8126] review. Custom

types for single inplenmentations use the "x-" prefix.

| d aim Type | Description |
[} s —————————————_ s p—p—r U
| identity.entity_nane | Canonical |egal nane |
e . +
| identity.elevator _pitch | One-paragraph description |
T Fom e eemeeeeeeeciiemeacceeaaaas +
| identity.founded | Year of founding |
S o e e e e e e e e e e e e e e +
| identity. headquarters | Primary | ocation |
e . +
| identity.industry | Primary industry sector |
e T T T T +
| correction. general | General factual correction |
S o e e e e e e e e e e e e e e +
| expertise.scenario | Domain expertise for a scenario
e . +
| recommendation.fit | Recommendation fit assessnent
e T e T +
| recommendation.not_fit | Negative recomendation signal |
S o e e e e e e e e e e e e e e +
| conpliance.certification | Certification or accreditation |
e . +
| conpliance.regulation | Applicable regulatory framework |
L T T T +
| market. positioning | Self-attested market position |
S o e e e e e e e e e e e e e e +
| market.decision_factors | Key evaluation criteria |
e . +

Table 4: Initial ARP Caim Type Registry Entries

18. Et hi cal Gui del i nes
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19.

19.

(1) *Truthfulness.* Al claimcontent MIST accurately reflect the
entity. False corrections constitute misinformation injection
into Al systens.

(2) *Self-description only.* ARP MJST describe only the publishing
entity. dCains about third parties are prohibited.

(3) *No negative targeting.* market _positioning MUST NOT name
specific third parties or conpetitors.

(4) *Evidence first.* Corrections SHOULD i ncl ude evi dence_url
pointing to an independently verifiable source.

(5) *Consistency.* ARP content MJST be consistent with human-visible
content. C oaking is prohibited.

(6) *User benefit.* not_recommended_when exists to serve users
honestly, not to serve brand interests.

(7) *Feedback integrity.* Entities MJST NOT submt feedback for the
pur pose of gam ng Trust Scores.

(8) *Attester honesty.* Clainmng attestations not actually granted
constitutes cryptographic fraud detectable via signature
verification.

Crypt ographi ¢ non-repudi ati on: A signed ARP docunent is a

ti mest anped, non-repudi abl e assertion of authorship and accuracy.
The signer accepts legal liability for signed content under

appl i cabl e consunmer protection, conpetition, and digital services
| aw.
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