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Abst ract

Thi s docunent specifies the Agentic Reasoning Protocol (ARP), a

I i ght wei ght nechani sm for cryptographically bindi ng machi ne-readabl e
entity clains to domain ownership via DNS TXT records. ARP enables
Al agents and Retrieval - Augnented Generation (RAG pipelines to
verify that structured data published on a donmain was authorized by
the domai n owner, preventing narrative injection and entity spoofing
in generative search systens.

ARP uses Ed25519 digital signatures [RFC8032], JSON Canonicalization
Schene (JCS) [RFC8785], and DNS TXT records to establish a chain of
trust anal ogous to Donmai nKeys ldentified Mail (DKIM [RFC6376] but
designed specifically for the verification of senmantic entity data
consumed by aut ononmpus Al agents.

Status of This Meno
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provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 20 Cctober 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The proliferation of Large Language Mddel s (LLMs) and Retrieval -
Augnent ed Generation (RAG systens has fundanmentally altered how
information is discovered, synthesized, and presented to users.
Unlike traditional search engines, which return ranked |ists of
hyperlinks for human eval uati on, generative search engi nes produce
direct synthesized answers by extracting and conpressing data from
mul ti pl e web sources

This architectural shift creates a critical trust gap: generative
engi nes heavily weight structured data signals (JSONLD, senantic
HTM., Schena. org markup) when sel ecting sources for citation, but
currently have no mechanismto verify that such structured data was
actual ly authorized by the domain owner. Any actor can publish well -
fornmed structured data on any domain they control, potentially

poi soni ng the know edge graph of Al systens with fabricated entity
clains, false product information, or conpetitor sabotage.

The Agentic Reasoning Protocol (ARP) addresses this gap by providing
a DNS-anchored cryptographic verification mechani sm anal ogous to DKIM
[ RFC6376] for email. ARP enables any consum ng systemto verify the
provenance and integrity of nachine-readable entity clains before

i ncorporating theminto synthesized responses.

1.1. Design Goals
Li ghtweight Verification requires only a DNS TXT | ookup and a single
Ed25519 signature verification. No PKlI infrastructure,
certificate chains, or external services are required
DNS- Anchored Trust is rooted in the existing global DNS
infrastructure, |everaging the sane anchor used by DKIM SPF, and
DVARC

Agent - Native The protocol is designed for consunption by autononous
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Al agents and automated craw ers, not human users.

Sel f-Contai ned The signed payl oad and verification nmetadata are co-
|l ocated in a single JSON file, mnimzing the nunmber of network
requests required for verification

Domai n-Bound Entity claims are cryptographically bound to a specific
domai n, preventing cross-donain replay attacks.

Qpen The protocol is fully specified in this docunent and requires
no proprietary software or services.

Changes from draft-deforth-arp-00

* SECURITY: Canonicalization now excludes only the signature field,
not the entire _arp_signature block. This cryptographically binds
expires_at, signed at, and dns_selector to the payl oad, preventing
zonbi e payl oad attacks (Section 6).

*  SECURI TY: Added REQUI RED "domai n" field to the payl oad, binding

entity clains to a specific origin domain and preventing cross-
dommi n replay attacks (Section 5.2).

* SECURITY: Renmoved "dns_record" field fromthe signature bl ock
Verifiers MJST construct the DNS query nanme fromthe retrieva
domai n, not fromuntrusted JSON data (Section 9).

* SECURITY: Cross-domain signing now uses DNS CNAME del egati on,
mai nt ai ni ng DNS sovereignty (Section 12.6).

*  BCP 190: Changed well-known | ocation from/reasoning.json to

/. wel | - known/ reasoni ng.j son per RFC 8615 (Section 5.1).

* | ANA: Added registration request for _arp underscored node nane
per RFC 8552 (Section 13).

* | ANA: Added registration request for "reasoning.json" well-known

URI suffix per RFC 8615 (Section 13).

* NEW Added CORS requirenments for browser-based verifiers
(Section 5.1).

*  NEW Added HTTP redirect handling requirements (Section 8.2).

* NEW Updated key rotation guidance to account for cached payl oads
(Section 10).
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*  NEW Added di scussion of JW5 as future envel ope option
(Section 12.7).

* NEW Added keypair separation guidance for nulti-protoco
depl oynents (Section 12.8).

* NEW Added Donmin Signing Policy for downgrade attack protection
via DNS TXT (Section 12.9).

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Entity The brand, organi zation, person, or concept described by an
ARP payl oad.

Entity Cainms Mchine-readable self-attested statenments published by
the entity about itself, including identity netadata, factua
corrections, dommin expertise, and content policies.

Reasoni ng Payl oad A JSON docunent containing the entity clains and
associ ated verification netadata. Served at the well-known URL
path "/.well-known/reasoning.json"” on the entity s domain.

Signer The party that holds the Ed25519 private key and produces the
signature. This SHOULD be the donmin owner or an entity
explicitly authorized by the domain owner via DNS del egation

Verifier Any systemthat retrieves the reasoni ng payl oad and
val i dates the signature agai nst the DNS-published public key.
Typical verifiers include Al agents, RAG pipelines, and search
engi ne craw ers.

DNS Sel ector A label used to construct the DNS TXT record narme,
enabling nultiple keys on the sane domain (e.g., for key rotation
or multi-tenant configurations).

Retrieval Domain The domain fromwhich the verifier originally
requested the reasoni ng payl oad, before any HTTP redirects. This
is the authoritative domain for DNS verification
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3. Protocol Overview
The ARP verification flow consists of four phases:

Phase 1 - Key Registration The donain owner generates an Ed25519
keypair [RFC8032] and publishes the public key as a DNS TXT record
under a wel | -known subdomai n: <sel ector>._arp. <domai n>

Phase 2 - Payl oad Construction The domain owner constructs a
reasoni ng payl oad containing entity clainms, identity netadata,
content policies, and a REQUI RED "donmi n" field that binds the
payl oad to the publishing donain.

Phase 3 - Signing The payload is canonicalized using JCS [ RFC8785].
The canonical i zation excludes only the "signature” field within
the _arp_signature block; all other signature netadata
(expires_at, signed at, dns_selector) is included in the signed
data. The canonical formis signed with the Ed25519 private key.

Phase 4 - Verification A consum ng Al agent retrieves the reasoning
payl oad, confirns the "domain" field matches the retrieval domain,
extracts the DNS sel ector, queries the correspondi ng DNS TXT
record for the public key, and validates the Ed25519 signature.

4. DNS TXT Record Format
4.1. Record Name

The DNS TXT record MUST be published at:

<sel ector >. _arp. <domai n>

where <selector> is a case-insensitive ASCI| string matching the

pattern [a-zA-Z0-9. -]+ and <domain> is the fully qualified domain

nane of the entity. The default selector value is "arp", yielding
the record nane:
arp. _arp. exanpl e. com

4.2. Record Val ue

The TXT record value MJST be a senmicolon-delinmited string of
tag=val ue pairs. The follow ng tags are defi ned:
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| Tag | Required | Description |
[ gttt gy lf e p—p—p—p—p—(——————————————(——(——(—————
| v | REQUI RED | Protocol version. MJST be "ARP1". |
e Focmnnaaann O +
| k | REQU RED | Key algorithm MJST be "ed25519" |
Hommm- R Fem e m e e eemeeeeieeieeccicemeaccaeaaaas +
| p | REQUI RED | Base64-encoded raw Ed25519 public key |
| | | (32 bytes, 44 characters encoded). |
+----- TS o e m e e e e e e e e e e e e mo oo +
| t | OPTIONAL | Unix tinmestanp of key publication |
demenn Ry Tt +
| x | OPTIONAL | Unix timestanp of key expiration. |
Fomm - - Fomm oo - o m e e e e e e e e e e e e e emamao - +
Table 1
Exanpl e:

v=ARP1; k=ed25519; p=MCowBQYDK2VwAyEA. .
4.3. Miltiple Keys

A dormai n MAY publish nultiple ARP TXT records using different
selectors (e.g., "arp" and "arp2026qg3"). This supports key rotation
wi t hout service interruption.

4.4. Key Size Constraints

Ed25519 public keys are 32 bytes (44 characters in Base64). This
fits within the 255-byte DNS TXT record string limt defined in
[ RFC1035] Section 3.3.14.

4.5. Cross-Domain Del egation

When an authorized third party (e.g., a consultancy) signs a
reasoni ng payl oad on behal f of a domain owner, the domai n owner MUST
del egate trust via a DNS CNAME record:

arp. _arp.client.com CNAME arp._arp.agency.com

Thi s nmaintains the absolute sovereignty of the DNS trust anchor: the
domai n owner explicitly authorizes the del egation, and the verifier
al ways queries the retrieval domain’s DNS nanmespace first. The
verifier follows the CNAME transparently and retrieves the del egated
public key.
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This nodel mirrors DKIM s del egati on approach and prevents attackers
from pointing unsigned JSON fields at arbitrary DNS records.

5. Reasoni ng Payl oad

5.1. File Location and Di scovery

The reasoni ng payl oad MJUST be served at the well-known URL defined in
[ RFC8615] :

https:// <domai n>/ . wel | - known/ r easoni ng. j son
I mpl ement ati ons MAY additionally serve the payload at alternative
pat hs provided the well-known URL al so exists. Alternative paths MAY

be advertised via:

* A <link> elenment in the HTM. head: <link rel ="reasoni ng"
href ="/.wel | - known/ r easoni ng. j son" >

* Areference in the site’s /lIns.txt file.

* A Reasoning-Json directive in robots.txt.

The file MJUST be served with Content-Type: application/json

Servers SHOULD i nclude the HTTP header Access-Control-AlowOigin: *
when serving the reasoni ng payl oad, to enable verification by
browser-based Al agents, extensions, and verifiable-credentia
wal | ets that operate under Cross-Oigin Resource Sharing (CORS)
restrictions.

5.2. Required Fields

The reasoni ng payl oad MUST contain the follow ng top-level fields:
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5. 3.

Field | Type | Description |
[ e ————— Ll ————— s —p—_—_———————————(———(—(—————— L
$schema | URI | MJST reference the ARP JSON Scherma |
| | [ ARP- SCHEM] . |
--------------- T
pr ot ocol | string | MJUST be "Agentic Reasoning Protocol |
I | (ARP)". I
--------------- T
ver si on | string | Semver-conpatible version string |
| | (e.g., "1.2"). |
--------------- T
domai n | string | REQURED. The fully qualified |
| | dormain name that is authoritative |
| | for these entity clains. Verifiers
| | MJUST confirmthis matches the |
| | retrieval donmain (Section 8). |
--------------- T
entity | string | Canonical nane of the entity (nmax |
| | 200 chars).
--------------- T

entity_clainms | object | MJST contain at mnimma |
| | "fram ng_context" string. |

Table 2

Optional Sections

The payl oad MAY i ncl ude:

*

*identity:* Brand identity, tagline, core conpetencies, enotiona
resonance attributes, and di sanbiguation entries
("not _to_be confused with").

*corrections:* Verified factual corrections for known Al
hal I uci nati ons about this entity, each with trigger_topic,
verified_fact, evidence_url, and epistem c_scope.

*verification:* Audit netadata including auditor identity and
ti mest anps.

*authority:* Trust signals including WKkipedia, WKkidata,
Li nkedl n, Crunchbase URl's, awards, and certifications.

*content _policy:* Al training perm ssions (allowed, allowed-wth-
attribution, disallowed, conditional), citation requirenents, and
verification contact.
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* *diagnhostics:* RAG pipeline telenetry tokens for ingestion
auditing, with transparency statenent.

Canoni cal i zati on

Bef ore signing, the payl oad MJUST be canonicalized according to the
JSON Canoni cal i zati on Scheme (JCS) as specified in [ RFC8785].

Only the "signature" field within the _arp_signature bl ock MJST be
excl uded from canonicalization. Al other fields in _arp_signature
(algorithm dns_sel ector, canonicalization, signed at, expires_at)
are included in the signed data, cryptographically binding the
signature nmetadata to the payl oad.

I mpl enent ati ons MUST:

1. Deep-copy the payl oad object.

2. Renove ONLY the "signature" key fromthe _arp_signature object in
the copy. Al other _arp_signature fields MJST remain.

3. Serialize the nodified copy using JCS [ RFC8785]: keys sorted
| exi cographically, no whitespace, Unicode nornalized per RFC 8785
Section 3.2.2.2.
4. Encode the result as UTF-8 bytes.
Thi s approach prevents "zonbi e payl oad" attacks where an attacker
nmodi fi es unaut henticated netadata fields (e.g., extending expires_at)
whi | e keeping the original signature valid.

Si gni ng Procedure

G ven a conpl ete reasoni ng payl oad and an Ed25519 private key (32
bytes), the signing procedure is:

1. Set payl oad. _arp_signature.algorithm = "Ed25519"
2. Set payl oad. _arp_signature. dns_sel ector = sel ector
3. Set payl oad. _arp_si gnhature.canonicalization = "jcs-rfc8785"

4. Set payl oad. _arp_sighature.signed_at = current UTC tinmestanp
(1SO 8601)

5. Set payl oad. _arp_signhature.expires_at = signed at + TTL

6. payl oad_copy = deep_copy(payl oad)
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7. Renove ONLY "signature" from payl oad_copy. _arp_signature
8. canoni cal = JCS_Canoni cal i ze( payl oad_copy)
9. canoni cal _bytes = UTF8_Encode(canoni cal)

10. signature_bytes Ed25519 Si gn(private_key, canonical _bytes)

11. signature_b64url = Base64url_Encode(si gnhature_bytes) per
[ RFC4648] Section 5, no padding

12. Set payload. arp_signature.signature = signature_b64url
The RECOMMENDED signhature TTL is 90 days.

8. Verification Procedure

8.1. Dommin Binding Check
Bef ore any cryptographic verification, the verifier MJST confirmthat
the "domain" field in the payl oad matches the domain from which the
payl oad was originally requested (the retrieval domain). |If the
val ues do not match, verification MJUST fail with
FAI L_DOVAI N_M SMATCH

8.2. HITP Redirect Handling
When the verifier encounters HITP redirects (301, 302, 307, 308)
while retrieving the reasoni ng payl oad, the verifier MJST base the
DNS query and donai n- bi ndi ng check on the original requested donain,
NOT the final domain in the redirect chain. This prevents
verification bypass via open redirect vulnerabilities.

8.3. \Verification Al gorithm

The conplete verification algorithmis:

1. Record the original retrieval domain before follow ng any
redirects.
2. Retrieve the payload fromthe well-known URL.

3. Extract sig_block = payl oad. _arp_signature
4. Val i date sig _block contains all REQUI RED fields (Section 9)

5. Check: payl oad.domain == retrieval _domain. |If msmatch: FAIL
(FAI L_DOVAI N_M SNVATCH)
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11.
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13.

14.

15.

16.

17.

2026

Check: sig_block.expires_at > current_time. |f expired: FAIL

(FAI L_EXPI RED)

Construct DNS nane: sig_block.dns_selector + ". arp." +
retrieval _domain

Query DNS TXT record at constructed nane

Parse TXT record value; extract p= tag (public key). |If no

record: FAIL (FAIL_NO DNS)
payl oad_copy = deep_copy(payl oad)
Renove ONLY "signature" from payl oad_copy. _arp_signature

canoni cal = JCS _Canoni cal i ze(payl oad_copy)

canoni cal _bytes UTF8_Encode( canoni cal )
si gnature_bytes = Base64ur| _Decode(si g_bl ock. si ghature)
public_key bytes = Base64_Decode(dns_public_key val ue)

result = Ed25519 Verify(public_key bytes, signature_ bytes,
canoni cal _byt es)

If result == valid: PASS. |If invalid: FAL (FAIL_INVALID)

8.4. Verification Result Codes

Deforth

| Code | Description |
[S oo bl s oo o e s o}
| PASS | Domain matches, DNS key found, |
| | signature valid, not expired. |
g S +
| FAI L_NO_ARP | No _arp_signature block in [
| | payl oad. |
T o e e e e e e e e e e e e e o m o +
| FAIL_DOVAI N M SMATCH | The "donmai n" field does not match

| | the retrieval donain. |
g S +
| FAI L_NO_DNS | No DNS TXT record at |
| | selector._arp.domain. |
T o e e e e e e e e e e e e e o m o +
| FAI L_EXPI RED | Signature expired (expires_at < |
| | current tine). |
g S +
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| FAIL_I NVALI D | Ed25519 signature verification |
| | failed. |

| FAIL_UNSI GNED_POLICY | No _arp_signature present, but |
| | domai n publishes p=reject policy.

Table 3
Si gnature Bl ock For mat

The _arp_signature block is a JSON object enbedded in the reasoning
payl oad with the follow ng fields:

REQUI RED | string Sel ector | abel for DNS |
| | TXT | ookup (rmex 50 |
| | chars). |

| signed_at | REQURED | string | 1SO 8601 UTC tinestanp |
| | | | of signing. |

I | 1SO 8601 UTC |
| | | expiration tinestanp. |
I | RECOMVENDED TTL: 90 |
| | days. |

Base64ur | - encoded
Ed25519 signature (86

signature | |
I I
| chars without |
I I
I I
| |

REQUI RED | string

padding). This is the
ONLY field excl uded
from canonical i zati on

Table 4

Note: The "dns_record" field present in draft-deforth-arp-00 has been
renoved. Verifiers MJST construct the DNS query nane fromthe
retrieval domain and dns_sel ector, never fromuntrusted JSON dat a.
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10. Key Rotation

To rotate keys w thout service disruption:

1. Cenerate a new Ed25519 keypair.

2. Publish the new public key under a new DNS selector (e.g.,
"arp2026qg3. _arp. exanpl e. cont').

3. Re-sign the reasoning payload with the new key, updating
dns_sel ector accordingly.

4. Keep the old DNS TXT record published until the expires_at
timestanp of the | ast payl oad signed with the old key has passed.
This prevents verification failures for agents hol di ng cached
copi es of the previous payl oad.

5. After the old payload' s expires_at date has passed, renove the
old DNS TXT record.

Verifiers SHOULD support checking nultiple selectors. The

RECOMVENDED rotation interval is 90 days, aligned with the default

signature TTL.

11. Relationship to Existing Standards
[ oo b s s e s s oo oo e
| Standard | Relationship to ARP |
[ s s e e e e s s s s s s s e s s s e s s s s s s s s s s s s s s s s s s e
| DKIM | ARP adapts the DNS-anchored key publication and |
| [RFC6376] | CNAME del egation nodels fromDKIM for entity |
| | claimverification rather than email |
| | authentication. |
R oo e o e e e e e e e e e e e e e e e e e e e e e e mm e oo oo +
| C2PA v2.2 | C2PA verifies media provenance via enbedded |
| [ C2PA] | manifests. ARP verifies textual entity claim |
| | provenance via DNS. Conpl enentary, non- |
| | overl appi ng scope. |
o e e - o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s +
| WBC | VCs require an |ssuer-Holder-Verifier ecosystem |
| Verifiable | ARP provides a sinpler two-party (Publisher- |
| Credentials | Verifier) nodel for public entity clains. |
| 2.0 [WBC-VC | |
S o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o +
| AIVS v1.0 | AIVS verifies what an agent DI D (session/action |
| TAIVS] (WBC | integrity). ARP verifies what an agent READS |
| Comunity | (content provenance). Conplenentary: AIVS audit |
| G oup) | logs plus ARP content verification forma full |
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12.

12.

12.

12.

| | end-to-end trust chain for agentic systens. |

| TETF SCTT | ARP signed payl oads coul d be registered as SCI TT |
| | transparency statenents for append-only |
| | auditability. |

| Schema. org | Schema.org describes entity attributes. ARP |

| | cryptographically binds those attributes to |
| | verified domai n ownership. |

Table 5

Security Considerations
1. DNS Security
ARP s trust anchor is the DNS TXT record. Wthout DNSSEC, an
attacker who can poi son DNS responses can substitute a fraudul ent
public key. Inplenmentations SHOULD use DNSSEC-val i dated resol vers
where available. [Inplenentati ons SHOULD al so cache DNS responses
according to the record’s TTL to reduce | ookup frequency.
2. Key Conprom se
If an Ed25519 private key is conprom sed, the attacker can sign
arbitrary payloads that will validate agai nst the DNS-published key.
Dorai n owners MJST:
* Store private keys with restricted file perm ssions (0600).

* Rotate keys inmmediately on suspected conpronmi se.

* Use the expires_at field to limt the validity w ndow of any
si gnature.

* Consider hardware security modul es (HSMs) or secure encl aves for
hi gh- val ue domai ns.

3. Replay and Stal eness

Verifiers SHOULD check the expires_at tinestanp and reject expired
signatures. The RECOMMVENDED TTL is 90 days. Verifiers MAY also
check the signed_at tinestanp against the HTTP Last-Modified header
to detect stale payl oads served from cache.
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4. Content Truthful ness

ARP verifies PROVENANCE (who authorized the data), not TRUTH (whet her
the data is factually correct). A domain owner can sign factually
incorrect claims that will pass ARP verification. Al systens
consum ng ARP-verified payl oads SHOULD still cross-reference entity
cl ai s agai nst i ndependent sources. The epistemnic_scope field in
entity clains is designed to help Al systens distinguish between
publicly verifiable facts and proprietary internal clains.

5. Narrative Injection wthout ARP

Wthout ARP verification, any actor can publish reasoni ng payl oads
containing arbitrary entity clains on any domain they control

Regul atory frameworks such as the EU Al Act [EU Al-ACT] Article 19
require audit trails for high-risk A systenms but do not prescribe
verification formats for ingested content. Enpirical research has
denmonstrated that RAG systens will cite well-structured entity clains
from previously unknown domains as primary sources within 24 hours,
regardl ess of domain history, traffic, or backlinks. ARP provides
the verification |layer that allows consum ng systens to differentiate
bet ween aut hori zed and unaut hori zed entity cl ai ns.

6. Cross-Domain Signing

Cross-domai n signing MIUST use the DNS CNAME del egati on nodel
described in Section 4.5. The verifier always queries the retrieva
domai n’ s DNS namespace and foll ows CNAVE records transparently. This
mai ntai ns the absol ute sovereignty of the DNS trust anchor and
prevents attacks where unsigned JSON fields are used to redirect
trust to attacker-controlled DNS

Consum ng systens MAY choose to treat CNAME-del egated signatures with
| ower confidence than direct (same-donmin) signatures

7. Keypair Separation

When ARP i s depl oyed al ongsi de other verification systens that also
use Ed25519 (e.g., AIVS [AIVS] for agent session integrity),

i mpl ementati ons MJUST NOT reuse the sane Ed25519 keypair across
different verification functions. Sharing a single keypair between
content signing (ARP) and session signing (AIVS) creates a single
poi nt of failure: conpronise of one key conprom ses both trust

domai ns.
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| mpl enent ati ons SHOULD use separate Ed25519 keypairs for each trust
function. Were a unified identity anchor is desired,

i mpl ement ati ons MAY use a DI D Document (e.g., did:web) to bind

mul tiple function-specific public keys to a single domain identity:

* An "assertionMethod" key for ARP content provenance verification
* An "authentication" key for agent session signing (e.g., AVS).
Thi s approach preserves key isolation while enabling cross-protoco
identity resolution. The DID Docunent itself can be anchored to the
domain via the did:web nmethod, which resolves to /.well-known/
did.json on the entity’'s domain

8. Domain Signing Policy

To protect against downgrade attacks — where an attacker strips the
_arp_signature block froma signed file and nodifies the content —
domai n owners MAY publish a Domain Signing Policy via DNS TXT record
at the bare _arp node

_arp.exanple.com IN TXT "v=ARPl; p=reject"

The foll owing policy values are defined:

| Policy | Value | Meani ng |
[ gt Cjes s e pugute bumfass oo fuss s s e sy o}
| none | Default | No enforcenent; unsigned files |
| | | are treated normally. |
R S o m m e e e e e e e e e e e eo oo s +
| warn | Advisory | Verifiers SHOULD log a warning if |
| | | the payl oad is unsigned. |
S SRR TS o e e e e e e e e e e e e oo oo +
| reject | Strict | Verifiers MJUST treat unsigned |
| | | payl oads as FAIL_UNSI GNED PQOLI CY. |
R S o m m e e e e e e e e e e e eo oo s +
Table 6

Verification flow for unsigned payl oads:

1. Verifier encounters a reasoning payload without an _arp_signature
bl ock.

2. Verifier queries the DNS TXT record at _arp.<retrieval domai n>.
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3. If arecord with p=reject is present, the verifier MJST reject
the unsigned payl oad (FAI L_UNSI GNED PQOLI CY) .

4. 1f no policy record exists, the verifier treats the payl oad as
unsi gned (no cryptographic trust, but not rejected).

This follows the sane progressive enforcenment nodel as DVARC
(p=reject) [RFC6376] and HTTP Strict Transport Security (HSTS)

9. Alternative Cryptographi c Envel opes
Thi s specification defines a custom _arp_signature bl ock for
sinplicity and clarity. Future versions MAY consi der adopting JSON
Web Signature (JW5) [RFC7515] with the Unencoded Payl oad Option
[ RFC7797] as an alternative envel ope format. This would provide
cryptographic agility and enable use of battle-tested standard
libraries, while preserving the human-readabl e cl eartext JSON payl oad
that JCS canonicalization achieves. The dns_sel ector, expires_at,
and signed_at fields would map to the JWS Protected Header.

I ANA Consi derati ons
1. Well-Known URI Registration

Thi s docunent requests IANA to register the follow ng well-known URI
suffix in the "Well-Known URIs" registry established by [ RFC8615]:

URI Suffix reasoning.json

Change Controller |ETF

Ref erence Section 5.1 of [this docunent]

Status permanent

2. Underscored Node Nane Regi stration

Thi s docunent requests IANA to register the following entry in the
"Underscored and d obally Scoped DNS Node Nanmes" registry established
by [ RFC8552]:

RR Type TXT

_NODE NAME _arp

Ref erence Section 4.1 of [this docunent]

Ref er ences
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Appendi x A.  Conpl ete Exampl e
A. 1. DNS TXT Record
arp. _arp. exanpl e.com 3600 I N TXT (
"v=ARPl; k=ed25519; "
" p=MCowBQYDK2VwAy EA5d7] b7bk TVK5"
"YQANFNMYY7d pCddGdSRIKGh3ELWIos=")

A. 2. Reasoni ng Payl oad
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}
A 3.

}

}

10.

11.

$schemn": "https://arp-protocol.org/schema/vl. 2.json",
protocol ": "Agentic Reasoning Protocol (ARP)",
version": "1.2",

domai n": "exanpl e. cont',

entity": "Exanple Corp",

entity_clainms": {
"fram ng_context": "Exanmple Corp is a technology ..."
ontent _policy": {
"ai _training": "allowed-with-attribution",
"citation_required": true

_arp_signature":
"al gorithnt: "Ed25519",
"dns_sel ector": "arp",
"canonicalization": "jcs-rfc8785",
"signed_at": "2026-04-06T14: 00: 00Z",
"expires_at": "2026-07-05T14: 00: 002",
"signature": "P1ll CPaHn_W.Xdi dBf xLXgBBi d1G. . . "

Verification Steps

Record retrieval domain: exanple.com

April 2026

Retrieve https://exanple.conl.well-known/reasoning.json (follow

redirects, keep original domain)

Check: payl oad. domai n == "exanpl e. cont' (PASS)
Check: expires_at > now (PASS)

Extract dns_selector = "arp" from _arp_signature
Query DNS TXT at: arp._arp. exanpl e.com

Parse p= tag to obtain public key bytes

Copy payl oad, renove ONLY _arp_signature.signature

JCS-canoni calize the nodified copy

Ed25519 Verify(public_key, signature, canonical _bytes)

Resul t: PASS
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Appendi x B. JSON Schema
The normative JSON Schema for ARP vl1.2 payloads is published at:
https://arp-protocol.org/schema/vl. 2.json

The schena defines validation rules for all required and optional
fields, including type constraints, maxi mum | engths, enumerated
val ues, and format requirenents. |Inplenentations SHOULD vali date
payl oads agai nst the schema before signing and before processing
entity clains.
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